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Abstract—The vulnerability of deep neural networks to ad-
versarial attacks has posed significant threats to real-world
applications, especially security-critical ones. Given a well-trained
model, slight modifications to the input samples can cause drastic
changes in the predictions of the model. Many methods have been
proposed to mitigate the issue. However, the majority of these
defenses have proven to fail to resist all the adversarial attacks.
This is mainly because the knowledge advantage of the attacker
can help to either easily customize the information of the target
model or create a surrogate model as a substitute to successfully
construct the corresponding adversarial examples. In this paper,
we propose a new defense mechanism that creates a knowledge
gap between attackers and defenders by imposing a designed
watermarking system into standard deep neural networks. The
embedded watermark is data-independent and non-reproducible
to an attacker, which improves randomization and security of
the defense model without compromising performance on clean
data, and thus yields knowledge disadvantage to prevent an
attacker from crafting effective adversarial examples targeting
the defensive model. We evaluate the performance of our water-
marking defense using a wide range of watermarking algorithms
against four state-of-the-art attacks on different datasets, and the
experimental results validate its effectiveness.

Index Terms—watermarking, deep neural networks, adversar-
ial examples, defense

I. INTRODUCTION

Deep Neural Networks (DNNs) have been widely adopted
in a variety of machine-learning tasks, ranging from computer
vision, speech recognition [20], [23] to natural language
processing and healthcare [1], [8]. Despite the remarkable
performance these applications have achieved, DNNs remain
vulnerable to adversarial attacks that design special impercep-
tible perturbations to the original inputs to fool state-of-the-
art models. For example, Goodfellow et al. [17] demonstrated
how to add a small perturbation to an image of panda that
causes it to be recognized as a gibbon with high confidence.
In a security-critical scenario, Evtimov et al. [14] successfully
misled a classifier to misclassify a stop sign with some
physical perturbations, which can be either graffiti or black
and white strips, as a Speed Limit 45 sign.

In order to alleviate adversarial attacks, researchers have
proposed a large body of defensive work. Some of them
try to manipulate model properties through augmentation or
regularization [9], [17], [21], or attempt to filter malicious
examples by detecting or removing perturbations introduced to
original examples [24], [39]. Most of these strategies are easy
to compromise due to their simplicity and differentiable nature,
with some impractical assumptions on the attacker’s knowl-
edge of the target model. In fact, the information about the
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target model is the key for most attack algorithms to craft ad-
versarial examples, especially for those gradient-based attacks
that require this information to calculate gradients through
backpropagation. Recent studies [12], [38] have shown that
randomization over the network layerwise structure or inputs
enjoy the potential of obfuscating the gradients and thus
mitigate the adversarial vulnerability. This naturally inspires us
to take advantage of the randomization paradigm and increase
the attacker’s uncertainty to the target model to significantly
hinder them from customizing the model information, such
that the generated adversarial examples could be rendered as
less effective as possible.

Based on the above observation, in this paper, we consider
the practical scenario about the adversarial attacks, and design
a defense mechanism by introducing the randomness and con-
fidentiality of digital watermark to DNN models to incur the
possible knowledge gap between the attacker and the defender.
Digital watermarking is a technique that embeds watermark
information into the host image by modifying visually non-
significant pixels, which is transparent, imperceptible, and
robust. For the watermarking techniques, if a user has no
embedding information, the watermark is very challenging to
be detected and extracted [31]. In this respect, the attacker
needs to craft adversarial examples from their self-trained
surrogate models as it is not realistic for them to reproduce
the defense model without confidential embedded information.
The lack of knowledge about the defense system leads to
the discrepancy and stochasticity between the surrogate and
real models, making it more challenging for the attacker to
successfully evade the defense model. Our proposed defense
method enables us to train a DNN model that would not only
preserve the inference performance on regular data, but also
benefit from knowledge gap and randomization imposed on
the learned protocol for better robustness against adversarial
attacks. In summary, our work has the following major merits:

o We creatively leverage the concept of knowledge gap by
introducing a watermarking system into the DNN model to
obstruct the adversarial attacker from accessing the model
gradient information. To the best of our knowledge, this
is the first investigation to use watermarking techniques to
counter adversarial attacks.

o The proposed watermarking-based defense improves the
robustness of learning model against adversarial attacks
while not compromising its performance on regular data. It
is convenient for implementation without many additional



computations and extra training or tuning requirements,
and applicable to serve as a general defensive system for
different learning models and networks.

o We systematically evaluate our method against adversarial
attack algorithms in different scenarios and analyze the
impacts of digital watermark on adversarial perturbations.
We show that our proposed defense can effectively resist
adversarial examples, especially for sophisticated ones.

II. PRELIMINARIES
A. Deep Neural Networks

A deep neural network (DNN) is a function y = f(z) that
accepts an input x € R™ and produces an output y € R™,
where f significantly relies on model parameters 6. In our
notation, we define f to be the multi-layer neural network
structure with the softmax function, which can be denoted as

f(z) = softmax(o,(Wypopn_1(...01(W1ix))) (1)

At each layer ¢, W; corresponds to model parameters and o; is
an activation function, usually non-linear, with 1 < ¢ < n. In
our experiments, we focus on networks that use a ReL.U [25]
activation function, as it is the most widely used one.

B. Adversarial Examples

Given a valid input z, it is possible to find a similar input
a’ such that f(2’) # f(z) yet « and 2’ are close according to
specific distance metric. As such, various adversarial attack
methods have been proposed. Fast Gradient Sign Method
(FGSM) is designed to fast craft adversarial examples [17].
An example of FGSM attack with respect to a source input x
and true label y is

2’ =z + ¢ - sign(Val(z,y)) )

where [(x,y) is the loss function used to train the classifier,
and ¢ > 0 is a small constant that governs the magnitude
of distortions. For each pixel in the image, it will take one
step of size € in the direction of gradient sign. Projected
Gradient Descent algorithm (PGD) is a successful extension
of FGSM, which iteratively applies the small FGSM update,
with the result being clipped by a sufficiently small constant.
Specifically, it begins by setting x° = z, and then on each
iteration k, ¥ is updated as

2 = 2P e sign(Wae— 12 y) 3)
where k = 1, ..., K, and 2’ = 2. The number of iterations
K is determined such that f(2') # f(z). DeepFool [27]
is another state-of-the-art adversarial example generation ap-
proach that projects input = onto the nearest class boundaries
iteratively to minimize the Euclidean distance between the
input and adversarial examples. In addition, as it has been
shown to be very effective in other works, the CW-L2 attack
method proposed by [6] is an optimization-based attack that
uses Lo-penalty term as its distance metric to find a minimum
distortion § for a given input:

min]| 6 | +Acf(z + )]
st. 0<z;+6; <1 Vi=1,...N

“4)

Ac is a suitable constant chosen by binary search, = + §
represents the adversarial example =’ we would like to find,
and f(-) is an effective objective function

f@') = max(—k, max{Z () po) : t # f(2)} = Z(2)s) (5)

where x denotes a margin parameter that controls the confi-
dence in result, and Z(x); is the logit (the value before the
softmax layer) corresponding to class t.

C. Digital Watermark

Digital watermarking is a technique used for the protection
of digital work such as video, audio, and image [35]. In
this technique, a secret payload (i.e., watermark) is embedded
to the work using some watermarking algorithm that should
be imperceptible, robust, and of high fidelity. Specifically, a
watermarking algorithm consists of a watermark structure and
an embedding algorithm. According to the modified value of
the carrier, digital watermarking is divided into two major
areas: spatial domain watermarking and frequency domain
watermarking. For the sake of the imperceptibility and robust-
ness, current image watermarking research mainly focuses on
frequency domain watermarking techniques, where the image
is represented as the form of frequency, and the watermark is
embedded into the coefficients of the transformed image. In
general, the frequency domain transform is considered to be
more robust than that in spatial domain. Therefore, we explore
a couple of frequency domain watermarking transforms in our
defensive strategy.

III. PROPOSED METHOD

In this section, we present the detailed approach of how to
design a watermarking-based defense and how to enhance the
target model’s robustness against adversarial attacks based on
such strategy.

A. Knowledge Gap

Given a DNN model f, the output label y for an input x
is presented by y = argmax; f;(x), where f;(z) is the con-
fidence score of the predicted label 7. Any adversarial attack
that aims to alter the output label y of the model regarding the
input sample x needs to change the confidence score f,(x) by
adding the perturbation ¢ to z, such that the output prediction
is changed by a fixed lower bound ¢: || f, (z)— f, (z+0)|2 > €.
According to the first-order approximation [10] and the DNN
model’s linear characteristics around the input samples [15],
the difference caused by perturbation § on f,(z) can be
denoted as fy(x + 0) — fy(z) = (V4 fy,d). Therefore, the
minimal I,-norm perturbation 4, (p € [1,00)) required to
change the output prediction by ¢ can be approximated using
Holder inequality and /,-norm projection as [10]:

)OIV fyllg) (6)
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where [,,-norm and /,-norm are dual-norm with %4—% =1, and
d(+) is the subgradient of the argument. Dabouei et al. [10]



provided us with a more detailed solution of O(||Vafyllq),
such that Eq. (6) can be rewritten as [10]:

e (IVah T Osien(Vaf,)
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Clearly, we can gain the insight from Eq. (7) that the model
gradient V f,, plays a very important role in the success of the
adversarial attacks; it is essential to obfuscate V f, to defend
against such attacks. With this in mind, some significant efforts
have been made in this regard to enforce useless gradients
for generating adversarial examples [2], while randomized
defenses [12], [38] with randomization over the network
structure or inputs can restrain the attacker from correctly
estimating the true gradient and thus failing to effectively
mislead the model.

More specifically, due to the stochastic gradient caused by
randomized model structure or inputs, the attacker cannot
directly customize the defense model f(x) but train their
own model f(#) to compute the gradient Vggfy As in-
vestigated, adversarial examples may be transferable so that
some adversarial examples generated from f (Z) may lead
to misclassification on f(x) as well [30]. Such a property
allows the attacker to take f(&) as a surrogate model to craft
attack samples. However, since the surrogate model is a rough
approximation of the target distribution (i.e., V3 fy # Vafy,
there is always a discrepancy between the approximation and
the real one, which we consider as the defense space. Our goal
is to enlarge such space, deviate V; f@ from V, f,, and make
the adversarial perturbation less effective. Different from the
previous studies, here we devise a fine-grained watermarking
system to the DNN model to increase the knowledge gap
between the attacker and the defender. As the watermark is
transparent and undetectable with secret payload message and
capacity, the embedded watermark information may cause the
inputs z and the corresponding gradient V, f, randomized,
and expand the discrepancy between f(x) and f(Z). The
DNN model f(z) could thus explicitly change its classification
boundary, and be resilient against the attacker’s adversarial
examples generated through the untrue estimation f (z).

dp =~ ( ) O

B. Watermarking-based Defense

For defenses that employ randomized transformations to
the inputs, Athalye et al. [2] demonstrated that Expectation
over Transformation (EOT) can be deployed to compute the
gradient over the expected transformation to the inputs by op-
timizing the expectation over the transformation E;r f(¢(z))
(i.e., t(-) sampled from a distribution of transformations 7).
However, the distribution 7' can merely model perceptual
transformations, such as image cropping, viewpoint shifts and
geometric changes. Different from the regular input transfor-
mations, watermark embedding, which imposes the random
and secret payload message to the inputs in the abstract
frequency domain, is imperceptible and irreversible for the
attacker, and its distribution 7" is thus difficult to be formu-
lated. Even if some of the watermarked data is accidentally
intercepted by the attacker, they are still unable to detect

| Watermarking System |

watermark key;
v

Embedder |

watermark keya -

Prediction

|
Embedder ‘ - m

v / .
watermgrk ke,

-)l Embedder

Fig. 1: The overview of our defense framework devising a
watermark system between the input and the DNN structure.

and extract all the watermark keys for reproduction. In this
respect, the gradient obfuscation and knowledge gap caused
by watermarking are effective to prevent adversarial attacks
from directly or indirectly calculating model gradients.

In order to generate additional randomization benefits, in-
stead of applying watermarking to the inputs (either clean or
adversarial) using an unique payload message, we design our
watermarking defense paradigm in an ensemble manner, the
overview of which is illustrated in Figure 1. (1) In the training
stage, we randomly split the training data into k sets; for each
set, we embed a watermark key into all inputs; different sets
use different keys, while all inputs enjoy the same embedder (a
watermarking algorithm). All watermarked sets are leveraged
for DNN model training. (2) Complying to the watermarking
routine, we add small Gaussian noise with the interval of
[-0.1,0.1] to each watermarked input and then rescale it to
increase the difficulty of watermark detection. (3) In the testing
stage, we feed the test data through watermarking system using
k specified watermark keys, and the trained DNN model to
obtain k different outputs respectively, which are aggregated
later using voting method to approximate the final result. This
may generate some regularization effect beyond randomiza-
tion provided by model training. Algorithm 1 illustrates our
proposed watermarking-based defense.

It’s worth noting that the embedded secret watermark has no
significant impact on the performance of the DNN model on
regular classification task in our observation. In addition, the
watermark keys are images randomly selected from the large
image database (e.g., ImageNet [11]), which is independent
from the input data. We further resize the watermark images
into the same shape as the input data before embedding
them. Following the second Kerckhoffs’ cryptographic prin-
ciple [26], we err on the side of overestimating the attacker’s
capability and excessively relax the limitation on the attacker’s
knowledge about the defense model (i.e., the worst-case where
the watermarking algorithm and the watermark image database
are also known to the attacker). As such, the attacker tends
to search for the potential watermark keys to craft effective
adversarial examples. The computational space for watermark
searching would be as large as k x 256"*%*¢ where 256 is
the range of image pixel and [h,w,d] represents the image
shape. It forces the attacker to take an extremely long time
and effort to evade the target model. Therefore, it is compu-
tationally infeasible to generate adversarial examples in such
a cost-expensive fashion. Unlike the low-level image trans-
formations [38], the watermarking also implicitly preserves



Algorithm 1: Watermarking-based defense.

Input: D,,: training data, D;,: test data (clean or
adversarial), f: a standard DNN model,
{w}¥_,: k random watermark images, g: a
watermarking algorithm, £ Gaussian noise.

Output: f: a defense model; y: output class.

{w}k_, < convert {w}¥_ | to gray-scale images;
//For the training stage;
{Dy,}F_, « split Dy, into k sets;
fori=1— k do
for j =1— |Dj.| do
| %5 = g(wj,wy) +
end
end
Train DNN model f using the watermarked lA)tT as f,
//For the testing stage;
for i =1 — | Dy do
for j=1—k do
Tij = g(@s, wy) + p;
yij = f(@i5);
end
y; < aggregation using voting on {y;; }2?:1;
end
return The trained model f and the test classes y;

the specific structure and meaningful pattern, which codes
better with the uniqueness of the input images in our defense
model and generates a better advantage to avoid the attacker’s
mimicry.

C. Watermarking Implementation

When embedding a watermark to different images, we have
to adopt a specific watermarking strategy for implementation.
In this work, we investigate five different frequent domain wa-
termarking algorithms in our watermarking system as follows.

o Discrete Fourier Transform (DFT) [36] decomposes an
image in sine and cosine form. Since the magnitude and
phase hold some information of the transformed image, we
can accordingly modify them to embed the watermark.

o Discrete Wavelet Transform (DWT) [32] gives a multi-
resolution representation of the image, which divides the
image into high-frequency quadrant and low-frequency
quadrant. We embed the watermark into low-frequency co-
efficients as they contain the details of the original images.

« Singular Value Decomposition (SVD) [33]. Given an im-
age matrix, it can be transformed into three components,
where the most significant coefficients in the component are
modified to embed a watermark. Afterwards, it is inversely
transformed to reconstruct the watermarked image.

e DWT_SVD algorithm [16] develops the DWT and SVD
methods, which is a technique that clubs the properties of
DWT and SVD. It not only increases the limited capacity
of SVD but also reduces time consumption.

« DWT_DCT_SVD algorithm [28] combines DWT, DCT and
SVD and is robust against geometric attacks.

Besides the watermarking algorithms, the implementation
of watermarking also significantly relies on the property of
the data, e.g., the dimension of the image. The gray-scale
image watermarking is convenient for implementation since
all the intrinsic information of the gray-scale images is simply
abstracted as pixels in a single component. Differently, the
color image are generally represented as a red-green-blue
(RGB) triplet, while the RGB values are more complex and are
the only feasible data from them [7]. Considering that these
three components are inter-correlated and RGB triple is also
a biased representation of the color images, processing the
RGB color information in parallel for each color component
independently while ignoring the intrinsic properties contained
in the interaction of different color channels may easily
enforce information loss and thus lead to model performance
degradation. To address this issue, we attempt two mapping
solutions to transfer the color information into independent
components instead of the R — G — B components.

The first one is inspired by the work [3], where we em-
ploy Karhunen—-Loeve Transform (KLT) to decorrelate RGB
information of the color images. To apply KLT, each image is
represented as a set of vectors v; of size d (e.g., d = 32x 32 if
the dimension of the color image is 32 x 32), with 1 <17 < 3.
As such, it is possible to calculate the expected value of three
vectors as follows:

m = E[v;], (8)

which would further facilitate computing the covariance matrix
of size 3 x 3 of the centered vectors (v; — m):

C = E[(vi —m) - (v; — m)7], ©)

where the eigenvectors a; and their associated eigenvalues \;
of the matrix C can be obtained to formulate a matrix A by
descending order of the eigenvalues as A = (a; 7, a7, azT).

The KLT of a vector v; can be defined as

u; = A (v; —m), (10)

and these vectors are uncorrelated [3]. Here we embed the
watermark into the first component u; after KLT transforma-
tion as it generally contains the most information, and then
an inverse KLT is performed to reconstruct the watermarked
images in the way:

v, =A"' u, + m.

Y

The second solution is mapping correlated RGB components
to HSV [4], a color space designed to more closely align with
the way human vision perceives color. HSV describes colors in
terms of Hue, Saturation, and Value. Considering that HSV is
a less correlated color space than RGB while objects in images
have distinct hues and luminosities so that these features can
be used to separate different image areas, we choose to convert
RGB triple to HSV, embed the watermark to the Hue value,
and then map HSV components back to RGB to construct the
watermarked images.
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Fig. 2: (a): Two threat models (zero knowledge threat model
T} and partial knowledge threat model T5); (b): the evaluation
workflow where the defense model is trained on watermarked
data and different attack models generate adversarial examples
to attack the defender.

IV. EVALUATION

In this section, we evaluate the efficacy of our proposed
watermarking based defense model through performing exper-
iments on benchmark image classification tasks, and compare
our model with a wide variety of state-of-the-art approaches.

A. Experimental Setup

Datasets. We test our model on three benchmark image classi-
fication datasets from the Al Science community: MNIST [22],
Fashion-MNIST [37] and CIFAR-10 [19]. MNIST is a set of
hand-written digits that contains 10 classes, 60,000 training
and 10,000 test gray-scale images of the size 28 x 28, while
Fashion-MNIST [37] is another standard dataset with more
complex and diverse object structures, which also consists of
10 classes, 60,000 training and 10,000 test gray-scale images
of 28 x 28. CIFAR-10 [19] is composed of 60,000 32 x 32
colour images in 10 classes. To be consistent with the previous
work, we scale each pixel value to be in the range [0, 1].

DNN model and watermarking. The DNN model trained
in our experiments is a standard CNN classifier with 8
layers [29]. The architecture of our deployed model is not
complicated because our ultimate goal is not to achieve the
state-of-the-art image classification accuracy on the chosen
dataset but measure the performance of classifying adversarial
examples in the same settings. The overall classifier perfor-
mance is calculated by the test accuracy. We evaluate our
defensive method on four state-of-the-art adversarial attacks,
i.e., FGSM [17], PGD [21], DeepFool [27] and CW-L2 [5]. We
set the number of watermarking embedders % in our system as
5. The watermark images used in either the attack model or the
defense model are randomly selected from the ImageNet [11]
with more than 14 million images, and processed through the
watermarking system upon the dataset. To verify if water-
marked training has any impact on the learning performance,
we test the classification accuracy of our trained DNN system
on the regular image data. We found that the classification
results of different training dataset over different watermarking
algorithms are consistent with the benchmark in standard case,
where the test accuracy reaches 99.30% over MNIST, 91.49%
over Fashion-MINIST and 88.30% over CIFAR-10 on average.

Attack ability. In our work, we assume the attacker could
obtain most of the essential information about the target model,
such as DNN structure, training raw data D, hyperparameters

0 used for model training, and the classification output, but is
incapable of probing the internal variables of the network to
gain access to the watermark image or the watermarked input
in the continuous workflow. This assumption is reasonable
taking account of the modern protected computing systems
and it is typical in domains, for example, biometric and digital
watermarking applications. We evaluate our defense strategy
against the attackers with different amounts of knowledge
about our defense method. As watermarking color images is
a challenge compared to gray-scale images, we place color
watermarking defense in a separate experimental section.

B. Evaluation of Watermarking-based Defense

Defense against Zero Knowledge Attack 77. In the first
scenario, we consider a very straightforward attack type T}
(Figure 2(a)), where the attacker has zero knowledge about
defense. Intuitively, the attacker utilizes the obtained training
set D and hyperparameters 6 from the observation, and trains
a surrogate DNN model within their knowledge for the same
image recognition task as the target model does. The whole
evaluation process is illustrated in Figure 2(b), where the
attacker generates adversarial examples from the trained threat
model 77 to attack the defense classifier, while the classifier
contains a watermarking system and a well-trained DNN
model, i.e., the adversarial examples will be first processed
with the watermarking system before fed for classification. In
this part of experiments, we compare the results of our method
encoded with five different watermarking embedders including
DFT, DWT, SVD, DWT_SVD and DWT_DCT_SVD with a
standard DNN classifier without watermarking defense, trained
on the original input image set, whose results also serve as the
baseline. We craft 1,000 adversarial examples, and compute
the test accuracy of our defense model on these generated
adversarial examples. The results are shown in Table 1. We
can observe that:

e DFT can effectively decrease the classification error of
adversarial examples for all types of considered attacks.
Specifically, it enhances the model’s test accuracy on adver-
sarial examples from 0.64.8% to 48.3-92.3% on MNIST.
In the case of Fashion-MNIST, the results have slightly
declined, but we can still see an improvement against a
variety of adversarial examples (35.4-75.1% increase). For
FGSM and PGD, DFT-based defense significantly outper-
forms other methods.

o Our method obtains outstanding results on DeepFool and
CW-L2 for all employed watermarking algorithms. On
MNIST, the test accuracy increases up to 95.6% on Deep-
Fool and 93.3% on CW-L2. On Fashion-MNIST, the best
defense result reaches 84.3% test accuracy on DeepFool and
82.0% on CW-L2. By contrast, the experimental results on
FGSM and PDG are not as good as that on DeepFool and
CW-L2.

Defense against Partial Knowledge Attack T5. In the second
attack scenario, we focus on a stronger attack, where we enable
the attacker to partially learn about our defensive strategy



TABLE I: Classification accuracy (%) of defense model against attack T}

. MNIST Fashion-MNIST
Watermarking
FGSM PGD DeepFool CW-L2 FGSM PGD DeepFool CW-L2
- 4.8 0.6 1.0 0.6 6.4 5.2 6.8 6.3

DFT 60.7 48.3 94.5 92.3 47.9 40.6 79.5 81.4

DWT 58.9 28.5 95.6 93.3 21.7 14.4 82.6 81.9

SVD 56.6 13.7 94.7 82.2 24.5 18.8 80.0 74.7
DWT_SVD 53.2 26.3 93.6 90.4 28.7 26.6 82.0 81.9
DWT_DCT_SVD 49.3 23.6 94.1 91.9 37.0 37.4 84.3 82.0

TABLE II: Classification accuracy (%) of defense model against attack 75

. MNIST Fashion-MNIST
Watermarking
FGSM PGD DeepFool CW-L2 FGSM PGD DeepFool CW-L2
— 4.8 0.6 1.0 0.6 6.4 5.2 6.8 6.3
DFT 62.7 44.2 90.1 84.6 48.3 39.3 78.3 71.5
DWT 51.9 29.5 91.7 80.9 19.7 12.8 80.4 70.9
SVD 42.7 13.3 94.6 86.8 229 16.8 81.2 752
DWT_SVD 494 229 92.1 88.9 26.2 235 78.8 70.1
DWT_DCT_SVD 43.1 27.6 95.4 93.4 34.0 36.9 83.4 76.4

including watermarking embedder devised in the defense
method, but not the watermark keys embed to the input data.
We define the second threat model as 75 (as presented in
Figure 2(a)). Specifically, to substitute the watermark images
keysq used in defense model, the attacker randomly picks
surrogate images keys, from the large image database to
watermark the input, and trains their surrogate model for
adversarial example generation. The evaluation process for
our defense model against threat model 7% is depicted in
Figure 2 as well, where the attacker trains the network on
the watermarked image set embedded with a different water-
mark set keys, from keys, through the same watermarking
system as the defense framework. Likewise, five watermarking
algorithms are performed and compared on 1,000 adversarial
examples for evaluation. The experimental results are shown
in Table II, where we can see that:

o DFT can potentially improve the robustness of the model
against FGSM and PGD better than other watermarking al-
gorithms. The results show a 43.6-57.9% accuracy increase
on MNIST. For more complex Fashion-MNIST, it shares
the same observed tendency, but with a slight drop-off.

o Similar to Attack I, our defense achieves very promising
results against DeepFool and CW-L2 for all the watermark-
ing algorithms. On MNIST, it can decrease the classification
error on adversarial examples from 99.0-99.4% to 4.6—
19.1%. For Fashion-MNIST, the error rate is reduced from
93.2% to 16.6% on DeepFool and from 93.7% to 23.6% on
CW-L2.

Discussion. The experimental results and analysis demon-
strate that watermarking-based defense can effectively enhance
DNN robustness against adversarial attacks, even the attacker
may have different knowledge about the targeted system.
In particular, our method achieves high performance against
the sophisticated attacks, e.g., DeepFool and CW-L2. Unlike
other attacks, these attacks are optimally generated through

iterative optimization, which may easily get overfitted to the
model parameters and training dataset and result in weak
generalization. As a result, the delicate changes brought by
the watermark have a significant impact on them.

On the other hand, the defense efficacy on FGSM and PGD
attacks underperform DeepFool and CW-L2, since such attacks
have lower variance and better transferability to the learning
models. Also, the information discrepancy caused by the subtle
watermark does not necessarily induce sufficient patterns to
destroy the specific structure of adversarial perturbations. To
address this limitation, we might need to either introduce more
potentially secret information to enlarge the knowledge gap
between the defender and the attacker, or leverage additional
techniques (e.g., adversarial training against single-step at-
tacks) to further facilitate our watermarking-based defense. We
leave it as our future work.

C. Watermarking Defense on Color Images

Watermarking RGB images is not as straightforward as
that on gray-scale images, due to the fact that these three
components are inter-correlated. To put it into perspective, we
initially exploit DFT to watermark RGB component for the
color images from CIFAR-10 [19], train a DNN model with
and without color watermark embedding process on regular
data. The test accuracy decreases from 88.3% to 38.1%.
Such a naive watermarking method almost generates a denial
of service for classification, let alone be used as defense
against adversarial attacks. In our work, we attempt KLT and
HSV transform to decorrelate RGB information of the color
images in our defense, respectively. We preliminarily assess
the effectiveness of these color image watermarking methods
on the adversarial examples generated by different adversarial
attacks on CIFAR-10. The results are showed in Figure 3.

From Figure 3, we can see that the embedding process using
transformations indeed helps to improve the color watermark-
ing quality, which outperforms the direct watermarking on
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Fig. 3: Accuracy on different color transformations.

RGB space. Regarding the adversarial examples, our defense
using KLT and HSV improves the classification performance
by different degrees against different attacks, especially that
the test accuracy achieves 63.2% and 60.0% against DeepFool,
which is better than other attacks. The same observations can
be found in Table I and Table II, and the defense efficacy
difference among FGSM, PGD, DeepFool and CW-L2 has
been well explained in Section IV-B. Considering that color
image watermarking is still an open issue with challenges
and difficulties (e.g., color representations) [7], we’d like to
gain further insight to enhance the color watermarking in our
defense strategy in the future work.

D. Comparisons with Other Methods

In this set of experiments, we examine the effective-
ness of our defense model against the adversarial attacks
by comparisons with other related state-of-the-art defense
methods, including: (1) resizing [38], (2) padding [38], (3)
resizing+padding [38], (4) bit-depth reduction [18], [39], (5)
JPEG compression [13], [18], and (6) Guassian noise [34].
More specifically, resizing strategy resizes the original input
images into a new image with random size. As discussed in
[38], the difference between the original and new sizes should
be within a reasonably small range to avoid performance drop-
off. Considering the image set used in our experiments is
of 28 x 28 size, we set the new size for each image as
30 x 30. Padding pads zeros around the resized images for
each side. For resizing+padding, we first resize the images to
29 x 29, and then pads zero pixels on the left and bottom to
obtain 30 x 30 images. Bit-depth reduction performs a type
of quantization to squeeze image features that can possibly
remove small adversarial perturbations; we reduce the images
to 4 bits in our experiments. JPEG compression uses the
similar way to disrupt adversarial perturbations; we follow the
work [18] to perform compression at quality level 75 (out of
100). Guassian noise A/(0,1) is added to the image data to
introduce randomization to the target model. The experimental
results on MNIST using DFT watermarking algorithm are
reported in Table IV.

From Table III, we observe that different image transforma-
tions can mitigate the adversarial effects for iterative attacks
like DeepFool and CW-L2 significantly, the reason behind
which has been well analyzed in Section IV-B. As for FGSM
and PGD indicating stronger transferability, these alternative

TABLE III: Accuracy (%) over different defense models

Defense Methods FGSM PGD DeepFool CW-L2
— 4.8 0.6 1.0 0.6
Resizing 14.7 2.0 92.8 92.1
Padding 13.4 0.9 93.4 92.6
Resizing+Padding 14.5 0.7 90.4 91.9
Bit-depth reduction 7.9 0.6 85.0 72.4
JPEG compression 11.1 0.7 93.3 82.9
Guassian Noise 10.5 0.6 922 86.0
Watermarking 60.7 48.3 94.8 93.6

TABLE IV: Accuracy (%) over different watermark classes

Watermark Class FGSM PGD DeepFool CW-L2
Tobacco shop 53.7 44.7 89.9 95.3
Tractor 54.0 36.4 91.8 93.7
Pug 52.4 41.4 92.0 94.3
Vase 47.8 27.7 91.6 94.9
Gorilla 49.9 31.6 88.2 95.1
Valley 50.7 36.5 93.3 82.9

image transformation methods suffer from a drastic drop-
off, i.e., the best classification accuracy can only reaches to
14.7% and 2.0% for FGSM and PGD respectively. By contrast,
our watermarking-based defense can well preserve the unique
structure and patterns through the designed watermarking
procedure and enforce a distinctive discrepancy between the
defense model and the surrogate model, and thus outperforms
other related defense methods.

E. Evaluation on Different Watermark Patterns

Due to the large amount of possible patterns introduced
by watermarking system, it is worth analyzing the different
types of watermark images that work for our defense model
precisely. In this section, we thus validate the effectiveness and
significance of watermark image patterns in building a defense
model. In our experiments, we limit the freedom of watermark
image choice to be one class of images from ImageNet, and
randomly choose different watermark images of one specific
class to be watermark keys. We test the watermarking system
encoded with six image patterns respectively (i.e., tobacco
shop, tractor, pug, vase, gorilla, valley) to evaluate the per-
formance of the defense model against adversarial attacks.
As illustrated in prior experiments, DFT performs better than
other four transformation algorithms applied in our defense
strategy on average; therefore, we evaluate the effectiveness
of different watermark images using DFT as the embedder of
watermarking system. We report the results with respect to the
classification accuracy on MNIST in Table IV.

As revealed from the results, the defense performances
slightly vary in different classes of watermark images where
some image patterns could outperform others against one
adversarial attack while underperform a bit against another
attack (e.g., Tobacco shop achieves 95.3% accuracy on CW-L2
while 89.9% accuracy on DeepFool). Overall, watermarking-
based defense is not strictly sensitive to the specific patterns
introduced by the watermark images, and is able to reach
reasonable performance under a random image choice. Recall
that, the watermarking is also easy for implementation with-



out many additional computations and extra training. These
properties make our defense model convenient and feasible in
practical use.

V. CONCLUSION AND FUTURE WORK

In this paper, we propose a watermarking-based defense
mechanism against adversarial examples by imposing a secret
watermarking system into the DNN model to yield a knowl-
edge gap advantage. The experimental results demonstrate
that our defense can effectively enhance the robustness of
the DNN classifier against adversarial attacks, and prove that
watermark is a good choice to introduce randomization of the
defense model. In addition, we show a promising potential
of our proposed idea against adversarial attacks from limiting
the attacker’s knowledge of the defense model, especially for
the optimized adversarial perturbations. On the other hand,
our defense underperforms on some adversarial examples,
such as PGD. As future work, we aim to investigate other
potential methods to enlarger the amount of secret information
or assemble additional techniques (e.g., adversarial training) to
further facilitate the model protection and examine its behavior
on more complex datasets.
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