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Abstract

Post-training of foundation language models has
emerged as a promising research domain in feder-
ated learning (FL) with the goal to enable privacy-
preserving model improvements and adaptations
to users’ downstream tasks. Recent advances in
this area adopt centralized post-training approaches
that build upon black-box and gray-box foundation
language models, where there is limited access to
model weights and architecture details. Although
the use of such closed models has been success-
ful in centralized post-training, their blind replica-
tion in FL raises several concerns. Our opinion is
that using closed models in FL contradicts the core
principles of federation, such as data privacy and
autonomy. In this paper, we critically analyze the
usage of closed models in federated post-training,
and provide a detailed account of various aspects
of openness and their implications for FL.

1 Introduction

Post-training of foundation language models has received in-
creasing attention as models need to be adapted to down-
stream applications to ensure their effectiveness [Lai et al.,
2025]. Traditional centralized machine learning approaches
do not work well in privacy-sensitive settings, where data
cannot be collected centrally and should remain private. Fed-
erated learning (FL) offers a promising alternative as a de-
centralized paradigm for training machine learning models
on private data across multiple clients. Instead of exposing
private data, clients only exchange gradients or model param-
eters [McMahan et al., 2017]. Combining FL with founda-
tion models, federated post-training emerged, which involves
adapting foundation language models within the FL frame-
work for downstream tasks.

When deciding on what model and what methods to use for
federated post-training, it is crucial to identify different types
of foundation language models in terms of their openness. In
this paper, we classify them into four types according to their
accessibility and licensing model: open-source, open-weight,
gray-box, and black-box models. We find that the degree of
openness of a model not only determines the methods that are
available for post-training, but also impacts the autonomy of

Table 1: Analysis of model openness in federated post-training.
Notes: 1. Open-source models allow inference logic to be customized. 2. API might
provide access to logs. 3. Only possible if API exposes LoRA or adapter access. 4.
Only possible if API allows it via managed fine-tuning. 5. Soft prompting possible if
API allows. 6. Prompt Tuning only possible via textual prompting. FFT = Full Fine-
tuning. RLHF = Reinforcement Learning from Human Feedback.

(Legend: /' : Available ; « : Partially Available ; X: Unavailable)

Open- Open- Gray- Black-
Source | Weight | Box Box
I. Access
Weights v 4 X
Architecture v v X
Source Code v X X X
Training Data v X X X
I1. Autonomy
On Premise /! v X X
API inference v v e v
II1. Post-Training
FFT v v X X
RLHF v v X X
LoRA v v v? X
Adapter Layers v v e X
Instruction Tuning v v /4 X
Prompt-Tuning v v e /8
License ‘ Free ‘ Restrictive ‘ Restrictive ‘ Restrictive
Examples GPT-, LlaMa Together. | GPT-5
Mistral- family Al Claude
7B

clients to use the post-trained model according to their needs
(cf. Table 1).

Recent centralized post-training approaches in frequently
leverage black-box models [Yuksekgonul et al., 2025; Khat-
tab et al., 2024], where interaction is limited to an API
that hides internal parameters (weights/architecture), mak-
ing them inaccessible. This severely restricts the post-
training methods. Yet, researchers deem black-box mod-
els acceptable and at the frontier of Al development, why
they are heavily used in practice. Hence, researchers are
now adopting black-box models for federated post-training,
to leverage local data for post-training[Chen et al., 2025;
Lin et al., 2023]. However, this adaption requires a criti-
cal reflection on whether such approaches are suitable for the
privacy-preserving use cases of FL.
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Our opinion is that federated foundation language
model post-training should focus on open-source models.
Using black-box models makes clients rely on third-party
services, introducing significant drawbacks such as potential
data leakage, reduced transparency, and diminishing client
autonomy that undermine the advantages of using FL. This is
critical as it contradicts the fundamental goals and principles
of FL. Open-source models offer transparency, control, and
alignment with the privacy-preserving principles of FL. They
enable the use of robust privacy mechanisms, effective op-
timization techniques, and promote ethical Al development.
This enhances the autonomy and sovereignty of clients over
their data.

Our opinion is in line with similar statements from various
groups in academia and industry that argue in favor of us-
ing open-source models in general[Manchanda et al., 2025;
Floridi et al., 2025]. The particular focus of this paper is
on the combination of open-source vs. black-box models
in federated post-training, which is a question that requires
more attention in the community.

We make the following contributions. (1) We provide a
detailed classification and analysis of the degree of openness
of foundation language models, and their relation to federated
post-training methods. (2) We critically discuss and analyze
the implications of federated post-training of black-box and
gray-box models. (3) We provide arguments for focusing on
open models, showing that they support the core principles
and motivations of federated learning better. (4) We perform
a security and privacy analysis of federated post-training for
different models and methods. (5) We provide a guide to se-
lect the most suitable type of foundation model (from open to
closed) based on relevant decision criteria.

2 Openness, Post-Training Methods and
Federated Learning

2.1 Model Openness vis-a-vis Post-Training
Methods

Degree of Openness Open-source models [Alliance, 2025;
Open Source Initiative, 2025] provide full access to weights
and source code, a well documented architecture, and train-
ing data under permissive licenses, allowing complete con-
trol over inference. Open-weight models [Open Source Al-
liance, 2025] also provide full access to weights and a well
documented architecture but do not provide source code or
any training data. Gray-box models provide partial access
through APIs that allow for limited fine-tuning options, e.g.,
tuning of adapters. Figure 1 shows how restricted APIs in
gray-box models can be leveraged in FL, where clients col-
laboratively train the prompt or adapter layers while the un-
derlying foundation model remains frozen and is hosted cen-
trally. Typically, gray-box models are actually open-weight
models that are hosted by a service provider that offers man-
aged model execution and post-training. Finally, black-box
models are the most restrictive, allowing only the exchange
of tokens without any access to model internals. They are
fully hosted and managed by a service provider that does not
offer an expressive API that goes beyond token exchange.
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Figure 1: Federated post-training of gray-box models. Top panel:
Gray-box LLM, where the base model parameters are frozen and
inaccessible, while post-training is enabled through APIs allowing
soft prompts or lightweight adapter layers. Bottom panel: Two FL
instantiations under the gray-box setting: (a) clients collaboratively
learn soft prompts via local training and share only prompt models
updates with a central aggregator, and (b) clients train local adapter
layers attached to the frozen LLM and share only adapter parame-
ters. In both cases, the base model remains frozen and proprietary,
while the provider exposes only necessary trainable layers.

Post-Training Methods The accessibility and autonomy of
the models define how they can be post-trained for down-
stream tasks. Open-source and open-weight models can be
post-trained using all possible methods, including full fine-
tuning (FFT), parameter efficient fine-tuning (PEFT) such
as Low-Rank Adapters (LoRA), adapter layers, prompt tun-
ing (PT), instruction tuning (IT), and reinforcement learning
from human-feedback (RLHF) [Rae et al., 2021; Zhao et al.,
2023b]. Gray-box models may provide token-level logits or
an adapter interface, but they can only be accessed through an
API that limits the fine-tuning options to what the provider
exposes [Nakajima et al., 2024]. Like gray-box models,
black-box models can also be accessed only via API; how-
ever, they do not expose any parameters, making it difficult to
tune them beyond textual prompt tuning [Brown et al., 2020;
Achiam et al., 2024].

Licensing Beyond access to source code and training data,
another important distinction between open-source and open-
weight models is their license. An open-source license must
admit the unrestricted use, modification, and redistribution of
the model [Open Source Initiative, 2025]. This plays an im-
portant role for the post-training process itself, allowing for
any needed modifications, but also for the further usage of the
post-trained model. Any restrictions would impact the auton-
omy of users, even after post-training has been performed.
E.g., when using Llama 3, one needs to follow the Meta
Llama 3 Community License Agreement. Under §2 (“Addi-
tional Commercial Terms”), this agreement states that “/... ]
if [...] the monthly active users of the products or services
made available [...] is greater than 700 million monthly ac-
tive users [...], you must request a license from Meta [...] and



you are not authorized to exercise any of the rights under this
Agreement unless or until Meta otherwise expressly grants
you such rights.” Hence, LLama 3 models fail to follow the
open source principles—there are further restrictions in the
license that we do not discuss in more detail here. In contrast,
open-source models are released under open-source licenses
that do not make such restrictions. An example is Mistral-7B
that is released under the Apache-2.0 license. Beyond limita-
tions of liability and warranty that protect the licensor, the li-
cense does not impose any restrictions on the use of the work
or require any additional permissions under specific condi-
tions.

A concise overview on accessibility, autonomy, and post-
training techniques for each type of model (open-source,
open-weight, gray-box, and black-box) can be found in Ta-
ble 1.

2.2 Federated Learning on Foundation Models

FL involves training a shared machine learning model across
multiple distributed clients. Each client owns local training
data that it does not share during training. In each training
round, a server shares the global model with selected clients,
which train it locally on their own data. After training, they
send their model updates to the server, which combines them
according to an aggregation strategy, e.g., Federated Averag-
ing (FedAvg) [McMahan et al., 20171, to improve the global
model. Training is complete after multiple rounds when the
model reaches an acceptable performance level.

Post-training of foundation models on distributed datasets
without collecting data centrally is essential in numerous
real-world scenarios, particularly when handling sensitive in-
formation or complying with stringent data protection and
governance regulations such as the GDPR [European Union,
2016] or the EU Al act [European Union, 2024].

The literature often distinguishes between cross-device and
cross-silo FL [Huang et al., 2024]. In cross-device settings,
model training is performed on end-user devices, such as
mobile phones, severely restricting feasible model sizes and
training speed [Woisetschliger et al., 2024al. In cross-silo
FL, one assumes that clients have access to powerful ma-
chines or data centers, and the focus is on bridging data silos
in a privacy-preserving manner. Such deployments are shown
to be capable of training very large models with billions of
parameters [Sani et al., 2025]. As the focus of our paper is
on post-training of very large foundation language models,
we mainly consider cross-silo settings where computational
capacities are typically high enough to run large models.

The implementation of FL in foundation language model
post-training is a significant challenge given the large-scale
and computational requirements of these models [Hu et al.,
2024]. However, through the recent advent of strong small or
medium-sized models and the increase in hardware capabil-
ities, local post-training becomes a possibility. On the algo-
rithmic side, PEFT techniques have become increasingly sig-
nificant [Woisetschliger et al., 2024b; Lin et al., 2023]. They
seek to reduce computational and communication overhead
by training only a small subset of model parameters, while
the majority remains frozen [Yang et al., 2025a].

The hardware requirements for post-training a foundation

Table 2: Post-training methods for black-box foundation models in
federated learning.

Post-Training Method \ FL Papers

FedBPT [Sun et al., 2024],
Fed-BBPT [Lin et al., 2023],
ZooPFL [Lu et al., 2024]

FedOne [Wang et al., 2025],
FedDTPT [Wu et al., 2024b],
FedTextGrad [Chen et al.,
2025]

[Lin et al., 20231, [Wu et al.,
2024b], [Chen et al., 2025]

Continuous Soft Prompt
Optimization

Discrete Prompt Optimization

Auxiliary Prompt
Generate/Improvement
Models

model in an FL setting largely depend on the size of the
model, quantization precision, and the post-training method
itself. For example, FFT on a 7-13B LLaMa style model us-
ing 16-bit precision needs tens of gigabytes of VRAM [Pan et
al., 2024] on a client node. In contrast, PEFT, especially 4-bit
Quantized-LoRA (QLoRA) on a 7B LLaMa model, requires
less than 12 GB of VRAM [Chai et al., 2023]. [Dettmers et
al., 2023] showed that a 4-bit NF4-quantized LLaMA model
with LoRA adapters and optimizer states in bfloat16 can be
post-trained using QLoRA with about 5 GB of GPU mem-
ory for the 7B parameter model, about 10 GB for the 13B
model, 21 GB for the 33B model, and < 48 GB for the 65B
model on a single GPU. This shows that post-training even of
larger foundation models is possible with modest hardware
that can be found in cross-silo FL. deployments. The hard-
ware requirements of the server-node are not particularly vast
as it does not train the model and is only involved in model
aggregation and the orchestration of the training.

In addition to PEFT, personalized FL (PFL) represents a
vital research domain with respect to foundation models [Lu
et al., 2024; Wu et al., 2024a]. Recognizing the substantial
variability in data distributions among diverse clients within
a federated system (non-IID data), PFL aims to create models
customized to the distinct requirements and data characteris-
tics of individual clients. This typically entails a combina-
tion of global learning to acquire the fundamental knowledge
within the entire federation and local adaptation to person-
alize the model for each client [Tan et al., 2022]. Recent
variants of federated PEFT address this heterogeneity directly
within the LoRA paradigm: SA-FedLoRA applies a simu-
lated annealing schedule to dynamically adjust each client’s
parameter budget and mitigate client drift, while FlexLoRA
allows clients to train local adapters at heterogeneous ranks,
which are reconciled into a shared global adapter via SVD-
based weight redistribution during aggregation [Bai et al.,
2024; Yang et al., 2025b].

2.3 Federated Black-Box Post-Training Methods

The reasons for the interest in black-box foundation lan-
guage models are manifold [Matarazzo and Torlone, 2025;
Sharma, 2023]. Organizations that invest significantly in the
development of these advanced models often claim and pre-
serve ownership over their intellectual property and the tech-
nology itself. Facilitating access via APIs enables them to



deliver their functionality as a service while concealing the
intricate details of their models. Moreover, using these black-
box models provides users with a convenient way to interact
with advanced Al without requiring the substantial comput-
ing resources and expertise necessary to develop such exten-
sive models independently. For that reason, we see a rapid
increase of applications developed on these strong, yet non-
transparent, foundation language models. With this growing
application base, the question of post-training these black-
box foundation models is receiving growing attention as can
be seen in Table 2.

Recent research looks into how black-box foundation lan-
guage models may be modified for the FL paradigm, given
their popularity and success in centralized settings [Hu er al.,
2024]. In FL, centralized post-training is usually adapted to
the federated setting by training small auxiliary models to
generate or improve prompts for the black-box model [Lin
et al., 2023; Wu et al., 2024b; Chen et al., 2025]. This is be-
cause of the fundamental constraint that the internal parame-
ters of a black-box model are inaccessible.

FedBPT [Sun et al., 2024], Fed-BBPT [Lin et al., 2023],
Federated Discrete and Transferable Prompt Tuning (Fed-
DTPT) [Wu et al., 2024b], Federated Textual Gradient (Fed-
TextGrad) [Chen er al., 2025] and FedOne [Wang et al., 2025]
aim to achieve efficient FL over black-box models that can be
accessed only with APIs based on prompts. FedBPT and Fed-
BBPT optimize continuous soft prompts, where clients esti-
mate the gradients of the prompt parameters using a zeroth-
order optimization. The local prompt updates are then ag-
gregated on the server. [Lu et al., 2024] investigate the ef-
fect of using zeroth-order optimization methods in personal-
ized FL to work with black-box foundation language models.
These methods approximate gradients by querying the model
using inputs incorporated with an auto-encoder with low-
dimensional and client-specific embeddings, enabling post-
training without requiring direct access to the model’s inter-
nal parameters.

FedOne, FedDTPT, and FedTextGrad differ from FedBPT
and Fed-BBPT since they operate on discrete prompts. Since
they operate on discrete prompts, even zeroth-order optimiza-
tion is not possible. In FedOne, clients must operate on
search-based strategies such as block-wise exploration. Like
FedBPT and Fed-BBPT, local prompt updates are aggregated
to obtain a single prompt. In FedDTPT, a feedback loop
mechanism that leverages the Masked Language Model API
to guide prompt optimization is used during the client op-
timization phase. The server aggregates them using an at-
tention method centered on semantic similarity to filter lo-
cal prompt tokens, combined with embedding distance elbow
detection and a DBSCAN clustering strategy to refine the fil-
tering process. In FedTextGrad, clients make use of “textual
gradients” for local prompt optimization. The server then ag-
gregates the locally optimized prompts by summarizing them
using the principle of uniform information density.

Table 3: Effect of open-source criteria on federated learning prin-
ciples when using the model for post-training. “v”’ means that the
violation of this open-source criterion has severe impact on the cor-
responding federated learning principle; “¢ ” means there is a lim-
ited or indirect effect; “X”” means there is no effect.

Open-Source Federated Learning Principles
Model Criteria Privacy | Autonomy | Heterogeneity
Weights & Code v v
License X v
Data X X X

3 Open Models Fit Federated Learning Better

3.1 Alignment with Federated Learning Principles

Although there are arguments for using black-box foundation
language models (see Section 4), we argue that the combi-
nation of black-box or gray-box foundation language models
with FL is generally not a good fit. Relying on querying re-
mote models hosted by a third party counteracts the benefits
and motivations of using FL in the first place.

We analyze the impact of violated open-source criteria on
three fundamental principles of FL, cf. Table 3. First, pri-
vacy: One of the most important principles in FL is that
clients keep their training data local and do not need to share
it with any centralized training instance. Second, autonomy:
Clients decide themselves what training data to use and how
to contribute to the joint training process. They also com-
monly own the trained model. Third, heterogeneity: Clients
with different kinds of data distribution can participate in the
training, with the goal of covering a wide variety of private
training data in the joint training process.

Weights and code Without open weights, clients cannot
directly access the foundation model for post-training. In-
stead, they must communicate with the model through the
provider’s APIL. This puts the client’s privacy at risk as all
communication is mediated by the API provider. The clients
ability to perform fine-tuning tasks is constrained by the per-
missions and infrastructure of the API providers. This con-
strains the autonomy of the clients. Heterogeneity is not di-
rectly affected if model weights are not open: Post-training is
still possible over diverse datasets. However, certain clients
whose use-cases fall outside the provider’s policies or are re-
stricted by governing policies such as GDPR may be excluded
from participation. The availability of model architecture and
code is closely tied to the openness of the weights. Without
this information, model usage and adaptation becomes sig-
nificantly more difficult or even infeasible, forcing clients to
rely on the model provider for fine-tuning.

Licenses Restrictive licensing does not impede the privacy
of the client’s post-training data. However, it does constrain
their autonomy as they cannot freely decide how the fine-
tuned models may be used. In other words, an open-weight
model with a restrictive license can still be used for privacy-
preserving federated post-training, but clients must carefully
study the license and understand the impact of the restrictions
on their intended use of the post-trained model. Licenses can
provide a hurdle for certain participants to join the federated



training, e.g. when they require a payment or when politi-
cal conditions, such as international sanctions, restrict clients
from obtaining them. This can reduce the variety of clients
from participating in post-training and thus affect heterogene-
ity.

Data The openness of training data that is used for pre-
training does not have any significant impact on federated
post-training. Post-training is largely independent of pre-
training: Clients can freely post-train the model with their
private data regardless of whether the original pre-training
data is open or not. It may generally be helpful to have in-
formation on the pre-training data, but this is not an issue that
is specific to the federated setting.

3.2 Closed Models Bring Many Risks

Privacy and Security FL enhances user privacy by keep-
ing raw training data on local devices. Using black-box
or gray-box models that are hosted by a third-party server
puts the users’ private data at risk, as the hosting party re-
ceives and processes plain-text input or tokens. Hence, post-
training on black-box models inherently leaks potentially sen-
sitive information [Hanke er al., 2024]. One can try to add
additional privacy-preserving mechanisms such as differen-
tial privacy [Behnia er al., 2022; Zhao, 2023] or rely on
the service provider’s guarantees to not look into the data,
which can be supported by technical measures, e.g. via
trusted computing [Flower Labs, 2025]. However, the fun-
damental privacy cornerstone of FL is that training data does
not leave the client, and this is not possible with black-box
and gray-box models. Beyond mere technical privacy, there
are also regulatory difficulties when moving sensitive data,
cf. privacy regulations such as GDPR. In terms of secu-
rity, clients need to rely on mechanisms implemented by
the black box model provider. Locally implemented secu-
rity mechanisms in control of the clients [Ye et al., 2025;
Sun et al., 2025] are restricted to the components that are
trained in a federated setting, i.e., mostly the prompt genera-
tor for black-box models or adapters for gray-box models. It
has to be noted that FL on open models is necessary, but not
sufficient to ensure privacy, as various attacks are possible
that require counter-measures. Then, however, clients are ca-
pable to apply and control defense mechanisms. We provide
a more detailed analysis of privacy and security of federated
post-training in Section 3.4.

Transparency and Explainability Unlike open-source and
open-weight foundation models, the limited access to black-
box and gray-box models restricts understanding of their in-
ternal architecture and the reasons behind their output [Rane
et al., 2024]. The lack of transparency hinders the systematic
assessment and verification of the behavior and the analysis
and mitigation of risks of these models according to prede-
fined objectives. Relying on an external provider, clients do
not even know for sure what system prompts were in place
when using the models. Promising approaches to explain the
output of a language model require access to the model pa-
rameters [Ameisen et al., 2025].

Autonomy One of the key advantages of FL is that clients
retain control over their private data and key aspects of the

Table 4: Attack targets open-source, open-weights, gray-box, and
black-box models, which clients can and need to protect during fed-

erated post-training. (v/: Controllable (by clients) ; «: Partially
controllable ; X: Out of control)
Targets Open- Open- Gray- Black-
Source | Weight | Box Box
Base Model v v X
Adapters v v X
Prompt Generators v v v v

training process. FL aims to promote the development of
decentralized Al by returning data ownership to clients and
reducing the dependency on a central authority [Flower Al,
2025; Anelli et al., 2021]. Outsourcing essential optimization
decisions to a black-box model undermines this autonomy. If
clients cannot retain complete control over the post-training
process, one of the main motivations to use FL — maintaining
local client control — is compromised. It raises the question
whether the partial control that is left for the clients is suffi-
cient to justify the use of FL in the first place.

Inefficient natural language interface Communicating
with black-box models is typically limited to natural language
prompts. Arguably, natural language is not an effective way
to program a computer system [Dijkstra, 1997] due to its am-
biguity, and the same argument holds for black-box founda-
tion language models. Techniques that directly work on the
model weights benefit from a more rigorous mathematical ex-
planation of the optimization process.

3.3 Open Models Have Advantages

Our opinion is that black-box and gray-box foundation lan-
guage models do not fit together with the core principles and
goals of FL. In contrast, using open-source or open-weights
models has many advantages and aligns very well with FL
principles.

Local deployment provides control If an open-source or
open-weight model is deployed locally, we eliminate the need
for API calls to black-box and gray-box models. Local de-
ployment provides complete control over model training and
data and allows for the use of additional privacy-preserving
and security mechanisms. It should be noted that with more
control, clients also have more responsibility. We discuss
what this means for security and privacy in more detail in
Section 3.4.

Broader range of post-training methods Beyond prompt
tuning, open models support the full range of post-training
techniques such as adapter layers and LoRA. Using PEFT,
minimal parameter updates yield large task-specific perfor-
mance improvements [Hu er al., 2022; Poth et al., 2023].
PEFT techniques such as adapter layers and LoRA have been
successfully extended to FL [Yang et al., 2025a; Cai et al.,
2023].

In terms of prompt tuning itself, model access facilitates
highly effective techniques that work on soft prompts, such
as prefix tuning [Li and Liang, 2021] and P-Tuning [Liu et
al., 2024]. [Lester et al., 2021] indicate that prompt tun-
ing, especially soft prompting, scales well with model size,



achieving performance comparable to FFT. It has also moti-
vated frameworks such as FedPrompt [Zhao et al., 2023a] and
PromptFL [Guo et al., 2023] that assume a frozen LLM with
access to local gradients on each client and optimize prompt
parameters to improve communication and computational ef-
ficiency. FL strategies such as FedSP [Dong er al., 2023] that
facilitate information exchange between clients and the ag-
gregation server through soft prompts show the effectiveness
of soft prompts in FL. Decomposed Prompt Tuning (DePT)
combines soft prompting and LoRA shows great promise [Shi
and Lipani, 2024].

3.4 Privacy and Security Considerations

First, we take a closer look at which parts of the model are in
control of the clients. In Table 4, we show that with a decreas-
ing level of openness, clients have less control over the model.
This means that when using gray-box and black-box models,
clients need to trust the provider to take care of protecting
the inaccessible model parts against attacks. On the other
hand, with open-source and open-weight models, there is a
larger attack surface during federated training, which clients
and aggregation server need to protect against. Decentraliz-
ing the model training, hence, has two faces: It puts more
control to the clients, but it may also increase the attack sur-
face. Indeed, FL is known for its rich literature on privacy and
security attacks and defenses, which we study in more detail
in the following with regard to post-training methods.

To discuss attacks and defenses during FL post-training,
we focus on the following attacks [Du et al., 2025; Hu et
al., 2024; Cheng et al., 2024]: 1) Poisoning attacks: ma-
nipulate the model to deteriorate downstream performance or
install a backdoor, 2) membership inference: infer whether
a specific training sample was included in the training pro-
cess, and 3) gradient inversion: reconstruct original training
data. To counter these attacks, various defenses have been
proposed. We focus on the following defenses: 1) Differ-
ential privacy (DP): injecting noise to hide individual data
records, 2) Secure Aggregation: privacy-preserving compu-
tation of an aggregated model without revealing individual
clients’ contributions, based on secure multi-party computa-
tion [Li et al., 20211, 3) Homomorphic Encryption: aggrega-
tion computations are performed directly on encrypted data,
4) Byzantine Aggregation: robust aggregation protocols that
tolerate Byzantine client behavior. We analyze per post train-
ing method which of these attacks are possible and what mea-
sures clients can take to mitigate them [Cheng et al., 2024].

Table 5 provides an overview of our results. As can be
seen, the attacks to be protected against and the defenses
available to the clients decrease with the degree of control
over the model. While FFT and PEFT methods such as LoRA
and Adapter layers have the largest attack surface, clients also
have access to the full arsenal of protective measures. With
less control over the model, attack surfaces and available pro-
tections also become more constrained. Instruction Tuning,
RLHF and Prompt Tuning may or may not contain private or
otherwise sensitive data; hence corresponding privacy attacks
and defenses may or may not need to be considered.

Table 5: Privacy and security analysis of federated post-training
with respect to the fine-tuning method. We analyze which attacks
clients can and need to protect against, and which methods could
be effective in doing so.

Legend: (V/: Yes; ¢ : Partially; X: No)

\ FFT \ LoRA\ Adap.\ IT \ RLHF\ PT
Attacks
Poisoning v v v v v v
Mem. Inf. v v v
Grad. Inv. v
Defenses
DP v v v
Sec. Agg. v v v
HE v v v
Byz. Agg. v v v v v v

4 Black-Box Foundation Language Models
Have Many Advantages

As can be seen in Table 2, black-box models remain widely
used despite the risk they carry. Their adoption is driven by
several advantages, such as strong performance, ease of de-
ployment, and readily available serving stack.

Black-box foundation models often demonstrate superior
performance compared to open-source alternatives. How-
ever, this is not always the case. Many open source models
such as DeepSeek [Guo and Yang, 2025] consistently come
extremely close to black-box models. Open-source models
show strong performance in few-shot and zero-shot learning
scenarios, allowing rapid adaptation to a wide range of down-
stream tasks.

Another important advantage of black-box models is their
accessibility. Using hosted APIs removes the need for users
to deploy expensive hardware infrastructure or maintain com-
plex serving stacks locally. Service providers manage model
updates, deployment, and operational maintenance, enabling
users to access state-of-the-art models with relatively low
setup effort. Furthermore, modern prompt engineering and
in-context learning approaches allow users to adapt these sys-
tems without directly modifying model parameters. How-
ever, the practical benefits of hosted models depend strongly
on the deployment setting. Recent advances in LLM serving
stacks such as NVIDIA Triton [NVIDIA Corporation, 2024]
and VLLM [Kwon et al., 2023] make it easy for open-source
models to be hosted privately. In addition, the terms of use
of black-box model providers may restrict access, e.g., due to
trade laws and sanctions [Achiam et al., 2024].

Black-box model providers often supervise their deploy-
ment and maintenance in order to ensure security, alignment,
and legal compliance, by observing ethical and legal guide-
lines [Hanke et al., 2024; Laskar et al., 2023]. However, these
safeguards can easily be breached with simple prompting at-
tacks [Lapid et al., 2024; Chao et al., 2025]. Users must ulti-
mately trust the provider’s guarantees regarding data handling
and privacy preservation, as the underlying model and infras-
tructure remain inaccessible. In contrast, locally deployed
open models provide users with stronger control over privacy,
security, and compliance mechanisms, which is particularly



relevant in federated learning settings [Hanke er al., 2024;
Achiam et al., 2024].

5 A Guide to Model Selection

Following the discussions in this paper, users interested in
federated foundation language model post-training may ask:
Which type of model (open or closed) should I use in my spe-
cific setting? The answer is multifaceted: Local resources,
target model size, customization needs, licensing require-
ments, and the willingness to take responsibility for security
and privacy. As a practical guide, we distill the discussion
into a decision tree (Figure 2) that aims to provide a high-
level overview of important questions to be considered and
point to the possibilities of open-source, open-weights, gray-
box or black-box models. Together with Table 1, it can be
used to make a first plan on what kind of model to combine
with what kind of post-training method. The decision tree
favors open models as the default option and only resorts to
closed models if absolutely necessary. This reflects our stand
that open models suit federated learning principles better.

(—( Can you deploy the model on premise? Jﬁ

Yes No

v

( Do you need to modify LLM architecture or Do clients compute local updates such as

tokenizer? adapters?

| |
PRI
Do yon needa permissive Hoense? can you implement advanced securiy | |

measures?

Ll / Yes No\ /Ves No \

Open-source Models

Open-weights Models Gray-box Models Black-box Models

Figure 2: Decision tree for selecting foundation model type based
on privacy, security, autonomy, and heterogeneity

6 Conclusion

In this paper, we discuss the following question: Should fed-
erated foundation language model post-training adopt black-
box approaches? Our stand is clear: “No, it shouldn’t.” We
provide a comprehensive analysis that illustrates how black-
box models undermine the fundamental goals of FL, espe-
cially privacy and autonomy. Based on a detailed analysis of
aspects of openness in foundation models, we argue which of
them are critical to which goal of FL. This allows for a more
fine-grained assessment of models that offer partial openness
(e.g., open weights but restricted licenses). This way, our
work provides a tool-box that helps researchers and practi-
tioners to make an informed decision on which foundation
models to consider for their work on federated post-training.

Our analysis primarily focuses on the deployment and
post-training of standalone foundation language models.
However, modern large-scale Al systems increasingly op-
erate as compound systems consisting of multiple interact-
ing components, including auxiliary draft models, routing
mechanisms, safety and alignment layers, retrieval systems,
hardware-specific inference kernels, and external tool inte-
grations. In such settings, the degree of openness may differ

across individual system components, making the distinction
between open and closed models less clear-cut than discussed
in this paper. Extending federated post-training analyses to-
ward these multi-component Al systems represents an impor-
tant direction for future work.
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