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Digital signatures are a critical cryptographic primitive requiring quantum-safe solutions. One
possibility are quantum digital signatures (QDS), which offer information-theoretic (IT) security
without a trusted authority. However, even the most promising QDS proposals are largely limited to
the tripartite scenario (one sender, two receivers) and are vulnerable to equivocation-based attacks
that hinder transferability and non-repudiation. To overcome such limitations, we introduce an
equivocation-resistant signature (ERS) protocol based on preshared keys and universal hashing that
achieves IT security and scales to an arbitrary number of receivers. We benchmark the ERS protocol
against state-of-the-art QDS schemes—mnamely [Amiri et al., 2018| for the multi-receiver scenario
and [Yin et al., 2023] and [Garcia Cid et al., 2025] for the tripartite case—demonstrating orders-of-
magnitude reductions in preshared key consumption and signature size. The superior performance
of the ERS protocol is also validated in a field test on the Rome quantum metropolitan area network,
reaching a rate of 13 signatures per second for one-megabit documents shared among five parties.
Our findings position our ERS protocol as a strong candidate for implementing I'T-secure digital
signatures in today’s quantum communication infrastructures.

I. INTRODUCTION

Popular public-key digital signature (DS) protocols,
such as the digital signature algorithm (DSA) [1] and the
elliptic curves DSA [2], can be broken by large-scale fault-
tolerant quantum computers. The new post-quantum DS
standards FIPS 204 [3] and FIPS 205 [4] are not (yet) ef-
ficiently attackable by quantum computers, but their se-
curity is still based on computational assumptions. Con-
versely, the appeal of quantum digital signatures (QDS)
lies in their information-theoretic (IT) security, i.e., se-
curity against computationally unbounded adversaries,
analogously to quantum key distribution (QKD).

DSs based on a public-key infrastructure can be ver-
ified by any user by simply retrieving the public key of
the sender, which requires a trusted third party (a cer-
tificate authority) certifying that the public key actually
belongs to the sender. Conversely, QDS schemes aiming
at I'T security mostly avoid a trusted authority and may
require pairwise preshared keys between all users, which
can limit the number of users able to verify a signature.
For this reason, QDS schemes have been mostly analyzed
in the simplest non-trivial scenario, i.e. a tripartite sce-
nario with a sender and two receivers (or verifiers).

The first QDS was proposed in 2001 by Gottesman and
Chuang [5], with challenging experimental requirements
such as quantum memories, secure’ quantum channels
and swap tests. Later protocols removed the requirement
of quantum memories [6] and the need of secure quantum
channels |7, 8]. However, the main drawback of such

1 Note that an authenticated quantum channel must be also a pri-
vate channel. Indeed, any attempt to learn about the quantum
state traveling in the channel leads to a modification of the state,
which implies the channel is no longer authentic. Hence, authen-
ticity implies privacy for quantum channels.

QDS schemes remained, i.e., the need to sign single-bit
messages, thus resulting inefficient for long messages.

To overcome the security and efficiency limitations of
previous QDS proposals, three promising QDS schemes
have been proposed, respectively by Yin et al. in Ref. [9],
by Garcia Cid et al. in Ref. [10] and by Amiri et al. in
Ref. [11]. These schemes can sign arbitrarily long docu-
ments with relatively short signatures, thereby improving
on the efficiency of previous proposals by several orders of
magnitude. The quantum nature of these schemes lies in
leveraging preshared QKD keys in otherwise classical al-
gorithms, hence they are also known as quantum-assisted
or unconditionally-secure digital signatures.

Recent improvements on the above schemes include
simplifications [12, 13] on the QKD protocols preceding
the classical signature algorithm of Ref. [9], performance
and security upgrades [14] on the scheme from Ref. [10],
and a modified version [15] of the scheme from Ref. [11]
that closes a security loophole of the original protocol and
improves the scalability for large networks of receivers —
at the cost of limiting the number of dishonest users.

Despite the progress on practicality and security, the
protocols in Refs. [9, 10] and their improved versions are
still fundamentally limited to the tripartite scenario, as
reflected by their experimental implementations [9, 10,
14, 16]. The only experimental realization beyond the
tripartite scenario [17] implements the QDS protocol of
Ref. [11], which is inherently designed for an arbitrary
number of receivers.

A. Contributions of this work

In this work, we start by systematically reviewing the
security of the three promising QDS protocols of Refs. [9-
11] focusing on to the need for authenticated (and reli-
able) channels to avoid security loopholes. We uniform
the security claims of the three protocols by proving their
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IT security while taking into account the failure probabil-
ity of IT-secure authenticated channels, unlike previous
works [9-15]. In the case of the protocol by Garcia Cid et
al. [10], we propose a modified protocol which achieves
IT security by replacing computationally secure hashes
with e-almost XOR universal, hash families [18]. For
the protocol by Amiri et al. [11], we address the secu-
rity loophole raised in Ref. [15] with a complementary
approach to that of Ref. [15].

From our security analyses, we identify a critical
flaw caused by equivocation attacks in the protocol of
Ref. [11]. Indeed, dishonest receivers can effectively pre-
vent the transferability of a document-signature pair by
modifying it during the transfer to honest receivers with-
out being noticed. By the same mechanism, a malicious
sender colluding with dishonest receivers can repudiate
an authentic signature by ensuring that enough honest
receivers evaluate distinct document-signature pairs. We
remark that this flaw is similarly shared by several other
multiparty QDS proposals, such as Refs. [19-22], which
however are not considered in this work due to their lim-
itation of signing one-bit messages.

While we recognize that IT-secure signature schemes
are usually not expected to ensure consensus on the
document-signature pair in multiparty scenarios, we con-
sider this an important requirement. Indeed, without
global consensus on the actual signature, transferability
failures and repudiations could be trivially enforced, cir-
cumventing the security claims of the respective QDS
schemes.

To overcome this critical vulnerability affecting QDS
protocols in multiparty scenarios [11] and enhance scal-
ability of previous QDS schemes [9, 10|, we introduce
an equivocation-resistant signature (ERS) protocol that
natively supports an arbitrary number of receivers and
prevents equivocation-based attacks, without requiring a
trusted authority. The ERS protocol has been filed for a
patent.

We benchmark the performance of our ERS protocol
against the three promising QDS protocols of Refs. [9-11]
by numerically optimizing their parameters when signing
documents of a given size at a given security threshold.
In the multiparty scenario, our ERS protocol reduces the
consumed preshared bits by two orders of magnitude and
the signature size by up to five orders of magnitude, com-
pared to the protocol of Ref. [11]. In the tripartite sce-
nario, where all three QDS schemes of Refs. [9-11] apply,
the ERS protocol matches the performance of the best-
performing QDS protocol.

By grounding its IT security in an efficient use of pre-
shared QKD keys, our ERS protocol could be readily im-
plemented in today’s point-to-point QKD networks. We
demonstrate this by performing a field test on the Rome
quantum metropolitan area network.

B. Paper structure

The paper is organized as follows. In Sec. II we de-
scribe the adversarial scenario and set the notation for
the rest of the paper. In Sec. III we provide a security
analysis of three selected QDS protocols. In Sec. IV we
describe the ERS protocol and discuss its security. We
benchmark the performance of the ERS protocol in the
tripartite and multipartite scenarios in Sec. V and vali-
date its performance in a field test in Sec. VI. We draw
conclusions in Sec. VII.

Regarding the appendices, Appendix A provides
background on Wegman-Carter message authentication
while Appendix B details the universal hashing families
adopted in the manuscript. Appendices C, D, and E
contain the security proofs of the QDS protocols from
Ref. [9], Ref. [10], and Ref. [11], respectively. In Ap-
pendix F we detail Bracha’s reliable broadcast (used in
the ERS protocol). We provide a full security proof for
our ERS protocol in Appendix G.

II. NOTATION

In order to systematically analyze the security of the
three QDS protocols from Refs. [9-11] in the tripartite
scenario, we adopt a uniform notation.

The document to be signed is indicated as Doc and
the corresponding signature is Sig. Together, they form
the document-signature pair {Doc, Sig}. The bit length
of Doc is byy.

In our tripartite scenario, Alice is the sender and pro-
duces the pair {Doc, Sig}, Bob is the receiver of the pair
{Doc, Sig} and Charlie is the honest verifier. Alice and
Bob can be malicious, but not both at the same time.
Specifically, a malicious Alice can perform a repudiation
attack, in which she wants to convince Charlie that the
pair {Doc, Sig} verified by Bob is not authentic. Alter-
natively, a malicious Bob can perform a forgery attack
where he produces a forged pair {Doc/, Sig’} and wants
Charlie to accept the forged pair. We prove the security
of the analyzed QDS protocols against forgery and repu-
diation attacks, according to the following definitions.

Definition I1.1. A QDS protocol is g, -secure against
forgery attacks if the probability that the protocol does not
abort and that Charlie accepts a pair {Doc’, Sig'} forged
by Bob is at most €gor.

Definition II.2. A QDS protocol is €rep-secure against
repudiation attacks if the probability that the protocol does
not abort and that Charlie rejects a document-signature
pair accepted by Bob is at most €yep.

The analyzed QDS protocols [9-11] achieve IT se-
curity with respect to forgery and repudiation attacks
by extending IT-secure message authentication codes —
specifically, Wegman-Carter (WC) authentication based



on universal hashing [23]- to scenarios with multiple re-
ceivers, while making sure that no receiver can pretend
to be the sender. In the considered QDS protocols, Alice
generates the signature by hashing the by;-bit document
with hash functions derived from either an e-almost XOR
universals family or an e-almost strongly universaly fam-
ily, generating hashes of by bits each. We define both
families for completeness below.

Definition I1.3. Let Fagsu = {f : M — B} be a fam-
ily of hash functions. Then, Fasy is e-almost strongly
universaly (e-ASUs) if the following two conditions hold:

o Pr [f(m)=0b]= -

VmeMVbeB, 1
f€rFasu 2bH mn ( )

= =by] < —
* fERP;ASU[f(ml) b/ f(mQ) b2] = 2bu
Vmi # ma, Vb, by € B, (2)

where f €r F indicates that the function f is sampled
randomly from the set F and where by is the bit length
of the elements in B.

Definition I1.4. Let Faxu = {f : M — B} be a fam-
ily of hash functions. Then, Faxy is e-almost XOR
universaly (e-AXUs) if:

Pr [f(ml) D f(m2) = b] <e Vmy 7é ma, Vb. (3)

ferFaxu

Note that e-ASU, families are a subset of e-AXUy fam-
ilies since (2) implies (3).

In Table I we report the two specific families adopted
by the analyzed QDS protocols, summarizing their main
characteristics. The exact definition of the two families
is reported in Appendix B.

Table I. The two universal hashing families considered in this
manuscript, mapping messages of by bits to tags of by bits.
We report the number of preshared key bits consumed to agree
on a specific function of the family and the security parameter.
More details are found in Appendix B.

‘Family ‘Preshared bits ‘5 ‘
Fasv [15,24] [3brr +2log, (B2 1) [2ioom
Faxu [18] 2by by 2t 0H

All authenticated channels employed in the protocols
of this work are assumed to be reliable (no message is
lost) and are implemented with IT security via WC au-
thentication (see Appendix A for more details). In each
QDS protocol, it is implicitly assumed that failing to au-
thenticate a message causes the protocol to abort (which
is not equivalent to rejecting the signature). Moreover,
in our security analyses we account for the rare events
in which a forged message is successfully authenticated.
That is, we account for the failure probability of WC
authentication. In order to compare the QDS protocols

on an equal footing, we assume that all authenticated
channels implement WC authentication with key recy-
cling with hash functions from the Faxy family (see Ta-
ble I), producing hashes of b/, bits that are protected
by OTP with fresh secret bits. Therefore, the number
of preshared bits consumed by sending n messages over
an authenticated channel is (2 + n)b}y, where we also
accounted for the bits required to agree on a specific el-
ement from Faxy.

III. SECURITY ANALYSIS OF THREE QDS
PROTOCOLS

In this section we analyze the security of three practical
QDS protocols that are based on the protocols introduced
in Refs. [9-11]. For each protocol, we provide a detailed
description highlighting the differences with respect to its
original formulation and a security proof against forgery
and repudiation attacks as defined in Sec. II. Our security
proofs account for the failure probability of WC authen-
tication, unlike their original derivations, while all pre-
shared secret bits are assumed to be perfectly secure. In
the last subsection, we compare the security approaches
of the three QDS protocols.

A. QDS by Yin et al.

The tripartite QDS scheme introduced in Ref. [9] re-
sembles a tripartite classical DS scheme, where the se-
curity is lifted to IT security by replacing public-key
cryptography with the use of one-time pad (OTP) and
one-time universaly hashing (OTUH), i.e., hash functions
from the Faxy family that are renewed for each docu-
ment signature.

1. The protocol

We modify the original formulation of the protocol
from [9] such that Charlie always verifies the signa-
ture after receiving the outcome of the verification of
Bob, regardless of Bob accepting it or not. In this
way, Charlie can detect if Bob is a liar who accepts
falsified signatures or rejects original signatures. We
believe this is an additional useful feature of the protocol.

Protocol 1 QDS protocol [9]

1. Distribution stage Alice, Bob and Charlie run a
QKD or quantum secret sharing protocol, in order to
establish secret keys X4 for Alice, Xp for Bob, and X¢
for Charlie, with the property that X4 = Xp ® X¢. We
partition each of the keys into two partitions. The first
by bits of each key is labeled as XZH, X%H, and XgH,
respectively, while the following 2by bits are labeled as



X2 X2 and X204 Tt holds: X4 = XU || X2 and
similarly for Xp and X¢.

2. Signing of Alice Alice generates a by-bit random
string, p,, with elements (p,);. After associating to p,
the following polynomial over GF(2): p,(z) = 2% +
(Pa)by—12°7 L4+ 4 (pa)17 + (pa)o of degree by, Alice
checks whether p, () is irreducible (see algorithm in Sup-
plementary Material of [9]). If the test is negative, Alice
generates a new random string until the corresponding
polynomial is irreducible. From the irreducible polyno-
mial p,(z) and the key XZH , Alice defines a linear feed-
back shift register (LFSR) and obtains the associated

Toeplitz matrix Tp e which is an element of Faxy
asN

(see Appendix B). Then, she computes the bg-bit hash

value of the document: h, = Tp wtr - Doc and the di-
as < A

gest: Dig = (ha||pa) as the concatenation of the hash of
the document with the random string p,. Finally, Alice
derives the signature by encrypting the digest with the
secret key Xin via OTP: Sig = Dig ® Xin. The cou-
ple {Doc, Sig} is sent to the receiver, Bob, over a public
channel.

3. Verification of Bob Firstly, Bob sends via an authen-
ticated channel the received couple {Doc, Sig} and the
key Xp to Charlie. Once Charlie receives the data from
Bob, he sends X to Bob over the same authenticated
channel. Bob uses the key from Charlie to recover Alice’s
key, by computing: Kp = Xp® X¢. Using K?BbH Bob re-
covers the digest by computing K ]23bH @ Sig and retrieves,
in particular, the bit string p;, and the hash h, produced
by Alice. Bob generates the LFSR-based Toepliz ma-
trix using pp and the string K %H , pr b and computes

!
the hash h = pr K

if hy = hj, and infofms Charlie by sending him the bit
Vs = 0 over the authenticated channel. Otherwise, if
hy # hy, Bob rejects the signature and sends Vg =1 to
Charlie.

K
vy - Doc. Bob accepts the signature

4. Verification of Charlie Charlie uses his key and the
key received from Bob to compute Ko = X¢o & Xp.
Then, he employs K ébH and the Sig from Bob to acquire

21 4y Sig, i.e. the bit string p, and

an expected digest: K¢
the hash h. produced by Alice. Subsequently, Charlie

generates the LFSR-based Toeplitz matrix Tp o and
c; o
computes the hash A/ = Tp wom - Doc. Charlie accepts
cy o

the signature if h, = h, otherwise he rejects it.

2. Security proof

In the following, we rederive the security of Protocol 1
with respect to forgery and repudiation. In doing so,
we account for the failure probability of the authenti-
cated channel between Bob and Charlie, which was not
considered in the original paper [9]. Moreover, we show

that failing to renew the hash function from Faxy for
each document signature opens a security loophole. The
proofs are found in Appendix C.

Lemma III.1. Protocol 1 is g -secure against forgery
according to Definition I1.1, with egop = bpy /2041

Lemma III.2. Protocol 1, with bys > b, 8 €rep-Secure
against repudiation gccording to Definition II.2, with
Erep = (QbH + bM)/2bH_1.

Although forgery attacks in Protocol 1 are related to
attacks in WC authentication, there is an important dif-
ference. While in WC authentication a given hash func-
tion can be reused for subsequent messages (key recy-
cling) when the tags are protected by OTP, in Proto-
col 1 this is not possible since the hash function becomes
known to Bob after the protocol execution and Bob is a
potential adversary. This implies that Alice must employ
a new function from Faxy for every new signature, i.e.,
both the initial vector XZH and the irreducible polyno-
mial p, must be renewed.

In the following we prove that renewing XZH without
renewing p, opens a security loophole. Indeed suppose
Alice chooses the same value for p, to sign multiple doc-
uments. Then, Bob will know p, when he receives the
second document signed by Alice. This enables Bob to
forge a {Doc', Sig'} pair that will be validated by Char-
lie, thereby making the protocol vulnerable to forgery
attacks.

Lemma II1.3. Ifp, is known to Bob, then he can always
perform a successful forgery attack, i.e., Charlie validates
the pair {Doc', Sig'} forged by Bob with unit probability.

B. QDS by Garcia Cid et al.

In Ref. [10], Garcia Cid et al. propose a tripartite
QDS scheme that combines QKD symmetric keys with
NIST-recommended hash functions, which, however, are
not IT secure, thus preventing the whole QDS scheme
from being so. To make a fair comparison with the other
QDS protocols addressed in this manuscript, we describe
a modified version of the protocol from [10], where we
replace the computationally-secure hash functions with
the Faxu family of hash functions described in Sec. II.
Moreover, we require that Bob forwards the document-
signature pair to Charlie via an authenticated channel,
otherwise Alice could easily enforce a repudiation.

We point out that, in a recent work [25], the authors
modified the original protocol from [10] in order to in-
crease its security and efficiency. Although the scheme
from Ref. [25] closely resembles the version we propose
below, it is still not IT-secure as successful forgery attacks
are always possible by exhaustive search, while this is not
possible in our modified version.



1. The modified protocol

Similarly to the protocol by Yin et al., Alice estab-
lishes symmetric keys with Bob and Charlie with QKD.
However, rather than combining the two keys via the
XOR operation, she concatenates the two keys into a
single key. Similarly to the protocol by Amiri et al., the
protocol requires Bob and Charlie to communicate via
authenticated secret channels and exchange a random
subset of their symmetric keys. In this way, Alice cannot
easily force a repudiation attack by adding noise in
the signature destined to one specific receiver, since
she does not know anymore the key held by each receiver.

Protocol 2 QDS protocol (modified from [10])

1. Distribution stage

Alice establishes symmetric keys

with Bob and Charlie. Bob and Charlie exchange random
key blocks.

1.1.

1.2.

1.3.

2. Messaging stage

Alice runs a QKD protocol with Bob (Charlie) and
establishes a shared secret key Xp (X¢) of length
3nby bits, which can be divided into n blocks of
length 3by each: Xp = X}||X3]...||X% for Bob’s
key and as X¢ = X}||X2]|...[| X% for Charlie’s
key, where the ”||” symbol indicates concatenation.
Each block in Bob’s key (Charlie’s key) can be de-

composed as: X%, = sh||r, (Xé = sb||rL), where

5% (s5,) is by bits long and 7 (r7,) is 2bg bits long.

Bob (Charlie) selects a random permutation yp €
Sn (v € Sp) from the set S, of permuta-
tions of n elements and applies the permutation
on their key blocks. Bob obtains the reshuf-
fled key: X XX xEe
and Charlie obtains the reshuffled key: X{ :=
xEOIxE. X,

Bob sends the first n/2 blocks of X% to Charlie
through the authenticated secret channel, together
with their positions: vg(1),...,vs(n/2). The posi-
tions can be encoded into (n/2) log, n bits sent over
the authenticated secret channel. Likewise, Charlie
sends the first n/2 blocks of X, to Bob, together
with the positions yo(1),...,vc(n/2).

Alice sends the signed message to

Bob, who verifies it and forwards its to Charlie for veri-
fication.

2.1.

The message Doc is signed by 2n different hash func-
tions from Faxy, generating 2n signatures. Each
hash function is obtained from a block of Bob’s
or Charlie’s key. For generating the j-th signa-
ture (1 < j < n), Alice generates an LFSR-based
Toeplitz matrix ijé,s%, i.e. an element of Faxuy

(see Appendix B), where the initial vector s is
taken from the j-th block of Bob’s key Xp and

2.2.

5

the irreducible polynomial p% is obtained by ran-
domly selecting a by-bit string and by checking that
the corresponding polynomial over GF(2), p%(z) =
2+ (pp)n—12"" " 4+ (pp )1 + (Pp)o, s irre-
ducible (see algorithm in Supplementary Material of
[9]). Similarly, for signing the n + j-th block, Alice
generates the Toeplitz matrix ijc o where pl.(x)
is an irreducible polynomial of degree by and sjc is
taken from the j-th block of Charlie’s key X

Alice generates the signature Sig = Sig1]| ... ||Sig2n
by repeatedly hashing the document and encodes
the hashes with the 7}, and 77, keys from Bob’s and
Charlie’s keys. The first n signatures are given by:

(4)

Sig; == (Tpg’sg -Dochg) EBT%, ji=1...,n,

while the following n signatures are given by:

Sigjin == (ijc’sjc -Doc|lpl) &ry j=1,...,n. (5)

2.3.

2.4.

Alice sends the pair {Doc, Sig} to Bob over a public
channel.

Bob discards all the signatures except those that
he can legitimately verify, i.e. the 3n/2 signa-
tures for which he holds the decryption key, namely,

Sigl, ey Sign and Sigﬂ-i-vc(l)’ ey Sign+’yc(n/2)‘
For each signature Sig;, with 1 < j < n, Bob uses
Xé to recover the hash of the document and the
irreducible polynomial, by computing Sig; © r% =
(RS [lp" 7). Then, he verifies the signature by check-
ing whether h; = Tp,gs’s% - Doc is satisfied. If not,
Bob rejects Alice’s signature and sends the symbol
L to Charlie over an authenticated channel. Anal-
ogously, for each signature of the form Sig, . ),

Bob uses the key ch(i) received from Charlie to
recover the hash and the irreducible polynomial:

Sign-&-"/c(i) D Tz‘C(i) = (h/ )||p/Z‘C(i))' Now, Bob

n+yo (i
verifies that hit+7c(i) = Tp/gc(i) s20® -Doc. If this is

not true, Bob aborts and sends L to Charlie. If Bob
finds no error during verification, he accepts Doc as
original and forwards the pair {Doc, Sig} to Charlie
over an authenticated channel.

Charlie verifies the signatures independently of
Bob in an analogous way. In particular, he
only verifies the signatures Sig,11,...,S51g2, and
S19yp(1)s - - - 919y (ny2) for which he holds the de-
cryption keys. If Charlie observes more than e,,q,
mismatches out of the 3n/2 verified signatures, he
rejects Alice’s signature, otherwise he accepts the
document as original.

2. Security proof

We prove the security of the modified protocol that we

introduced, Protocol 2, against forgery and repudiation.



In doing so, we account for the failure probability of the
authenticated channel between Bob and Charlie. The
proofs are reported in Appendix D.

Lemma II1.4. Protocol 2 is ego-secure against forgery
according to Definition II.1, with

Efor = E(H/Q — €mazx, n’/2a b]\/l217bH)a (6)

where the function Z(k,n,p), defined as

S(k,n,p) 1= 2_; (pa-s o

represents the probability of obtaining at least k successes
i n trials with success probability p for each trial.

Lemma III.5. Protocol 2, with by + 4nbg >
(n/2)logym, is erep-secure against repudiation according
to Definition I1.2, with

T /2 — i by + 4nb
Erep:maX{Hn/ ‘ M+ nH} (8)

) b, —1
n—1i H
=0 2

C. Amiri et al.

The authors of Ref. [11] construct an IT-secure QDS
scheme with IV + 1 participants, i.e. a sender, Py, and N
receivers, P;,..., Py. The protocol is guaranteed to be
secure if there is an honest majority of participants and
it does not require a fixed party to be honest.

In the N-partite scenario, the concept of security
against repudiation is more nuanced. Informally, the
QDS protocol guarantees that if an honest receiver ac-
cepts a signature, then any other other honest receiver
accepts it with high probability; this property is called
transferability. However, there are scenarios where trans-
ferability cannot be guaranteed. In these cases, the valid-
ity of a signature is collectively established by a majority
vote resolution process. A successful repudiation attack
would cause the majority vote process to reject a signa-
ture that was previously accepted by an honest receiver.

Nevertheless, when analyzing the same tripartite sce-
nario of the other two QDS protocols, i.e. N = 2, the
concepts of transferability and non-repudiation basically
reduce to the same requirement, namely, that the sender
cannot force the two honest receivers to disagree on the
validity of the signature.

1. The protocol

The main idea of the protocol is the following. In the
distribution stage, the sender distributes to each receiver
a subset of hash functions from the Fagy family of Sec. 11
(see Appendix B for more details), through pairwise se-
cret channels. Since this communication is secret, no

receiver can play the part of the sender (security against
forgery). Afterwards, each receiver partitions the set of
received hash functions and sends different partitions to
each other receiver through authenticated secret chan-
nels. This step shuffles around the set of hash functions
held by each receiver, thus preventing the sender from
knowing the hash functions held by a given receiver.

In the messaging stage, the sender signs a document
with all the hash functions previously distributed to the
receivers and appends the corresponding tags. Each re-
ceiver counts the number of mismatches between the hash
values obtained with their set of hash functions and the
corresponding tags, and only accepts the document if
the number of mismatches is below threshold. Since the
sender does not know the set of hash functions held by a
given receiver, they cannot force certain receivers to re-
ject and others to accept the signature (security against
repudiation /transferability).

However, in a N-user scenario, the sender could col-
lude with a subset of malicious receivers. In that case,
the colluding coalition could determine a subset of the
hash functions held by a given receiver, thus causing
mismatches between the tags and their computed hash
values. In order to still guarantee transferability, the au-
thors introduce verification levels, which correspond to
different error thresholds: the lower the verification level,
the higher the error threshold. The protocol guarantees
that if a document is verified by an honest receiver at
verification level [, any other honest receiver will verify
the signature at level [ — 1, with high probability.

We now formally describe the protocol. The protocol
fixes a maximum number of dishonest participants it can
tolerate, w, which must be inferior to the majority of
participants: w < (N + 1)/2. The maximum fraction
of dishonest receivers it can tolerate when colluding with
the sender is dg and is given by: dg = (w—1)/N. Finally,
the protocol fixes the maximum verification level at 4,
where (lmaz +1)dr < 1/2.

Importantly, we explicitly specify which protocol steps
require authenticated communication, a fact which is
not clear from the original formulation of the protocol
[11]. This helps clarifying the actual amount of resources
(e.g. preshared key bits) consumed by the protocol,
but also closes potential security loopholes preventing
transferability and non-repudiation.

Protocol 3 QDS protocol [11]

1. Distribution stage The hash functions randomly se-
lected by the sender are distributed to the receivers.

1.1. The sender selects uniformly at random (and with
replacement) N2k hash functions (f1,..., fn2k)
from Fasu (see Appendix B), where k is a security
parameter.

1.2. Each receiver P; receives via a secret channel the
Nk functions: (fi—1)Nk+1,- - fink)-



1.3. Each receiver P; randomly partitions the set of in-
dexes corresponding to the received hash functions,
{(i—1)Nk+1,...,iNk}, into N sets of size k de-
noted R;_,1,..., R;_,n. The receiver then sends the
set R;—; and the set of corresponding hash func-
tions, Fi,; := {f, : v € Ri;}, to P;, using authen-
tlcated secret channels [Note that the sets R;_,; and
F;_,; are kept by P;]. In this way, each participant
P; holds Nk functions, given by: F; := Ué\f:leﬁi,
and their positions, given by: R; := Ué-\'lej_”v.

2. Messaging stage The sender sends the signed mes-

sage and each receiver independently verifies the signa-

ture.

2.1. The sender sends the pair {Doc, Sig} to the desired
recipient, P;, over a public channel, where

Sig := (f1(Doc), fa(Doc), ..., fyzx(Doc))
:(tl,...,thk). (9)

2.2. Participant P; verifies the signature Sig received by

the sender for decreasing verification levels [, until
it either accepts the signature or it runs out of levels
(I = 0 is the last level of verification), in which case
the signature is rejected.
Initially, P; sets the verification level to | = [,,45-
For a fixed j, participant P; tests if the k tags gen-
erated from the hash functions received by P; match
the tags received by the sender. Thus, receiver P;
defines the test:

oc 1 lf Z . vg(tr,fT(DOC)) < Slk
TZL;Z B { 0 else T (10)

where g(z,y) = 0 (9(z,y) = 1) if . =y (z # y)
and 1/2 > s_1 > s9 > --- > s, > 0 are param-

eters fixed by the protocol. The test is passed if

TDoc —
i,9,1

The part1c1pant P; performs the tests TD ¢ for each

j at verification level [. The output of the verifica-

tion at level [ is given by:

True if Z
False else

L\ TP% > N,

Ver; ;(Doc, Sig) = { (11)
where §; = 1/2+4 (I +1)dg. If the verification failed
(Ver; ;(Doc, Sig) = False), the participant P; de-
creases by one the verification level and attempts a
new verification. The verification process ends when
Ver; ;(Doc, Sig) = True for some ! > 0, in which
case participant P; accepted the signature at level
l. Otherwise, P; rejected the signature.

2.3. If the receiver P; accepted the signature at some
level [ > 0, they forward the pair {Doc, Sig} to the
next participant via an authenticated channel. Oth-
erwise, the receiver forwards L to all remaining par-
ticipants, flagging that the signature was rejected.

2. Security definitions

Here we report and comment on the security definitions
adopted in Ref. [11]. They can be seen as a generalization
of Definitions II.1 and II.2 presented in Sec. II.

Definition IIL.1. [Forgery] Let C C {Py,...,Pn} be
a coalition of malicious users, not including the sender,
which knows a valid pair {Doc, Sig}. Then, the QDS pro-
tocol is esop -secure against forgery if, for every forged pair
{Doc, Sig'} produced by C with Doc’ # Doc, it holds:

Pr[3P; ¢ C: Ver; o(Doc, Sig")

Definition IIL.2. [Non-transferability] Let C C
{Po, P1,...,Pn} be a coalition of malicious users includ-
ing the sender. Then, the QDS protocol is eiranst-Secure
against non-transferability if, for every pair {Doc, Sig}
produced by C and every verification level I > 1, it holds:

Pr(3P;,P; ¢ C: Ver;;(Doc, Sig)
AVer; (Doc, Sig)

= True] < ggr.  (12)

= True
= False] < Etransts (13)

where 0 <" < .

We observe that, according to the description of Pro-
tocol 3, if a signature is verified at level [, then it would
be verified also at any lower level. That is,

Ver; i(Doc, Sig) = True =
Ver; i (Doc, Sig) = True, VI’ <. (14)

Thus, it is sufficient to check the condition in (13) only
for ! =1-1.

Moreover, we argue that the transferability definition
reported in Definition III1.2 does not capture transfer-
ability in a meaningful way. Indeed, it only requires
that if an honest receiver accepts a message-signature
pair {Doc, Sig}, then another honest receiver accepts the
same pair {Doc, Sig} with high probability. The defini-
tion does not account for attacks that may modify the
pair {Doc, Sig} to be verified by the second receiver.
This attack is easily carried out by, e.g., a dishonest
receiver who forwards a modified pair to an honest re-
ceiver. The protocol has no way to avoid this attack
from happening. Alternatively, an attacker could alter
the {Doc, Sig} pair in the transmission between two hon-
est receivers, by attacking their authenticated channel.
We remark that, in the original paper [11], this channel
is not explicitly required to be authenticated, hence the
attack would always succeed. We remark that the same
observation applies to the repudiation definition adopted
by Ref. [11] (see below).

When there are disputes caused e.g. by the sender re-
fusing to recognize a signature validated by a legitimate
receiver, the participants can invoke a majority vote dis-
pute resolution method, MV (Doc, Sig), whose outcome
is the official accepted outcome. A repudiation attack
is successful if the outcome of the majority vote dispute
resolution contradicts the outcome of an honest receiver
that accepted the signature.



Definition  II1.3. [Repudiation/] Let C C
{Py, P1,...,Pn} be a codlition of malicious wusers
including the sender. Then, the QDS protocol is €rep-
secure against repudiation if, for every pair {Doc, Sig}
produced by C and every verification level I > 0, it holds:

Pr[3P; ¢ C: Ver; ;(Doc, Sig) = True
AMV (Doc, Sig) = Invalid] < eyep. (15)

The MV(Doc, Sig) method is invoked, for example,
when a receiver validates a signature at verification level
I =0 (this can happen if a malicious coalition forces the
failure of all other verification levels, except at [ = 0)
and wishes that other receivers would validate the signa-
ture as well. The protocol, however, does not guarantee
that the next receiver will validate the signature, since
transferability is only guaranteed up to level | = 1 (c.f.
Definition II1.2). In this case, the MV (Doc, Sig) allows
the receiver to gain confirmation from the other users
that the signature is authentic.

The majority vote dispute resolution method is defined
following the original protocol [11],

MV (Doc, Sig) =

Valid if |{¢: Ver; _1(Doc, Sig) = True}| > |N/2| +1
Invalid else,
(16)

in contrast to the amendment made in Ref. [15], where
the verification level used in the dispute resolution is [ =
0, that is, Ver; _; is replaced by Ver; .

In Ref. [15], the authors argue that a security loophole
arises if the verification is carried out at level [ = —1,
since this case is not guaranteed secure against forgery
(c.f. Definition III.1). A malicious receiver could forge a
signature and claim that they verified it at level [ = 0,
thus invoking the dispute resolution method, hoping that
the signature is accepted by the majority of users if
the verification occurs at level [ = —1. Indeed, Defini-
tion III.1 does not guarantee that the protocol can detect
forgeries when the forged signature is verified at [ = —1.

As said, the authors in Ref. [15] close the loophole
by raising the verification level of the dispute resolution
method from [ = —1 to [ = 0. However, in doing so, they
lose the original meaning of security against repudiation.
Indeed, now it could happen that the first receiver of a
pair {Doc, Sig} verifies at level [ = 0 and whishes to in-
voke MV (Doc, Sig). Since the verification therein occurs
at the same level as the first receiver, the protocol can-
not guarantee that the dispute resolution will agree with
the first user with high probability — as a matter of fact,
transferability is only guaranteed between different veri-
fication levels (c.f. Definition I11.2). In other words, se-
curity against repudiation, as defined in Definition III.3,
is lost.

To avoid losing this aspect of the protocol, we solve the
loophole issue by computing the probability of success of
the above-described forgery attack and by showing that

it remains small and of the order of ¢, in the scenarios
of interest, thus removing the need for a redefinition of
(16) (see Lemma III.6 and the performance analysis in

Sec. V).

8. Security proof

We prove the security of Protocol 3 with respect to
Definitions III.1, IT1.2, and III1.3, improving the security
parameters where possible while accounting for the fail-
ure probability of IT-secure authenticated channels, un-
like the original paper [11]. In particular, a transferability
attack is enabled by altering the hash functions destined
to a given participant via successful attacks on the au-
thenticated channels in step 1.3. Note that, in the origi-
nal paper [11], these channels are not explicitly required
to be authenticated.

In the proofs, we assume that the protocol parame-
ters s_1,80,...,51,,,, are equally spaced in the interval
[0,1/2], with spacing As = s;_1 — s;, and we assume that
As is maximal. This choice is optimal to reduce the at-
tack probability on transferability and non-repudiation
[11]. Moreover, we note that the constraints on the pa-
rameters s; imply the following constraint on the spacing:
(lmaz + 1)As < 1/2.

Lemma III.6. Protocol 3 is €gop-secure against forgery
according to Definition III.1, with:

etor = (N —w) E(|N/2|,N — w, pt), (17)
where p; is defined as:
pe = Z(|k(1 —s0)] + 1,k,217b), (18)

Moreover, the forgery attack based on the security loop-
hole discussed in Ref. [15], where a dishonest receiver
forges the pair {Doc’, Sig'} and invokes the dispute res-
olution method for the other parties to accept the pair,
succeeds with probability:

Pattack = E(LN/2J + 1- OJ,N - vafl)v (19)
with:
p—1 =Z(|N/2]+1—w,N —w,p:).

Lemma II1.7. Protocol 3 is €ranst-secure against non-
transferability according to Definition II1.2 and it is €rep-
secure against repudiation according to Definition II1.3,
with:

(20)

N(1-d

Etranst = Erep — < ( ) R)) max{gi,ﬁsauthaghyb},

(21)
where
€ij = N(1 —dg)ex —L (22)
v PN " 8lmae +1)2

(o Flogy (k) e N
€auth = 2b/H—1 ( )



ky + klog,(Nk)
2b’H—1

(5] 0o ()

Ehyb =

The function E(k,n,p), already defined in (7), repre-
sents the probability of at least k£ successes out of n trials
with success probability p for each trial. We present the
proofs of Lemmas I11.6 and III.7 in Appendix E.

D. Comparing approaches to security

Here we compare the different approaches to security
of the three QDS protocols analyzed in this section.

The approach adopted by Protocol 2 and Protocol 3
guarantees that every receiver can independently verify
the signature in the messaging stage, without the need
to communicate with the other receivers. This, however,
requires a large communication overhead in the distribu-
tion stage.

Indeed, ensuring unforgeability while independently
verifying the signature implies that each receiver is ver-
ifying a different set of tags, i.e., tags generated from a
different set of hash functions applied on the document.
At the same time, transferability (non-repudiation) im-
plies that the sender must not know which tags are be-
ing verified by each receiver. Therefore, a secure multi-
party QDS protocol based on this approach shall employ
sufficiently many hash functions while ensuring that the
sender cannot associate each receiver to the respective
set of hash functions. The result is a resource-consuming
distribution stage (each communication must be secret),
as described in Protocols 2 and 3.

Additionally, as already pointed out in Subsec. III C,
the transferability and repudiation definitions adopted by
Protocol 3 could be easily circumvented by equivocation
attacks, i.e., by adversaries corrupting the {Doc, Sig}
pair delivered to a subset of honest receivers. Since the
honest receivers have no way to verify that they are test-
ing distinct {Doc, Sig} pairs, their disagreement on the
signature verification outcome is as severe as a failure of
transferability in the standard sense.

Protocol 1 follows instead a different approach,
whereby the two receivers are verifying the tag generated
by a single hash function, causing a significant reduction
in resources consumed by the distribution stage. More-
over, this approach is naturally immune to transferabil-
ity /repudiation failures caused by equivocation attacks,
since all receivers are guaranteed to verify the same tag.
Despite its merits, this approach is not immediately gen-
eralizable to the multiparty scenario with an arbitrary
number of receivers.

IV. EQUIVOCATION-RESISTANT SIGNATURE

In this section, we introduce an efficient and
equivocation-resistant signature (ERS) protocol with an
arbitrary number of receivers and no trusted authority
(patent pending).

The greater efficiency of our ERS protocol stems from
generalizing the security approach of the tripartite pro-
tocol by Yin et al. [9] (analyzed as Protocol 1 in this
manuscript) to the multiparty scenario. In particular, all
receivers end up verifying a single tag generated by one
hash function.

To achieve unforgeability in this case, the informa-
tion on the employed hash function is split among the
receivers in the distribution stage. Then, in the mes-
saging stage, additional public communication between
receivers ensures that all receivers commit to the same
document-signature pair before collectively reconstruct-
ing the employed hash function, allowing verification to
begin. The receiver consensus on the document-signature
pair to be verified is achieved via Bracha’s reliable broad-
cast (BRB) protocol [26] (see Appendix F), thus result-
ing inherently immune to equivocation-based attacks. As
a consequence, our ERS protocol satisfies a stronger no-
tion of transferability, which we report in Definition IV.2,
compared to the standard one adopted by multiparty
QDS protocols (i.e., Definition I11.2).

Before presenting the protocol, we set the notation.
The set of all receivers is denoted P = {P1,...,Pn}.
For signing documents in our ERS protocol, we employ
universal hashing functions from the Fagy family (c.f.
Table I), where we indicate with h the string of y bits
uniquely identifying the function f, € Fasu (see Ap-
pendix B for details). Meanwhile, in agreement with the
rest of the paper, all authenticated channels (including
those used in the BRB protocol) are implemented via
WC authentication with key recycling, where the hash
family is Faxy from Table I and the hashes are b/, bits
long.

Protocol 4 Equivocation-resistant signature (ERS)

1. Distribution stage The sender establishes a pairwise
secret key with each receiver, labeled X; for receiver P;,
with ¢« = 1,..., N. Each key is y bits long. The param-
eter y represents the number of bits required to specify
an element of Fasy and is given in Appendix B.

2. Messaging stage

2.1. The sender selects uniformly at random one hash
function, fp, from the set Fagy. Let fj, be uniquely
identified by the bitstring h.

2.2. The sender sends the pair {Doc, Sig} to the desired
receiver over a public channel, where

Sig = (fu(Doc)||h & X;)
(t||ﬁs) : (25)



where X, = @i]ilXi. Let P; be the designated re-
ceiver, without loss of generality.

2.3. Receiver P; broadcasts the pair {Doc, Sig} to all
parties in P via the BRB protocol. If the BRB
protocol does not abort, let { Doc;, Sig;} be the pair
held by receiver P; at the end of the BRB protocol,
with Sig; = (t;||hi). Otherwise, the ERS protocol
aborts.

2.4. Each receiver P; (i # 1) sends their secret key X;
to P; over an authenticated channel.

2.5. After computing the XOR, of the received keys and
of the key X7, thus obtaining X,., receiver P; broad-
casts the string X, to the parties in P via the BRB
protocol. If the BRB protocol does not abort, let
X,; be the string obtained by P; at the end of the
BRB protocol. Otherwise, the ERS protocol aborts.

2.6. Each receiver P; independently retrieves the hash
function used by the sender by computing: h; :=
hi ® X;;. Let fi, € Fasu be the hash function
uniquely associated to the string h;. The receiver
accepts the signature if f,(Doc;) = t; and rejects
it otherwise. The outcome of the ERS protocol for
receiver P; reads:

True if fp,(Doc;) =1t;

False if fp,(Doc;) # t;

Abort if abort in step 2.3 or 2.5
(26)

Ver;(Doc;, Sig;) =

A. Security proof

Our ERS protocol is proved secure according the fol-
lowing definitions of unforgeability and transferability (or
non-repudiation). These are to be understood as an ex-
tension of the definitions presented in the tripartite sce-
nario (Definitions II.1 and II.2) and, at the same time, a
replacement of the weaker definitions adopted by Amiri
et al. in Ref. [11] (c.f. Definitions III.1, I111.2, and I11.3).

Definition IV.1. [Unforgeability] Let C C {Py,...,Pn}
be a coalition of malicious receivers which knows a valid
{Doc, Sig} pair. Then, the ERS protocol is egop-secure
against forgery if, for every forged pair {Doc’, Sig'} pro-
duced by C with Doc’ # Doc, it holds:

Pr[3P; ¢ C: Ver;(Doc, Sig") = True] < egop.  (27)

Definition IV.2. [Transferability/non-repudiation] Let
C C {P1,...,Pn} be a coalition of malicious receivers
that can collude with the sender. Then, the ERS protocol
is erep-secure against repudiation (non-transferability) if
it holds:

Pr[(3P;,P; ¢ C: Ver;(Doc;, Sig;) # Verj(Docj, Sig;)]
< Erep (28)
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for any deviation of the actions of C from the honest
behaviour.

We observe that the transferability notion in Defini-
tion IV.2 is stronger than that in Definition III1.2 from
Ref. [11]. Indeed, it requires that either all honest re-
ceivers agree on the outcome of signature verification,
or all honest receivers abort the protocol. We emphasize
that this natural feature is not guaranteed by Protocol 3,
since dishonest parties can always modify the {Doc, Sig}
pair received from an honest receiver before forwarding
it to another honest receiver, forcing the two honest re-
ceivers to disagree. Moreover, the transferability of a
signature in Protocol 3 is also limited by the system of
verification levels. If an honest receiver verifies the signa-
ture at level I = 0 in Protocol 3, they are not guaranteed
that other receivers will agree with their outcome. This
is mitigated by invoking a majority vote dispute resolu-
tion, which however requires additional communication
rounds among all receivers and constrains the number
of dishonest receivers colluding with the sender to be
strictly smaller than (N —1)/2.

Conversely, our ERS protocol presents no limits on
signature transferability and is proved secure according
to the stronger notion of transferability, Definition IV.2.
As such, our protocol intrinsically guarantees the global
agreement of honest receivers in every scenario, thus not
requiring a dispute resolution method.

Lemma IV.1. Protocol 4 is ercp-secure against repudia-
tion (or non-transferability) according to Definition IV.2,
with |C| < N/3 and

erep = (bar + bar + ) /201 (29)

The fundamental restriction on the size of the colluding
set, namely |C| < N/3, is imposed by the security of the
BRB protocol and cannot be improved in the context of
our security model [27].

Moreover, our ERS protocol is secure against forgery
according to Definition IV.1, with an arbitrary number
of malicious receivers. Vice-versa, Protocol 3 requires an
honest majority of receivers.

Lemma IV.2. Protocol j is egop-secure against forgery
according to Definition IV.1, with C being an arbitrary
set of colluding receivers and

Efor = 21708, (30)
We present the proofs of Lemma IV.1 and Lemma IV.2
in Appendix G.

V. PERFORMANCE BENCHMARKING

In this section we benchmark the performance of the
ERS protocol (Protocol 4) against the three promising
QDS protocols analyzed in Sec. III (Protocols 1, 2, and
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N Protocol Lp bs Efor Erep

>2 |Protocol 4|y+ 13(N —1)by bg 4y |2170H (bar + bu + y)/2b§‘1_1
(ERS prot.)

> 2 | Protocol 3 of | (2N —1)ky+k(N—1)log,(Nk)+ | N’kbu | (N —wr — 1) E(IN/2], N — | (V597) max{e; ;, Cautn, enyb }
Ref. [11] (N —1)6by + bly wr —1,p1)

2 Protocol 4 |y + 5by b +y |217bH (ba + bu +y)/2”/H_1
(ERS prot.)

2 Protocol 1 of | 3bs + 5by 2y bar /207 (2bgr + bay) /200
Ref. [9]

2 Protocol 2 |6nby + nlog, n + Tby Anby E(n/2—emam,n/2,b1\421_bH) max{]_[f;”(;’” %, %}
mod. from 2
Ref. [10]

2 | Protocol 3 of | 3ky + klog,(2k) + Tbly dkbr | E(|2k] +1,k,2'70H) max {2e_k/32, by th jogy (2k)
Ref. [11] 2

Table II. Main figures of merit for the analyzed QDS protocols in the scenarios of one sender and N receivers, (wr malicious
receivers when N > 2). We report the security parameter against forgery (efor) and repudiation (erep ), as well as the consumed
preshared secret key bits per receiver (£p) and the length of the signature (¢s). Each protocol is used to sign a bas-bit document
with hash functions drawn from either the Faxu family (Protocols 1 and 2) or the Fasu family (Protocol 3 and Protocol 4),
producing hashes of by bits. The parameter y represents the number of bits required to specify an element of Fasu and is
given in Appendix B. The function = is given in Eq. (7) while p, €i 5, €auth, and enyp are reported in Lemmas II1.6 and III.7.
Moreover, b is the bit-length of the tags used for WC authentication and k,n, eéma. are tunable security parameters.

3) and show its superior efficiency in terms of consumed
resources.

Since Protocol 3 is the only other protocol analyzed
in this paper that is designed for an arbitrary number of
receivers, we separately compare Protocol 4 with Proto-
col 3 in the multiparty scenario with N > 2 receivers.
Afterwards, we benchmark the ERS protocol against all
three protocols in the tripartite scenario with N = 2 re-
ceivers.

To achieve a fair comparison, we independently opti-
mize each protocol to maximize its efficiency, i.e., reduce
the consumption of preshared secret bits. Specifically,
given a document of fixed length (bps), we numerically
optimize the protocol’s free parameters, such that the
number of preshared secret key bits per receiver (¢p) is
minimized, under the constraint that e.ep +egor < 1010,
We observe that optimizing the value of £p also implicitly
reduces the length of the signature used by the protocol
(Ls).

In particular, Protocol 1 (based on the protocol by Yin
et al. [9]) is optimized over the parameters by, b%. Pro-
tocol 2 (a modified version of the protocol by Garcia Cid
et al. [10]) is optimized over n, by, by, €mas. Protocol 3
(based on the protocol by Amiri et al. [11]) is optimized
over k, by, by. And Protocol 4 is optimized over by and

by We recall that every authenticated channel is imple-
mented via WC authentication with key recycling and
tags of by bits, while by is the length of the document
hashes.

We observe that Protocol 3 can be additionally opti-
mized over the parameters s_q, sg, S1, etc. However, as
argued in Subsec. III C, the spacing (As) between the pa-
rameters is optimal when constant and maximal. Thus,
in our optimizations we introduce a vanishing param-
eter 05 > 0 such that the constraints 1/2 > s_; and
S1,,.. > 0 are respected, while maximizing the spacing
As. We have:

S_1 = 5 65 (31)
SlnLam 65 (32)

1/2 — 264

As = —"——=,
s T (33)

Thus, the value of sq is fixed to:
So=5_1—As

1 l
=4 — — 920, | 2= | 34
Paom) e o

In Table IT we report the security parameters, the num-
ber of preshared key bits per receiver and the signature



length of each protocol that are used in our optimiza-
tions. In the following, we illustrate how to obtain the
number of preshared key bits reported for each protocol
in Table II. Note that we assume that every secret chan-
nel is implemented via OTP, thus consuming as many
preshared key bits as the length of the exchanged mes-
sages.

Protocol 1 The protocol requires each receiver to
hold a preshared secret key of length 3by. Moreover,
to establish the authenticated channel between Bob and
Charlie (i.e., to agree on a function from Faxy), each re-
ceiver consumes 2b; preshared bits. The three messages
that are sent over the authenticated channel amount to
additional 3b; consumed preshared bits (needed to en-
crypt the tags). These contributions sum to:

Protocol 2 The protocol requires each receiver to
share a 3nbg-bit secret key with Alice. Then, it con-
sumes 3nbyg + nlogyn preshared bits to secretly ex-
change half of the key blocks between Bob and Char-
lie via OTP, together with their positions. To estab-
lish the authenticated channel between Bob and Char-
lie, each receiver consumes 2b%; preshared bits. Bob and
Charlie exchange 4 authenticated messages in the dis-
tribution stage; moreover, Bob forwards the {Doc, Sig}
pair on the authenticated channel in the messaging stage,
for a total of 5 authenticated messages. This gives us:
lp = 6nby + nlogy, n + Tby.

Protocol 3 To carry out step 1.2 of Protocol 3,
each receiver must hold Nky preshared key bits with
the sender, where y is the number of bits required to
specify one element of the Fagy family and is provided
in Appendix B. For step 1.3 of the protocol, each re-
ceiver P; sends to another receiver, P;, k hash functions
from Fasy and their positions, thus consuming a total
of (N —1)(ky + klogy(NEk)) preshared secret bits. More-
over, this communication is also authenticated. Hence, it
requires each receiver to share, with any other receiver,
2b; bits to agree on the hash function and additional
4b%; bits to exchange the hash functions and their posi-
tions. Finally, b, preshared bits are consumed to forward
the {Doc, Sig} pair to the next recipient in an authen-
ticated manner. The resulting number of preshared key
bits reads: £p = Nky+ (N —1)(ky + klogy(Nk)) + (N —
1)6b% + by

Protocol 4 Each receiver holds a preshared secret
key of y bits that is consumed by the protocol, which
thus contributes to the total of £p preshared bits con-
sumed per receiver. Moreover, we observe that receiver
P, is endowed with a special role as the broadcaster of
the BRB protocols. This implies that P; consumes more
preshared bits than the other receivers. To avoid privileg-
ing our ERS protocol in the performance comparison, we
compute ¢p for the worst-case receiver, i.e. for P;. Since
P; needs to communicate via authenticated channels with
each other receiver, it consumes 2b; (N —1) bits to set up
the channels. In each BRB protocol, P, exchanges a total
of 5(N — 1) messages (sent plus received). In addition,

lp =
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P; receives X; over an authenticated channel from each
other receiver, for a total of N — 1 messages. Summing
everything up, we obtain: {p =y + 13(N — 1)by,.

Protocol 4 (N =2) In the tripartite scenario we can
simplify the ERS protocol by observing that the BRB
protocol becomes superfluous. Indeed, the purpose of
the BRB protocol in the N > 2 case is to ensure that
all receivers obtain the same {Doc, Sig} pair, which is
necessary to satisfy our transferability definition (Defini-
tion IV.2). However, for N = 2, there is only one other
receiver other than P;, hence no equivocation is possi-
ble and the BRB protocol in steps 2.3 and 2.5 can be
replaced by simple authenticated messages. By doing so,
the computation of £p reduces to: {p = y + 5b/;, where
we replaced the contribution from the two BRB proto-
cols with the contribution given by two authenticated
messages, i.e., 2b/;.

A. Multiparty scenario

Here we benchmark our ERS protocol, Protocol 4,
against Protocol 3 of Ref. [11] for a wide range of docu-
ment sizes, by € [102,1019], and for networks with up to
N = 102 participants other than the sender.

In our optimizations we define wgr to be the number
of dishonest receivers. Recall that, for both protocols,
transferability /repudiation attacks allow for collusion be-
tween dishonest receivers and a dishonest sender, mean-
ing that the total number of dishonest participants is
w =wpg + 1. In our simulations, we choose wg = | N/4],
which satisfies the constraint on the number of dishonest
receivers of Protocol 3 (wgp < (N —1)/2) and of Proto-
col 4 (wr < N/3).

Moreover, with our choice for wg, the maximum ver-
ification level of Protocol 3 is [,,,, = 1 for most values
of N, meaning that the signature can be transferred be-
tween receivers at least one time. Indeed, in Protocol 3
Imaz is constrained to satisty (lnae + 1)wr < N/2. Since
lmae must be a positive integer and since we want to
grant the largest possible number of transfers between
receivers, we choose [, to be the largest integer that
satisfies the constraint. Thus, we have:

linaa (w0r) = [N - 1] -1 (35)

2wgr
Then, for our choice of wr, we have:

2 for N=7
0 for N multiple of 4 (36)
1 else.

lmam(LN/‘H) =

1. Results

The results of the numerical optimizations of Pro-
tocol 3 and Protocol 4 are presented in Fig. 1 for a
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FIG. 1. The optimal number of preshared secret bits per
receiver (£p) as a function of the document size (bas) for our
ERS protocol (Protocol 4) and for the protocol by Amiri et al.
[11] (Protocol 3), when minimized under the constraint e,ep +
Etor < 1071%.  We also report the corresponding signature
lengths (¢s). Progressively lighter shades denote scenarios
with increasing numbers of receivers: N =5, N = 10, N =
50, and N = 102.

varying number of receivers, namely N = 5,10,50 and
N = 102, while the number of dishonest receivers is fixed
at wg = |N/4] and it is such that both protocols can
guarantee security.

From the top plot in Fig. 1, we observe that our ERS
protocol consumes less preshared secret bits than Proto-
col 3 for all document sizes and all values of IV, consis-
tently outperforming Protocol 3 by more than two orders
of magnitude. For example, to sign a 10°-bit document
and share it with N = 102 receivers, our protocol con-
sumes 7 - 10* preshared bits while Protocol 3 requires
1.2-107 preshared bits. In terms of scaling, for both pro-
tocols the number of preshared secret bits scales linearly
with the number of receivers: £p ~ N.

The performance improvement of our ERS protocol is
even more striking when looking at the signature lengths
in the bottom plot of Fig. 1. Indeed, our protocol requires
signatures that scale with the logarithm of the document
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size by; and that never exceed 230 bits. Moreover, the
signature length is almost unaffected by the change in
the number of receivers, with variations of at most 18
bits between cases N = 5 and N = 102. Indeed, the
optimal parameters by and b} are basically constant in
N, with small variations due to the increased weight of b/,
in /p as N increases. Conversely, Protocol 3’s signatures
are constant with respect to by; but scale quadratically
in N, thus requiring more than 107 bits for N = 102,
which is five orders of magnitude larger than the size of
the corresponding signature of the ERS protocol.

We recall that Protocol 3 is vulnerable to a forgery
attack based on the loophole noted in Ref. [15] and dis-
cussed in Subsec. IIIC. We provide the success proba-
bility of said forgery attack in Eq. (19). By computing
the success probability for N = 5,10,50 and N = 102
and wr = [N/4], we observe that pattack < Efor, imply-
ing that the attack is actually much less likely to succeed
than regular forgery attacks.

We conclude that our ERS protocol significantly
improves on the performance metrics of Protocol 3 in
N-receiver scenarios, both in terms of preshared bits
consumption and signature sizes.

B. Tripartite scenario

Here we focus on the tripartite scenario of one sender
and two receivers (N = 2) and we compare the ERS pro-
tocol with the three QDS protocols analyzed in Sec. II1.

In this case, none of the four protocols allow a re-
ceiver to collude with the sender in a repudiation at-
tack (wg = 0) and the maximum number of signature
transfers in Protocol 3 is ;4 = 1. Thus, so = 1/4 ac-
cording to Eq. (34). With these parameters, the success
probability (pattack) of the forgery attack on Protocol 3
noted in Ref. [15] reduces to the regular forgery proba-
bility: pattack = €for- Lhus, the forgery attack described
in Ref. [15] is not more impactful than any other forgery
attack in the tripartite case.

The results of our numerical optimizations for the four
protocols are presented in Fig. 2 for documents of by,
bits, with: by, € [102,10°].

From the top plot of Fig. 2, we observe that all four
protocols consume a number of preshared bits that scales
sub-linearly with respect to the document size (bys). The
ERS protocol is the most efficient, closely followed by
Protocol 1, while Protocol 2 and Protocol 3 lag behind.
For example, to sign a document of by; = 106 bits, Pro-
tocol 3 requires £p ~ 1.1 - 10° preshared secret bits and
Protocol 2 uses {p ~ 10* bits, while Protocol 1 only uses
{p = 441 bits, marginally beaten by our ERS protocol
with £p = 411 bits. In general, the gap between Proto-
col 1 and the ERS protocol never exceeds 44 bits for the
considered document sizes.

In the bottom plot of Fig. 2 we plot the signatures
length (¢g) as a function of the document size. Even
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FIG. 2. The optimal number of preshared secret bits per
receiver (£p) as a function of the document size (bys) when
minimized under the constraint erep + €for < 10710, in the
tripartite scenario of one sender and two receivers. We report
the plot lines for our ERS protocol (Protocol 4) and for the
three QDS protocols by Yin et al. [9] (Protocol 1), Garcia
Cid et al. [10] (Protocol 2), and Amiri et al. [11] (Protocol 3)
that are analyzed in Sec. ITI. We also report the corresponding
signature lengths (£g).

in this case, the best performing protocols are Proto-
col 1 and the ERS protocol, with the latter requiring
marginally longer signatures (by about 60 bits) than the
former but never exceeding 200 bits even for documents
of byr = 100 bits. Conversely, Protocol 2 and Protocol 3
require signatures that are 30 times larger on average.

From our performance analysis in the tripartite sce-
nario, we conclude that our ERS protocol and Protocol 1
are the most efficient protocols in terms of consumed
preshared bits, with a consumption up to three orders
of magnitude smaller than the other two QDS protocols
and that does not exceed 510 bits for document sizes up
to bys = 100 bits. The superior efficiency of the ERS
protocol and Protocol 1 is also reflected in the signature
lengths, where they beat the other two protocols by more
than one order of magnitude.
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VI. FIELD TEST

Table III. The standard Poly1305 authenticator as per RFC
8439, where the additional input key s of 128 bits is em-
ployed as a one-time mask of the tag. This promotes the orig-
inal Poly1305 family from e-almost A universals to e-almost
strongly universaly (ASU) [28].

‘Family ‘Preshared bits ‘5 ‘

‘Fpoly13o5 [29] ‘256 ‘8[%1W2106 ‘

In order to validate the ERS protocol in a real-
world environment, we developed an application that
implements the ERS protocol on the Rome Quantum
Metropolitan Area Network (QMAN) [30]. The Rome
QMAN is a QKD network currently consisting of 5 nodes
dislocated over 4 geographical sites in Rome, Italy, and
arranged in a star topology, with the center of the star
hosting two independent nodes. The network links span
distances from 4.7 km up to 29.7 km. Each node acts as
one of the protocol participants and is equipped with a
QKD system (either commercial or developed in-house),
a proprietary key management system (KMS) for orches-
trating symmetric key delivery between network nodes,
and a laptop (Intel Core Ultra 7 Processor 255U, 32GB
RAM, 1 Gigabit Ethernet) running the application.

The ERS protocol is implemented as a digital signature
application interfaced with the KMS services offered to
the Application Layer of the QMAN. In each run, the ap-
plication first requests a sufficient amount of preshared
keys from the KMS. This amount depends on the role
of the participant (i.e., network node) in that particu-
lar run (sender or receiver). Afterwards, the application
proceeds as per the description in Sec. IV.

In this field test, the ERS protocol is implemented in
two variants (patent pending). In the ERS-ASU vari-
ant, two hashing families Fagy of the type reported in
Table I are adopted for signing documents (with by-
bit hashes) and for establishing the authenticated chan-
nels with key recycling (with b%;-bit hashes). The fami-
lies are constructed according to Ref. [15] and the hash
lengths by and b} are optimized under the constraint
Erep + €for < 10710-

In the ERS-Poly1305 variant, we adopt another e-
almost strongly universaly family, namely Fpoiy1305 (c.f.
Table IIT), for both signatures and authenticated chan-
nels. In this case, the hash lengths by and ¥ are
fixed: by = by = 128 bits. A straightforward recal-
culation of the security parameters against forgery and
repudiation of the ERS-Poly1305 variant yields: e, =
max {2726 8[2L 7 /2196} and g, = 8[buf381] /2106,
Therefore, for the document sizes chosen in the field test
(up to by = 10° bits), we have: efor + Erep &~ 1.2+ 10723,
which is well below our security threshold of 10710,

We tested both ERS protocol variants for signing doc-
uments of by = 10" bits, for r = 2,3,4,5,6,7,8,9, which



are then verified by four distinct receivers (N = 4). In
the top plot of Fig. 3, we plot the total runtime of the
two protocol variants against the document size. Specif-
ically, we measured the time needed to run the whole
ERS protocol from signature generation until the suc-
cessful verification of the signature by all receivers. Note
that this time interval does not include the time required
to generate the pairwise keys consumed by the protocol.
The reason for this is that, typically, QKD keys are con-
stantly generated throughout the network and are readily
available when an application like the ERS protocol de-
mands them, thus introducing no time delay. From the
plot, we see that the ERS-Poly1305 variant is much faster
than the ERS-ASU version, with a sub-second runtime
up to 10-Mbit documents, due to a faster computation of
the hashes. In particular, the hash functions of the Fagy
family require the creation of, and operations on, finite
fields, which is computationally demanding.

The bottom plot of Fig. 3 shows the number of pre-
shared bits consumed by each receiver in one protocol
run. Here, both ERS variants reduce key consumption by
more than two orders of magnitude compared to Proto-
col 3 from Ref. [11] (compare with bottom plot in Fig. 1),
with the ERS-ASU variant being more efficient due to
the optimization over hash lengths, while the hashes of
the Fpoly1305 family are fixed. Note that this level of key
consumption is easily sustainable with modern QKD net-
works, where available key pools are typically much larger
than few thousands bits and key generation rates are suf-
ficient to sign several large documents every minute.

In summary, our field test shows that ERS-Poly1305
can generate up to 13 signatures per second on one-
Mbit documents across a deployed metropolitan network,
while consuming less than 5000 preshared bits per re-
ceiver. Thus, the ERS protocol emerges as a strong can-
didate for providing digital signature services in modern
QKD networks.

VII. CONCLUSION

In the first part of this work, we critically reviewed
three practical quantum digital signature (QDS) proto-
cols [9-11], focusing on their security claims and potential
vulnerabilities. The three QDS protocols were selected
for their ability to sign large documents with relatively
small signatures and without a trusted authority, by re-
lying on previously-established secret keys (e.g. through
quantum key distribution).

Our analysis highlighted that, in the multiparty sce-
nario, the QDS protocol of Ref. [11] — and many other
multiparty QDS proposals [19-22] — can be vulnerable
to equivocation attacks, whereby signature repudiations
and transferability failures can be enforced by corrupting
the document-signature pair analyzed by different honest
receivers, without them realizing.

We addressed this vulnerability by developing an
equivocation-resistant signature (ERS) protocol based on
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FIG. 3. The total runtime of the application implementing
the two variants of the ERS protocol (top) and the consumed
preshared secret bits per receiver (bottom), as a function of
the document size (bas) and for security parameters satisfying
Erep + Efor < 10710, In the top plot, each point represents the
average runtime over four samples and the vertical error bars
correspond to £1 standard deviation.

preshared keys (patent pending). The design of the ERS
protocol deliberately departs from established multiparty
QDS paradigms [11, 19-22], in order to overcome the
identified vulnerability and gain efficiency in terms of
consumed preshared bits and signature length. Indeed,
in the N-receiver scenario, the ERS protocol drastically
reduces signature sizes by at least a factor N2 compared
to the protocol of Ref. [11] and it reduces preshared key
consumption by more than two orders of magnitude in-
dependently of N and of the document size. The supe-
rior performance of the ERS protocol is confirmed when
benchmarked against the three promising QDS protocols
in the tripartite scenario.

Our numerical results corroborate the different design
choice of the ERS protocol compared to the more com-
mon approach adopted by Protocol 2 and Protocol 3 (c.f.
Subsec. III D). In detail, in the latter protocols every re-
ceiver is capable of independently verifying the signature
as soon as the sender delivers the message, but this is
extremely inefficient in terms of preshared key consump-



tion and signature length. Conversely, our ERS protocol
ensures global receiver consensus on the signature before
enabling its independent verification, leading to large re-
ductions in resource consumption without compromising
on speed. Indeed, in the field trial the ERS protocol
reached a signature rate of 13 tps for one-megabit docu-
ments shared among five users.

In conclusion, our work provides an information-
theoretic secure and practical digital signature proto-
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col, which exclusively relies on pairwise secret keys pro-
vided, for example, by QKD. The ERS protocol is im-
mune to equivocation-based attacks while resulting over-
whelmingly more efficient than previous multiparty QDS
proposals. The combination of improved efficiency and
security places our ERS protocol as a primal candidate
for implementation in today’s quantum key distribution
networks, thereby enhancing their cryptographic services
beyond mere symmetric key establishment.
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APPENDIX A: Wegman-Carter authentication

The two universal hashing families summarized in Table I can be used for establishing authenticated classical
channels with information-theoretic (IT) security through the Wegman-Carter (WC) authentication method [23].

In brief, suppose that a sender and a receiver share a random secret string that uniquely identifies a hash function
f from Fasy. Then, the sender wishing to send a message m sends the tuple (m,t) to the receiver over a public
channel, where the tag is t = f(m). Let (m’,t) be the tuple received the by the receiver. The receiver accepts the
message as authentic if f(m’) = t/. By combining the properties (1) and (2) of e-ASU, families, we deduce that an
attacker trying to forge a pair (m/,t’) with m # m/' that is accepted by Bob only succeeds with probability e [28].

An analogous result can be proved for f € Faxy. Indeed, if the sender and receiver additionally share a random
string r and the tag is computed as t = f(m) ® r (the symbol @ indicates addition modulo 2), the property (3) of
e-AXU, families ensures that an attacker forging a new pair only succeeds with probability e [18].

Interestingly, as first proposed by WC [23], it is possible to authenticate n messages using the same hash function
from either family, Faxuy or Fasu, by OTP-encrypting the tags with fresh random strings, such that the attack
probability on any of the n messages is still £ [28]. This procedure is sometimes called key recycling. In the follow-
ing, we first illustrate the WC method with key recycling and then prove its I'T security when using the e-ASUs family.

Protocol 5 WC authentication [23]

1. Let M be the set of possible messages and B the set of hashes, or tags. Let F be a publicly-known e-ASU, family
of hash functions from M to B.

2. Alice and Bob agree on the total number of messages n they want to authenticate and they agree on a uniformly
random secret key (ko, (k1,...,kn)). The subkey ko identifies a unique hash function fi, € F used to generate the
tags of each of the n authenticated messages.

3. Fori € {1,2,...,n}, do the following:
(a) Alice chooses a message m; € M to be sent and generates the corresponding tag t; as: ¢; = fr,(m;) @ k;. She

sends the message m;, the tag t; and the index ¢ to Bob.

(b) Bob uses the subkey k;, corresponding to the received index from Alice, to extract the hash from the received
tag by computing: h; = t; @ k;. Bob then compares h; with the hash resulting from applying the selected hash
function on the received message: fi,(m;). If they match, Bob authenticates Alice’s message m;.

Here we prove the IT security of the WC authentication method implemented with an e-ASUs family.

Theorem A.l. Let (ko,(k1,...,kn)) be a randomly chosen key known to Alice and Bob and let mq,...,m, ben
messages sent by Alice to Bob via the WC authentication method. Suppose the attacker, Eve, knows the e-ASUs
family F, the set of messages M, the messages mq, ..., my,, their tags t1,...,t, and indexes. Then, there is no forged
message mg (for any index i) for which Eve can guess the correct tag tg with a probability larger than e.

Proof. Suppose, without loss of generality, that Eve wants to replace the first message m, with a forged message mpg.
Then, the correct tag such that Bob authenticates the forged message would be: tg = fi,(mg) ® k1. Note that Eve
does not know the preshared key (ko, (k1,...,k,)), hence she needs a strategy to correctly guess tg. An optimal
strategy consists in fixing a value for the tag, ¢, and consider all the possible keys (ko, (k1,...,k,)) for which the
observed message-tag pairs (my, t;) and the forged pair (mg,t) are successfully authenticated. Let us denote this set

S(t):
S(t) = {(ko, (/ﬂl, ceey kn)) 1t = fko(mE) D kl, tl = fko(ml) D kh ti = fko(ml) D kl for i = 2, . ,n} . (Al)
Then, Eve’s guess of the tag corresponds to the value for which there are most key combinations allowed, i.e.,

lguess 1= arg ItneaBX |S(t)| ) (A2)

where |S| is the cardinality of S. Indeed, this guess maximizes Eve’s probability of guessing the correct tag. In
particular, given messages mq,...,m,, tags ti,...,t, and a forged message mp, Eve’s guess is deterministic and
given by tguess- The probability that tguess is correct corresponds to the probability that the key (ko, (k1,...,kn)),
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randomly chosen by Alice and Bob, is such that tg = fi,(mg) ® k1 = Tguess, conditioned on the compatibility with
the observed message-tag pairs. Then, we have that Eve’s guessing probability is given by:

. |S(tguess)|
uess — P tg = tguess|ti = Jk i k; f :17~-~7 = T A3
Pguess (ko,(kh.r.-,kn))[ E gu ss| fko (m ) 2 or 2 TL] |]_—| ( )

where we used the fact that the keys are chosen randomly by Alice and Bob and that their total number (given that
(mg, t;) are authenticated) is

|{(/{30,<k‘1,...,]€n)) t, = fk0<mi) @ k; for 1 = 1,...,n}| = |.7:| (A4)

As a matter of fact, once we fix ko, then all other keys are fixed by the equations k; = t; & fi,(m;).

In the following, we compute Eve’s guessing probability starting from the cardinality of S(t), |S(¢)|. For a fixed kq,
there are at most € |F| /| B| possible choices of f € F such that f(mg) =t® ki A f(m1) = t1 k1 due to the property
(2) of an e-ASU, family. Therefore, there are at most € |F| /| B| possible values of kg for each given k;. Now, for each
given value of ko, there is a unique string of keys ks, ..., k, such that the remaining conditions of the set S(¢) are
satisfied; these keys are fixed by: k; = t; @ fi, (m;). Thus, summing up, there are at most |B| - |F|/|B| keys in S(t):

IS(B)] < elF| = [S(tguess) » (A5)

where we used that ¢ = tgyess maximizes the size of S(¢). By employing (A5) in (A3), we obtain Eve’s guessing
probability

Pguess = €, (AG)

which concludes the proof. O

APPENDIX B: Efficient hashing families

In this Appendix we specify the e-ASU, family and the e-AXU, family adopted in the analyzed QDS protocols.
We follow the notation laid out in Sec. IT such that each hash function maps strings of by, bits to strings of by bits.

The chosen families are selected for their efficiency in the number of preshared key bits required to uniquely
identify a function of the family. In particular, the number of preshared bits scales with log, by, (for a fixed security
parameter ¢), rather than with by; as for strongly-universals sets based on random matrices.

e-ASU; family:  The e-ASU, family employed in this manuscript is denoted Fagy, its security parameter is
e = 2177 and its explicit construction is provided in Refs. [15, 24]. Each function of the set Fasy is uniquely defined by
a string of y bits, where y satisfies: y = 3by 420, where o is the smallest number that satisfies: by < (b +0)(142).
Since o is defined by a transcendental inequality, it can only be computed numerically. Alternatively, it might be
convenient to obtain a relatively tight analytical upper bound on ¢ by solving: by; = by (1 4 27), which yields

o = log, <I;M — 1) . (B1)

H

This provides us with the following upper bound on the number of bits y required to specify an element in Fagy,

y= {36;1 + 2log, (bM - 1>—‘ , (B2)
by

and this is the value that we use in our performance analysis of Sec. V.

e=-AXUj, family: The e-AXUs; family employed in this manuscript is denoted Faxuy, with security parameter
€ = bp2'7%  and it is composed of Toeplitz matrices such that consecutive columns are consecutive states of a linear
feedback shift register (LFSR) of length by . The family was originally introduced in Ref. [18]. Therefore, each hash
function, i.e. each Toeplitz matrix, is specified by an LFSR and its initial state, totaling to 2by bits.

In order to specify the elements of Faxy, we first define LFSRs.

Definition B.1. Let p(z) be a polynomial of degree n over GF(2), p(x) = 2™ + pp_12" 1 +...p1x + po and s° =
(Sn—1,-.-,51,50) a binary string. A linear feedback shift register (LFSR) of length n is specified by p(x) and the
initial state of the register, s°. The following state of the register, s, is obtained by shifting to the right the bits of
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the previous state, s°, and by computing the new element: s, = s°-p mod 2, where p is the vector of coefficients
p= (pn_1,---,p0) and where ™" indicates the scalar product. Thus we have: s' = (s, 8,-1,...,51). By applying the
same rule recursively, the k-th state of the LFSR is given by: s* = (sy_14k,...,514+%, Sk), where a generic element of
the sequence of bits generated by the LESR is: s; = s -p mod 2, for 1 > n.

From the above definition, we deduce that the transpose of consecutive states of an LFSR can be considered as
consecutive columns of a Toeplitz matrix. We now define the elements of Faxuy.

Definition B.2. Let p(x) be an irreducible polynomial of degree by over GF(2) and let s° = (sp,—1,...,51,80)7
be the initial state of the LFSR with connection polynomial p(x), with s® # 0. Let T, s be the Toeplitz matriz with
columns given by: T, s = (s0,s, ..., 8" ~1) where s* is the transpose of the k-th state of the LFSR. The hash
function f, s € Faxu maps messages m = (mo, . .. ,My,, 1)L of variable length up to by bits to by -bit strings given
by: fp.s(m) =T, sm mod 2. In other words, the j-th element of the hash reads: (fp.s(m)); = @?fo_l M Sby—jtis
where Sy, —j+i s the (bg — j +1)-th element of the LFSR sequence.

Note that to avoid allowing an adversary to add zeroes to the message without changing the tag, each message
needs to end with a 1.

APPENDIX C: Security proof of Protocol 1

Lemma. Protocol 1 is e5o,-secure against forgery according to Definition I1.1, with egop = byy/20# 71,

Proof. There are two cases of forgery attacks: 1) Alice does not sign any document and Bob forges a new pair
{Doc, Sig'}; 2) Alice sends {Doc, Sig} to Bob and Bob forges a modified pair {Doc’, Sig’}.

In the first case, Bob has no information from Alice and in particular no information on Alice’s key Xin . Suppose
the worst-case scenario where Bob forwards to Charlie a document Doc’ and a digest Dig’ = (h/,, p},) that is consistent

with the document: h/, = Tp, v - Doc’. Charlie will recover the digest Dig’ and hence validate the signature if and
a’*t A

only if Bob correctly guesses the encryption key Xf,bH used to encrypt the digest. Therefore, the attack will succeed
with probability 272%#

In the second case, Bob’s goal is to find a message m and a hash ¢ such that: ¢ = Tp e
A

he sends {Dod, Sig'} with Doc’ = Doc @ m and Sig’ = Sig @ (¢[|0). This pair will be validated by Charlie, since
the expected hash by Charlie is: h, = Tp PR (Doc @ m) = h, @ t, which coincides with the hash sent by Bob in
a4

vg -m. Indeed, if he succeeds,

Sig’. Therefore, the goal of Bob coincides with the goal of an adversary in WC authentication implemented with the
family Faxu, where the tags are protected by OTP. From Table I, we have that Bob’s attack succeeds at most with
probability by;/2°# 1, which is larger than the success probability of the attack in the first analyzed case.

In conclusion, by putting together the two cases, Bob’s forgery attacks succeed with probability at most et =
bar /2% =1, which concludes the proof. O

Lemma. Protocol 1, with bys > by, is €rep-sSecure against repudiation according to Definition I1.2, with €;op =
(2bgr + bag)/20m 1,

Proof. Since Bob and Charlie communicate via an authenticated channel and behave honestly, Charlie obtains the
same pair {Doc, Sig} received by Bob and the key Xp. Bob in turn obtains Xc. Thus, both Bob and Charlie
recover Alice’s key: Kp = Ko = X 4. Using X4 and the pair {Doc, Sig}, both Bob and Charlie will reach the same
conclusion about Alice’s signature. Therefore, it is impossible that they disagree, unless Alice successfully tampers
with the authenticated channel.

Given the implementation of the authenticated channel described in Sec. II, the probability that Alice modifies Bob’s
message { Doc, Sig}, or the message X, and that the message is authenticated by Charlie is at most (2by —&—bM)/Qb,H_1
(3bgr/2"5 1 for the message Xp). Similarly, the probability of a successful attack on the message X¢ from Charlie
is 3by/ 2¥n =1, Since the protocol aborts when any message is not authenticated, the maximum probability that the
protocol does not abort and Alice successfully modifies an authenticated message —thereby causing a repudiation— is
given by: e0p = max{ (20 + bar)/2% 1, 3bs /2Y% 1}, which concludes the proof. O

Lemma. If p, is known to Bob, then he can always perform a successful forgery attack, i.e., Charlie validates the
pair {Doc’, Sig'} forged by Bob with unit probability.
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Proof. To see this, we observe that Bob’s goal is to find a by;-bit message m and a hash t such that: ¢ = Tp tH
as N A

If he succeeds, he can send {Doc’, Sig’} with Do’ = Doc & m and Sig’ = Sig @ (¢/|0), which will be validated by

Charlie, since the expected hash by Charlie is: h. = Tp b (Doc®m) = h, ®t, which coincides with the hash sent
asX 4

by Bob in Sig’. Now, from the knowledge of p,, it is easy for Bob to find a valid hash ¢ and message m that satisfy

t= Tp P For instance, Bob can choose ¢t = 0 (the null vector). From Theorem 8 in Ref. [18], we have that:

-m.

t=1T b+ MM
paaXAH

=BDB'- x4, (C1)

where B is a non-singular by x by matrix that only depends on p, and D is a diagonal matrix with elements m(\;),
where m(x) is the polynomial associated to the message m and Aj, Ag, ..., \p,, are the by roots of the irreducible
polynomial p, () over GF(2%#). Having fixed ¢ = 0, it is enough for Bob to find a polynomial m(z) such that BDB™!
is the null matrix, i.e. such that m(\;) = 0 for every é. In other words, Bob wants that every root of p,(x) (over
GF(2b)) is also a root of m(z). This can be readily achieved by choosing a message m such that p,(z) divides m(z),
i.e. a polynomial that can be decomposed as: m(x) = p,(z) - g(x), where g(z) is an arbitrary polynomial over GF(2)
of degree byr — by. Then, the pair t = 0 and the message associated to the polynomial m(z) = p,(z) - g(z) are such
that t =T -m holds, which concludes the proof. O

b
p(mXAH

APPENDIX D: Security proof of Protocol 2

Lemma. Protocol 2 is g -secure against forgery according to Definition I1.1, with
Etor = 2(N/2 — €max, /2, bpr28707), (D1)

where the function Z(k,n,p), defined as

=(k,m,p) Z( V-, (D2)

represents the probability of obtaining at least k successes in n trials with success probability p for each trial.

Proof. There are two cases of forgery attacks: 1) Alice does not sign any document and Bob forges a new pair
{Dod, Sig'}; 2) Alice sends {Doc, Sig} to Bob and Bob forges a modified pair {Doc’, Sig’}.

Let us first discuss case 1). In this case, Bob generates a document Doc’ and needs to provide Char-
lie with the correct signature. In particular, since Charlie only verifies a subset of signatures, given by:
Sigyi1s---,51g5, and Szg s(1) Sig’w(n/m7 Bob needs to provide valid signatures for this subset. For the sig-

natures 51973(1)’ .. Szng (n/2)7 Bob knows the corresponding decryption keys from Xpg, in particular the strings
r733 (i), which he passed to Charlie in the distribution stage. Thus, Charlie will see no error when verifying these
signatures.

In contrast, for the n signatures Sig,, 1, .., Sigs,, Bob only knows n/2 decryption keys i.e. the keys X 7o (@) (for

1 =1,...,n/2) that he received from Charlie. In particular, Bob does not know the strings 7, for the n/2 keys that he
did not receive from Charlie and needs to guess them in order for Charlie to approve his forged signatures. However,
we recall that Charlie is allowed up to e;,q, errors during verification. Therefore, Bob only needs to correctly guess
the string 77, at least n/2 — €y,4, times out of n/2 possibilities. Since each string 77, is 2by bits long, the probability
for k > n/2 — €4, successes out of n/2 trials reads:

E(n/2 — emaz,n/2,2720H). (D3)

Thus, the quantity in (D3) represents the probability of a successful forgery attack by Bob for case 1).

We now discuss case 2). Here, Bob receives a valid pair {Doc, Sig} from Alice and wants to forge a new pair
{Doc, Sig’'} where Doc’ # Doc. Like before, Bob can produce new valid signatures Sig;B(l), e Sz’gi{B(n/Q) since Bob
holds the corresponding keys and overrides Alice’s choices of irreducible polynomials with his choices of polynomials.
Likewise, Bob can forge the signatures Sig’ corresponding to the keys XZ.C(Z) (for i = 1,...,n/2) that he
received from Charlie.

For the remaining n/2 signatures Sig;, received from Alice for which Bob does not hold the corresponding key,
Bob has two possibilities.

n+yc (i)
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He can act as in case 1), by neglecting the signatures sent by Alice and forging new signatures. However, this
strategy requires Bob to guess some of the encryption keys 7. The probability of correctly guessing one of these keys
is 272bu

The second possibility is also Bob’s best strategy since it succeeds with a higher probability: Bob wants to guess a
message-tag pair (m;,t;), with m; # 0, such that ¢t; = T phsd, is satisfied. In doing so, note that Bob does not
know either parameter of the Toeplitz matrix T’ ph,.sd, and that the tag in Sig;4, is protected by OTP. If Bob succeeds,

he can forge the signature Sig;,,, = Sigj+n @ (t ||O) and choose the document Doc’ = Doc & m; such that Charlie
will validate the forged signature with unit probability. The probability that Bob finds the correct pair (m;,t;) is the
probability of a successful attack on WG authentication implemented with the Faxy family and reads bas/ QbH ~1 (see
Table I), where by is the length of the message. Let us assume that Bob chooses the same message m; =mg =---=m
for each of the n/2 signatures, such that the forged document is uniquely defined by Doc’ = Doc @ m. Then, the
probability that Bob correctly guesses at least n/2 — e,q, pairs (m,t;), out of n/2 signatures, is given by:

2(n/2 — emaz,n/2,bpr2 701, (D4)

and represents the probability of a successful forgery attack in the case 2).
By comparing the probability of successful attacks from cases 1), Eq. (D3) and 2), Eq. (D4), we deduce that the
attack from case 2) is always more likely to occur since by;2'7%# > 272b# This concludes the proof. O

Lemma. Protocol 2, with by + 4nby > (n/2)logyn, is erep-secure against repudiation according to Definition II.2,

with
oo n/2—1i by +4nby
i=0

Proof. Let us first assume that the the authenticated channel between Bob and Charlie is ideal. In this case, Alice’s
only chance to force a rejection at Charlie is to deliberately introduce errors in some of the signatures verified

by Charlie, namely Sig,+1,... 592y, such that Charlie observes e,,4, + 1 errors in verification, thus rejecting the
signature. However, Bob verifies n/2 of these signatures, namely Sig, i .(1),---»Si9n4ryc(n/2), through the keys
chm (for ¢ = 1,...,n/2) received from Charlie. Since Bob accepts no error in verification and since the n/2 key

blocks sent by Charlie to Bob are randomly selected, the probability that Alice distributes the €4, + 1 errors in the
n/2 signatures that are not verified by Bob is given by:

(emZQQﬁLl)
(em(:i +1)
| e (D6)

, n—1
=0

E =

Note that if only one error is introduced by Alice in the signatures verified by Bob, Bob will reject the signature and
the protocol aborts.

Let us now consider the failure of the authenticated channel between Bob and Charlie, which we recall is implemented
with an e-AXU, family based on LESRs with hashes of b}; bits. In order to force a repudiation, Alice can attempt
to modify enough key blocks sent to Charlie by Bob. The probablhty that Alice successfully modifies the key blocks
from X, sent by Bob through the authenticated channel is at most (3bgn/2)/2Y7 =1, Alternatively, Alice can modify
the positions v (1), ...,v5(n/2) sent by Bob, such that Charlie will hold the right blocks but in the wrong positions.
In this case, the probability of a successful attack is [(n/2)logy n]/2Y% 1. Finally, Alice could attempt to modify
the pair {Doc, Sig} when forwarded by Bob, with a success probability of at most (bys + 4an)/2b'H*1. Since the
protocol aborts when a message from Bob is not authenticated by Charlie, the maximum probability of a successful
repudiation attack based on the failure of authentication is:

o/ _ mmax {3byn/2,(n/2)logyn, by + 4nby }
- by —1

= (bar + 4nby) /2% 1. (D7)

By combining (D6) and (D7), the maximal probability that the protocol does not abort and that Charlie rejects
the signature while Bob accepts it is max{e, &'}, which concludes the proof.
O
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APPENDIX E: Security proof of Protocol 3

In this Appendix we prove the IT security of the QDS protocol presented in Sec. ITI C.

Lemma. Protocol 8 is eyanst-Secure against non-transferability according to Definition II1.2, with:

N(1—-d
Etransf = ( ( 9 R)> maX{Ei,jaEauthaghyb}a (El)
where
k
ii=N(1—d —_— E2
€ )7 ( R) exp ( 8(l7naw ¥ 1)2) ( )
(kg klogy (k) /(e N (E3)
auth — 2b/H_1
ky + klogy(NK) _ (| N k
== — "= |= 1,N(1—-d ey E——— E4
€hyb 2b;_171 2 + ) ( R),eXp S(ZmaJ,‘Fl)Q b ( )
and

=(k,n,p) = Zk ()wa-pr. (E5)

Proof. According to the description of Protocol 3, if a signature is verified at level [, then it is also verified also at any
lower level:

Ver; ;(Doc, Sig) = True = Ver, »(Doc, Sig) = True, VI’ <. (E6)
By the contrapositive we have that:
Ver; ;/(Doc, Sig) = False = Ver;;(Doc, Sig) = False V1> 1. (E7)
Thus, we can restrict without loss of generality the condition in Definition III.2 to verifying that
Pr[3P;,P; ¢ C: Ver;(Doc, Sig) = True A Ver;;—1(Doc, Sig) = False] < eqranst, (E8)

where we consider the largest possible coalition C' of dishonest users, formed by the dishonest sender and Ndg
dishonest receivers.

To start with, we fix the pair of honest receivers that are targeted by the coalition to be P; and P;, respectively.
Nevertheless, the attack is successful whenever any pair of honest receivers disagree on the verification outcome; we
cover this case at the end of the proof. Moreover, we start by considering the possible attacks from the coalition C
that do not involve attacking the authenticated channels and are instead based on distributing invalid hash functions
to honest receivers.

The probability of a successful attack of the coalition on the pair P;, P; is given by:

Prlattack on P;, P;] = Pr[Ver; ;(Doc, Sig) = True A Ver;;_1(Doc, Sig) = False]
N N N N
=Pr |y TPy > S+ U+ DNdg A Thr < 5 +INdg|, (E9)
r=1 r=1

where we used the definitions of the verification function and of J;. Now, we observe that for the tests TD i1 Where

r € C, the coalition can force the test to not pass. Indeed, a dishonest receiver r can forward invalid hash functions
to P; such that the number of discrepancies observed by P exceeds the threshold s;_1k, forcing TD °F 1 =0. At the
same time, the coalition can behave honestly with respect to receiver P;, making sure that thelr tests are passed:
TP = 1. Since there are Ndg dishonest receivers, there can be at most Ndp tests that are passed by P; and not
passed by P;. Since this occurs deterministically and cannot be avoided, the condition to be checked in (E9) updates

to:

N(1—dg) N(1—dgr) N
Prlattack on P;, P;] = Pr Z Tth"c > — + INdr A Z ]Dhof 1 < E +INdgr|, (E10)
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where now the sums only run over the set of honest receivers, h ¢ C. At this point, the coalition’s ability to steer the
result of a test where the hash functions originate from an honest receiver, h, is reduced, but not null. In particular,
to each honest receiver h, the dishonest sender can provide a set of Nk hash functions, some of which are correct
while others are invalid (in the sense that their hashed values are different from the tags). Then, depending on the
random samples of k hash functions drawn by h and sent to participants F; and P;, the respective tests ﬂD,fj and

TJDhOf ; might fail or pass.

In order to find the optimal strategy for the coalition, we consider a necessary condition for the event in (E10) to
occur. Namely, that there exists at least one honest receiver, h, such that P;’s test is passed while Pj’s test fails.
Note that this condition may also be sufficient since the event in (E10) occurs as soon as the number of passed tests
between P; and P; differs by one. Since the probability of a necessary condition is larger than the probability of the
original event, we have the upper bound:

Prlattack on P;, Pj] < Pr [371 ¢C:ThH =11 T]Dhoi 1= 0}
SN —dp)Pr[TH =1 ATHG , =0]

< N(1 — dg) min {Pr [T, thOl“ =1],Pr [Ttho? L =0}, (E11)

where in the second inequality we used the union bound and assumed without loss of generality that the probability
of mismatching outcomes for participants P; and P; is independent of the choice of honest receiver h.

As mentioned earlier, the coalition can provide participant i with a set of hash functions where some of the functions
are invalid, meaning that their hashed values would differ from the tags sent by the sender. Regardless of the strategy,
since participant h randomly samples the sets Fj,_,; and F},_,; to be sent to P; and P;, respectively, the expected
number of mismatches between the tags and the hashed values observed by P; and by P; coincides. We define the
expected fraction of mismatches observed by P; and P; to be pe:

Z g Ta DOC)) (El?)

TERKL 4

—E| Y g(tr, f DOC)) 7 (E13)

TGRh_”

and we assume it to be fixed by the optimal strategy found by the coalition (in other words, p. is not a random
variable). Now, we consider different choices for the value of p, and compute the bound in (E11) for each choice.

® p. < 8 < s;_1 Inthis case, the expected fraction of errors is below the thresholds used in both tests. Therefore,
it is likely that both tests are passed. This implies that we can trivially bound the probability of passing the
test in P;:

Pr [T/ =1] <1 (E14)

On the contrary, we can use Hoeffding’s inequality to bound the probability that the test in P; fails:

Pr [T]Dhof , =0 =Pr Z g(tr, fr(Doc)) > sj—1k
_TER}Lﬂj

=Pr| > gltr, fr(Doc)) — pek > (s1-1 — pe)k
| 7€ R
< exp (—2k(si—1 — pe)?) - (E15)

By combining the bounds in (E14) and (E15) and the condition on p., we obtain the following upper bound on
the success probability of the attack from (E11):

Prlattack on P;, Pj] < N(1 —dg)exp (—2k(si—1 — s1)?) . (E16)
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® p. > s5;-1 > 5 In this case, the expected fraction of errors exceeds both thresholds, thus likely causing both
tests to fail. We thus obtain the following bounds:
Pr[T/05 , =0] <1, (E17)
Pr [Thos =1] =Pr [ > gtr, fr(Doc)) < slk]

r€Rp ;i

=Pr [pek - Z g(tr, fr(Doc)) > (pe — sl)k]

re€Rp i
< exp (—2k(pe — 51)?) (E18)

where the second bound is again obtained by applying Hoeffding’s inequality. By combining the above bounds
and the condition on p., we obtain the following upper bound on the success probability of the attack:

Prlattack on P;, P;] < N(1 — dr)exp (—2k(si—1 — 51)°) . (E19)

® 5, <pe.<5-1 Inthis case, it is likely that the test in F; fails while the test in P; succeeds. Thus, we can use
Hoeffding’s inequality to bound both probabilities in (E11):

Pr [T5%F = 1] < exp (—2k(pe — 51)*) (E20)

Pr [Tfh"jfl = 0] <exp (—2k(sl,1 — pe)z) . (E21)

By combining the above bounds in (E11), we obtain the following upper bound on the attack success probability:
Prlattack on P;, P;] < N(1 — dg) min {exp (—2k(p. — 51)%) , exp (—2k(si—1 — pe)?) } - (E22)

Since the optimal strategy by the coalition aims at maximizing the attack success probability, we choose p. to
be equidistant from s; and s;_1, i.e. pe = (s; + s;-1)/2. Indeed, this choice maximizes the right hand side of
the last expression. We obtain:

Prlattack on P;, P;| < N(1 — dg)exp (—];(sll - sl)2> . (E23)

By comparing the bounds (E16), (E19), and (E23) obtained for various possible choices of the value of p., we observe
that the largest attack probability on a given pair of participants P;, P; is obtained in (E23) for p. = (s; + s1-1)/2.
Thus, we obtain the following upper bound on the probability of a successful attack on the fixed pair P;, P; of honest
participants, given that the coalition C' performs the attack with invalid hash functions provided to honest receivers:

Prlattack on P;, Pj] <¢; ;, (E24)

where we employed the optimal choice for the spacing of the s; variables, s;_1 — 8, = As ~ [2(lnaz + 1)] 71,

k
€ij = N(1 —dg)exp ( (A 1)2> . (E25)

At this point, we turn to consider the attack on the transferability property between P; and P; which is enabled
by imperfect authenticated channels, while assuming that all the hash functions distributed by the sender are correct.
Specifically, the coalition can either attack the authenticated channels used to forward the {Doc, Sig} pair in the
messaging stage, or the authenticated secret channels used to shuffle the hash functions in the distribution stage.
For the former, a successful attack would indeed cause a rejection but it comes at the cost of having one of the
participants verifying a different pair {Doc’, Sig’}. Since the transferability definition requires both parties to verify
the same document-signature pair, this scenario is not relevant for the proof (although causing a transferability
issue in practice). In the latter attack, the coalition attempts to alter the hash functions sent to party P; over the
authenticated secret channels by honest receivers, such that P; rejects the signature. Meanwhile, the hash functions
destined to P; are left untouched, hence the event Ver; ;(Doc, Sig) = True occurs with certainty. The probability that
the described attack is successful is given by:

Pr [attack on P;] = Pr[Ver;;_1(Doc, Sig) = False]
N(1—dp)—1

N
§ Doc
= PI' £ j,h,l—1 S 5 + lNdR - 1 B (E26)
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where we already accounted for the fact that the Ndgr dishonest receivers will send invalid hash functions to P; and

that the hash functions kept by P;, i.e. those in the set F}_,;, are necessarily correct, thus causing Tfjf’f;l =1.
From (E26), we deduce that P; rejects the signature if the number of tests that are not passed, n;, satisfies:

N(l—dg)—1—n; < N/2+4 e Ndr — 1, where we considered the minimum requirement on n; by taking | = l,,4z-

By solving for n;, we obtain the following number of non-passed tests for rejecting the signature:
ng = |—N/2 - (lma;t + 1)NdR-‘ . (E27)

This implies that the coalition must successfully corrupt the hash functions sets F}_,; sent by n; honest receivers
over authenticated secret channels. Now, recall from Sec. II that the authenticated channels are implemented via
WC authentication with key recycling and with the hash family Faxy. Then, the probability of corrupting one
authenticated message of length by is bys/ b —1 according to Table I. Note, however, that a single failed authentication
(caused by a corruption attempt) causes the protocol to abort. Then, the probability that the coalition successfully
corrupts enough hash function sets to cause P;’s rejection without causing an abortion reads:

ky + klogy(NK)\™
Pr[attack on P;] = (W) = €auth, (E28)
H

where ky + klog,(Nk) is the length of the messages exchanged by the receivers in the distribution stage.

Now, for each given pair P;, P;, the coalition might decide to perform the first attack we analyzed, whose probability
of success is given by (E25), or the second attack with probability of success (E28), or a combination of the two.
Combining the two attacks means that the verification tests at P; may fail either due to incorrect hash functions
received from honest receivers, or due to hash functions sent by honest receivers which are corrupted on their way to
P;. The necessary events for the hybrid attack to take place are that P; successfully verifies the signature and that
at least one successful attack is performed on the authenticated channels. Thus, the success probability of the hybrid
approach is bounded by:

ky + klogy(NE
Pr [hybrid attack] < Pr [Ver; ;(Doc, Sig) = True] %%?()
H
N(1—dg) N
=P Do¢ > — 1 INd
r hz::l ihl > 5 TUNAR

1 N N
S ky +§b/0%3( k)E <\‘2 + lNdRJ + 17N(1 — dR)ae_g(sll_sl)Q)
H

< €hyb, (E29)

 ky+ klogy(NE) _ (| N k
Ehyb = 217}{—71‘_‘ 5 + I,N(l — dR), exp *m . (E30)

In the first equality we accounted for the fact that the dishonest receivers will provide P; with correct hash functions.
In the second inequality, we considered the probability of passing a single test at P; as per derivation of (E23) and
used the function (E5) for the probability of at least % + INdg successes out of N(1 — dg) attempts. Finally, in the
last inequality we chose the smallest value? for [ and adopted the optimal spacing s;_1 — s; = As = [2(Lnaz + 1)] 1.

Since the coalition aims at maximizing its attack success probability, for each fixed pair P;, P; the coalition will
perform the type of attack with the highest probability of success, which is given by:

ky + klogy(Nk)
2b’H—1

with

max{&; j, Eauth; Ehyb } - (E31)

Recall that the total success probability in (E8) refers to any pair of honest participants. There are in total (

N (1—dR))
2
different pairs of honest participants. By employing the union bound, the relevant probability can be bounded by:

N(1-d
Pr(3P;,P; ¢ C: Ver; (Doc, Sig) = True A Ver;;—1(Doc, Sig) = False] < < ( 9 R)) max{e; j, Eauth, Enyb
(E32)
where the epsilon variables are given in (E25), (E28) and (E30), respectively. This concludes the proof. O

2 We remark that, according to the transferability definition, the

. I = 0 so that the resulting bound is also reusable in the proof
smallest allowed value for [ is [ = 1. Here, however, we choose

against repudiation.
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Lemma. Protocol 3 is ercp-secure against repudiation according to Definition II1.3, with:

N(1-d
Erep ( ( 9 R)) max{&;,j, Cauth; Ehyb }» (E33)
where €; j,Eauth and enyn are given in (E25), (E28) and (E30), respectively.

Proof. The proof can be reduced to a special case of the proof of transferability (see proof of Lemma II1.7). According
to the repudiation definition (Definition I11.3), we need to bound the following probability:

Prep = Pr[3P; ¢ C : Ver; ;(Doc, Sig) = True A MV(Doc, Sig) = Invalid] . (E34)

Here, the attack is successful if an honest receiver validates the signature while the majority of receivers (specifically,
> [N/2]) deems it invalid at verification level | = —1. With a coalition of Ndr = w — 1 dishonest receivers, we can
already be certain that w — 1 participants will deem the signature as invalid in the majority vote. This means that the
attack is successful when at least Ny g := [IN/2]+1—w honest receivers reject the signature at verification level [ = —1.
By taking into account that the number of dishonest participants is strictly bounded by: w < (N+1)/2, the number of
honest receivers that need to reject the signature for the attack to be successful is at least Nyp > [N/2] = N/2+1/2,
which is equivalent to requesting:

2 for N odd

1 for N even. (E35)

NHRZ{

In other words, a precondition for the attack being successful for any N is that at least one honest receiver rejects
the signature at verification level [ = —1. Then, the probability to be bounded reads:

Prep < [P, P; ¢ C: Ver; ;(Doc, Sig) = True A Ver; _1(Doc, Sig) = False] . (E36)
Now, we use the fact pointed out in (14) to upper bound the last expression as follows:
Prep < [P, P; ¢ C : Ver; o(Doc, Sig) = True A Ver; _1(Doc, Sig) = False]

N(1—-d
S( ( 5 R)> max{&; j, €auth, Ehyb » (E37)

where we used (E32) in the last inequality, since it also valid for the special case | = 0. This concludes the proof. [
Lemma. Protocol 3 is egor-secure against forgery according to Definition III.1, with:
eior = (N —w) E(IN/2|, N — w,py), (E38)
where p; is defined as:
pe =E(k(1 = so)] + 1, k,2"70m), (E39)

and
Skynp) =S ()P (1 —p)n (E40)
p ;(j)p p

Moreover, the forgery attack based on the security loophole discussed in Ref. [15], where a dishonest receiver forges
the pair {Doc’, Sig'} and invokes the dispute resolution method for the other parties to accept the pair, succeeds with
probability:

pattack:E(LN/2J +1_W7N_w7p71)7 (E41)
with:

p—1 =Z(IN/2] +1—-w,N —w,p). (E42)
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Proof. A successful forgery attack occurs when a coalition C of w dishonest receivers, which does not include the
sender, is provided with a valid {Doc, Sig} pair and finds a new pair {Doc’, Sig'} (with Doc’ # Doc) such that at
least one of the N — w honest receivers accepts it at the lowest verification level, [ = 0.

We first consider the case where the coalition tries to deceive a fixed receiver, P;. Then, we are interested in
bounding the following probability:

N
Pr [Ver; o(Doc’, Sig') = True] = Pr | > TP% > [Noo| + 1| . (E43)
j=1

By using the fact that 69 = 1/2 + dg and that dg = (w — 1)/N, we can write:

N
F | N
Pr [Ver; o(Doc’, Sig') = True] = Pr | > TP% > {QJ +wl|. (E44)

Jj=1

Now, for all the P; € C, the test Ti%"’ocl can be forced to pass. Indeed, the coalition knows the hash functions in F}_,;
and thus can choose the tags contained in Sig’, corresponding to the positions R;_,;, to be the hashed values of Doc’

when using the functions in Fj_,;. This will guarantee that szog, = 1 occurs with certainty. Then, we can update
the probability in (E44) as follows:

Pr[Ver; o(Doc’, Sig") = True] = Pr

N—w
N
Thee > b” : (E45)
h=1

meaning that the attack is successful if at least | N/2| additional tests originating from honest receivers h ¢ C are
passed. Let p; be the probability that the test based on the hash functions sent by receiver h is passed:

ps = Pr [ i7Dhofj/ = } . (E46)

Then, assuming w.l.o.g. that the probability of passing each test is independent for different receivers h, we can
express the probability in (E45) as follows:

Pr[Ver; o(Doc’, Sig") = True] = E(|N/2|, N — w,p), (E47)

where Z(k, n,p), defined in (E40), is the function returning the probability of at least k successes out of n trials with
success probability p for each trial.

We now consider the general case of the coalition trying to deceive at least one of the N — w honest receivers. The
relevant probability is thus:

Pr[3P; ¢ C: Ver;o(Doc, Sig') = True] < (N — w) Pr[Ver; o(Doc’, Sig') = True], (E48)
where we employed the union bound in the inequality. Then, by combining (E48) with (E47) we obtain:
Pr[3P; ¢ C: Ver;o(Doc,Sig") = True] < (N —w) E(|N/2|,N — w,pt), (E49)

which is the claim of the Lemma.

We now derive an explicit expression for p;. Participant P; deems the test 7}1’7}58, as passed (at verification level
I = 0) if the number of mismatches between the tags in Sig’ and the hashes obtained by applying the functions in
Fy,_,; to Doc is smaller than ksq:

py = Pr {Ti]?,f:g' = 1} =Pr [ Z g(t., fr(Doc')) < kso | . (E50)

rERp

In order for the coalition to append correct tags in Sig’, they need to know the hash functions in F}_,;. However,
this is not possible since h is an honest receiver and the sender is not part of the coalition. Let f1, fa,..., fx be the
k hash functions in F}j_,;. For each hash function, the coalition knows a valid message-tag pair from the knowledge
of {Doc, Sig} and wishes to find another valid pair. In particular, the coalition knows that Doc and ¢; are such that
f1(Doc) = t1 and wants to find ¢} such that f1(Doc’) = t}. Since the e-ASUs family Fasy adopted by the protocol has
security parameter ¢ = 2! 7% (see Appendix B), the probability that the coalition correctly guesses the tag t} is given
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by 2'7%# . Since correctly guessing the tag for each hash function in Fj,_,; are independent events, the probability of
correctly guessing more than k& — ksg tags out of k attempts is:

— Pr {TDhog - 1] = S(|k(1 — s0) | + 1, k, 21 7bx), (E51)

which is the expression provided in the claim of the Lemma.

Finally, we compute the success probability (pastack) of a forgery attempt where the forger invokes the dispute
resolution method by falsely claiming that they verified the pair {Doc’, Sig’} at level I = 0 (this attack was first
pointed out in Ref. [15]). In this case, the forger aims at making other honest receivers accept the signature at level
Il = —1, i.e., at a lower level compared to the standard definition of security against forgery, such that the outcome of
the dispute resolution is to accept the pair: MV (Doc’, Sig’) = Valid.

Let P; ¢ C be an honest receiver. Then, the probability that P; accepts the forged signature is:

p_1 = Pr[Ver; _1(Doc, Sig') = True]

=Pr ZT%Ofl > [Né_1]+1

=Pr

N—w
N
S TR, > M F1- w] , (E52)
h=1

where we assumed that the dishonest receivers will automatically force the test to be passed (TD"E1 =1). By again

using the fact that p; is the probability that a single test TD"c , is passed, we have the following probability that an
honest receiver accepts the forged signature at level [ = —1.

P =Z(IN/2) +1—w, N —w,p,). (E53)
Now consider that, to enforce MV (Doc’, Sig’) = Valid, the malicious coalition needs a total of | N/2| + 1 receivers
accepting the pair. Since w of them will surely accept, only |N/2| + 1 — w honest receivers out of N — w need to
accept the pair. This occurs with probability:

Pattack = E(I_N/2J + 1- waN - w7p—1)7 (E54)

as reported in the claim of the Lemma. This concludes the proof. O

APPENDIX F: Bracha’s reliable broadcast

In this appendix we provide details on the reliable broadcast protocol that we adopt in our ERS protocol in Sec. IV.

We consider a network of N parties given by P = {P,..., Py}, with up to t < N/3 faulty or dishonest parties.
For communicating in this network, we assume a practical asynchronous message-passing model with authenticated
channels, in which messages sent between honest parties are eventually delivered (but in an arbitrary order), while
dishonest parties may arbitrarily delay or omit their own messages. Message delays are assumed to be unbounded
but finite.

In a reliable broadcast [26], a designated party Ps € P, called the sender, broadcasts a request m to all other
parties. The goal of the protocol is that all parties, eventually, deliver m. In other words, the protocol should ensure
that the message m originating from P; is shared among all participants.

More formally, a reliable broadcast should satisfy the following conditions [31].

Definition F.1. A reliable broadcast protocol satisfies:
e Validity If an honest sender broadcasts m, then all honest parties eventually deliver m.
e Consistency If an honest party delivers m and another honest party delivers m', then m = m’.
e Integrity Fvery honest party delivers at most one request.

e Totality If an honest party delivers a request, then eventually all other honest parties deliver a request.
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We now present Bracha’s reliable broadcast (BRB) protocol [26] that is adopted by our ERS protocol in Sec. IV.
All messages in the protocol are assumed to be authenticated. Moreover, when a party sends a message directed to
all parties, it also sends that message to themselves.

Protocol 6 Bracha’s reliable broadcast (BRB)

1. Only Ps: The sender sends (SEND, m) to all parties in P.
2. All parties in P:

2.1. upon receiving a message (SEND, m) from Ps: send (ECHO, m) to all in P.

2.2. upon receiving [%1 messages (ECHO, m) and not having sent a READY message: send message (READY,
m) to all in P.

2.3. upon receiving t + 1 messages (READY, m) and not having sent a READY message: send message (READY,
m) to all in P.

2.4. upon receiving 2t + 1 messages (READY, m): deliver m.

The BRB protocol is proved to satisfy Definition F.1 for N > 3¢. As such, it guarantees that either all honest
parties eventually deliver the same message m, or no honest party delivers any value. The latter stall condition can be
caused by a faulty or dishonest sender who sends different messages m and m/ in the SEND phase, thereby preventing
the READY conditions from ever being satisfied.

To handle the stall condition in practice, each party may employ a local timeout mechanism: if no delivery occurs
and no further protocol progress is observed after a reasonable time period, the party outputs ABORT. Since messages
between honest parties are eventually delivered, any execution in which BRB would deliver a value will do so before
each local timeout expires, whereas executions in which the protocol would stall indefinitely result in all honest parties
eventually aborting.

In summary, the practical version of the BRB protocol with the additional timeout, when integrated in our ERS
protocol (Protocol 4), ensures that either all honest parties are provided with the same {Doc, Sig} pair, or all honest
parties abort the ERS protocol.

In order to quantify the resources required by the BRB protocol when benchmarking our ERS protocol against
previous protocols, we report the total number of authenticated messages sent in a BRB execution (modulo the
messages sent to one self): (2N + 1)(N —1).

APPENDIX G: Security proof of Protocol 4

In this Appendix we prove the IT security of the ERS protocol introduced in Sec. IV.

Lemma. Protocol J is ego -secure against forgery according to Definition IV.1, with:
Efor = ol=bu, (Gl)

Proof. A successful forgery attack occurs when a coalition C' of dishonest receivers, which does not include the sender,
is provided with a valid {Doc, Sig} pair and finds a new pair {Doc’, Sig’} (with Doc’ # Doc) such that at least one
of the honest receivers accepts the signature.

We consider the worst case scenario where P is part of the coalition C. In this way, P; receives the valid { Doc, Sig}
pair directly from the sender, where Sig = (t||hs) and hs = h@® X, and can use it to forge the pair { Doc’, Sig’'}. Note
that there is no way for the coalition C' to learn X, = @Y, X; as far as there is at least one honest receiver. This
means that C cannot recover the hash function f;, used by sender from the value of hs. More precisely, the coalition
C has no information on the random choice of f; € Fasy made by the sender.

We consider two attack strategies by the coalition. In the first strategy, the coalition ignores the valid {Doc, Sig}
pair from the sender and forges a new pair {Doc’, Sig’} by randomly picking a function fp € Fagy and defining
Sig’ = (fw (Dod)||h @ r), where r is a string of y bits and represents a random guess of the value of Xj.

The coalition, through P;, broadcasts the forged pair to all honest receivers via the BRB protocol and follows the
remaining steps of the protocol truthfully. Then, each honest receiver will validate the signature if and only if r = X.
This occurs with probability 27, which represents the success probability of the first attack strategy.

Note that the coalition cannot deliver different forged pairs to distinct honest receivers, since the BRB protocol
ensures that either all honest receivers obtain the same pair or everyone aborts.
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In the second attack strategy, the coalition uses the valid {Doc, Sig} pair to forge the new pair {Doc’, Sig’'} and
share it with the other honest receivers via the BRB protocol. In particular, the coalition knows a message-tag pair
(Doc,t) (related by an unknown hash function f, € Fagy) and tries to find another pair (Dod’,t’), with Doc’ # Doc,
such that fr(Doc’) =t'. Then, the new signature is set by the coalition to: Sig’ = (¢'||hs). This attack is equivalent
to attacking a WC authentication scheme based on the e-ASU, family Fasy defined in Appendix B. Then, the success
probability of the second attack strategy is e = 21=b# [28].

By combining the two attack strategies, the forgery attack succeeds with probability at most:

Efor = MaAax {2_y, 21_bH} (G2)

By recalling the explicit expression of y from Appendix B, we observe that 3 > by — 1 and thus eg,, = 2'7%#, which
concludes the proof. O

Lemma. Protocol 4 is erep-secure against repudiation (or non-transferability) according to Definition IV.2, with
|C| < N/3 and

Evep = (bar + brr +y) /2%~ (G3)

Proof. In the first part of this proof, we assume ideal authenticated channels between all receivers pairs. Then, by
virtue of the security properties of the BRB protocol (see Appendix F) and under the assumption that the dishonest
receivers are strictly less than N/3, we are guaranteed that all honest receivers end up with the same {Doc, Sig} pair
and the same string X,.. In other words, we are certain that:

Doc; = Doc VP, ¢ C (G4)
Sig; = Sig VP ¢C (G5)
X=X, VP ¢C. (G6)

Therefore, all honest receivers must agree on the validity (or rejection) of the signature. Alternatively, if the BRB
protocol aborts in step 2.3 or 2.5, it does so for all honest receivers. In conclusion, we have that:

Ver;(Doc;, Sig;) = Ver;(Doc;, Sigj) Y P;, Pj ¢ C, (G7)

which implies that the ERS protocol is erp = 0 secure against repudiation.

Now, we relax the assumption of ideal authenticated channels and consider their implementation with hash functions
from the Faxuy family, as per Sec. II. In this case, honest receivers could disagree on the outcome of signature
verification if the coalition C' of dishonest parties successfully attacks the BRB protocol in step 2.3 or step 2.5 of
Protocol 4. Indeed, when attacking the authenticated channels in the first BRB protocol, the coalition could enforce
that an honest receiver terminates the BRB protocol with a {Doc;, Sig;} pair different from the others. Similarly,
attacking the second BRB protocol could cause an honest receiver to obtain a string X, ; different from the strings of
the other honest parties. Alternatively, attacking the authenticated channels could also cause an asymmetric abort
among honest receivers.

To obtain an upper bound on the probability of a successful repudiation attack, we consider the success probability of
an attack on one authenticated message exchanged in the BRB protocols of step 2.3 and step 2.5, given by beext/ b —1
where beyxt is the bit-length of the message. Since the messages exchanged in the first BRB protocol are the {Doc, Sig}
pairs, we have biext = bpr + by +y. While in the second BRB protocol, we have: by = y. Since we assumed that the
ERS protocol aborts for everyone upon the failure of message authentication, the maximum probability of a successful
repudiation attack is given by:

max 2b}1_1

; (G8)

which yields the claim. This concludes the proof. O
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