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Abstract—Cloud quantum platforms give users access to many
backends with different qubit technologies, coupling layouts, and
noise levels. The execution of a circuit, however, depends on
internal allocation and routing policies that are not observable
to the user. A provider may redirect jobs to more error-prone
regions to conserve resources, balance load or for other opaque
reasons, causing degradation in fidelity while still presenting stale
or averaged calibration data. This lack of transparency creates
a security gap: users cannot verify whether their circuits were
executed on the hardware for which they were charged. Forensic
methods that infer backend behavior from user-visible artifacts
are therefore becoming essential. In this work, we introduce a
Graph Neural Network (GNN)-based forensic framework that
predicts per-qubit and per-qubit link error rates of an unseen
backend using only topology information and aggregated features
extracted from transpiled circuits. We construct a dataset from
several IBM 27-qubit devices, merge static calibration features
with dynamic transpilation features and train separate GNN
regressors for one- and two-qubit errors. At inference time, the
model operates without access to calibration data from the target
backend and reconstructs a complete error map from the features
available to the user. This enables independent auditing by users,
allows hardware providers to verify error data reported by third-
party calibration services, and supports competitive analysis of
new or undisclosed quantum hardware by peer providers. Our
results on the target backend show accurate recovery of backend
error rate, with an average mismatch of approximately 22% for
single-qubit errors and 18% for qubit-link errors. These results
are very good, given the error rates are in the order of 10*
(single qubit gate error) to 102 (two qubit gate error). The model
also exhibits strong ranking agreement, with the ordering induced
by predicted error values closely matching that of the actual
calibration errors, as reflected by high Spearman correlation.
The framework consistently identifies weak links and high-noise
qubits and remains robust under realistic temporal noise drift.
This demonstrates that transpiled circuit statistics carry enough
signal to support backend auditing and strengthen trust in cloud
quantum execution environments.

Index Terms—Quantum hardware security, Hardware foren-
sics, Graph neural networks, Error rate estimation

I. INTRODUCTION

Cloud quantum platforms have made programmable quan-
tum hardware widely accessible in the Noisy Intermediate-
Scale Quantum (NISQ) era [1]-[4]. Users can choose among
devices with different qubit technologies, gate sets, noise
levels, and coupling architectures offered by third-party cloud
providers. These services reduce the cost of experimentation,
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TABLE I
FLEET-LEVEL ERROR SUMMARIES FOR IBM HERON QPUS (ACCESSED
ON 2025-12-15).

QPU Median 2Q Layered 2Q Median Readout
ibm_boston 1.25 x 1073 239 x 1073 4.395 x 10~ 3
ibm_kingston ~ 1.93 x 1073 3.13 x 1073  9.338 x 103
ibm_pittsburgh ~ 1.74 x 1073 3.53 x 103 4.395 x 10~3
ibm_fez 2.64x 1073 497 x 1073  9.766 x 103
ibm_marrakesh  2.57 x 10~2  4.04 x 10~3 1.16 x 10—2

enable remote execution, and allow rapid prototyping of quan-
tum algorithms. However, the increased reliance on third-party
cloud systems brings forward a growing security concern:
users are forced to trust hardware and software stacks that
they cannot inspect [5].

Most providers expose only high-level interfaces to submit
circuits and retrieve results. The internal routing, scheduling,
and hardware allocation steps remain hidden. A backend may
have multiple isomorphic subgraphs or several configurations
with similar connectivity but different noise characteristics
[6], [7]. The transpiler is free to choose any of these during
mapping and optimization. Even when a user specifies a target
backend, the actual set of physical qubits used to execute the
circuit is not guaranteed to match the public calibration data.
Prior studies have shown that routing heuristics, layout selec-
tion, and dynamic resource contention can redirect circuits to
noisier regions of the device [8], [9].

The above lack of transparency creates several risks. Even
within a single vendor and a single hardware family, pub-
lished fleet-level error summaries vary substantially across
backends. From Table I, we observe a ~ 2.1x, a ~ 2.8,
and a ~ 6.9x spread in the median 2Q error, layered 2Q
error, and the median readout error, respectively, on the IBM
Heron (133 qubit) backends. Since users typically do not
control the exact device and routing used at execution time,
these variations might prompt a cloud provider to divert jobs
to error-prone qubits to conserve high-quality resources for
premium workloads. Multi-tenant execution environments can
expose users to unintentional interference, cross-talk, or even
malicious co-tenants who intentionally introduce faults [10].
Compiler and allocator bugs may further degrade performance,
yet the user has no mechanism to validate these decisions.
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Fig. 1. A diagrammatic representation of the usage scenario of our framework.
Part (1) shows the training of the forensic model. The GNN model trains on
the error rates of qubits and qubit links from hardware H;, Ha,...,Hy,, and
circuit pools C1, Cb,....Cp; (2) shows the user perspective where the user
sends a quantum workload to an untrusted cloud and obtains a transpiled
version. In (3), our proposed framework infers the error rates of the claimed
execution backend k1 from the transpiled circuits and its topology using the
trained GNN to validate the provider’s claim. Finally, the predicted error rates
are obtained and sent to the user in part (4). If the predicted values match
the error rates claimed by the cloud provider, the claim is true, otherwise it
is false.

As quantum computing grows, so does the need for forensic
tools that reveal how a backend behaved during transpilation
and execution, even when the provider does not disclose full
internal information.

In this work, we take a step toward such forensic capability.
We study whether backend-level error patterns can be recon-
structed from the artifacts visible to end users, specifically,
transpiled circuits and their associated structural features.
Transpilation acts as an indirect probe of the hardware. The
frequency with which certain qubits or links appear, the
distribution of routing choices, and the sensitivity of a circuit
to device layout all encode information about underlying error
rates. Our goal is to extract this information with a data-driven
model.

A. Proposed Idea

We propose a forensic framework that analyzes the static
topology of a backend together with dynamic features derived
from many randomly generated and transpiled circuits. These
features are processed using GNNs, which are well-suited to
represent qubits and couplings as nodes and edges [11], [12].
The model learns how similar devices behave and, from that
knowledge, estimates the per-qubit and per-link error rates of
a new backend. Importantly, this method does not require
calibration access to the target device. A user may run a
collection of circuits, retrieve their transpiled versions, and
apply our forensic model to assess the quality of the hardware
that was implicitly selected for execution.

B. Usage Scenario

A realistic deployment of our forensic framework, as de-
scribed in Fig. 1, involves two phases: an offline learning
phase performed by a trusted analyst, and an online usage

phase performed by an end user after running jobs on a cloud
backend.

Offline model preparation: A forensic analyst collects
data from several publicly available or historical devices.
For each backend, the analyst generates random circuits,
transpiles them under fixed compiler settings, and extracts
static and dynamic graph features. Since calibration data for
these training backends are known, the analyst trains the GNN
models to map graph features to one-qubit and two-qubit error
rates. This produces a set of device-agnostic models that learn
how compilation behavior reflects underlying hardware noise
characteristics.

User interaction with an untrusted cloud provider: A
user submits quantum programs to a third-party cloud service
and retrieves the transpiled circuits returned by the provider.
Although the transpiled circuit reveals which physical qubits
and couplings were used, the user has no visibility into why
this mapping was chosen, whether other higher-quality map-
pings were available, or whether the device behaved according
to the published calibration metrics. No calibration access or
diagnostic measurements are required from the user’s side.

Forensic analysis: The user forwards the transpiled circuits
(or the extracted features) along with the publicly documented
topology of the target backend to the forensic tool. The trained
models process these features and reconstruct an estimate of
the backend’s node and edge error rates. Because the model
was trained to generalize across backends, it does not rely on
calibration information from the target device.

Outcome: The forensic engine returns a predicted error
map that highlights which qubits and couplings were likely
strong, and which may have been weak or unreliable at the
time of execution. Users can compare these reconstructed
error patterns with the provider’s published specifications to
detect inconsistencies, identify suspicious routing decisions,
and evaluate whether their jobs were executed on hardware
of the expected quality. This enables post-execution auditing
in settings where transparency is limited and trust cannot be
assumed.

C. Applications of the Proposed Forensic Framework

We outline several practical applications of the proposed
forensic framework for different stakeholders in cloud quan-
tum computing.

User-side trust and auditing. Users can apply the frame-
work to assess whether their circuits were executed on hard-
ware with the expected error characteristics. This is useful
when observed performance deviates from the error informa-
tion reported by the cloud provider. The analysis relies only
on transpiled circuits and backend topology.

Validation of calibration services. Quantum cloud service
providers often rely on third-party services to perform device
calibration. The proposed framework can be used to verify
whether the reported calibration data accurately reflects the
underlying hardware behavior. This enables providers to detect
calibration drift, misconfiguration, or incomplete calibration
updates.



Competitive analysis of new or undisclosed hardware.
When a new vendor or hardware platform enters the mar-
ket, detailed error rates may not be publicly disclosed. Peer
companies can use the framework to infer error maps from
compilation behavior and topology information. This allows
comparative analysis of hardware quality without access to
proprietary calibration data.

D. Contributions

1) We motivate the need for data-driven quantum hardware
forensics in cloud environments where allocation de-
cisions are opaque and may expose users to reduced
fidelity or adversarial behavior.

2) We build a dataset across multiple IBM “Fake” 27-
qubit backends and extract both static and transpilation-
induced dynamic graph features that reflect hardware
quality trends.

3) We develop separate GNN-based regressors for one-
qubit and two-qubit error estimation, designed to operate
without calibration access to the target backend.

4) We present a complete forensic workflow that users can
apply after retrieving transpiled circuits, enabling inde-
pendent reconstruction and auditing of backend error
maps.

5) We present a comparative analysis against prior forensic
approaches and evaluate the robustness of our frame-
work under realistic temporal noise drift.

E. Paper Organization

Section II reviews background on quantum device archi-
tectures, transpilation, noise mechanisms, and GNNs. Section
IIT presents the threat model, problem formulation, feature
extraction process, and GNN architecture used for forensic
inference. Section IV describes the experimental setup and
reports experimental results, including error reconstruction
accuracy, ablation studies, comparison with prior forensic
work, and robustness under temporal noise variation. Section
V concludes the paper and outlines future research directions.

II. BACKGROUND AND RELATED WORK
A. Quantum Device Architecture

Superconducting quantum processors implement qubits ar-
ranged in a fixed interaction graph G = (V,E), where V
represents physical qubits and (u,v) € E denotes a hardware-
supported two-qubit operation. IBM devices frequently adopt
heavy-hex and related lattice geometries [13], designed to
reduce frequency collisions and crosstalk. Connectivity con-
straints have direct consequences: if a logical operation re-
quires interaction between qubits that are not adjacent, the
compiler must introduce SWAP gates, increasing circuit depth
and cumulative noise.

Each qubit exhibits hardware-specific characteristics influ-
enced by fabrication, control electronics, and spatial place-
ment. Physical qubits with many direct neighbors in the
coupling graph often become routing hubs, receiving more

operations during compilation, while peripheral qubits expe-
rience distinct electromagnetic environments. These architec-
tural factors shape the effective fidelity and execution behavior
of compiled circuits.

B. Quantum Error Mechanisms

Quantum operations deviate from ideal unitaries due to de-
coherence, control inaccuracies, and environmental coupling.
A noisy gate can be modeled as

E(p) = (1=p) UpU" + pn(p),

where U is the intended unitary, p is the gate error probability,
and 7 is a noise channel [14]. Single-qubit errors arise from
amplitude damping, phase damping, and drive miscalibration.
Two-qubit errors originate from imperfect entangling pulses,
residual coupling, and crosstalk, and thus tend to dominate
circuit failure rates.

Cloud providers publish periodic calibration metrics [15]
such as:

« One-qubit gate error pi,(7)

« Two-qubit gate error po,(u,v)
o Coherence indicators (7%, T5)
« Readout error p,, ()

These values drift over hours or days due to temperature
changes, flux noise, and recalibration. Even devices with
identical layouts exhibit heterogeneous error profiles, shaped
by fabrication irregularities and control-line tuning.

C. Quantum Circuit Transpilation

A logical circuit must be transformed into an executable
program that obeys both connectivity and native gate con-
straints. Modern transpilers such as Qiskit [16] perform:

1) Imitial mapping of logical qubits to physical qubits.

2) Routing to insert SWAP operations to satisfy connec-
tivity constraints.

3) Gate decomposition into basis gate operations sup-
ported by the hardware.

4) Optimization to reduce circuit depth, cancel adjacent
gate operations, and improve fidelity.

Two-qubit routing is particularly influential. The effective
failure probability of a routed interaction across a path m of
couplings can be approximated by

pec(m) = 1= [ (1= paglu,v)).

(uv)en

Noise-aware routing [17] may therefore avoid high-error cou-
plings even if this increases path length. The resulting tran-
spiled circuits encode observable patterns: preferred qubits,
frequently used couplings, and regions systematically avoided
due to noise.



D. Graph Neural Networks

Graph neural networks (GNNs) extend deep learning to
domains where relationships between elements are encoded as
edges. A GNN maintains node embeddings and updates them
through message passing, in which each node aggregates in-
formation from its neighbors. After k layers, the embedding of
a node incorporates information from its k-hop neighborhood.
Common GNN architectures include:
o Graph Convolutional Networks (GCNs) using normal-
ized graph Laplacians [18],

o GraphSAGE with learnable aggregation functions and
inductive generalization [19],

o Graph Attention Networks (GATSs) employing attention
weights to highlight informative neighbors [20].

GNNs are widely used for node regression, link predic-
tion, and physical-system modeling, where structural context
influences local predictions [21]. Quantum processors map
naturally to such graphs: qubits form nodes, couplings form
edges, and both static properties (calibration) and dynamic
properties (usage patterns) can be encoded as features for
learning.

E. Related Work

Characterizing noise in quantum hardware traditionally re-
lies on direct measurement techniques such as randomized
benchmarking, gate set tomography, and cross-entropy bench-
marking [22]-[24]. These methods provide accurate gate-level
error estimates but require submitting large sets of diagnostic
experiments to the target device. Such procedures assume
full measurement access, stable calibration conditions, and
dedicated runtime, which cloud users typically do not possess.
Moreover, none of these methods can retrospectively assess the
hardware state during a past execution.

Several efforts have examined indirect evidence of device
behavior through transpiled circuits. Prior studies show that
routing choices, SWAP insertion patterns, and coupling usage
frequencies correlate with underlying hardware quality [25].
These works demonstrate that compiler decisions reveal infor-
mation about backend noise, and that transpiled circuits can
be used to infer which regions of the device are stronger or
weaker. Related forensic approaches have attempted to detect
malicious or anomalous allocation policies or to infer partial
device characteristics, but these methods do not reconstruct
full per-qubit and per-edge error maps.

Machine learning has been applied to quantum hardware
modeling and noise-aware compilation. Classical ML and
GNN-based models have been used to predict circuit fidelity,
guide qubit layout choices, optimize routing, and model back-
end performance [12] [26]. These approaches leverage device
topology and calibration data to improve compilation or to
approximate noise channels. However, they assume access to
accurate calibration data for the target backend and focus on
forward prediction (from hardware to performance) rather than
forensic inversion.

Taken together, prior work shows that (i) compiler behav-
ior carries meaningful information about hardware quality,

and (ii) GNNs effectively learn structure-dependent noise
patterns. However, no existing framework performs post-
execution forensics by reconstructing the full node and edge
error landscape of an unseen backend using only its topology
and transpiled circuits. No prior method trains across multiple
devices to generalize error inference to unknown hardware or
treats transpilation statistics as a primary forensic signal. This
gap motivates the approach developed in this work.

III. METHODOLOGY
A. Threat Model and Trust Assumptions

We study a setting where users execute quantum programs
on cloud-based quantum hardware. These platforms offer
access to several devices with various qubit technologies,
coupling maps, and calibration properties, but their internal
allocation and routing decisions are not fully visible. The user
submits a circuit and receives only the transpiled version and
execution results.

We consider two gaps in visibility. First, the user does not
know the exact hardware conditions at the time of execu-
tion. Error rates provided by the vendor come from periodic
calibration cycles, and they may not match the state of the
backend when the job is routed. Second, the user cannot
inspect the internal decisions made by the mapper or optimizer.
The transpiler may select a different subgraph, route through
unexpected couplings, or avoid high-noise qubits in ways that
are not explicitly disclosed.

Our threat model allows both benign and adversarial devia-
tions from expected behavior. A cloud provider may reassign
jobs for load balancing, reduce resource usage by favoring less
reliable qubits, or apply proprietary routing policies that the
user cannot audit. An insider adversary or a compromised al-
location policy may intentionally divert circuits to higher-error
qubits to degrade fidelity or reduce operational cost. The user,
however, still receives the transpiled circuit, which preserves
the chosen physical qubits, the set of active couplings, and the
gate counts along each edge.

Our forensic model operates under realistic constraints that
match the data accessible in practice. We assume:

o The user does not have access to direct calibration data
of the backend under investigation. This is justified under
two situations, (i) the user cannot fully trust the hardware
where the program is likely executed (which is the
proposed threat model) and (ii) even though the hardware
matches the user expectation, the coupling map may not
be exactly same as expected.

o The user does know the hardware topology (i.e., the qubit
connectivity graph), which is publicly documented. This
is justified since changing the hardware may result into
significant changes in execution profile that can be easily
detected. User may also employ previously proposed
approaches [25] to detect the hardware.

e The user can retrieve the transpiled quantum circuit
produced by the provider. This is in accordance with
the current practice followed by every publicly available
quantum service providers.



o A forensic service maintains a collection of backends
for which both calibration data and transpiled circuit
statistics are available. These devices form the training
corpus. This is a justified assumption since forensic
service provider may access historical data available in
literature and/or vendor website.

The key assumption is that hardware quality shapes tran-
spilation outcomes. Noise-aware compilers route around weak
couplings, place heavily interacting logical qubits on high-
fidelity physical nodes, and bias CX usage toward reliable
links. These patterns are visible in aggregated gate statistics
extracted from transpiled circuits. Our goal is to invert this
relationship. Given only the topology and the transpiled circuit
features of an unseen backend, we estimate its per-qubit and
per-edge error rates, enabling post-execution forensic auditing
without calibration access.

B. System Overview

Our framework reconstructs the error map of an unseen
quantum backend using only public topology and workload-
dependent artifacts obtainable from transpilation. The pipeline
consists of an offline learning stage and an online inference
stage. In training, we assemble a set of backends with available
calibration-derived error rates and generate multiple circuit
pools per backend. Each pool is transpiled under fixed com-
piler settings, and we extract graph-structured features com-
prising (i) static topology descriptors and (ii) dynamic usage
statistics aggregated over the transpiled pool. The resulting
samples pair a backend graph with node and edge labels
corresponding to single-qubit and two-qubit error metrics.
We train two GNN regressors, one specializing in per-qubit
error prediction and the other in per-coupling error prediction,
using robust regression objectives and mask-aware evaluation
to handle missing calibration entries. At inference time on
a target backend, the user-visible transpiled circuits are pro-
cessed by the same feature pipeline to form graph inputs with-
out requiring calibration access. The trained models produce
node- and edge-level error estimates, which are aggregated
across multiple pools to reduce workload-specific variance;
a lightweight validation-fitted linear correction is optionally
applied to mitigate cross-device scale/offset bias. The output is
a reconstructed error map over qubits and couplings, enabling
backend auditing and quality assessment from transpilation
behavior alone. The technical details are discussed in the
following sections.

C. Problem Formulation

We model a quantum backend b as an attributed graph
a) — (V(b),E(b)),

where V() = {1,... Ny} denotes physical qubits and
E® c v® x V(® denotes the set of hardware-supported
two-qubit couplings. Each backend has an (unknown) error
map consisting of per-qubit and per-coupling error rates:

(b) c RNb (b)‘

vy €R”

where yS’)(v) represents a single-qubit error metric (e.g.,

average 1q gate error) for qubit v, and yg’) (u,v) represents
a two-qubit error metric (e.g., CX error) for coupling (u,v).

At inference time on a target backend b*, the user is assumed
to know the topology G(") (public connectivity) and can
retrieve transpiled circuits, but does not have trusted access
to the target error map ( (v ), y(E ) During offline training,
a forensic analyst has access to a set of training backends
Birain, for which calibration-derived labels are available.

Circuit pools and transpilation. For each backend b, we
generate multiple circuit pools

C[()b) = {Cp,17 ey Op,kf}v

and transpile them under fixed transpiler settings (routing
policy, optimization level, seed, and basis constraints). The
transpiled pool 51(,b) constitutes the user-visible artifact from
which we extract dynamic usage statistics.

Feature construction. We build node and edge feature
matrices by combining (i) static backend descriptors and (ii)
dynamic transpilation-induced statistics:

Xgﬁ;)p [X(b ,stat) || X(b dyn)] c RNbXFV’
XU, = [ | ) € s

Static features X\ X% depend only on the backend
graph and published properties (e.g., degree/position indicators
and optional calibration-like priors, when available). Dynamic
features Xgﬁfyn),ngiyn) are empirical statistics computed
from C~,()b); i.e., each node/edge feature is an aggregate (e.g.,
mean/ratio/count) over transpiled circuits in the pool.

Handling heterogeneous backends. To support backends
with differing qubit counts and coupling sets, we include
binary masks

my e 0.3, mig < {0,131,

indicating which nodes/edges exist and should contribute to
training loss and evaluation.

Learning objective (graph-to-error-map regression).
Each pool yields a supervised training sample

b b (b b (b b b b
8;() ) = (G( ) Xv)pa X(E)p7 mv)7 m(E)a Y£/)a y(E))v

for b € Byain- We seek inductive predictors (implemented as
GNN5s) that output node- and edge-level estimates:

~(b (b
) _ V),),X”),

v = f (G“’
trained on By, and evaluated on a fully held-out backend
b* where labels are never used during training. At inference
time, the same pipeline forms X(b ) and Xg p) from topology
and transpiled pools, producmg a reconstructed error map

(FE0, 58,



1) Static Graph Features: Static features are computed
once per backend from the undirected coupling graph G(*)
and are independent of any circuit pool.

Node static features: For each node v € V(%) we construct
X&’;tat) as a concatenation of standard topology siescriptors:
ii(? 31cg(w)
(ii) the Betweenness Centrality and the Clustering Coefﬁcrent
(ii) the harmonic centrality, Tharm (v) = X,y o)\ 14} m,,
with d(v,w) being the shortest-path distance between qubits
v and w; and (iv) the normalized value of k—core number,
Zeore(V) = WLM The degree and k—core values
capture the immediate connectivity and the reflection of
whether a qubit lies in the densely connected portion of the
backend, respectively. Centrality features are considered as a
measure of the topological position of a qubit with respect to
the routing paths.

Edge static features: For each coupling e =
(u,v) € E®, we fix a canonical undirected edge
ordering {e; = (ui,vi)}i(lh)l with (u;,v;) stored as
(min(u;, v;), max(u;, v;)), to ensure consistent alignment be-
tween the static and dynamic edge features. We construct
X(b stat) as a concatenation of: (i) the Edge Betweenness
Centrahty of an edge, (ii) degree-based endpoint summaries,
xgdeg( ) = norm(deg( ) + deg( )) and deeg( ) =
norm( deg(u) deg(v)) and (iii) a binary bridge indicator,
Tpridge(€) = I{e is a bridge} where norm(a) = (a —
mina)/(maxa — mina) is min—-max normalization applied
over edges within the backend graph. The centrality and
degree-based summaries capture the positional feature of an
edge, and the binary bridge feature indicates if removing the
edge increases the number of connected components.

2) Dynamic Graph Features: Dynamic features summarize
how a fixed transpilation policy exercises each qubit and cou-
pling under a given workload pool. For a pool C, b), we extract
per-circuit counts by scanning the transpiled gate list and
counting (a) single-qubit operations and (b) supported two-
qubit operations (e.g., CX/ECR/SWAP-like gates) on physical
qubits/couplings. _

Node dynamic features: For each circuit C}, ; we compute
the number of 1-qubit gates, gy) (v), and a binary indicator of
a node participating in a 1-qubit or 2-qubit gate, u(')( ) =1L
From these primitives, we construct X(b; g RNo %3,
having three columns, representing: (i) the node coverage

91 (1’)

(i) the degree, normalized as 2geg(v) = i

using u(* (v); (ii) the share of 1-qubit workloads,

_ _ ax(1,G17)”
G\ being the sum of ¢\”(v) over all nodes; and (iii) the
),
relative 1-qubit workload share, 91(1(1121_)), where p!" =
sHq

it Dueam g1 (0), AD = {v e VO 4 (v) =1},

Edge dynamic features: Similar to the node dynamic
features, we com§)ute the number of 2-qubit gates acting on
an edge e as 92 (e), and a binary indicator for each edge,
v@(e) = ]I{g ( ) > 0}. From these primitives, we construct

(bpyn) € R‘E( ’IX2 having two columns, representing: (i)
the edge coverage using v(¥)(e); and (ii) the share of 2-qubit

(@)

(i)
9; _(€) is the sum of g,

workloads —2——/-,
max(1,G5")

where Ggi) (e) over

all edges.

These features are computed per circuit and normalized
(e.g., by total gate counts or active-qubit averages) before
being averaged over the pool, making them comparable across
circuits with different sizes and depths.

D. Dataset Construction

For each 27-qubit backend b, we construct an evaluation
dataset by generating P circuit pools, each containing M
randomly synthesized quantum circuits designed to induce
nontrivial placement and routing effects under transpilation.
One such pool is a supervised graph sample (same topology
and labels, but different dynamic statistics). Each circuit is
created by sampling an active width w € {1,..., Ny}, N =
27 and a target two-qubit budget uniformly sampled from
the unidirected edge ordering discussed earlier. The circuit
is composed using an alternate structure of 1-qubit rotation
layers, and 2-qubit CNOT gate on a random matching of the
active set of qubits (having a 2-qubit link) till the depth cap
is reached. Each datapoint is generated using a deterministic
seed, making the dataset regenerable. Transpilation is done
using the Qiskit 1.2.2 transpiler with the optimization level
set to 1. The node and edge features (discussed in Section
II1.C) are then extracted using the transpiled circuits, followed
by per-circuit normalization and pool averaging. Supervision
tar%ets are obtained from the backend properties: node labels

b

(v) are defined as the mean reported gate errors over all
single-qubit gates acting on physical qubit v, and edge labels
yg’)(u, v) are defined as the mean reported gate error over all
two-qubit gates whose operand pair corresponds to coupling
(u,v) (after canonical undirected edge normalization); missing
calibration entries are treated as undefined and excluded via
masks during training and evaluation. Finally, feature stan-
dardization (z-scoring) is fit using only pools from By,
and applied unchanged to the held-out backend b*, yielding
an inductive, device-level generalization test where the GNN
reconstructs ( (o ),yg )) from the topology and transpiled
artifacts alone.

E. GNN Architecture

As discussed before, given a backend graph and pool-
specific node and edge features, our goal is to regress the
node- and edge-level error maps y$) and yg’) for an unseen
backend using only topology and transpilation-derived usage
statistics.

We implement a GraphSAGE-type, edge-aware message
passing regressor that first embeds raw features using shallow
MLP encoders and then propagates information over the cou-
pling graph. Specifically, for each qubit v € V(*) and coupling
e = (u,v) € E®, we compute initial latent representations

h? =6y (X,) eRY, e, = pp(X.) € RY,

where X, is the concatenated static+dynamic node feature
vector for v and X, is the concatenated static and dynamic
edge feature vector for (u,v). We then form edge-conditioned



messages using both endpoint embeddings and the edge em-
bedding,

My = ¢]\4([h20) ” hE)O) ” eeD € RH?

and aggregate them symmetrically at each endpoint
using degree-normalized mean aggregation: a, =
(T eE()) 2o (v,w)es® Mow.  The node  embedding s
updated by combining the local representation with the
aggregated neighborhood signal, h{V ¢U([h§)0) | a]),
where ¢y, ¢g, dar, and ¢y are MLPs with nonlinearities and
dropout. From these embeddings, we predict node-level and
edge-level error metrics using task-specific regression heads.
The node head is linear in the final node embedding,

2v(v) = gv (b)),

whereas the edge head combines the endpoint representations
with the edge embedding through an MLP,

zp(u,0) = g (Y | Y | ec]).

We train two independent regressors, one specialized for
single-qubit errors and one specialized for coupling errors,
since the two targets exhibit distinct numerical scales and
distributions.

Output Transforms: Single-qubit error rates are typically
low, and direct regression in the original scale can under-
resolve differences in the 10~# regime. Accordingly, we train
the node regressor in log-space and invert the transform during
inference time. For edge targets, we regress in the original
scale while enforcing non-negativity through a softplus output,
which reflects the fact that two-qubit error rates are nonneg-
ative and typically larger and more variable than one-qubit
errors.

Loss function: Both models are trained with a masked
Huber loss, which is robust to outliers and provides stable
gradients across heterogeneous backends. For the node model
we minimize

1

b
s, mPw) 5

where 2y (v) —log (1+yv (v)) is the log-space representation
Similarly, for the edge model we minimize

1
b
Ze m(E)(e) (u,v)eE®)
() de-

where §g(u,v) represents the softplus of Zg(u,v), ps

notes the Huber penalty with threshold §, and the masks m$)
and m%) exclude undefined labels (e.g., missing calibration
entries) from contributing to the objective. When transferring
across devices, predictions can exhibit a consistent global scale
and offset bias. To correct this without using any calibration
information from the held-out backend, we fit a lightweight
linear mapping on validation predictions from the training
backends, y ~ a@ + b, where (a,b) are obtained by least
squares on the validation set (performed separately for node
and edge models). At inference time on the hold-out backend

Ly =

Lg=

> i (w) pe(im(w, 0) =y () )}

b*, we apply the learned calibration to the raw predictions and
clamp to nonnegative values, yielding the final reconstructed

S

error maps yg, ) and Ye

F. Holdout Inference and Error Map Reconstruction

For the holdout backend b*, we generate P* transpiled
circuit pools under the same fixed compilation policy used
during training and extract the corresponding feature tensors
{XS7 p), X(bi’ p) P . Each pool p is treated as an independent
graph sample on the common topology G(**) and is processed
by the trained node and edge regressors (Sec. II-E) to produce
pool-wise predictions yg/ € RM* and y(b ) e RIEYI To
obtain a backend-level forensw estimate that is less sensitive
to workload-specific idiosyncrasies, we aggregate predictions
across pools by simple averaging,

S0 _ Lo oo L
W= W Ve =Y

p=1 p=1

(b%)
E,p-

We then apply the validation-fitted linear calibration (learned
exclusively from training-backend validation predictions) to
correct systematic cross-device scale bias, i.e.,

~ (b . ~(b* ~(b* . ~ (b

yg/ ) chp+(av y$, ) +bv),y§5 ) chp+(aE y% ) —|—bE)7
where clip, (r) = max{0,z} is applied elementwise.
For evaluation purposes only, we compare these recon-
structed error maps against the calibration-derived ground
truth ( ), yg )) The detailed results are presented in the
f0110w1ng section.

IV. EXPERIMENTAL EVALUATION

Here we present the evaluation of our proposed framework.
Benchmarking: Since the forensic framework is applica-
ble to any user workload irrespective of the algorithm, we
demonstrate the working on randomly generated circuits. We
consider a pool of 1000 such circuits that are executed on one
27-qubit IBM backend to be one sample. The training data

Z (b)( )ng(ZV( )— log(1+yv(v))>, is accumulated from 100 such pools across five backends.

All the circuits are transpiled using identical Qiskit 1.2.2
settings (fixed random seed and coupling map, and optimiza-
tion level=1). To effectively demonstrate the efficacy of our
approach, we consider five such backends (viz., FakeAlgiers,
FakeAuckland, FakeCairo, FakeKolkata, and FakeMontreal),
train on the first four backends, and designate the last one as
the holdout device, whose calibration values are used for final
evaluation.

GNN Hyperparameters: Two GNNs are separately trained
for node and edge prediction. The models are 3-layered,
having a hidden dimension of 64, trained using the Adam
optimizer, with a base learning rate of 1073, We find that
training the model for node prediction for 22 epochs and edge
prediction for 33 epochs is optimal through early-stopping
using the RMSE score. We use only the validation data from
training backends to fit the linear calibration model for two-
qubit predictions. Convergence takes at most 4s at the longest.
For the target backend, we generate the same number of
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Fig. 2. Predicted vs. actual error rates for an unseen holdout backend. (a)
Single-qubit error prediction at the node level. (b) Two-qubit error prediction
at the edge level.

circuit pools and extract dynamic features, and predictions are
made for each pool, which is averaged to produce a single
reconstructed error vector.

Experimental Setup: All the algorithms for this work have
been implemented in Python 3.9.19 on an Intel Core Ultra 7
155U CPU with a clock frequency of /.70 GHz.

We attempt to answer the following research questions
through our evaluation:

o RQ1: How accurately can our framework reconstruct per-
qubit and per-coupling error rates compared to ground-
truth calibration values?

o RQ2: Which knobs (e.g., static/dynamic features, volume
of data) in the framework affect performance the most?

¢« RQ3: How does our framework compare against prior
research?

o RQ4: How robust is the inference under temporal varia-
tion of noise?

A. (RQI) Reconstructing error rates

We assess reconstruction of single-qubit and qubit-link error
rates on the holdout backend by running inference strictly
under the threat model constraints, using GNNs trained on
data from the remaining backends. Fig. 2(a) and (b) compare
predicted values against the holdout backend’s ground-truth
calibration, with the identity line §y = y indicating perfect
reconstruction; points near the diagonal imply close agree-
ment, while deviations reflect over- or under-estimation. Both
axes are shown on a logarithmic scale to expand the low-error
regime and avoid clustering near the origin. The results exhibit
a clear monotonic alignment along the identity line, indicating
that the model learns a consistent mapping from backend
features to noise characteristics and generalizes well to an
unseen device. Quantitatively, the average percent difference
between predicted and actual values is approximately 22%
for single-qubit errors and 18% for qubit-link errors on the
holdout backend. This is quite good result considering the raw
error rates are extremely small. A small number of outliers
appear in the high-error tail, corresponding to the weakest
qubits/couplings on the holdout backend, where reconstruction
is inherently more difficult because noise-aware transpilation
avoids these components and thus provides sparse, partially

TABLE II
RANKING CONSISTENCY BETWEEN ACTUAL AND PREDICTED ERROR

RATES.
Component  Spearman p  Top-10 Overlap
Nodes 0.98 9/10
Edges 0.96 8/ 10

censored evidence that can saturate near zero usage. In this
regime, multiple weak components may become difficult to
distinguish due to similar feature signatures and additional
nonlinearity introduced by global routing constraints and
alternative-path availability, although the overall monotonic
trend remains consistent and deviations are confined to a
limited extreme subset.

We also evaluate how closely the predicted error rates match
the ranking obtained from the actual error rates using two rank-
based metrics. We first report Spearman’s rank correlation
coefficient (p) [27], which measures agreement between the
rankings defined by actual and predicted errors. A value
of p = 1 indicates identical ordering, while lower values
indicate increasing mismatch. To focus on the most error-prone
components, we also compute the Top-10 overlap, defined as
the number of components that appear in the top ten highest-
error ranks under both actual and predicted errors. This metric
directly reflects whether the same high-risk nodes and edges
are identified. As shown in Table II, the predicted rankings
closely match the actual rankings for both nodes and edges.
Nodes achieve a Spearman correlation of 0.98 with a Top-10
overlap of 9 out of 10, while edges achieve a correlation of
0.96 with a Top-10 overlap of 8 out of 10. These results show
that the model preserves both global ranking structure and the
identification of the most error-prone components.

RQ1 Summary: Our proposed framework reconstructs the
holdout backend’s per-qubit and per-coupling error rates
with strong agreement to calibration (points track § = v),
achieving average percent differences of ~22% and ~18%,
respectively.

B. (RQ2) Ablation Study

We isolate the impact of the volume of data and back-
end features on the performance of our framework. We use
a scale-invariant log-ratio mismatch metric to quantify the
reconstruction quality of our framework while varying the
number of pools of circuits available to the user or the number
of backends available to the user. For each component 7 (a
physical qubit node or a coupling edge), let y; denote the
predicted error rate and y; the ground-truth calibration error
rate. We first define the ratio error r; = z— Because both over-
and under-estimation should be penalized symmetrically, we
measure the magnitude of the log-ratio:

m; = |log(r;)].
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We then average this mismatch across all nodes and edges,
respectively:

1
Mnodes = ﬁ IEZV mg,

Medges = % Z myg,
i€

where N = |V is the number of physical qubits and E = |£]
is the number of couplings. Since the per-qubit error rates are
of the order 10~* and the qubit-link error rates are of the order
1072, and the predicted values, §j; are not a factor too large or
too small of the original value y;, a log-ratio mismatch metric
is sufficient to capture the error landscape of our proposed
framework.

Fig. 3 illustrates the effect of data volume on reconstruction
quality. For both nodes and edges, the average log-ratio
mismatch decreases as more circuit pools are used, indicat-
ing more accurate error prediction. The largest improvement
occurs when moving from a single pool to a small number
of pools. This shows that dynamic feature estimates become
more reliable once circuit statistics are aggregated across
multiple pools. As the number of pools increases further, the
mismatch continues to decrease but at a slower rate, indicating
diminishing returns. Edge mismatches are higher than node
mismatches at low pool counts, reflecting the higher variability
of two-qubit operations. With sufficient pools, both node and
edge mismatches converge to low values, demonstrating that
the framework benefits from increased circuit diversity. The
implication of the above study is that the forensic service
provider would require a sufficient number of circuits as well
as circuit pools in advance to train the model.

Fig. 4 shows how the number of training backends affects
reconstruction performance. For both nodes and edges, the

average log-ratio mismatch decreases as the model is trained
on more backends, indicating improved generalization across
hardware. The largest gains occur when increasing the number
of backends from one to four. In this range, the model
learns backend-agnostic patterns instead of fitting to device-
specific behavior. Beyond four backends, the curves flatten,
and additional backends provide only modest improvement.
Edge mismatches remain higher than node mismatches for
small backend counts, reflecting the greater variability of two-
qubit operations across devices. With four or more training
backends, both node and edge mismatches reach a low and
stable level, showing that backend diversity during training is
sufficient for accurate error reconstruction.

RQ2 Summary: The performance of our proposed frame-
work is most sensitive to data volume and backend diver-
sity: the average log-ratio mismatch drops sharply when
increasing circuit pools and training backends, then shows
diminishing returns, with edges benefiting the most from
added pools/backends due to higher 2Q variability.

C. (RQ3) Comparison to Prior Work

We compare our framework with the forensic error analysis
proposed by [28], as it is one of the closest prior efforts to
infer backend error characteristics with user-visible artifacts.
Their work introduces two complementary approaches for this
task. The first relies on frequency-based edge ranking, while
the second derives error rates using an optimizer-based for-
mulation. Table III summarizes the key capability differences
between their methods and our proposed framework. These
are further elaborated below.

Frequency-based edge binning: Their first approach ranks
qubit links into a fixed number of bins based on how frequently
they are selected by the transpiler. This method does not
estimate actual error rates and provides only coarse-grained
ordering. Even with this coarse grouping, bin assignments
are often inaccurate, with only about 83.5% of links in IBM
Sherbrooke and 80% in IBM Brisbane falling within £2 bins
of the true rank. Since multiple links within the same bin can
have very different error rates, this approach cannot support
analyses that require quantitative error estimates. In contrast,
our framework predicts continuous error values and achieves
more than 80% accuracy in magnitude.

Optimizer-based error extraction: The second approach
proposed by the prior work [28] derives gate error rates
by solving fidelity equations using a nonlinear numerical
optimizer. This method requires access to circuit execution
fidelities, adding extra requirements for forensic analysis. The
fidelity expressions are products of multiple (1 —¢) terms, and
the observed fidelities tend to be close to one. Since error rates
are small, this makes the system weakly sensitive to small
changes in ¢, leading to a loss of resolution and making it
difficult for the optimizer to distinguish nearby error values.

In addition, the use of random circuits causes repeated reuse
of the same qubit links, so newly generated equations often
introduce limited new information. This results in redundant



TABLE III
CAPABILITY COMPARISON BETWEEN PRIOR FORENSIC RANKING AND THE PROPOSED FRAMEWORK.

Prior Work [28]

Proposed Framework

Output type

Execution results required
Calibration access at inference
Numerical stability

Circuit scale evaluated
Cross-backend generalization
Scalability

Discrete edge bins / ranks
No (ranking); Yes (optimizer) No
Used for evaluation / bounds
Sensitive to optimizer settings

Small circuits (5 qubits, depth 2)
Not supported
Limited circuits / backends

Continuous node & edge error map

Not required
Stable learning-based inference
Full device graph, large circuits
Supported
Full device graph

equations and an ill-conditioned system. As acknowledged by
the authors, small differences in measured fidelities can then
lead to large swings in the solved error values. Because the
error values are small, multiple parameter configurations can
satisfy the same fidelity equations, resulting in multiple valid
solutions. The optimizer is therefore sensitive to tolerance,
initialization, and bounds: tight tolerances increase runtime,
while looser tolerances lead to large mismatches. Furthermore,
this approach is demonstrated only on small circuits with
five qubits and shallow depth, and is not evaluated on large,
complex workloads.

In contrast, our framework does not require execution
fidelities or nonlinear optimization. It avoids ill-conditioned
inverse problems and enables inference across the complete
set of physical qubits and couplings.

RQ3 Summary: Compared to [28], our proposed frame-
work moves from coarse link-ranking and optimizer-based
inversion to a stable, learning-based approach that infers a
continuous node-and-edge error map at full-device scale and
generalizes across backends.

D. (RQ4) Temporal Variation of Noise

Quantum processors exhibit time-dependent fluctuations
in their noise characteristics, which are typically managed
through periodic recalibration and generally do not change the
average noise levels [29] [30]. Because such drift can influence
the forensic procedure, we study its impact using IBM devices
that display temporal noise variation. Empirically, we find that
the mean deviation in noise parameters for single-qubit gates
induced by this variation is on the order of ~ 104 [31]
and ~ 1072 for two-qubit gates [32] [33]. Motivated by this
observation, we take the calibrated noise models from four
of the IBM backends used previously and inject an additional
perturbation J,, of magnitude O(10~*) for single-qubits and
O(1072) for two-qubit links to emulate realistic temporal drift.
During GNN training as well as inferencing, we resample
and apply d,, every 3 epochs to both the nodes and edges in
the hardware backends, thereby capturing the effect of slowly
varying hardware noise over time.

Fig. 5 shows the robustness of the framework under tempo-
ral noise variation. Each panel compares predictions obtained
with a static noise model to those obtained when calibrated
error rates are perturbed over time. For both nodes and edges,
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Fig. 5. Predicted vs. actual (a) node and (b) edge error rates under static and
time-varying noise model.

the predictions under temporal variation remain closely aligned
with those from the static model. The overall spread around the
diagonal does not increase noticeably, showing that moderate
temporal drift does not degrade reconstruction quality. The
effect is consistent across single-qubit and two-qubit errors,
despite the larger absolute scale of edge errors. This indicates
that the model captures stable structural patterns in hardware
noise rather than overfitting to a single calibration snapshot.

Our framework is designed to be robust to temporal noise
drift rather than to follow short-term changes in qubit or
coupling rankings. It predicts a single representative error
value for each component, which reflects average behavior
over time. If temporal noise drift causes temporary changes
in the relative quality of qubits or links, these changes are
not explicitly tracked. In practice, calibration data itself is
published as discrete snapshots, so modeling a stable error
structure is sufficient for realistic use.

RQ4 Summary: Even in the presence of a temporal vari-
ation of noise, the predictions under the perturbed noise
model are closely aligned with the static-noise baseline,
indicating that the GNN reconstructs a stable, time-averaged
error structure and is not significantly degraded by moderate
calibration drift.

V. CONCLUSION

This work presents a data-driven framework for quantum
hardware forensics that infers single-qubit and two-qubit error
characteristics using only topology information and transpiled
circuits. By combining static backend topology with dynamic



circuit-level features, the proposed GNN models reconstruct
error maps without requiring calibration access to the target
device. Extensive evaluation across multiple IBM backends
shows accurate error estimation, strong generalization to un-
seen hardware, and consistent performance under temporal
noise drift. Across evaluated backends, the framework achieves
low average percent mismatch for both single-qubit and qubit-
link error rates. The model also preserves strong ranking agree-
ment, with a high correlation between the rankings induced
by predicted error values and those induced by the actual
calibration errors. Future work will extend the framework to
larger-scale quantum processors with higher qubit counts and
more complex coupling maps.
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