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Cage-Based Deformation for Transferable and Undefendable
Point Cloud Attack

Keke Tang, Ziyong Du, Weilong Peng, Xiaofei Wang, Peican Zhu, Ligang Liu, and Zhihong Tian

Abstract—Adversarial attacks on point clouds often impose
strict geometric constraints to preserve plausibility; however,
such constraints inherently limit transferability and undefend-
ability. While deformation offers an alternative, existing unstruc-
tured approaches may introduce unnatural distortions, making
adversarial point clouds conspicuous and undermining their
plausibility. In this paper, we propose CageAttack, a cage-
based deformation framework that produces natural adversarial
point clouds. It first constructs a cage around the target ob-
ject, providing a structured basis for smooth, natural-looking
deformation. Perturbations are then applied to the cage ver-
tices, which seamlessly propagate to the point cloud, ensuring
that the resulting deformations remain intrinsic to the object
and preserve plausibility. Extensive experiments on seven 3D
deep neural network classifiers across three datasets show that
CageAttack achieves a superior balance among transferability,
undefendability, and plausibility, outperforming state-of-the-art
methods. Codes will be made public upon acceptance.

Index Terms—Adversarial attacks, point clouds, cage-based
deformation.

I. INTRODUCTION

ITH the rapid advancements in deep learning and

depth-sensing technologies, deep neural networks
(DNNs) have become the leading approach for 3D point cloud
perception [1], [2]. However, recent studies have shown that
DNN classifiers are susceptible to adversarial attacks, where
slight perturbations to input point clouds can cause incor-
rect predictions [3], [4]. This vulnerability poses significant
challenges to deploying these systems in real-world scenarios.
Therefore, investigating adversarial attacks on DNN classifiers
for 3D point clouds is essential for assessing and enhancing
their robustness against such threats [5].

A plausible adversarial point cloud looks genuine to human
observers yet misleads a neural network. Typically, this plau-
sibility is enforced through strict imperceptibility constraints,
requiring adversarial point clouds to remain nearly identical to
the original by limiting point displacements [3], [4]. However,
such constraints often hinder transferability across different
models and make attacks less effective and even ineffective
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Fig. 1. Given a point cloud, adversarial attacks achieve plausibility by
either enforcing strict geometric constraints to keep adversarial point clouds
identical to the origin or leveraging natural deformations that remain hidden
in the human psyche. Existing deformation-based attacks, such as Mani-
ADV [10] and HiT-ADV [11], often introduce unnatural distortions, making
adversarial modifications conspicuous. In contrast, our method produces
natural deformations, making changes intrinsic to the object and enhancing
attack plausibility.

against adversarial defenses. Although some methods attempt
to mitigate these drawbacks via adversarial transformation
models [6], autoencoder-based reconstructions [7], or perturba-
tion factorization [8], [9], their constraints on imperceptibility
remain overly rigid, ultimately limiting transferability and
undefendability.

Therefore, a more effective approach is to allow slight shape
deformations rather than strictly preserving the original geom-
etry. As long as the deformation appears natural and intrinsic
to the object, it remains hidden in the human psyche [3],
thereby achieving plausibility. Mani-ADV [10] follows this
principle by deforming the point cloud surface through the
stretching of a parameter plane mapped to the object’s shape.
Similarly, HIT-ADV [11] perturbs salient, imperceptible points
and propagates the deformation to neighboring regions. While
these methods improve transferability and undefendability,
their non-structured deformation mechanisms often disrupt
the naturalness of the shape, making adversarial point clouds
more conspicuous, and ultimately undermining plausibility,
see Fig. 1.

To address the above issue, we propose CageAttack, a novel
cage-based deformation framework for generating natural ad-
versarial point clouds. Our approach begins by constructing a
cage that encapsulates the target object, providing a compact
representation of the point cloud and enabling global control
over the deformation process. By perturbing the cage vertices,
guided by gradients [3], these changes are smoothly propa-
gated to the point cloud, resulting in natural deformations. This
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technique leverages the cage’s structured nature to maintain
shape consistency while applying controlled, subtle alterations.
Compared to direct point-wise manipulation methods, cage-
based modifications are more natural and thus unnoticeable.
We validate CageAttack by attacking seven widely used 3D
DNN classifiers (e.g., the classic PointNet [12] and the re-
cent Mamba3D [2]) across three datasets: synthetic Model-
Net40 [13], ShapeNet Part [14], and the real-world ScanOb-
jectNN [15]. Extensive experiments show that CageAttack
achieves a superior balance of transferability, undefendability,
and plausibility, outperforming state-of-the-art methods.

o We are the first to emphasize that preserving naturalness
in deformation-based adversarial attacks on point clouds
is crucial for maintaining plausibility.

e We devise a novel deformation-based attack framework
that utilizes the structured nature of the cage, enabling
natural alterations that are less noticeable.

o We show by experiments that our framework achieves a
superior balance of transferability, undefendability, and
plausibility compared to existing attack methods.

II. RELATED WORK

A. Adversarial Attacks on 3D Point Clouds

Initially explored in the context of 2D image classifica-
tion, adversarial attacks [16]-[18] have since been effectively
adapted to 3D point cloud data. For 3D point clouds, these at-
tacks are typically divided into three main categories: addition-
based, deletion-based, and perturbation-based. Addition-based
attacks introduce extra points to mislead classifiers [3], while
deletion-based methods work by removing critical points to
reduce classification accuracy [19]-[22]. Perturbation-based
attacks, on the other hand, modify the positions of existing
points to achieve adversarial effects [3], [23]-[25]. This paper
specifically focuses on perturbation-based approaches.

Early work by Xiang et al. [3] and Liu et al. [4] adapted
well-known 2D attack techniques such as C&W [26] and
FGSM [27] to 3D point clouds, laying the foundation for
perturbation-based adversarial attacks in 3D. Since then, much
research has focused on improving the imperceptibility of
these attacks by preserving geometric and perceptual consis-
tency. Representative strategies include preserving local curva-
ture [28], constraining perturbations along surface normals [6],
tangent directions [29], or their adaptive combination [30],
as well as leveraging manifold constraints [31], distributional
uniformity [32], and structural symmetry [33].

Beyond imperceptibility, recent efforts also target transfer-
ability and undefendability. AdvPC [7], for example, applies
perturbations in the latent space before decoding, enabling
adversarial examples to generalize better across different mod-
els. Building upon these developments, our approach relaxes
overly strict imperceptibility constraints and instead allows
for minor yet plausible shape deformations. This enables
the generation of adversarial point clouds that maintain high
perceptual quality while significantly improving transferability
and resistance to defenses.

B. Deformation-Based Point Cloud Attacks

Deformation-based approaches introduce whole-shape de-
formations rather than applying perturbations to individual
points, aiming to enhance transferability and undefendability.
LGGAN [34] employs a generative adversarial network to
produce adversarial point clouds with slight deformations,
enhancing both transferability and robustness against defenses.
ShapeAdv [35] extends this approach by injecting pertur-
bations directly into the latent space of an auto-encoder to
generate transferable adversarial point clouds. Physical-aware
methods, such as KNN-ADV [36], adopt KNN distance con-
straints combined with a point-to-mesh reconstruction and re-
sampling process to produce smoother deformed point clouds.
Methods like MeshAttack [37] and e-ISO [38] directly attack
mesh data to ensure smooth deformations by employing edge
length and Gaussian curvature regularizations, respectively.
Mani-ADV [10] applies perturbations within a parameter space
for smoother deformations, while HiT-ADV [11] achieves
localized smoothness by applying Gaussian kernel-based de-
formations to specific regions. In this paper, we propose a
cage-based approach that induces more natural deformations to
better balance transferability, undefendability, and plausibility.

C. Deep Point Cloud Classification

Early DNN-based methods for point cloud classifica-
tion take voxel grids as inputs [39]. The introduction of
PointNet [12] enabled raw point processing via multilayer
perceptrons (MLP), leading to advanced MLP-based meth-
ods [40], [41], point-specific convolutions [42]-[45], graph-
based CNNs [46]-[49], and recent architectures like Trans-
formers and Mamba [2], [S0]-[54]. These advancements have
significantly improved classification accuracy. For a compre-
hensive review, please refer to [1], [55]. This paper targets
adversarial attacks on these classifiers.

D. Geometric Deformation

Geometric deformation is a core task in computer graphics
with a wide range of applications, e.g., shape animation [56]
and physics-based simulation [57]. Key approaches include
lattice-based methods, which provide precise local control
over deformations [58], and skeleton-based techniques, which
are effective for realistic joint articulation [59], [60]. Cage-
based deformation, which represents shapes using an enclos-
ing cage structure, is particularly notable for its simplicity,
efficiency, and ability to preserve naturalness with minimal
distortion [61], [62]. In this paper, we adopt cage-based
deformation [63] to generate natural-looking adversarial point
clouds, that are transferable and undefendable.

ITII. PROBLEM FORMULATION
A. Problem Statement of Adversarial Attacks

Typical Adversarial Attacks. Given an object point cloud
P € RY*3 with label y € {1,...,Z}, an adversarial attack
aims to mislead a 3D DNN classifier f by perturbing P to
generate an adversarial point cloud P’, ie., P =P+ o,
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Fig. 2. Tllustration of our CageAttack framework. Given an input point cloud, a surrounding cage is first constructed, followed by subdivision and vertex
optimization. By leveraging the structured nature of the cage, controlled shape deformations are blended naturally into the object’s inherent geometry, ensuring

the plausibility of the adversarial point cloud.

where o represents a carefully crafted perturbation. The ad-
versarial point cloud P is obtained by solving the following
optimization problem, commonly via gradient descent:

min (Luis(£, P, 9) + M Dz(P.P') ). (1)
where Lys(-) promotes misclassification (e.g., negative cross-
entropy loss), Dz(-,-) enforces imperceptibility constraints,
e.g., Chamfer distance and Hausdorff distance, and )\; is a
weighting parameter. This study primarily focuses on untar-
geted attacks, and targeted attacks are also possible.
Deformation-Based Adversarial Attacks. Strictly enforcing
isolated point-wise constraints often hinders transferability and
undefendability, motivating an alternative approach: apply-
ing global shape deformations. By introducing modifications
Deform(-) to the overall shape, the adversarial point cloud is
obtained as:

P’ = Deform(P). (2)

Deformation can be achieved by stretching the shape’s
parameterized plane [10] or propagating deformations from
selected points [11]. However, these methods primarily de-
form the shape by manipulating structure-independent control
points, often leading to unnatural distortions that compromise
the plausibility of the adversarial point cloud.

We argue that a more structured deformation approach could
induce changes blending naturally with the object’s shape,
ensuring adversarial modifications remain plausible.

B. Our Structured Deformation Solution

To facilitate structured deformation, we employ a cage [61]—
[63] as an intermediary representation that encodes the shape
of the point cloud and guides its transformation.
Cage-Based Point Cloud Representation. Let C =
{¢j}j=1:m denote the cage that forms a boundary around the
target object P. The point cloud P can be expressed in terms

of barycentric coordinates relative to the control points of the
cage, e.g., cage vertices, using the mapping function g:

P =g(C). 3)
Specifically, each point p; within P is represented as:
pi = Z AijC, “)
j=1
where \;; are barycentric coordinates that satisfy

Z;'n:1 )\1‘7]‘ =1 and )\i,j > 0.
Deformation via Cage Perturbation. To deform P, we
introduce perturbations {Ac;};—1.m to the cage vertices, re-
sulting in the perturbed cage:

Cl = {C;'}jzlzm = {Cj + ch}j:l:m' @)
The deformations are then propagated to the points of the
object using [64], yielding in a new position p; for each point
pi, which can be calculated as:

m

pi=3 Aijle)) =D Nijlej + Acy).

j=1 j=1

(6)

By leveraging the structured nature of the cage, our solution
ensures that shape modifications naturally blend with the
object’s inherent geometry, making them less noticeable.

IV. METHOD

In this section, we first detail the process of constructing
the cage and then introduce our deformation-based point cloud
attack approach by applying perturbations to the cage. Please
refer to Fig. 2 for demonstration.
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A. Cage Construction

We start by initializing a unit sphere S = {C, T} that encap-
sulates the point cloud P, where C represents the cage points,
and T denotes the set of triangles {¢,t2,...,t,} formed
by these points. Each triangle ¢; is defined as (c¢;,, ¢, Cig)-
This sphere is then refined through subdivision and vertex
optimization to more accurately match the object’s overall
contour.
Curvature- and Density-Aware Subdivision. To achieve a
more precise encapsulation of the point cloud, we introduce
the sphere center o as an auxiliary point to construct tetrahe-
drons that partition the space around the point cloud, denoted
as & = {ey,...,en}, where e; = (0,¢i,,¢iy,Ci5). A well-
constructed cage should ensure that the curvature and density
within each tetrahedron e; are balanced. Therefore, we define
a criterion to determine whether e; should be subdivided:

5(61) = S(zur(ei) + )\deen(ei)a (7)

where S.,-(€;) and Sgen(e;) represent the average curvature
and density of the points within the tetrahedron, and A\; is
a weighting parameter. If S(e;) exceeds a threshold 7, we
subdivide e; by splitting the triangle ¢; into four smaller
triangles by connecting the midpoints of its edges.

This subdivision process updates C and 7T accordingly,
resulting in a more refined cage.
Vertex Optimization. The cage obtained from the previous
step may not perfectly conform to the point cloud, so we
further refine the positions of the cage vertices. Specifically,
we optimize the following objective:

min > Dist(pi, C) + Aa Vararea(T) + MiLap(C), ®)
piEP

where Dist(p;,C) computes the distance from p; to the nearest
triangle of the cage, Vary.,(7) represents the variance in the
areas of all triangles, and Lap(C) is a regularization term
that enforces face smoothing [37]. The parameters )\, and
A; are weighting factors that balance each component of the
optimization.

Through this process, we obtain a refined cage C that adapts
to the geometric complexity of the point cloud and closely
conforms to its surface, thereby facilitating smooth and natural
deformation of the point cloud. For simplicity, we continue to
denote the refined cage as C.

B. Attacks via Cage-Based Deformation

To achieve a deformation-based adversarial attack that
blends naturally into the object’s inherent geometry, instead
of directly deforming P, we introduce perturbations to the
cage C by solving the following optimization problem:

00 Lis(f. 9(C),y) + MDz(9(C),9(C)), (9

where C' represents the perturbed cage. We then obtain the
final deformed adversarial point cloud P’ using Eqn. 6.

The properties of the cage ensure that the applied deforma-
tions preserve the natural appearance of the point cloud [64].
Therefore, CageAttack achieves transferability and undefend-
ability while better balancing plausibility.

V. EXPERIMENTAL RESULTS
A. Experimental Setup

Implementation Details. = We implement the CageAttack
framework using PyTorch [65]. For each point cloud, we ini-
tialize a unit sphere to envelope it. The cage is then subdivided
by calculating the density score and mean curvature for each
tetrahedron, normalizing these values to the range [0,1]. We
compute the subdivision criterion S(-) as a weighted sum with
Ag = 0.25, and set the subdivision threshold 7 such that the
top one-fifth of the tetrahedrons require subdivision. During
the vertex optimization process, we perform 2000 iterations to
determine the optimal positions of the cage vertices. We set
Aq = 10.0 to maintain the area of triangles, while \; = 100.0
serves as a regularization term for surface smoothness. We
solve the Eqn. 9 in CageAttack following the approach of
C&W [26], with A\; = 1.0. All experiments are conducted on
a workstation equipped with dual 2.40 GHz CPUs, 128 GB
of RAM, and eight NVIDIA RTX 3090Ti GPUs.

Datasets. We evaluate our approach on three publicly
available datasets: ModelNet40 [13], ShapeNet Part [14], and
the real-world ScanObjectNN [15]. Following [3], each point
cloud is randomly sampled to 1,024 points.

Victim 3D DNN Classifiers. We evaluate our approach on
six representative victim models with diverse architectures,
including PointNet [12], PointNet++ [40], DGCNN [46],
PointMLP [41], Point Transformer (PCT) [66], and the recent
Mamba3D [2]. All models are trained following the protocols
specified in their original publications.

Baseline Attack Methods. We select nine baseline attack
methods for comparison, including traditional approaches such
as the gradient-based method IFGM [67], the direction-based
method SI-ADV [29], and optimization-based methods like
3D-ADV [3] and GeoA3 [28]. Additionally, we consider
several deformation-based attack methods, including KNN-
ADV [36], MeshAttack [37], and e-ISO [38], as well as Mani-
ADV [10] and HiT-ADV [11]. This diverse selection of attacks
provides a robust baseline for validating the effectiveness of
our approach.

Defense Methods. We adopt four adversarial defense
strategies: simple random sampling (SRS), statistical out-
lier removal (SOR), denoiser and upsampler network (DUP-
Net) [68], and IF-Defense [69]. The SRS method mitigates
attacks by randomly removing 500 points from the input point
clouds, while SOR eliminates irregular points that fall outside
the mean and standard deviation of the nearest neighbor
distances. Building on SOR, DUP-Net enhances point cloud
resolution by remapping adversarial samples to the natural
manifold. Meanwhile, IF-Defense employs implicit functions
to model clean shapes, thereby restoring the integrity of
adversarial point clouds.

Evaluation Setting and Metrics. To ensure fair comparisons,
we configure each attack method to achieve its maximum
reachable attack success rate (ASR), defined as the propor-
tion of adversarial point clouds that successfully mislead the
victim model. Under this condition of maximal adversarial
effectiveness, we evaluate the naturalness of the attacks using
five widely recognized metrics: curvature standard devia-



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 5

TABLE I
COMPARISON ON THE NATURALNESS OF DIFFERENT METHODS AT THEIR MAXIMUM ASR. THE EVALUATION IS CONDUCTED ACROSS DIFFERENT DNN
CLASSIFIERS ON MODELNET40, SCANOBJECTNN AND SHAPENET PART.

ModelNet40 ScanObjectNN ShapeNet Part
Model| Attack ASR CSD Curv Uni KNN Lap [ ASR CSD Curv Uni KNN Lap [ ASR CSD Curv Uni KNN Lap
(%) (10~H@ao0~3) 1073 (%) (10~ a0~3) (1073 (%) (10~1H @ao0~3) (1073
IFGM 99.68 1.210 7.232 0.317 0.789 5.304 [100.00 0.624 12.063 0.229 0.579 2.021|97.49 1.641 5.773 0.240 0.590 5.828
SI-ADV | 99.32 1.291 2.716 0.306 1.598 3.380 |100.00 1.094 18.934 0.272 0.700 15.543| 96.38 0.702 4.410 0.295 0.922 3.307
3D-ADV [100.00 1.189 5.093 0.297 0.736 2.323 |100.00 0.273 6.679 0.174 0.462 1.587|100.00 0.880 4.571 0.210 0.532 3.242
KNN-ADV [ 99.68 0.775 3.947 0.369 0.677 2.122 {100.00 0.861 9.442 0.171 0.303 2.010|96.40 1.509 6.949 0.272 0.501 3.873
GeoA®  [100.00 0.439 4.368 0.292 0.717 0.961 [100.00 0.444 10.172 0.207 0.502 1.525|100.00 0.681 5.908 0.266 0.689 2.054
MeshAttack| 96.64 2.656 5.266 0.300 0.797 7.456 |100.00 17.984 14.372 0.195 0.451 38.967| 97.24 1.665 3.268 0.344 0.779 13.518
e-1SO 98.66 0.433 4.815 0.305 0.745 0.934|99.72 0.297 4.662 0.188 0.417 0.360|98.01 0.697 3.894 0.291 0.746 2.106
Mani-ADV | 93.80 16.682 18.256 0.455 1.468 35.898|98.23 14.185 82.589 0.347 1.182 34.586| 96.45 16.320 9.564 0.455 1.314 40.851
HiT-ADV [100.00 0.986 1.282 0.288 0.745 3.475|98.86 1.022 8.129 0.168 0.424 16.854/100.00 0.688 2.115 0.187 0.527 2.526
Ours 100.00 0.429 1.190 0.287 0.667 0.754 {100.00 0.252 1.251 0.166 0.226 1.434[100.00 0.625 2.053 0.204 0.564 2.031
IFGM 99.60 1.240 16.164 0.218 0.551 2.290 [100.00 0.413 18.380 0.147 0.364 1.019|100.00 1.432 23.517 0.272 0.734 4.514
SI-ADV | 98.87 1.761 10.816 0.256 0.677 8.746 |100.00 1.690 3.330 0.183 0.313 9.171|98.19 1.063 10.051 0.246 0.561 6.825
3D-ADV [100.00 0.768 23.120 0.205 0.614 2.903 |100.00 0.293 21.550 0.117 0.370 1.620|100.00 1.102 19.483 0.174 0.574 4.407
KNN-ADV [99.92 2435 6.106 0.169 0.578 1.877 [{100.00 1.680 17.020 0.086 0.308 2.650|99.93 2.584 9.773 0.161 0.458 2.407
GeoA3  [100.00 0.650 25.227 0.189 0.521 3.392 [100.00 0.630 3.700 0.154 0.465 1.996(100.00 0.910 19.558 0.177 0.589 4.308
MeshAttack(100.00 0.778 1.440 0.165 0.595 6.440 [100.00 5.060 2.430 0.113 0.290 5.290 | 99.86 12.447 6.184 0.240 0.918 19.021
e-1SO 98.70 0.593 13.973 0.159 0.538 1.152(99.35 0.591 28.430 0.108 0.326 1.130|98.82 0.774 14.751 0.152 0.455 1.711
Mani-ADV | 94.98 16.906 18.215 0.455 1.522 27.047/95.80 5.710 73.830 0.351 0.988 29.080| 91.06 16.720 11.109 0.455 1.555 33.604
HiT-ADV [100.00 0.628 2.799 0.180 0.606 5.177|98.83 0.392 2.866 0.103 0.308 12.050{100.00 2.895 15.953 0.164 0.497 16.444
Ours 100.00 0.419 1.191 0.185 0.594 0.608 |{100.00 0.240 1.053 0.106 0.288 1.219 [100.00 0.666 4.493 0.200 0.421 1.659
IFGM 98.71 2.528 27.114 0.298 0.785 5.630|99.97 0.454 17.191 0.176 0.497 2.625|99.51 2.324 35.788 0.248 0.759 9.266
SI-ADV | 96.08 2.574 12.627 0.555 1.599 11.128|98.68 2.620 53.978 0.303 0.903 14.953| 96.43 1.445 19.587 0.246 0.682 12.487
3D-ADV [100.00 1.713 36.542 0.292 0.868 6.136 |100.00 0.460 20.537 0.164 0.485 2.585|100.00 1.306 17.646 0.189 0.684 6.138
KNN-ADV | 96.15 5911 13.900 0.399 0.698 8.637 [100.00 2.742 36.153 0.181 0.473 17.648|98.09 7.300 28.983 0.237 0.635 17.191
GeoA3  [100.00 2.014 39.848 0.289 0.865 7.745|99.77 1.870 69.196 0.287 0.913 12.244{100.00 1.160 24.029 0.189 0.718 4.261
MeshAttack(100.00 1.126 1.981 0.319 0.837 2.625 [100.00 8.034 14.622 0.191 0.464 21.737(99.43 1.480 7.100 0.223 0.709 17.106
e-1SO 98.13 0.667 13.002 0.300 0.838 1.940|98.30 0.855 39.491 0.193 0.574 5.404|100.00 1.077 18.702 0.217 0.710 2.969
Mani-ADV | 97.45 16.369 22.059 0.455 1.802 44.680|99.67 14.512 81.664 0.351 1.231 16.514| 95.20 16.957 16.301 0.455 1.181 46.438
HiT-ADV [100.00 0.595 1.565 0.287 0.837 2.183|98.80 0.770 6.539 0.166 0.441 6.960 [100.00 1.075 6.920 0.187 0.632 3.633
Ours 100.00 0.524 1.482 0.286 0.697 0.872|100.00 0.235 1.277 0.164 0.419 1.923 100.00 1.016 6.920 0.206 0.571 3.185
IFGM 99.69 0.686 10.895 0.334 0.818 2.07199.93 1.836 11.899 0.219 0.550 1.923]95.39 1.828 22.607 0.264 0.662 8.726
SI-ADV | 99.14 4.227 43.038 0.434 1.468 10.664|99.80 3.897 12.632 0.304 0.708 10.861| 96.98 4.833 52.695 0.374 1.169 6.554
3D-ADV [100.00 0.665 3.716 0.314 0.862 1.539|100.00 0.872 3.572 0.142 0.519 2.843|100.00 1.242 27.141 0.260 0.778 7.237
KNN-ADV | 94.27 1.280 2.807 0.294 0.752 1.730 [100.00 0.928 7.514 0.173 0.414 2.398 | 91.88 8.398 24.732 0.236 0.645 12.106
GeoA3 [98.75 1.461 30.870 0.381 0.995 8.522|99.60 1.373 4.637 0.304 0.923 2.970|96.48 1.771 18.628 0.238 0.692 6.418
MeshAttack[100.00 6.083 26.496 0.323 1.156 15.901{100.00 37.670 43.701 0.211 0.576 12.550{100.00 30.037 25.680 0.383 1.371 17.336
e-1SO 95.54 0.646 9.860 0.325 0.835 1.527|97.85 0.656 19.460 0.212 0.522 2.333|93.54 1.609 8.595 0.267 0.663 6.577
Mani-ADV | 95.99 15.823 48.741 0.287 0.855 15.204|95.00 15.101 93.280 0.217 0.584 10.414| 92.79 44.199 49.923 0.235 0.856 18.628
HiT-ADV [91.02 8.285 26.596 0.282 0.794 15.822|92.81 9.153 2.580 0.157 0.417 6.030|90.63 17.282 46.457 0.223 0.672 14.613
Ours 100.00 0.638 2.409 0.280 0.768 1.257 |{100.00 0.654 2.176 0.165 0.359 2.448 [100.00 1.240 8.535 0.204 0.630 5.996
IFGM 9294 2238 8.015 0.272 0.488 3.242(93.73 0.741 9.022 0.174 0.342 2.396 | 96.25 1.046 7.803 0.219 0.754 2.168
SI-ADV  [100.00 5.142 26.590 0.340 0.888 40.391|99.81 4.602 81.945 0.229 0.437 15.626| 88.46 5.180 32.986 0.287 0.880 40.168
3D-ADV [100.00 0.754 7.404 0.280 0.682 2.417 |100.00 0.484 7.044 0.161 0.399 2.352|96.39 1.284 11.353 0.218 0.538 3.717
KNN-ADV | 98.96 5.271 13.244 0.282 0.522 16.738/100.00 3.945 34.081 0.267 0.285 24.168|100.00 5.442 17.748 0.239 0.370 18.984
GeoA? [98.75 0.441 1.751 0.233 0.602 3.880 |98.82 0.423 3.415 0.192 0.548 6.214|94.38 1.315 4.671 0.192 0.686 2.729
MeshAttack| 97.92 2.763 16.743 0.228 0.115 19.418|99.74 17.984 82.589 0.147 0.597 49.532{100.00 18.859 23.738 0.265 0.834 43.740
e-1SO 93.75 1912 8.986 0.270 0.433 3.041 |94.46 1.902 18.651 0.171 0.276 4.601 | 92.19 2.141 10.722 0.227 0.605 3.368
Mani-ADV | 94.79 56.709 40.141 0.316 0.554 39.001|93.00 17.601 79.120 0.234 0.394 35.423| 85.46 40.546 35.053 0.193 0.381 33.291
HiT-ADV |98.75 15.735 31.040 0.300 0.253 36.570|/97.65 1.737 2.518 0.165 0.237 28.145| 97.50 18.632 43.231 0.205 0.394 44.499
Ours 100.00 0.344 1.133 0.267 0.759 1.057 |{100.00 0.382 1.044 0.153 0.348 2.144(100.00 0.608 3.457 0.188 0.572 1.960
IFGM 97.73 0919 11.345 0.314 0.869 1.410|99.13 0.665 17.802 0.187 0.543 1.334|98.43 0.792 14.574 0.251 0.706 1.372
SI-ADV  [100.00 1.003 10.990 0.355 0.832 12.120/99.91 0.624 12.465 0.227 0.599 9.542199.96 0.814 11.728 0.291 0.716 10.831
3D-ADV |95.51 0.638 9.443 0.328 0.813 1.561|94.52 0.339 13.223 0.164 0.475 1.318|95.02 0.489 11.333 0.246 0.644 1.440
KNN-ADV [100.00 1.275 5.648 0.288 0.780 1.960|99.74 0.929 8.667 0.162 0.391 1.971]99.87 1.102 7.158 0.225 0.586 1.966
GeoA2 [100.00 1.312 22.814 0.356 0.898 4.829 [100.00 0.831 2.047 0.212 0.727 7.543|100.00 1.072 12.431 0.284 0.813 6.186
MeshAttack| 99.87 15.794 21.899 0.290 0.809 8.536 (100.00 17.193 15.526 0.190 0.479 19.123]99.94 16.494 18.713 0.240 0.644 13.830
e-1SO 99.22 0.910 12.085 0.320 0.739 1.682|99.81 0.527 21.328 0.182 0.528 1.887(99.52 0.719 16.707 0.251 0.634 1.785
Mani-ADV | 94.48 22.292 27.450 0.511 1.989 26.836|92.55 14.050 82.126 0.324 1.048 15.268| 93.52 18.171 54.788 0.418 1.519 21.052
HiT-ADV [99.85 1.515 5.754 0.299 0.801 9.842|95.78 1.166 12.323 0.153 0.399 14.240]97.82 1.341 9.039 0.226 0.600 12.041
Ours 100.00 0.566 1.934 0.282 0.810 2.330 {100.00 0.277 1.605 0.160 0.380 1.231 (100.00 0.422 1.770 0.221 0.595 1.781

PointNet

PointNet++

DGCNN

PointMLP

PCT

Mamba3D

tion (CSD) [11], curvature (Curv), uniform loss (Uni) [70], non-targeted attacks.

KNN distance (KNN) [36], and Laplacian loss (Lap) [37].

Additionally, we employ ASR under the same setting for B. Comparison and Performance Analysis

assessing transferability and undefendability. Unless explicitly ~Performance on Naturalness. As shown in Tab. I, most
mentioned, all discussions regarding the attack results refer to  attack methods attain high attack success rates, often ex-
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TABLE II
TRANSFERABILITY PERFORMANCE OF DIFFERENT ATTACK METHODS. THE TRANSFERABILITY IS MEASURED BY ATTACK SUCCESS RATE (%) ON TARGET
MODELS USING ADVERSARIAL EXAMPLES THAT ARE GENERATED FOR ATTACKING SOURCE MODELS.

Data | Source Target IFGM SI-ADV 3D-ADV KNN-ADV GeoA® MeshAttack ¢-ISO Mani-ADV HiT-ADV  Ours
DGCNN | 39.46 3198 16.85 20.34 21.88 60.74 19.53 61.87 11.10  68.55
PointNet++ | 24.29  22.34 11.68 13.85 14.47 74.02 13.28 65.28 8.67 66.01
o |PointNet | PointMLP | 1531  11.49 8.51 13.75 11.06 5.83 12.50 59.22 8.79 20.54
% PCT 5497 3398 28.52 26.10 23.08 31.82 30.53 40.40 17.06  43.75
4 Mamba3D | 49.59  38.36 17.31 23.70 12.75 56.03 19.26 67.75 12.05 55.12
< PointNet | 2595 3232 24.01 19.21 42.45 75.42 27.38 48.50 11.75  78.00
EO PointNet++ | 21.02  38.17 25.99 18.29 50.78 83.75 30.06 65.60 11.18  84.54
DGCNN | PointMLP | 35.65 21.43 16.96 14.58 13.28 25.89 26.44 46.08 31.27  21.25
PCT 28.35 3374 24.48 20.45 1591 48.81 27.84 48.62 18.88  47.92
Mamba3D | 41.36  41.73 44.32 44.38 19.32 78.64 46.59 79.96 3042 53.13
DGCNN | 43.16 50.78 27.78 38.19 36.13 67.86 30.51 78.59 19.71  68.44
PointNet++ | 26.57  35.47 19.26 26.00 23.89 82.70 20.75 82.92 1540  65.90
Z | PointNet | PointMLP | 16.75 18.24 14.03 25.82 18.26 26.51 19.53 75.22 15.61  20.51
% PCT 30.12  35.55 47.02 49.00 38.11 51.96 47.69 51.32 30.29  53.68
% Mamba3D | 58.30 63.64 41.10 52.08 53.34 45.71 44.33 73.90 28.37 7115
Q PointNet | 39.86 66.71 30.47 49.31 57.99 69.57 54.89 69.22 1652  75.18
§ PointNet++ | 32.29  78.78 32.98 46.95 69.37 77.25 60.26 93.63 1572 81.48
©2 | DGCNN | PointMLP | 54.76  44.23 21.52 37.43 18.14 43.96 53.01 65.77 23.88 37.48
PCT 43.55 49.64 31.07 22.49 21.73 69.39 55.81 65.02 26.54  46.19
Mamba3D | 56.74  58.64 45.05 60.42 65.33 58.15 71.20 73.14 12.50  76.96
DGCNN | 28.82  5.38 2.92 3.37 3.98 32.14 1.63 23.94 1490 24.13
PointNet++ | 29.17  9.64 4.31 6.41 7.01 51.79 4.69 23.45 1493 2517
£ | PointNet | PointMLP | 14.87  8.86 4.86 3.13 5.00 9.72 5.36 22.35 2.71 15.14
£ PCT 14.19  8.89 13.97 11.98 9.82 12.50 17.31 14.06 2.16 18.30
E Mamba3D | 34.57 20.71 12.67 13.84 12.02 33.24 14.47 32.49 9.64  35.54
8 PointNet | 51.82  20.13 40.36 17.61 50.00 56.25 49.73 21.02 18.93  58.55
= PointNet++ | 47.47  25.66 29.69 8.81 32.75 78.13 27.99 38.62 1.15 48.03
“ | DGCNN | PointMLP | 36.10 24.74 15.87 26.04 5.56 20.58 16.15 39.76 25.02  28.33
PCT 2523 1223 22.12 12.50 5.68 30.16 26.14 15.07 4.38 31.25
Mamba3D | 38.51 22.84 26.15 29.82 20.65 50.47 34.48 47.04 1498  46.31

TABLE III

ATTACK SUCCESS RATE (%) OF DIFFERENT ATTACK METHODS WITH AND WITHOUT DEFENSE ON MODELNET40. THE BEST VALUES ARE IN BOLD, AND
THE SECOND-BEST VALUES ARE UNDERLINED.

Model Defense | IFGM SI-ADV 3D-ADV KNN-ADV GeoA® MeshAttack e-ISO Mani-ADV HiT-ADV ~ Ours
- 99.68  99.32 100.00 99.68 100.00 96.64 98.66 93.80 100.00  100.00

SRS 81.81 58.32 55.42 72.42 73.17 83.67 65.80 93.48 31.90 85.17

PointNet SOR 63.49 47.13 13.33 32.03 47.98 48.01 18.64 87.00 32.89 67.58
DUP-Net | 21.49  33.12 12.92 11.32 56.73 58.46 16.49 86.22 34.86 52.03

IF-Defense | 15.81 18.47 9.38 15.86 13.65 23.66 13.57 81.36 8.55 25.16

- 99.60  98.87 100.00 99.92 100.00 100.00 98.70 94.98 100.00  100.00

SRS 63.97 72.36 54.16 83.88 75.96 75.31 52.83 94.06 32.50 71.16

PointNet++ SOR 69.77  75.26 23.21 72.57 47.51 48.75 34.96 90.71 19.58 76.61
DUP-Net | 35.00 48.95 21.72 26.17 39.30 51.25 23.99 87.32 15.41 41.74

IF-Defense | 17.18  15.72 13.69 12.89 17.23 22.18 12.80 83.51 3.34 23.22

- 98.71  96.08 100.00 96.15 100.00 100.00 98.13 97.45 100.00  100.00

SRS 58.62 72.17 37.85 81.25 79.65 71.87 71.71 94.73 66.82 68.43

DGCNN SOR 63.79  71.78 43.08 71.42 45.26 35.94 32.73 95.10 70.31 66.64
DUP-Net | 56.89  69.37 38.54 74.10 53.81 85.94 51.78 94.65 85.54 72.81

IF-Defense | 22.29  18.75 16.12 12.67 21.80 28.88 17.62 90.03 8.43 37.21

- 99.69  99.14 100.00 94.27 98.75 100.00 95.54 95.99 91.02 100.00

SRS 70.15  43.17 22.32 14.58 21.53 77.08 46.88 90.72 37.92 77.64

PointMLP SOR 70.96  44.96 25.89 26.04 13.19 87.92 23.44 88.75 29.17 63.89
DUP-Net | 56.62 51.44 33.93 25.00 20.14 93.75 40.63 87.95 51.25 59.72

IF-Defense | 22.06  10.79 10.71 9.38 9.72 25.00 12.50 84.66 3.75 31.94

- 92.94 100.00  100.00 98.96 98.75 97.92 93.75 94.79 98.75 100.00

SRS 62.88 64.31 32.86 48.44 26.14 82.14 38.64 90.18 31.62 91.48

PCT SOR 53.75 45.23 20.89 62.50 19.51 95.66 24.24 90.28 35.66 92.05
DUP-Net | 40.00 32.86 23.39 36.98 24.43 67.32 27.27 89.06 43.75 85.80

IF-Defense | 23.50  26.15 21.25 22.40 19.89 68.39 22.16 86.88 13.24 71.59

- 97.73  100.00 95.51 100.00 100.00 99.87 99.22 94.48 99.85 100.00

SRS 56.01  70.02 44.20 37.91 71.94 76.97 56.09 53.68 28.17 77.02

Mamba3D SOR 40.02  50.61 17.65 68.91 38.03 77.73 28.21 53.88 20.96 76.92
DUP-Net | 5544 5431 48.09 59.46 54.04 72.42 55.80 62.58 47.10 65.58

IF-Defense | 18.91  26.44 14.49 17.41 23.94 61.82 16.84 54.33 19.44 63.17
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Fig. 3. Top row: Trade-off between transferability (measured by ASR) and naturalness (measured by KNN) for various attack methods on ModelNet40.
Bottom row: Trade-off between undefendability (measured by ASR) and naturalness (measured by KNN) for different attack methods on ModelNet40.

Origin IFGM SI-ADV 3D-ADV KNN-ADV GeoA’® MeshAttack €-ISO Mani-ADV HiT-ADV Ours
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Fig. 4. Visualizations of original and adversarial point clouds generated to fool PointNet on ModelNet40 by various adversarial attack methods. The ground

truth and predicted labels are marked in blue and gray below the images.

approaches tend to better preserve the geometric plausibility
of the original shapes. Notably, ¢-ISO, HiT-ADV, and our
CageAttack consistently outperform other methods in terms
of naturalness metrics. Among them, CageAttack achieves the
best overall scores, indicating that its cage-based deformation

ceeding 90% across all six victim classifiers. However, these
successful attacks typically come at the cost of perceptual
quality—many perturbation-based methods introduce notice-
able artifacts, resulting in point clouds that are visually unnat-
ural or structurally distorted. In contrast, deformation-based
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Fig. 5. Visualizations of (a) original point clouds, (b) initially constructed cages, (c) cages after curvature- and density-aware subdivision, and (d) cages after

vertex optimization.

strategy is particularly effective in producing adversarial point
clouds that remain visually and structurally realistic while
maintaining strong attack capability.

Performance on Transferability. As reported in Tab.Il,
most attack methods exhibit poor transferability: adversarial
point clouds crafted on a source model often fail to generalize
to unseen target models, with attack success rates commonly
dropping below 20%. In contrast, MeshAttack, Mani-ADYV,
and our CageAttack show consistently higher transferability
across different model pairs, achieving success rates up to 70%
in some scenarios. Among them, MeshAttack performs best in
terms of transferability on the ShapeNet Part dataset. However,
this comes at the cost of significantly degraded naturalness,
producing visibly distorted point clouds. By comparison,
CageAttack maintains competitive transferability while pre-
serving much higher perceptual quality. The top row of Fig.3
visualizes this trade-off, clearly demonstrating that CageAttack
achieves a more favorable balance between transferability and
naturalness than prior approaches.

Performance on Undefendability. Tab.IIl shows that even
the simplest defense strategy, SRS, can noticeably reduce
the effectiveness of most attacks, typically halving the attack
success rate. As stronger defenses are introduced—such as
SOR and DUP-Net—the success rates of nearly all high-
performing attacks drop substantially. In particular, several
deformation-based methods, including e-ISO and HiT-ADYV,
fall to around 20% under these defenses in some settings.
When applying the strongest defense, IF-Defense, most attacks
become almost entirely ineffective. Under this setting, only
Mani-ADV and our CageAttack consistently achieve attack
success rates above 25% across all three victim models,
highlighting their relative robustness. Although CageAttack
exhibits slightly lower undefendability than Mani-ADV, it
significantly outperforms it in terms of perceptual quality and
structural plausibility. As illustrated in the bottom row of Fig.3,
CageAttack offers a more favorable balance between attack ef-

7

toilet — chair

Fig. 6. Physical attack targeting PointNet on ModelNet40: (a) Generated
adversarial point clouds — (b) reconstructed adversarial meshes — (c) 3D-
printed adversarial objects — (d) re-scanned and re-sampled adversarial point
clouds.

fectiveness and naturalness, maintaining visual realism without
overly sacrificing robustness.

Visualization. We visualize adversarial point clouds gener-
ated by various attack methods aimed at fooling PointNet, as
shown in Fig. 4. The visualizations reveal that adversarial point
clouds produced by most baseline methods exhibit noticeable
outliers. In contrast, deformation-based attack methods intro-
duce fewer outliers, though the deformations tend to be more
significant. Mani-ADV produces highly conspicuous deforma-
tions. HIT-ADV, meanwhile, introduces localized perturbations
across select regions, preserving the overall shape yet creating
visible distortions in finer details. In comparison, our CageAt-
tack achieves the most natural deformations, resulting in the
highest level of imperceptibility, making it significantly harder
to detect visually.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

2 —_—— —_ T~ .
1.2 . \—’_\—/ 12
w10 w 0 0
g g0 31.0 gLo
£ £ £ c
© © o] =
0.8 [ o
27— — | 508 ———— | 544 \/.__.\_, Sosl T —u
© _ . .. | ® —_— ——— | ® - © —_—
2 = z —— = ) I —
06 0.6 0.6 0.6
0.4 0.4 0.4 0.4
015 020 025 030 035 1 5 10 15 20 i I i i i 100 500 1000 1500 2000
Ad Aa T Cage Optimization iter.

—e— CSD(x1071)

—@= Curv(x1073)

—&— KNN(x1073) =@= Lap

Fig. 7. Evaluation of the naturalness performance of CageAttack in attacking PointNet trained on the ModelNet40 dataset. The performance is measured
using the CSD, Curv, KNN, and Lap metrics under different parameter configurations, including the balancing hyperparameters (A4 and Aq), the subdivision

threshold (7), and the number of iterations for cage optimization.

TABLE IV
COMPARISON ON THE NATURALNESS OF DIFFERENT VARIANTS OF OUR
CAGEATTACK, WITH AND WITHOUT CAGE SUBDIVISION (S) AND VERTEX
OPTIMIZATION (O), WHEN ATTACKING POINTNET ON MODELNET40.

S O| ASR CSD
96.59 3.183
v 97.65 1977

v 1100.00 0.756
v v

100.00 0.429

Uni KNN
0.296 0.810
0.288 0.806
0.286 0.809
0.287 0.667

Curv
7.797
5.703
1.641
1.190

Lap
3.389
3.304
1.512
0.754

C. Ablation Studies and Other Analysis

Cage Subdivision and Vertex Optimization. To validate the
importance of cage subdivision and vertex optimization in our
adversarial attack framework, we visualize the results of point
cloud partitioning before and after these operations. As shown
in Fig. 5, cage subdivision refines larger regions into smaller,
more detailed partitions, particularly in complex areas such
as object junctions. Vertex optimization further adjusts the
vertex positions, ensuring better alignment with the underlying
structure of the point cloud and resulting in smoother, more
natural deformations. The results in Tab. IV show that when
these operations are omitted, the naturalness metrics degrade,
and plausibility decreases. This analysis highlights the critical
role that both cage subdivision and vertex optimization play
in improving the naturalness and plausibility of our approach.
Physical Attacks. We further validate our approach in a
physical attack setting. Specifically, we reconstruct the adver-
sarial point clouds as meshes, 3D-print them into adversarial
objects, and then re-scan and re-sample the printed objects
to create new input point clouds, which are subsequently fed
into the victim model to assess their success in misleading it.
Results show that some samples successfully fool the model
(see Fig. 6), demonstrating the potential of our method for
physical adversarial attacks.

Parameter Tuning Results. We analyze the impact of
various parameters on the performance of CageAttack. The
experiments are conducted using PointNet trained on the
ModelNet40 dataset, as depicted in Fig. 7. For the weighting
parameter Ay, a value of 0.25 achieves the best balance
between Sc,,-(-) and Sgen (+), optimizing the cage subdivision
process. Similarly, for A\,, a value of 10.0 provides optimal
results for balancing Dist(+, -) and Vary,(+), ensuring smooth
deformations and consistent triangle areas during vertex opti-
mization. Regarding the subdivision threshold 7, we evaluate

various threshold values and find that subdividing such that
the top one-fifth of tetrahedrons require subdivision yields
the best results. Further subdivision into finer partitions has
a marginal or even adverse effect on performance metrics. For
vertex optimization, convergence is typically achieved after
2000 iterations. Therefore, we set the number of iterations to
2000 in our experiments.

User Study on Plausibility. To evaluate the plausibility of
our adversarial attack, we conduct a user study comparing five
methods across 100 samples. Ten participants choose, for each
sample, the adversarial result that appears most plausible. The
results in Tab. V show that adversarial point clouds generated
by CageAttack are consistently perceived as more plausible.

TABLE V
USER STUDY EVALUATING THE PLAUSIBILITY OF ADVERSARIAL POINT
CLOUDS GENERATED BY FIVE ATTACK METHODS.

IFGM
1.5%

e-ISO  Mani-ADV ~ HiT-ADV
4.5% 9.3% 20.7%

Ours
64.0%

VI. CONCLUSION

This paper has proposed a novel cage-based deformation
framework for generating adversarial attacks on point clouds.
By leveraging the structured nature of cages, our approach en-
ables controlled shape deformations that preserve the natural-
ness of point clouds. Extensive experiments demonstrate that
our method, CageAttack, achieves a superior balance between
transferability, undefendability, and plausibility, compared to
state-of-the-art techniques. In future work, we aim to further
enhance the effectiveness of our approach in the physical
domain, e.g., by integrating differentiable simulation and real-
world sensor feedback.
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