arXiv:2412.13748v2 [cs.IT] 2 Apr 2026

On the Performance of Physical Layer Security for
Continuous-Aperture Array (CAPA) Systems

Boqun Zhao, Graduate Student Member, IEEE, Chongjun Ouyang, Member, IEEE,
Xingqi Zhang, Senior Member, IEEE, and Yuanwei Liu, Fellow, IEEE

Abstract—A continuous-aperture array (CAPA)-based secure
transmission framework is proposed to enhance physical layer
security. Continuous current distributions, or beamformers, are
designed to maximize the secrecy transmission rate under a
power constraint and to minimize the required transmission
power for achieving a specific target secrecy rate. On this
basis, the fundamental secrecy performance limits achieved
by CAPAs are analyzed by deriving closed-form expressions
for the maximum secrecy rate (MSR) and minimum required
power (MRP), along with the corresponding optimal current
distributions. To provide further insights, asymptotic analyses
are performed for the MSR and MRP, which reveals that i) for
the MSR, the optimal current distribution simplifies to maximal
ratio transmission (MRT) beamforming in the low-SNR regime
and to zero-forcing (ZF) beamforming in the high-SNR regime;
ii) for the MRP, the optimal current distribution simplifies to ZF
beamforming in the high-SNR regime. The derived results are
specialized to the typical array structures, e.g., planar CAPAs
and planar spatially discrete arrays (SPDAs). The rate and
power scaling laws are further analyzed by assuming an infinitely
large CAPA. Numerical results demonstrate that: i) the proposed
secure continuous beamforming design outperforms MRT and
ZF beamforming in terms of both achievable secrecy rate and
power efficiency; ii) CAPAs achieve superior secrecy performance
compared to conventional SPDAs.

Index Terms—Continuous-aperture array (CAPA), maximum
secrecy rate, minimum required power, physical layer security.

I. INTRODUCTION

Multiple-antenna technology is a fundamental pillar of
modern wireless communication systems. Its core principle
is to utilize a larger number of antenna elements in order
to enhance spatial degrees of freedom (DoFs) and improve
channel capacity [1]].

Traditionally, multiple-antenna systems are designed with a
spatially discrete topology, where each antenna is represented
as an individual point in space. Driven by the benefits of
integrating more antennas, the concept of densely packed
antenna arrays has gained significant attention in the field of
communications. By reducing the spacing between elements
within a fixed array aperture, more antennas can be accom-
modated, thereby enhancing spatial DoFs. This progression
has given rise to many state-of-the-art array architectures,
such as massive or holographic multiple-input multiple-output
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MIMO) [2], [3], large intelligent surface [4], dynamic meta-
surface antennas [5]. In these systems, antenna elements are
arranged in an ultra-dense configuration with spacings of less
than half a wavelength, leading to improved spectral efficiency.

The holy grail of multiple-antenna systems is envisioned
as the development of spatially continuous electromagnetic
(EM) apertures, referred to as continuous-aperture arrays
(CAPAs) [6]. A CAPA operates as a single electrically large-
aperture antenna with a continuous current distribution, which
comprises a (virtually) infinite number of radiating elements
coupled with electronic circuits and a limited number of
radio-frequency (RF) chains. On one hand, CAPAs fully
utilize the entire aperture surface, which enables significant
enhancements in spatial DoFs and array gains. On the other
hand, they provide precise control over the amplitude and
phase of the current across the aperture’s surface. In summary,
CAPAs can leverage spatial resources far more effectively and
flexibly than traditional spatially discrete arrays (SPDAs). This
capability allows them to approach the theoretical limits of
channel capacity, positioning CAPAs as a cornerstone of next-
generation wireless communications [6].

However, it is important to emphasize that synthesizing
and controlling continuous current distributions over CAPAs
requires fully analog beamforming mechanisms at each aper-
ture point [6l], [7], which are more sophisticated than the
element-wise excitation in SPDAs. In particular, CAPAs typi-
cally involve surface wave generation, analog amplitude/phase
modulation via metamaterials or photodetectors, and inte-
grated control architectures [6]. Therefore, compared to the
conventional SPDAs, where individual antenna elements are
driven by discrete RF chains and their radiation patterns are
fixed once the antenna type is determined, CAPA hardware
may pose greater complexity in design, calibration, and real-
time reconfigurability. Nevertheless, in recent years, rapid
advancements in electromagnetic and optical materials, as well
as in array fabrication techniques, have enabled the realization
of functional CAPA prototypes [8]-[Ll]. Some prototypes
have even reached commercialization and, according to initial
test reports, demonstrate substantial potential for improving
coverage and throughput in practical wireless communication
environments [12f], [[13].

Unlike traditional arrays, where the channel is typically
modeled as a discrete superposition of array responses from
a finite number of antenna elements, the CAPA channel
is described by a continuous EM response between aper-
tures’ points. In particular, while the channels of conventional
SPDAs are described using finite-dimensional matrices, the
spatial response of a CAPA is modeled as a continuous
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operator in Hilbert space with infinite dimensions [14], [15].
This discrete-to-continuous transition is not merely a technical
adjustment but a paradigm shift in the conceptualization and
design of wireless transmission systems [6]. It fundamen-
tally alters the analytical and design frameworks and renders
conventional methods developed for SPDAs unsuitable for
CAPAs. Therefore, this shift necessitates the development of
novel conceptual and mathematical tools tailored to address
the continuous EM field interactions in CAPAs.

A. Prior Works

Recently, there has been growing research interest in the
design and analysis of CAPA-based wireless communications.
In [16]], the authors proposed a wavenumber-division multi-
plexing framework to enable multi-stream data transmission
between two linear CAPAs. This concept was extended to
CAPA-based multiuser MIMO channels in [17], where a
Fourier-based method was developed to maximize the down-
link sum-rate by optimizing the current distribution used for
modulating RF signals. Building on this approach, [18] fur-
ther studied beamforming design for uplink multiuser CAPA
systems. More recently, [19] and [20] proposed two calculus
of variations (CoV)-based approaches for beamforming in un-
polarized CAPA-based multiuser channels. Additionally, [21]
applied deep learning techniques to design current distributions
for multiuser CAPA systems.

In addition to continuous beamforming design, the perfor-
mance of CAPA-based wireless communication systems has
also been analyzed. In [22], the channel capacity between two
spherical dielectric CAPAs was studied. The authors of [23]]
discussed the effective DoFs and capacity between two linear
CAPAs. In [24], the Fredholm determinant was utilized to
compare the mutual information of CAPA- and SPDA-based
MIMO channels, and this analysis was further extended in
[25] to incorporate the effects of non-white EM interference.
Moreover, [26] analyzed the sum-rate capacity and capacity re-
gion of CAPA-based multiuser uplink and downlink channels.
Extensions to CAPA-based fading channels were presented in
[27] with a focus on the diversity-multiplexing tradeoff in the
high signal-to-noise (SNR) region. Additionally, [28] evaluated
the signal-to-interference-plus-noise ratio in uplink CAPA sys-
tems and proposed an adaptive interference mitigation method.
Building on these advancements, a recent study derived the
optimal linear receive beamformer for CAPA-based multiuser
channels and analyzed the achieved performance in terms of
both sum-rate and mean-squared error (MSE) [29].

B. Motivation and Contributions

The aforementioned works demonstrate the superiority of
CAPAs over SPDAs in enhancing wireless communication
performance. However, these studies mainly focus on ana-
lyzing or optimizing system effectiveness, such as sum-rate
[L7]-[21], or system reliability, such as outage probability
[27] and MSE [29]. Beyond these metrics, another critical
issue for wireless communication systems is their security.
Specifically, the broadcast nature of wireless channels exposes
transmitted signals to potentially insecure environments, mak-
ing them susceptible to interception by eavesdroppers [30].

This vulnerability emphasizes the crucial need for ensuring
robust wireless security [30].

In the context of wireless security, secure channel coding
has been theoretically proven as an effective approach to
achieving nearly 100% secure transmission at the physical
layer [30]. This strategy, known as physical layer security
(PLS), addresses the limitations of traditional cryptographic
methods applied at higher layers (such as the network layer)
by eliminating the need for additional spectral resources and
reducing signaling overhead [31]]. The fundamental model
for safeguarding information at the physical layer is Wyner’s
wiretap channel [32], which introduced the concept of se-
crecy transmission rate and secrecy channel capacity—the
supremum of the achievable secure coding rate. In recent
years, beamforming has been widely recognized as an effective
method for enhancing secrecy capacity, thereby improving the
PLS of wireless systems [31]. Given that CAPAs are consid-
ered a promising architecture for achieving high beamforming
gains, their application to PLS is particularly compelling.
However, the use of CAPAs to enhance the performance
for PLS remains underexplored in existing literature, which
motivates this work.

This article aims to analyze the fundamental performance
limits achieved by CAPA-based PLS. Specifically, by propos-
ing a novel approach that solves generalized Rayleigh quotient
problems within continuous Hilbert spaces, we derive closed-
form expressions for two key metrics: the maximum secrecy
rate (MSR) under a given power constraint and the minimum
required power (MRP) to achieve a specified secrecy rate
target. The main contributions of this work are summarized
as follows.

e We propose a CAPA-based transmission framework to
enable secure communications with a legitimate user in
the presence of an eavesdropper. Leveraging the EM
theory and information theory, we introduce continuous
operator-based signal and channel models to characterize
CAPA-based secure communications. Within this frame-
work, we define two critical metrics to evaluate secrecy
performance: the MSR under a given power constraint
and the MRP to achieve a specified secrecy rate target.

« For the problem of maximizing the secrecy rate, we derive
a closed-form expression for the MSR and the optimal
current distribution to achieve it. Additionally, we provide
high-SNR and low-SNR approximations of the MSR and
prove that the optimal current distribution simplifies to
maximal ratio transmission (MRT) beamforming in the
low-SNR regime and zero-forcing (ZF) beamforming in
the high-SNR regime. Furthermore, we analyze the MSR
achieved by a planar CAPA under a line-of-sight (LoS)
model. To gain deeper insights, we conduct an asymptotic
analysis of the achieved MSR by extending the aperture
size to infinity and demonstrate that the asymptotic MSR
adheres to the principle of energy conservation.

o For the problem of minimizing the required power to
guarantee a target secrecy rate, we derive closed-form
expressions for both the optimal current distribution and
the MRP. On this basis, we demonstrate that the MRP
outperforms that achieved by MRT beamforming and
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Fig. 1: Illustration of a CAPA-based wiretap channel.

prove that the optimal current distribution simplifies to
ZF beamforming when the target secrecy rate becomes
infinitely large. Additionally, we derive a closed-form
expression for the MRP achieved by a planar CAPA and
characterize its asymptotic behavior as the aperture size
approaches infinity.

« We provide numerical results to validate the effectiveness
of CAPAs in enhancing PLS and demonstrate that: i)
increasing the aperture size improves the secrecy perfor-
mance achieved by CAPA-based secure beamforming; ii)
both the MSR and MRP converge to a finite constant
as the aperture size of CAPA approaches infinity, which
aligns with the principle of energy conservation; iii) the
proposed optimal continuous beamformers outperform
the MRT and ZF-based schemes in terms of both MSR
and MRP; and iv) CAPA yields superior secrecy perfor-
mance compared to conventional SPDAs.

The remainder of this paper is organized as follows. Section
[ introduces the CAPA-based secure transmission framework
and defines the metrics of MSR and MRP. Sections [[IIl and
analyze the fundamental performance limits of the MSR and
MRP achieved by CAPAs, respectively. Section [V] presents
numerical results to validate the theoretical findings. Finally,
Section [VIl concludes the paper.

II. SYSTEM MODEL

As illustrated in Fig. we consider a wiretap channel
consisting of a base station (BS), a legitimate user (Bob,
denoted as b), and an eavesdropper (Eve, denoted as e). Each
entity is equipped with a CAPA. Let A C R3*! represent
the aperture of the CAPA at the BS, with its size given by
|A| = [, ds. Moreover, let A; C R**! denote the aperture
of the CAPA at each user k € {b, e}, with the location rj, and
aperture size | Ay| = [, dr. Both Bob and Eve are assumed to
have complete channel state information (CSI) regarding their
respective effective channels. It is further assumed that Eve is
a registered user, and thus, the BS obtains the CSI for both
Eve and Bob during the channel training phase. Under these
conditions, Eve is expected to receive the common messages
broadcast across the network but remain uninformed about the
confidential messages intended solely for Bob [33].

A. CAPA-Based Transmission

The BS intends to transmit a confidential message W
to Bob over N channel uses, and ensures that it remains

secret from Eve. To achieve this, the BS first encodes the
confidential message W into the codeword [c(1),...,c(N)]
using a properly designed encoder [34]. The encoded symbols
are Gaussian distributed with zero mean and unit variance, i.e.,
c(n) ~CN(0,1) forn e N =2 {1,...,N}.

Next, the BS maps the encoded symbols over the time
interval n € N, i.e., ¢(n), into the transmit signal (s, n) € C
by utilizing a source current j(s, where s € A denotes a
spatial point on the BS aperture. This signal is radiated towards
Bob, while also being overheard by Eve. The transmit signal
at the nth time interval is given by

x(s,n) = j(s)c(n), n € N, 1

where the source current is subject to the power constraint
J4li(s)]?ds < P. Therefore, the electric field excited by
x(s,n) at point r € A, can be written as follows [19], [20]:

ek(r,n)zAhk(r,s)x(s,n)ds
= () [ hu(e.s)ie)ds, @

where hy(r,s) denotes user k’s spatial response from s to .

The total observation of user k at point r € Ay, is the sum of
the information-carrying electric field ex(r,n) and a random
noise field z(r,n), i.e.,

yr(r,n) = eg(r,n) + 21(r,n)
= c(n)/ hi(r,s)j(s)ds + zi(r,n), 3)
A

where zj(r,n) denotes the nth sample of additive white
Gaussian noise (AWGN) at r with mean zero and variance
(noise power) o3, i.e., zx(r,n) ~ CN(0,0%). The SNR of
user k for decoding c¢(n) is given by [26]

E{le(n) }\fAk e, )j(s)dscte|
e = "o E{z(, n)| }dr
2
= Uk|Ak /Ak/ hi(r s)dsdr )

Given that the aperture size of each user is typically on the
order of the wavelength, it is significantly smaller than both
the propagation distance and the size of the BS aperture.
Therefore, the variations in the channel response across the

'The source current j(s) can be interpreted as a continuous-version
beamformer that encapsulates both amplitude and phase control at point s.
Implementing such a continuously defined source current that can achieve
analog modulation of both amplitude and phase at each aperture point requires
advanced hardware platforms. Possible realization involves metasurface-
enabled leaky-wave antennas [8], [9], optically driven tightly coupled arrays
[10], and interdigital transducer-based grating antennas [11]]. Since this work
focuses on the theoretical performance limit, detailed descriptions of these
implementations are beyond the scope of this paper, while a comprehensive
introduction can be found in [6, Section II].

2 hy(r, s) is based on electromagnetic propagation principles, and does not
require independent estimation for each spatial pair (s, r). In LoS scenarios,
the channel is a deterministic function of geometry, allowing the BS to
compute hy(r,s) analytically once the user’s location is known. In multipath
environments, by leveraging geometry-based models e.g., ray tracing [35],
and discretization-based approach, e.g., Fourier series expansion [16]-[18],
the BS can recover the full spatial channel using a limited set of parameters,
thereby controlling the estimation overhead.



receive aperture are negligible, which yields
hi(r,s) ~ hg(ry,s) £ hi(s). )

As a results, we can approximate () as follows:

|A’“| /A hi(s)j(s)ds

Uk

Ve R (6)

B. Secure Transmission

Bob makes an estimate W of W based on the received
output y1, = [yn(1),...,y,(N)]T from its channel, resulting
in a block error rate ey = Pr(WW # W) The confidential
message W is also the input to Eve’s channel, and Eve has
an average residual uncertainty H (W y.) after observing the
output Yo = [ye(1),...,%e(N)]". Defining the transmission
rate as Ry = H(W)/N, and the fractional equivocation of
Eve as Ay = H(Wly.)/H(W), the information-theoretic
limits of secure transmission is described as follows [34]].

Secure Coding Theorem: For any transmission rate R <
Rj(s) = max{logy(1+7b) — logy(1 +7e), 0}, there exists an
encoder-decoder pair such that as N — oo, the rate Ry — R,
the equivocation Ay — 1, and the error probability ey — 0.

We comment that Ay — 1 is equivalent to H(W|y.) —
HW),or I(W;ye) = HW)—H(W|y.) — 0, meaning that
Eve is unable to extract any information about the confidential
message W. The above statements suggest that the maximum
secure transmission rate for a given source current distribution
J(s) is Rj(s). Below this rate, Bob is able to recover the con-
fidential message with arbitrary precision, while Eve cannot
obtain any information from .

Since the secrecy rate R is a function of the current
distribution j(s), we consider two key metrics to characterize
the secrecy performance limits of the considered system.

1) Maximum Secrecy Rate: The MSR, subject to the power
budget P, is defined as follows:

max

\2ds<PRj(s)

f li(s
1
= max max {log2 < + ’Yb) ,O} . @)
 Lulis)ds<p L+
Note that the secrecy rate in is an instantaneous metric
evaluated for a given channel realization under the available
CSI, rather than an ergodic average over fading.

Remark 1 (Ergodic setting and CSI uncertainty). If small-
scale fading is present and ergodic averaging is of in-
terest, a natural objective would be the ergodic secrecy

rate E [max {log2 (ii?y‘“ 0 } Moreover, if the CSI (es-
the design typically

pecially Eve’s CSI) is imperfect,

shifts to robust counterparts, e.g., maximizing a Wworst-
case secrecy metric over an uncertainty set or adopting
chance-constrained/stochastic robust designs. These exten-
sions change the optimization objective/constraints and are
beyond the scope of this paper.

2) Minimum Required Transmit Power: Another metric of
interest is the MRP to ensure a target secrecy rate Rg > 0,

which is defined as follows:

P, = mlgR /l] )[2ds
Rij(s)2Ro
/ j(s)*ds. @®)

Achieving the MSR or the MRP are fundamental objectives
in secure transmission. The MSR represents the highest rate
at which data can be securely transmitted, while the MRP
indicates the minimum power needed to achieve a desired
level of security. In the following sections, we derive closed-
form expressions for R, and P,, as defined in (@) and (8),
respectively, and analyze these two key metrics.

= mln

+
log, 1+1b >R

III. ANALYSIS OF THE MAXIMUM SECRECY RATE

In this section, we analyze the MSR by deriving its close-
form expression and the associate current distribution.

A. Problem Reformulation

Based on (@) and (7), the problem of secrecy rate maxi-
mization can be formulated as follows:

1+ lAb‘ UAhb s)ds’2
3 ©)
fA )7 (s)ds|
According to the monotomclty of function f(x) = ii‘;i for
x>0anda>b>0, 1t can be easily shown that the optimal
j(s) satisfies [, |j(s)|’ds = P. By defining 7,, £ L for
k € {b,e} and u(s) = J\}S_), we rewrite (@) as follows
1+”YbUAhb s)ds|2 (10)
[ulue)Pas=1 1 47, |4 he(s)u(s)ds|”
Furthermore, for k € {b, e}, it holds that
1_/ [u(s)] ds—/ / 5(s — s’ u*(s')dsds’, (11a)
‘/ hi(s)u(s)ds| = / / u(s)hg(s)hi(s")u*(s")dsds’,
A AJA
(11b)

where §(-) is the Dirac delta function, step & follows from
the fact that [, 6(x —x¢) f(x)dx = f(xo) with f(-) being an
arbitrary function defined on A. Taken together, we obtain

147, / hi(s ds / / s)Ax(s, s’ )u*(s)dsds’,
(12)

where
Ap(s,s') 2 6(s — ') +F,hi(s)h}(s)) (13)

Notably, we work on the Hilbert space H = L?(A), where
L?(A) is the Hilbert space of square-integrable functions on
A defined as L?(A) £ {f A—)(C‘fA|f |ds<oo}
Accordingly, all operators in this section are understood as
bounded linear operators on #. Further, it is noted that
Ag(s,s’) is a rank-one perturbation of identity, which is
compact (finite-rank) and self-adjoint.



Consequently, the objective function in (I0) equals the
generalized Rayleigh quotient given as follows:

RQ(ufy)) & faLa el s
IAIA Ae(s, s’ u*(s')dsds’
We note that the value of RQ( (s)) is not affected by the

norm of u(s), i.e., [, |u(s )|? ds. Therefore, the optimization
problem in (]9]) is equlvalent to the following one:

mex RQ(u(s)) < ©).

(14)

5)

To solve problem (I3), we define two functions as follows:

Q(s,8") £ 0(s = 8') + phe(s)hi(s)), (16)
Os,8) 26(s—8) - 1+uuge he(s)RE(S'),  (17)

_ 1 1
where no = % + m, and e = fA|h | ds

represents the channel gain for Eve. Then, the following
lemmas can be found.

Lemma 1. Given 7, > 0 and g, > 0, Q (s,s’) and Q (s,s’)
are mutually invertible, which satisfy

/Q s,81)Q (s1,8')dsy = /Q s,81)Q (s1,8') ds;

=4(s — ).
Proof: Please refer to Appendix [Al for more details. M
Lemma 2. Given he(s), it holds that

//Q (s1,8) Ae(s,8)Q (s',s]) dsds’ = §(s1 — s7).
AJA

Proof: Please refer to Appendix [Bl for more details. M

(18)

19)

Motivated by the results in Lemma 2, we define the
following function:

Vo) 2 [ u)Q(s,s) ds 0)
A
which, together with (I8), yields
,8')d ,s')d
/A v(s1)Q (s1 s1 = // (s,81) Q (s1,s')ds
:/u(s)é(s—s)ds:u(s’). (21)
A

The above arguments imply that «(-) and v(-) can be mutually
transformed. Therefore, we can transform the variable to be
optimized in (I3) from wu(s) to v(s) by setting u(s) =
J4v(s1)Q (s1,8)dsy. As a result, the denominator of (T4)
can be written as follows:

/ / u(s)Ae(s,s")u*(s")dsds’
AJA

:/ / v(s1)E(s1,8,)0" (s} )ds1 ds,,

where E(s1,s]) = [, [, Q(s1,5) Ac(s,s)Q* (s},s") dsds’.

According to the definition of Q( -), we have Q* (s},s') =

Q (s, sl) which, together with Lemma [ yields E(s1,s}) =
d(s1,8%). Tt follows that

// v(s1)d(s1,s))v (ﬁ)dslds’lz/ |1/(sl)|2dsl. (23)
A

Taken together, we transform problem (I3) into the following

(22)

equivalent form:
fA J4v(s1)B(s1,s7)v* (s )ds1ds)
S lv( s1)|*ds;

; (24)

V(Sl)

where
B(sl,s’l)=/A/AQ(sl,s)Ab(s,s’)Q(S’,S’l)dst’- (25)

Note that the objective function of problem ([Z]) is not in-
fluenced by the norm of v(sy), i.e., fA|V s1)|* dsy. Thus,
problem @24) can be simplified by removing the denominator
term therein. The final results are given as follows.
Theorem 1. The secrecy rate maximization problem defined
in (@) is equivalent to the following:

—argmax// v(s1)B(s1,s))v*(s])ds1ds]. (26)

v(s1)

vi(s1

After obtaining v*(s;), the source current distribution that
maximizes the secrecy rate can be calculated as follows:

\/ﬁfA v*(s1)Q (

\/fAUA v*(s1)@Q (s1,s) ds1|?ds
Proof: The results follow directly from using 20). ™

s1,s) ds;

Jmsr (S) = (27)

B. Maximum Secrecy Rate & Optimal Current Distribution

In this subsection, we aim to solve problem (26) and derive
closed-form expressions for the optimal current distribution
and the achieved MSR.

1) Maximum Secrecy Rate: The results in Theorem [l
suggest that the optimal solution to problem (26), i.e., the
rate-optimal source current distribution, corresponds to the
principal eigenfunction of the operator B(s1, s} ). Furthermore,
the optimal objective value of problem (26) is given by the
principal eigenvalue of B(sy,s]). Therefore, we have

Rjs) = loga(AE™), (28)

R, = max
Sali(s)|2ds<P

where A5®* denotes the principal eigenvalue of B(sq, s’l)ﬁ

To calculate each eigenvalue Ap of B(s1,s)), we need to
solve the following characteristic equation:

det(B(s1,s]) — Agd(s1 —s))) =0, (29)

where det(-) here is utilized to calculate the Fredholm determi-
nant of the operator B(sy,s})—Agd(s;—s}) = B(s1,s}), ie.,
the product of all its eigenvalues [36]. Since directly solving
equation (29) is challenging, we define

C(SQ,S'Q)é/A/AQ(SQ,sl)f?(sl,si)@(s’l,sg)dsldsﬁ. (30)

Then, the following lemma can be concluded.
Lemma 3. Given hy(s) and he(s), it holds that

C(s2,85) = Tyl (s2) i, (85) — ApTehe(s2)hi(s5)

+ (1 — /\3)5(52 — S/2)
Proof: Please refer to Appendix [ for more details. M

€19

3The operator B(-, -) defined in is self-joint on H and has the structure
“identity plus a finite-rank (hence compact) perturbation” inherited from
Ay (+,-) and Q(-,-). Consequently, its spectrum consists of the essential part
at 1 and a finite number of isolated real eigenvalues with finite multiplicity,
which justifies the existence of the largest eigenvalue A\5**.



According to Lemma 2] Q(,
Consequently, we have

det(B(sy,s})) =0 < det(C(sy,85)) =0,  (32)

which means that we can equivalently transform equation (29)
to the following equation:

det(C(s2,s5)) = 0. (33)

Note that the operator C(s2,s}) is Hermitian, i.e.,
C(s2,84) = C*(s}, s2), and thus its determinant is equal to the
product of the eigenvalues, i.e., det(C(s2,s5)) = [[io] Acyi
with A¢; being the ith eigenvalue of C(s2, sf). Consequently,
we can rewrite (33) as follows:

, . oo
det(C(s2,85) =[],
By observing the mathematical structure of C(s2,s}) given in

(@1), we conclude the following lemma.

Lemma 4. Given hyp(s) and he(s), the eigenvalues of
C'(s2,8%) are given as follows:

-) is an invertible operator.

Aci = 0. (34)

Aep =86 —Ap+1, Acp =& —Ap+1, (35a)
A3 =...=AC,0 = —A + L. (35b)
Here,
A A2 + 4\ Y (1—7p
A — /A2 + 47 Ty (1 —7
£y = VA? + g%%%g( 2 (36b)
where A = %, g, — AB¥oGe> b = fA |hw(s)|* ds represents
the channel gain for Bob, p = Lol* € [0, 1)H denotes the

gnJe
normalized correlation factor between Bob and Eve, and p £

J 4 hu(s)hi(s)ds is the channel correlation (inner product).
Proof: Please refer to Appendix [Dl for more details. MW
Substituting (33) into gives
(G =2+ D& - s+ D] (-rs+1)=0.

By solving the above equation with respect to Ap, we can
obtain all the eigenvalues of B(sy,s}). The corresponding
results are summarized as follows.

(37

Theorem 2. Given hy,(s) and he(s), the principal eigenvalue
of operator B(s1,s}) can be expressed as follows:

— 147 g.(1—7
Togy (1 + Tege (1= 7)) (38)
L +7ge
Proof: Please refer to Appendix [El for more details. B
Consequently, we derive the closed-form expression for the
MSR in the following theorem.
Theorem 3. Given hy,(s) and he(s), the MSR is given by
%%u+%%u—mvﬁ _
= R »J€ .
700 (955 ge: P)
(39)
Proof: The results follow by inserting (38) into 28). m
Remark 2. The results in suggest that the MSR is
determined by the channel gain of each user and their channel

max
AB

R, =log, (1 +

4We assume that the spatial responses of Bob and Eve are not parallel,
i.e.,, p # 1. This condition arises when Bob and Eve are located at different
positions, which represents the most general and practical scenario.

correlation factor. This expression is applicable to any aper-
ture, regardless of its location, shape, and size. Further, the
above derivations are not specific to any particular channel
and can be directly extended to various channel types.

2) Optimal Current Distribution: Having calculated the
MSR R, we turn to the source current that achieves it.
Lemma 5. The optimal solution to the simplified secrecy rate
maximization problem defined in 26)) is given by

V*(sl)z/Au*(s)Q (s,s1)ds,

where u* (s) is the principal eigenfunction of C(s,s’).
Proof: Please refer to Appendix [H for more details. B
Following the derivation steps outlined in Appendix [D] the
principal eigenfunction of C(s,s’) is given by
ST )

u” (s) = hy(s) + 70

which is obtained by substituting the principal eigenvalue £ =
&1 into (AT4). By submitting @Q) and (41 into 27) and using
the results in Lemma [2] for simplifications, the optimal current
distribution that maximizes the secrecy rate is given in the
following theorem.

Theorem 4. The optimal source current distribution that
maximizes the secrecy transmission rate is given by

Jp__lhe) + SRR h)
_ 2
WA hi(s) + 9208 e (s)]ds
3) Asymptotic Analysis: To gain further insights into the
system, we conduct an asymptotic analysis of the MSR in
both the low-SNR and high-SNR regimes.

In the low-SNR regime, i.e., P — 0, we have 7, — 0 and
¥, —+ 0. According to the results in Theorem 21 we obtain

(40)

(41)

jmsr (S) = (42)

1 e (1 —
L +75c9e
It follows that
14+7%.9.(1—"p
im 5 — fim 9 ( 4—ch_( p)) _ 9 44)
P=0ypp  P=0 p(l+7ge) P
which, together with the fact that limp_,o 2 'ngb = 97", yields
1m517wb=%—@¥w. 45)

P50 Fpp PP

Therefore, in the low-SNR regime, the optimal source current
distribution degenerates into the following form:

o () = VP10

i (46)
— *
Julhi(s ) ds

which is parallel to Bob’s spatial response, i.e., hj(s).

Remark 3. The results in suggest that in the low-SNR
regime, the rate-optimal source current distribution simplifies
to MRT beamforming, which aims to maximize the legitimate
user’s signal power.

Based on (@4)), the low-SNR MSR is given by

1+7,9 ) -
P - mrt

47)
1+7c9ep

1131310 R, = log, (



where R represents the secrecy rate achieved by MRT

beamf iy it (8) = VP—etL___
eamforming, i.e., jmrt (s) = VP AR

In the high-SNR regime, i.e., P — oo, we have 7, — oo
and %, — oo, which, together with (@3)), leads to

147 go(1—7
lm 5L g T P) b g oy
P=oo Jpp  P—oo p(1+7.9e) p
Recalling that limp_. % = %‘“ yields
lim S0 b oy O Shs P g
Y p P p 9o

Therefore, in the high-SNR regime, the optimal source current
distribution degenerates into the following form:

B Z b
Jim 5(s) — Z-hi(s) 50
\/fA hi(s) — L (s) * ds
‘We note that
/ (h;;<s> - ”—*hz<s>> he(s)ds = o —p =0, (la)
A Je

* 2
/A (h:;<s> - ih:@)) h(s)ds — gu — 2 — g1~ 7),

which suggests that h(s) — ’g’—:h;(s) is orthogonal to he(s).

Remark 4. The above arguments imply that in the high-SNR
regime, the rate-optimal source current distribution simplifies
to ZF beamforming, which aims to minimize the information
leakage to the eavesdropper.

Based on (30), the high-SNR MSR is given by

lim R, ~ log, (T (1 — 7)) = Ry, (52)

P—
where R,¢ represents the secrecy rate achieved by ZF beam-
*(g)— 25 h* (s
VP25 he®  Nogaply,

VI alhpe) =2 nzs)Pas”
when p = 0, i.e., when Bob’s and Eve’s channels are nearly

orthogonal, the ZF case will reduce to MRT.

These findings reveal that MRT and ZF beamforming repre-
sent two extremes of optimal secure beamforming strategies.
In other words, the optimal current distribution achieves a bal-
ance between enhancing the intended signal and minimizing
information leakage. At low SNR, noise dominates and the
impact of leakage is limited, so maximizing Bob’s received
power, i.e., MRT beamforming, is optimal. Conversely, at high
SNR, where noise becomes negligible and information leakage
becomes the limiting factor, the optimal strategy shifts toward
minimizing Eve’s received power, i.e., ZF beamforming.

forming, i.e., jf(s) =

C. Typical Cases

As stated in Remark 2] the derived expression for the MSR
is applicable to arbitrary apertures and channel types. In this
subsection, we specialize the aperture A o specific cases, such
as planar CAPAs and planar SPDAs.

To facilitate theoretical investigations into fundamental per-
formance limits and asymptotic behaviors, we consider LoS

Fig. 2: Tllustration for a planar CAPA.

channels. In particular, the channel response between point
s € A and user k € {b, e} is modeled as follows [26]:

e (s) = e Mol el fleT(s —rw)] g
Vi vy — s [ — sl
Here, the term ﬂr(:%’“)‘ models the effect of the project

aperture of the BS array,as indicated by the projection of the
array’s normal vector e € R3*! onto the wave propagation
direction at point s. Additionally, %% represents
the impact of free-space EM propagation [37]], where np =
1207 Q denotes the impedance of free space, and kg = 2—”

with A\ being the wavelength represents the wavenumberl

1) Planar CAPA: We consider that the BS employs a planar
CAPA situated on the z-z plane and centered at the origin, as
depicted in Fig.[2] The edges of A are parallel to the coordinate
axes, with physical dimensions L, and L, along the z- and
z-axes, respectively. It follows that

A={[z,0,2]"|x€[~L,/2,L,/2],2€[-L./2,L./2]}, (54)

with the size |A| = L,L,. For each user k € {b,e}, let
r, denote the distance from the center of A to the center
of Ay, and let ¢, € [0,n] and 6 € [0, 7] represent the
corresponding azimuth and elevation angles, respectively. Ac-
cordingly, Ay is centered at vy, = [r;®p, 71 Wp, 7,Ox] T, where
b, 2 cos ¢, sin 0y, Uy, £ sin ¢y, sin 0, and Oy, £ cosby.
Consequently, for s = [2,0,z]T € A, by inserting e =
0,1,0]T and ||ry, —s|| = (2% + 22— 2r), (P + Op2) +77)2
into (33), we derive the channel response for user k as follows:

) = SOV T e b b
S) =
g VAT (22 + 22 — 21y, (B 4 Opz) +r2)T (55)
2 hp(z, 2).

To characterize the MSR, we firstly derive the channel gain
for each user and the channel correlation factor as follows.

Lemma 6. With the planar CAPA, the channel gain for user
k € {b, e} can be expressed as follows:

kon ( xz >
g5 = arctan , (56
>y ). 0

TEX, 2€ 2K

51t is important to emphasize that although we adopt the LoS channel model
as an illustrative example, the derived results in the previous section are not
constrained to any specific channel type and remain applicable in a wide range
of channel environments.



where X, £ {L= =+ @}, and Z, & {QLZ + 0Oy }. Additionally,

the channel correlatlon factor can be approx1mated as follows:

2| Al
_ 2
Pe =742 Zt 1 Zt’ 1 \/ 1=47)(1—47)
X hb( wwt/Quszt’/2) e( th/27szt’/2)7
where T is a comslexity-vs-accuracy tradeoff parameter, and

P = cos (% .

(57)

Proof: Please refer to Appendix [Gl for more details. M

Given that the MSR in (39) is expressed as a function of the
channel gain of each user and the channel correlation factor,

after deriving g;, and p., we can obtain the MSR achieved by

‘Pc‘
(] 9o

To further elucidate the properties of planar CAPAs in the
secure transmission, we analyze the asymptotic MSR where
A becomes infinitely large, i.e., L, L, — oo. Under this
condition, the channel gain for user k € {b, e} satisfies

the planar CAPA as R. = R (g{, g5, p..), where p, =

li e
Lm,ziaoogk
Tz
= lim Z Z arctan< )
Lo, L,—00 47r = = Up/ U2 + 22 + 22
k:
= —— X 4arctan| lim it
™ T,2—00 \Ijk /\I/z—FCCQ—FZQ
k2 2 k2 2 k2 2
— 0" (OO): 0" X4z: 0" , (58)
47 2 2

which is a constant value.

On the other hand, characterizing limy,, 1, o0 P, 1S more
involved. Intuitively, as the aperture of the CAPA becomes
infinitely large, the spatial resolution of the array increases,
and the overlap between the effective channel patterns of Bob
and Eve becomes negligible. This results in an increasingly
orthogonal spatial response, hence a diminishing correlation
[38]. Importantly, although one might expect the channel
correlation to vanish in the infinite-aperture limit, recent
work [39] applies the stationary phase method to derive an
expression for limy, 7, oc ., Which shows that it converges
to a non-zero constant that is nevertheless much smaller than
one, i.e., 1 —limy, 1. 500 . = 1. Owing to the complexity
of the resulting expression, we omit it here; the numerical
results reported in [40] are consistent with this behavior.
Consequently, based on these findings, we determine the
asymptotic MSR as follows.

Corollary 1. When L., L, — oo, the asymptotic MSR for
the planar CAPA is given by

kg
lim R~1 LU 59
Rt (12T ) )
Proof: The results are obtained by substituting 1 —p ~ 1
and the results of (38) into (39). [ ]

Remark 5. The MSR will converge to a finite value rather than
increasing indefinitely with the aperture size. This behavior is
physically reasonable, as it aligns with the principle of energy
conservation—the total radiated power is bounded and does
not scale with the array size.

<
N

A\

Fig. 3: Illustration for Planar SPDA.

Remark 6. For the infinitely large planar CAPA, the received
power at Bob is maximized by the MRT source current, i.e.,
Jmsr (8) = Jmnt (8), while Eve’s received power is minimized
to zero, reaching the upper limit of secrecy performance.

2) Planar SPDA: For comparison, we next examine a case
where the above planar CAPA is partitioned into M = M, M,
spatially discrete elements. Here, M, = 2M, + 1 and
M, = 2]\2@ + 1 represent the number of antenna elements
along the z- and z-axes respectively, as illustrated in Fig.
Bl The size of each element is denoted by /A x /A,
and the inter-element distance is d, where /A < d < 7p.
Under this configuration, the central location of each element
is [mgd,0,m.d]", where m, € M, £ {0,41,...,£M,}
and m, € M, £ {0,+1,...,£M.}. Additionally, we have

~ M,d, L, ~ M,d, and

b s € [- 452, 3]

My € My, m, € M,
(60)
For the planar SPDA, given that the size of each element is
much smaller than the distance between the BS and the user,
i.e.,v/As < 1, the variation in the channel across an element
is negligible. Consequently, we can express the channel gain
and correlation factor as follows:

g = As Z Z |hk(mzd,mzd)|2,

mzeMz mz eMz

ps=As > > hi(mad, mod)he(med, m.d). (62)

Mg €My m,EM,

A= {(mzd+ ézaovmzd+£z)

(61)

Notably, the channel gain gj, can be calculated as follow.
Lemma 7. With the planar SPDA, the channel gain for user
k € b,e is given by
g = Askgn?
Ik = "tna?

E E arctan( i > = (ocdy
— NocC I
W/ W2 + 224 22 F

TEX 2€ 2%
(63)

4 represents the array occupation ratio (AOR).

where (o £ -

Proof: Please refer to Appendix [Hl for more details. M
Remark 7. It can be observed from (63) that the channel
gain for each user achieved by the SPDA converges to that of

the CAPA when (o = 1. This result is intuitive, as an SPDA

effectively becomes a CAPA when the AOR equals 1.
Having derive the MSR for the SPDA, viz., Ry =
‘PSI

R (g}, 93, ps) with p, = gigr> We can then obtain its asymp-




totic expression by following the steps similar to the deriva-
tions for the planar CAPA. In particular, as the number of
antenna element M, , M, grows, the MSR achieved by the
SPDA approaches to the following upper bound:

5 .

lim

My, M, —00 64

Rs ~ log, (1 +

IV. ANALYSIS OF THE MINIMUM REQUIRED POWER

In this section, we will analyze the MRP.

A. Problem Reformulation

The problem in (8) can be rewritten as follows:

min p (652)
p,r(s)
— 2
1+ p | Ap| o5 2| [ b (s)s(s)ds| S 2R (65b)
_92 2 = )
1+ p|Acloe? | [ he(s)r(s)ds|
p >0, / lk(s)]*ds = 1, (65¢)
A

where [, li(s)]*ds = p and k(s) = %. After multiplying
both sides of (63B) by 1+ p|Ac| o2 |, hc(s);@(s)ds’2 and

performing some basic manipulations, we obtain

/ / pr*(s)D (s,8') k(s')dsds’ > 2R — 1,  (66)
AJA
where
D (s,s') = A—;"hb(s)h{;(sl) — 2R°@he(s)h:(s’). (67)
% O¢
Furthermore, we have
/ / pr*(s)D (s,s') rk(s)dsds’ < pAB™, (68)
AJA

where AP** denotes the principal eigenvalue of operator
D (s,s’). By combining (67) with (68), it follows that p >
2%0-1 > 0. This implies that the minimum value of p, i.e., the

\max

MﬁP can be expressed as follows:
2R — 7

max °
)\D

Py = (69)

In this case, we have

KL

which indicates that the associate x(s) aligns with the normal-
ized principal eigenfunction of D (s, s’).

) k(s')dsds’ = A (70)

B. Minimum Required Power & Optimal Current Distribution

The above arguments imply that the MRP and the associate
current distribution correspond to the principal eigenvalue
and eigenfunction of D (s, s’), respectively. Their closed-form
expressions are given as follows.

Theorem 5. The MRP for CAPA-based secure transmission to
guarantee a target secrecy rate Ry can be expressed as follows:

2 (2R — 1)

P*: B
a++/a?+p3

(71)

where o = |Ap|op g, — 270 |Ae| 05 2%ge, and B =
2R0+2 | Ay | | Ae| o 205 2 g1 ge (1 — D). The optimal current dis-
tribution is given by

hi(s) — The(s)

Jmrp (8 (s) \/E ’ -
\/fAlh* ) — Thx(s)[*ds
where 7 = [Aelovy +\Ac\g02izg;2,\/m'
2[Aploy"p
Proof: The proof is similar to that of Lemma [4] u

Remark 8. The MRP given in is determined by the
channel gain for each user and the channel correlation factor.
This expression is applicable to any aperture, regardless of its
location, shape, and size.

We next compare the MRP with the required power achieved
by ZF and MRT beamforming. When MRT beamforming
is utilized, we have j(s) = i | ( )| (as per (@4)),

R
and the minimum required transmlssfllon power to guarantee a
secrecy transmission rate of Rg is given by

2R 1

Prort = — —. (73)
M Al oy 2y — 2R0 | A 0 2gep
By noting that fact that 5 € [0, 1], we can prove that
mri 1 2
Pt 1 a+ a2+ o1 (74)

P 2 | Ap| agng — 2Ro | A, | 05 2gep
Furthermore, we have the following observations.

Remark 9. It is observed that the proposed optimal current
distribution outperforms MRT beamforming in terms of mini-
mizing the transmit power. Besides, the optimal current distri-
bution jmep (8) can achieve an arbitrary large target secrecy
rate as long as the transmission power is sufficiently high.
In contrast, the MRT cannot achieve a secrecy rate greater
than log, (| Ap| oy, >gr) —logy (| Ae| 05 2gep), regardless of the
transmission power level.

We then con31der ZF beamforming, which yields
5 ()= 2phi(s) .
(as per (30)), and the minimum
\/_\/fA|h —%5hs (s)| ds
required transmission power to guarantee a secrecy
transmission rate of Ry is given by
2Ro
P = — —. 75)
A 7, %gb (1 - )
By letting Ry — oo, we have
I 1 @*+ph-o
1m m —
Ro—o00 o _|_ A /a2 Ro*}OO /3
1
= - — (76)
2| Ab| o, g1 (1~ p)
which suggests that
2Ro
lim P, ~ — — = P. (77)
Ro—oo Aoy, %gn (1 7)

Remark 10. The results in suggest that ZF beamforming
is asymptotically optimal when achieving an infinitely large
secrecy rate target.
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Fig. 4: Convergence of Chebyshev-Gauss quadrature.

C. Typical Cases

Since the MRP is expressed as a function of the channel
gains and the channel correlation factor, the MRP for both the
planar CAPA and SPDA under the LoS channel can be readily
obtained based on the results in Lemma 6] and [7} respectively.
Therefore, in this subsection, we will focus on the asymptotic
behaviors of P as L,,L, — oo or M,, M, — oo to gain
further insights, where the considered channel model and array
structure are the same as those detailed in Section

1) Planar CAPA: The asymptotic MRP for the planar
CAPA with infinitely large aperture is given as follows.
Corollary 2. When L., L, — oo, the MRP satisfies

lim P 2(2% —1) (78)
im N
Ly,L.—o0 k%’r]z |Ab|0-]:2
Proof: Similar to the proof of Corollary [1l [ |

Remark 11. The results of Corollary 2 suggest that as the
aperture size increases, the MRP for the planar CAPA will
converge to a constant that is larger than zero.

2) Planar SPDA: In the case of the planar SPDA, when
the antenna number grows to infinity, i.e., M., M, — oo, the
MRP approaches to the follow lower bound:

2 (2R —1)
—2 .
k§ﬁ2 |-Ab| oy, Coc
We note that for extremely large arrays, the minimum transmit

power required by an SPDA for a given target secrecy rate
reduces to that of the CAPA when (,. = 1.

lim P, =

My, M. —00 (79)

V. NUMERICAL RESULTS

In this section, numerical results are presented to demon-
strate the secrecy performance achieved by CAPAs. For clarity,
the simulations employ the LoS model and planar arrays
specified in Section [z Without otherwise specification,
the simulation parameters are set as follows A= 0.125 m,

A = [Ad| = 2, P =30 dB, 02 = 02 =20 dB, L, = L.
(Tb79b7¢b) (10m7 6 6) and (Teu e7¢6) (20m7 gu %)

In order to provide a principled guideline for selecting the
accuracy—complexity tradeoff parameter 7', we first examine
the convergence of p as a function of 7' for the aperture
sizes considered in the subsequent simulations, as shown in

10
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Fig. 5: Secrecy rates versus power budget P.
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Fig. @(a)] For all aperture sizes in Fig. [A(a)l 7 stabilizes
when 7" > 20, indicating that 7" = 20 Chebyshev—Gauss
nodes are sufficient to accurately approximate the channel
correlation factor. We also note that larger apertures require
larger T' to reach convergence. To ensure reliable convergence
for extremely large arrays, we further consider an aperture
size of 10° m? in Fig. where p effectively converges
at approximately 7" ~ 700. Guided by these results and to
balance computational cost and accuracy, we set 17" = 700 in
Fig.l6l and which study asymptotic behavior for extremely
large arrays, and use 7' = 20 for all other results.

It is worth noting that, under our simulation settings, the
online computation of gj, admits the closed-form expression in
(56) and can therefore be evaluated efficiently in constant time,
independent of the aperture size. The channel correlation p is
evaluated via the Chebyshev—Gauss quadrature in (37), with
complexity O(T?). As noted earlier, larger apertures generally
require larger 7' for convergence; however, Fig. indicates
that a modest fixed value (e.g., 7' = 100) is sufficient for most
practical scenarios. Consequently, the computation of p can
also be treated as effectively independent of the aperture size.

A. Maximum Secrecy Rate

Fig.Blillustrates the secrecy rate achieved by the CAPA with
different aperture sizes as a function of the power budget. As
observed, the derived closed-form expressions closely align
with the simulation results, which validates the correctness
of our previously derived results. For comparison, the secrecy
rates achieved by MRT and ZF beamforming schemes are also
presented. The results show that the proposed optimal current
distribution yields better secrecy rate than both the MRT and
ZF-based schemes. Moreover, as the transmit power increases,
the secrecy rate achieved by MRT beamforming converges to
a finite constant, while the rates achieved by ZF beamforming
and the optimal current distribution increase monotonically.
This demonstrates that the high-SNR slope for the MSR is
greater than that achieved by MRT beamforming.

From Fig. Bl we can also observe that in the low-SNR
regime, the secrecy rate achieved by MRT beamforming
is nearly identical to that achieved by the optimal current
distribution. This is because, at low SNRs, Gaussian noise
dominates over information leakage, making MRC beamform-
ing more effective for enhancing the secrecy rate. In contrast,
at high SNRs, the secrecy rate achieved by ZF beamforming
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closely approaches that of the optimal current distribution.
This is because information leakage becomes the dominant
factor over Gaussian noise in the high-SNR regime, making
leakage cancellation essential for improving the secrecy rate.
These observations align with the discussions in Section
111-B

To further investigate the behavior of the MSR as the BS
aperture size increases, we present the MSR as a function of
|A| for both CAPA and SPDA in Fig.[@l It can be observed that
as the aperture size grows, the MSRs increase and eventually
approach their upper bounds, as indicated in (39) and (64),
which adheres to the principle of energy conservation. This
observation verifies our discussions in Remark [5 Notably,
although a larger aperture is able to improve the secrecy
performance for CAPA systems, this comes at the cost of
increased implementation complexity. Therefore, the aperture
size must be carefully chosen to balance performance gains
with implementation feasibility. Additionally, the results in
Fig. 16| demonstrate that for the same aperture size, CAPA
achieves superior secrecy performance compared to conven-
tional SPDA. To further highlight the performance gap be-
tween CAPA and SPDA in terms of achievable MSR, we plot
the MSR for SPDAs against the AOR in Fig. [/l This graph
illustrates the MSR for an SPDA gradually converges with that
of a CAPA as the AOR approaches one, which corroborates
the statements in Remark

To study the sensitivity of the proposed design to Eve’s
CSI errors, Fig. [8] depicts the normalized secrecy rate (NSR)
achieved by the proposed optimal current distribution under
two-dimensional angular mismatch (Af, A¢) at Eve. We
observer that the NSR degrades smoothly from its peak at
(0,0) without an abrupt performance cliff, and remains above
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Fig. 8: Normalized secrecy rate versus Eve’s angular mis-
match, [A| = 0.25 m?.
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2 4

0.9 over the range Af € [—5°,5°] and A¢ € [—10°,10°].
Moreover, a broad high-performance region is preserved (e.g.,
NSR > 0.95 for several degrees of mismatch in both di-
mensions), demonstrating that the proposed design is robust
to moderate angular mismatch in Eve’s CSI. This robustness
further implies that the summary parameters (gy, ge, p) do not
need to be updated aggressively: as long as the accumulated
angular deviation stays within the high-performance region,
the resulting loss is negligible. In practice, the parameters can
be updated once per coherence interval or in an event-triggered
manner when the geometry/angles change appreciably (e.g.,
due to user motion).

B. Minimum Required Power

Fig. [@ illustrates the MRP and the transmission power
needed for ZF and MRT beamforming to achieve different
target secrecy rates Ry. It can be observed that while the
required powers for MRT beamforming are nearly identical to
the MRP for small values of Ry, the gap becomes significant
as Rg grows, with MRT requiring substantially more power
than the MRP. Notably, when the target secrecy rate exceeds
a certain threshold, MRT beamforming becomes incapable of
achieving it, regardless of the available transmission power. In
contrast, the current distribution designed to achieve the MRP
can support arbitrarily high secrecy rates, provided sufficient
transmission power is available. These findings align with
the discussions in Remark Furthermore, we observe that
when achieving a high target secrecy rate, ZF beamforming
yields performance virtually identical to that of the optimal
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current distribution, which corroborates the results discussed in
Remark The above observations highlight the superiority
of the proposed optimal current design in terms of minimizing
transmit power while guaranteeing a target secrecy rate.

In Fig. we present the MRP as a function of the BS
aperture size |.A|. Initially, the MRP decreases as |.A| increases,
which indicates that using a larger aperture can increase the
power utilization efficiency. However, as the aperture size con-
tinues to grow, the MRP converges to a non-zero lower bound.
This observation is consistent with Remark[I1land aligns with
the physical limitation that the required transmission power
cannot be reduced to zero, even with an extremely large array
size. Additionally, Fig. [{1] shows the MRP for both CAPAs
and SPDAs as a function of the AOR. Similar to the MSR,
the MRP for an SPDA gradually converges to that of a CAPA
as the AOR approaches 1.

VI. CONCLUSION

This article has developed a novel secure transmission
framework using CAPAs and analyzed its fundamental secrecy
performance limits. We derived closed-form expressions for
the MSR under a power constraint and the MRP to achieve
a target secrecy rate, along with the corresponding optimal
continuous current distributions. We proved that the rate-
optimal source current simplifies to MRT beamforming in
the low-SNR region and to ZF beamforming in the high-
SNR region. Additionally, we showed that the power-optimal
current converges to ZF beamforming in the high-SNR regime.
Through both theoretical analyses and numerical simulations,
we demonstrated that CAPAs provide superior secrecy per-
formance compared to conventional SPDAs. These findings
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underscore the potential of CAPAs as a promising paradigm
for secure wireless communication.

APPENDIX

A. Proof of Lemma (Il

Inserting (I6) and (I7) into the left-hand side of (I8) gives
[ Qs Q) dsi = [ (35— s0) + uhe(s)hc(s0)
A A

/ Nhe(sl)h:(sl) _ ’

X (6(51—5)—Tuge) dSl—5(S—S)
pt 12 ge .oy /

+ (/14 — Tu%) he(S)hC(S ) = 5(5 — S )

Following the same approach to obtain (Al), we also obtain

/ Q(s,51)Q (s1,8)ds; = 6(s —§).
A

This completes the proof of Lemma [1l

(AL)

(A2)

B. Proof of Lemma

Inserting (I6) and (7)) into the left-hand side of (I9) gives

// (51— ) + phe(s1)1(5) e, )
(0(s" — 87) + phe(s')hi(s)))dsds’.  (A3)

We then calculate E(sl, s}) as follows. According to that fact
of [,d(x —x0)f(x)dx = f(x0), the integral in terms of s
involved in (A3) can be calculated as follows:

/ (6(s1 = 8)+phe(s1)hi())(9(s — ') +7che(s)he(s'))ds
A
=0(s1 —8") + (1 + T + Teltge) he(s1)h3(s). (A4)

We next calculate the integral in terms of s’, which yields

[ @ 606" = s0) + el (51

A

=0(s1—81)+ Xhe(s1)hi(s]), (A5)
where X = F 1292 + p2ge + 2¥.1ge + 20 + 7,. Inserting

=—L14+_ L __ intothe expression of y, we can obtain
b e i P X

x = 0, which yields
E(Sla Sll) = 5(51 - Sll)a

which completes the proof of Lemma

(A6)

C. Proof of Lemma
Equation (30) can be written as follows:
0(52,5’2):/ /Q(sz,sl)B(sl,s’l)Q(s’l,sé)dslds’l
AJA
Iy
- )\B/ / Q(sa2,51)8(s1 — s,)Q(s, sh)ds1ds) .
AJA

I

(AT)




Substituting (23) into I; gives

Il:/A/AAb(s,s’)/AQ(Sg,sl)Q(sl,s)dsl
></AQ(s',s'l)Q(sll,s’Q)ds'ldsds’:/A/AAb(s,s’)

X §(sy — s)0(s’ — sh)dsds’ = Ap(sa,s)). (A8)

Moreover, I can be calculated as follows:

I = /A/A (6(52 —81) — 1+Mug he(sz)h:(51))5(51 —s))
X (6(5’1 —sh) — . +M

)
_/A(a(sQ—s’l)—l he(s2)hi (s ))
() s

X (6(5’1 —sh) —

*
DhE(sh) )dsds)

1+
p ( fge
1+ugc 1+N9c

Recalling that p = —=— m yields

=0d(s2 —s5) +

— 2) he(s2)hi(sh).

0 [ge w(=2 = pge)  _
=2 =—"7—" =" (A9
1+ pge <1+uge ) (14 p1ge)?
which leads to
I = 6(s2 — 85) + Fehe(s2)hi(sh) = Ac(s2 —s5).  (A10)

By inserting (AS8) and (AI0) into (A7), the results of

follow immediately.

D. Proof of Lemma

Upon observing (31, the Hermitian operator C(sg,s)) 2
Tl (s2)hi (s5)—ABTVhe(s2)h(s)) is a function of Ay, (+) and
he(+). Therefore, it can be concluded that the eigenfunction
of C(sy,s,) must lie in the subspace spanned by hy(-) and
he(+). This means that the eigenvalues and eigenfunctions of
C(sa,s,) can be determined from the following equation:

/A C(s2, 54) (ahi(s2) — b2 (s2))ds
— £(ahiy(sh) — bh2(sh),

where ¢ denotes the eigenvalue of C'(sy, s}).
By performing some mathematical manipulations to the left-
hand side of (AL, we can transform (ALI) as follows:

(aFpgb —bT,0) 15 (85) = (AABT ™ —bABToge) 5 (S5)

(Al1)

. . (A12)
= ahjy(s3) — bERL(S).
Based on (A12), we have
ag = aV,gp — bYp, bE = aApYep" — bABTVcge.  (A13)
It follows that
-7 b ABY.Ge
S Ty _ b £+ _Bwig _a (Al4)
ToP a ABYeP b

which leads to the following equation with respect to &:

€ —Vp9b § + ABVoYe
TP ABYeP*

+1=0, (A15)

or equivalently,

€ — (9 — ABVege)é — ABTTegbge(l — D) = 0. (A16)
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The solutions to the above equation are given by & = &

and £ = &, where & and & are given in (362d) and (36b),
respectively. In other words, £ = &; and £ = &, are the non-
zero eigenvalues of C(sz,s)).

The above arguments imply that the eigen-decomposition
of C'(s2,s}) can be written as follows:

2
- Zi:l

where {¢;(-)}?_, represents an orthonormal basis on A.
Furthermore, it holds that

Bsa—sh) =D wils2)el(sh),

where {¢;(-)}52, represents a complete orthonormal basis on
A. Taken together, we have

O(SQa S/Q) = CU((S% SIQ) +

C(s2,8h) Eipi(s2)] (sh), (A17)

(A18)

(1—Ag)d(s2 —sh)
= ZQ (& + 1= XB)pi(s2); (s3)
+ Z (1= AB)pi(s2)p; (s3),

which represents the elgen-decomposition of C(sg,sh). As a
result, the eigenvalues of C'(sz,s)}) are given by

Aei1 =& —AB+1, Aga =& — Ap +1,
= Ao = —Ap+1,
which completes the proof of Lemma 4

(A19)

(A20)
Az =...

E. Proof of Theorem [2]

It follows from that \g =1lorAg=§& +1or g =
&+ 1. For Ap =& +1or Ap =& + 1, we have

A £ /A + D7, Teg09:(1 — P)

5 .
This leads to (2Ag —A)? = A% +4X g7, ¥.gb9e (1 —p), which
can be further simplified as follows:

Ap =

(A21)

(1+7ege) Mg = 1)* = Z(Ap = 1) = 7, Tegbge(1 = 7) = 0.
(A22)
The solutions to the above equation are given by
E+VE24T E-VvE24T
Ai1=1+—F—7——, Ago=14+ ———,
2(1+79e) 2(147e9e)
where E = F,00 — Fefe + TpVedbge(l — p), and T' =

41+ 7o9e) ToTogbge(l — P). Since Ap1 > 0 > Apo, the
principal eigenvalue of B(sy,s}) is Ap 1, which can be further
simplified as follows:

=+ \/(%gb (1+Fege (1-7)) + Foge)?

A =Ap1=1+ —
o ’ 2 (1+7ege)
_ 1y oo (L4 7ege (1 = 7)) (A23)
L+ 7ege

This completes the proof of Theorem 21

F. Proof of Lemma

Given that the optimal solution to problem (26) corresponds
to the principal eigenfunction of B(si,s}), and noting that
B(s1,s}) shares the same eigenfunctions as B(si,s}]) =



B(s1,s)) —
as follows:

mau;// v(s1)B(s1,s))v*(s])ds ds).
llSl

Recalling the definition given in (30) and the invertible rela-
tionship given in (I8), we obtain

B(Sl,Sll):/A/AQ(Sl,SQ)C(SQ,S/Q)Q(SIQ,SII)dSQdSIQ. (A25)

By substituting the above expression into (A24) and using
the fact that Q(s},s]) = Q* (s}, s}), the objective function of
(A24) can be rewritten as follows:

// v(s1)B(s1,s))v* (s )ds,ds)
//052,52/ v(s1)Q(s1,s2)dsy

/ *(s))Q*(s], s5)ds] dsads)

://wma%QM@mma
AJA

where u(s) = [, v(s1)Q (s1,s) ds;. Therefore, we can obtain
the optimal v (s) through solving the following problem:

*s):argmax//u s)C(s
u(s) AJA

and then performing the transformation v*(s;) =
Jqu AU (s,s1)ds. It can be observed from (A27) that the
optlmal u( ) is aligned with the principal eigenfunction of
C(s,s’). The final results follow immediately.

Apd(s; —s}), problem 26) can be reformulated

(A24)

(A26)

s u* (s') dsds’, (A27)

G. Proof of Lemma

With the planar CAPA, the channel gain for user k£ can be
written as follows:

Ly Ly
2 =2
gk =
_ L. J_ Lg
2 2
LZ Ll‘

></ / dzdz
—Lz Lo (22 + 2% = 21, (P + Opz) +13)

k3n?r, Uy,

hy(x, z)hg(z, z)dedz = p

(A28)

[N

To compute the double integral /;, we first use [41, Eq.
(2.264.5)] to calculate the inner integral with respect to z,
which yields

L—*’I"k‘ipk
\/(Z Tkok)erTi\PiJr( 5 Tk<1>k)
I3 = 73 dz
Lz (z—rk(ak) + vy
Legria,

ol

\/(Z*Tk@k)erTi‘lliJr(LTm+Tk<I’k)2
(z — rk®k) + 7’,%\1!%

+/z

Lz _rp0 ﬂ — P
kP it
— 5 KOk (2 +r202) \/tz—l—riklli—i—( rkCI)k)
ey L 41
+ 5 _dt.
O (1249202) /24202 4 (G D)
(A29)
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Both integrals with respect to ¢ in can be evaluated with
the aid of [41] Eq. (2.284)], which gives

1
I =
° Tk‘Ika
Ly
(5 -2) (-0
arctan >
v (B -0) + v+ (£ - o)
(5 -=) (F+0)
+ arctan >
\Ilk\/(QL,f )—i—\If (2m (I)k)
(F+ ) (F-0)
+ arctan 5
\I/k\/(m @k) +\Ifi+(2rk+<1>k)
(3 + o) (4 + o)
+ arctan

2
\I/k\/(gl;_k +®k) + 024 (m +‘I)k)
= Z Zarctan i . (A30)
Tk ke sz, U/ U2 + 22 + 22

Consequently, substituting (A30) into (A28), we obtain the
results of (36).

We next move to the channel correlation (inner product),
which can be expressed as follows:

Ly Lg

:/2 /2 hi(z, z)he(x, z)dzdz.
L, Ly
7T

We can evaluate the above integrals based on the Chebyshev-
Gauss quadrature rule [42], i.e.,
a b+a
wt + ) )

’ b
[ e~ -t :

(A32)
which yields the results presented in (37). Note that the value
of T' should be carefully chosen to balance computational
complexity and numerical accuracy.

(A31)

H. Proof of Lemma [

By defining ¢, = % < 1, we can rewrite (6I) as follows:

AkZn?V
="t Y Y e maa),  (A33)
k meMm mzeMz
Here, fs (7, 2) & (22 +2%2 - 202 — 2ka+1)_% is a function
defined over the square region Sy = {(z,2) | —% <

z < Meew _Meee < 5 < Meek}which is divided into

M, M, sub-squares, each with an area of ei. Since ¢, < 1,
it follows that fs(x,z) ~ fs(mgeg, moe) for V(z,2) €
{(a:,z)|(mm—§)k<:1:<( +%)Ekv(mz_%)€k§'z

< (mz + %) . By the concept of double integral, it has

Z Z s (mmék,mzek)ei:z/

myEMy m.EM, Sk

fs (z, z) dadz.
(A34)



Therefore, (A33) can be rewritten as follows:

Mzey Mgey,
2

3
2
Mzey,
—Mzek

Mg ey,
-7z

S Cock(%nzq}k

g5 yy fs (z, 2) dadz,

(A35)

which can be calculated with the aid of [41, Eqs. (2.264.5) &
(2.284)]. The final results follow immediately.
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