Target Software Code Repository

Source Code:
174: if condition==False:

175: log.error(“connection refused %f !”, time)

!

Log Instruction Preprocessing
Log Instruction Extractor:

log.error(“connection refused %f !”, time)

Preparation:

(“connection refused”,
error,
“noun, verb”)

Neural Network Framework

Embedding
Layer:

Multi-head
Self-attention NN:

Output Layer:

Embedding
Layer:

Multi-head
Self-attention NN:

Output Layer:

1: [LMT] x1:[0.29, ..., 0.61]
2: connection = x.,:[0.01, ..., 0.32]

3: refused x3:[0.31, ..., 0.69]

Tokenization v

Log Level Assignment
Self-attention NN

v

info,warning, error
g

1: [LMT] x1:[0.19, ..., 0.72]
2: noun D X5:[0.31, ..., 0.24]
3: verb X3:[0.41, ..., 0.89]
Tokenization v

Linguistic Structure
Assessment Self-attention NN

v

{"suf ficinet", "insuf ficinet"}

Prediction Explainer
Learned Embeddings

3: refused X3

SHAP
Shapley values for
individual vectors

(28 1111 R 111113

Aggregation
Functions

t,: connection t3: -

Token Importance Scores

N favorable for info
non-favorable for info




