Fast Slicer for Batch-CVP:
Making Lattice Hybrid Attacks Practical

4

Alexander Karenin® !, Elena Kirshanova®?2, Alexander May®*, and Julian

Nowakowski®3

! Technology Innovation Institute, Abu Dhabi, United Arab Emirates
tremeloesalex@gmail.com
2 Technology Innovation Institute, Abu Dhabi, United Arab Emirates
elenakirshanova@gmail.com
3 Ruhr University Bochum, Bochum, Germany julian.nowakowski@rub.de
4 Ruhr University Bochum, Bochum, Germany alex.may@rub.de

Abstract. We study the practicality of a primal hybrid lattice attack on
LWE. Despite significant research efforts, the state-of-the-art in practical
LWE record computations so far is the plain primal attack with Kannan’s
embedding.

Building on an idea by Espitau and Kirchner, Bernstein proposed in
2023 an LWE hybrid attack that asymptotically outperforms the primal
attack. In a nutshell, Bernstein’s attack enumerates some coordinates of
an LWE key and uses the sophisticated Batch-CVP (Randomized) Slicer
algorithm to solve LWE in a dimension-reduced lattice. The practical
implications of this attack however remain widely unclear. One of the
major obstacles for judging practicality is the lack of a fast, fully func-
tional Slicer implementation. For the first time, we provide an efficient
Slicer implementation that includes all required algorithmic ingredients
like locality sensitive hashing.

Building on our Slicer implementation, we implement a generalization of
Bernstein’s algorithm. While Bernstein’s attack works only for LWE, ours
also applies to a more general BDD setting. Let (B, t) be a BDD instance,
where the target t is off from the d-dimensional lattice £(B) by some
error e, sampled coordinate-wise from a distribution D. We show that for
hard BDD instances, our BDD hybrid asymptotically speeds up primal’s
complexity of 7' = 2°2924+°(4) dqown to T'~*, where K ~ (1 + 3224)71
with H(-) the Shannon entropy. Depending on D, the constant I can be
small, making practical improvements difficult.

We test our Slicer-based implementation inside an implementation of
our BDD hybrid lattice attack to tackle LWE instances. We choose two
ternary LWE secrets with different entropies H(D) as used in NTRU, and
the centered binomial distribution as used in Kyber. For all three dis-
tributions in all tested LWE dimensions n € [160,210], our Slicer-based
implementation practically demonstrates measurable speedups over the
primal attack, up to a factor of 5. We also show that for parameters as
originally suggested by Regev, the hybrid attack cannot improve over
primal.


https://orcid.org/0009-0003-9408-948X
https://orcid.org/0000-0001-8924-7605
https://orcid.org/0000-0001-5965-5675
https://orcid.org/0000-0003-3066-0133

1 Introduction

Since the invention of lattice based cryptography [Ajt96, HPS98, Reg05] there
have been significant cryptanalytic efforts to foster our understanding of the
hardness of the underlying lattice problems. In a nutshell, lattice based encryp-
tion encodes a message as a lattice point v, disturbed by a small error vector e.
Thus, the security of lattice based encryption relies on the hardness of solving
the closest vector problem (CVP) of recovering v from the target t = v +e. To
ensure unique decoding of v, the error e is chosen sufficiently small. Accordingly,
the problem is also called a bounded distance decoding (BDD) problem, a promise
version of CVP with small built-in distance to the lattice.

Not only lead BDD solutions to message recovery, but also to secret key
recovery. This is easily seen for LWE instances with public key (A, b) € L™ x
Zy* that satisfy the key equation As; + sz = b mod ¢ for some small secret s;
and small error sp. The matrix A defines an (m 4 n)-dimensional lattice

L:={(xy)" €Z"xZ"|x=Ay modq},

which contains the vector v := (b — s9,81)7 = (Asy,s1)? mod ¢. Since v € L
is close to t := (b, 0™)7, it follows that solving BDD on £ with target t recovers
the LWE secret s;.

Enumerate-then-reduce hybrid. A natural way to solve BDD is to embed
the target t into the lattice. To this end, one works in essence with £ := L+t Z,
thereby inducing a new shortest vector € = t—v in the enhanced lattice £’. Thus,
the search for a closest vector is reduced to the solution of a shortest vector prob-
lem (SVP), which is algorithmically solved via lattice reduction, as implemented
in G6K [ADH'19|. This method of reducing BDD to SVP is called Kannan’s
Embedding [Kan83], and was successfully applied in many cases. As an exam-
ple, see e.g. the lattice attacks of Coppersmith and Shamir [CS97] for NTRU
message recovery [HPS98|. This pure lattice reduction approach was extended
in [MSO01] with a hybrid of key enumeration, followed by a dimension-reduced
lattice reduction (also known as drop-and-solve [ACW19]). In more generality,
one may enumerate keys [GMN23, BM24] and then use the lattices with hints
framework [DDGR20, DGHK23, MN23]| to speed up lattice reduction. Notice,
though, that this enumerate-then-reduce hybrid approach suffers from a multi-
plication of run times for enumeration and lattice reduction, since one has to run
lattice reduction for each key guess anew. As a result, unless the key is sampled
from an extremely narrow distribution, this approach is inferior to Kannan’s
Embedding.

BDD decoding, reduce-then-enumerate. Besides Kannan’s Embedding,
another practical approach is to solve BDD directly via lattice reduction, fol-
lowed by an application of Babai’s Nearest Plane algorithm [Bab86]. This ap-
proach however only succeeds if the lattice is extremely well reduced, thereby



making it inferior to Kannan’s Embedding. Lindner and Peikert [LP11] pro-
posed to enhance Babai’s algorithm by enumerating all nearest planes within a
certain radius. This method was further improved by Liu and Nguyen [LN13]
via rerandomization of lattice reduction, which in turn allowed for larger success
probabilities, and for a balance of the costs for lattice reduction and decoding
to a nearest lattice point. As a consequence, the hybrid approach of Liu-Nguyen
has as runtime the sum of the run times of lattice reduction and an a posteriori
enumeration process.

Howgrave-Graham’s hybrid. Howgrave-Graham [How(07] proposed another
BDD algorithm that combines lattice reduction with enumeration, where enu-
meration is done in a Meet-in-the-Middle fashion. However, the success proba-
bility of this Meet-in-the-Middle approach was left as an open problem. It was
shown by Wunderer and Nguyen [Wun19, Ngu21] that the success probability is
too small to make Howgrave-Graham’s hybrid approach competitive in practice.

Practical records, and other approaches. The state-of-the-art for practical
cryptanalysis lattice records is Kannan’s Embedding [Dar13, Boc25]. While sev-
eral other methods for attacking lattice based assumptions have been proposed
like dual attacks [MR09, PS24, CST24], BKW type methods [BKW00, GJMS17,
WBWL23, DEL25|, Meet-in-the-Middle key enumeration [May21, GM23], or al-
gebraic methods [ACFP14, Ste24], most of them lack practicality for tackling
typical parameter sets, as used for today’s standard lattice-based cryptogra-
phy [DKLT18, BDKT18]. Even if theoretically applicable, none of the above
methods currently offers a competitive implementation that is suited to achieve
practical cryptanalysis records.

Batched-CVP, reduce-then-batch. In 2020, Espitau and Kirchner [EK20]
sketched a BDD algorithm, that first reduces a lattice, then solves a CVP on
the tail of the basis, and finishes BDD using Babai’s Nearest Plane algorithm.
At the same time, Doulgerakis, Laarhoven, de Weger [DLdW19] and Ducas,
Laarhoven, van Woerden [DLvW20| introduced a sophisticated technique for
CVP, called the Randomized Slicer. The Randomized Slicer allows to solve large
batches of CVP instances at the cost of a single CVP instance. Proof-of-concept
implementations of the Randomized Slicer were released by van Woerden [vW20],
and Wang, Xia and Gu [WXG25]. As one of the potential applications of the
Randomized Slicer, [DLvW20] mentions lattice hybrid attacks.

Bernstein [Ber23, Ber22] turned the sketch of Espitau-Kirchner in combi-
nation with the Randomized Slicer into a lattice hybrid algorithm that after
lattice reduction solves a batch of CVP instances. In the LWE case, the batch
of CVP instances correspond to an enumeration of a subkey of so. This is es-
pecially interesting, since modern lattice standards like Kyber [BDK™18] and
Dilithium [DKLT18] sample their secret keys si,ss from narrow distributions
that make subkey enumeration easier than in Regev’s original scheme [Reg05].



Bernstein showed that his lattice hybrid approach achieves asymptotic im-
provements over pure primal lattice attacks. However, the practical implications
of Bernstein’s lattice hybrid remained unclear so far.

Comparison of hybrid lattice algorithms. We compare the so far discussed
lattice hybrids in Table 1. Here, we exclude Howgrave-Graham’s hybrid because
of its small success probability.

Table 1. Comparison of practical lattice hybrid algorithms.

dim reduce add costs

Enumerate-then-reduce [MS01, DDGR20] v —
BDD decoding [LP11, LN13] — v
Batch-CVP [Ber22, Ber23] v v

The first column of Table 1 indicates whether a method works in dimension
reduced lattices, which speeds up lattice reduction. The second column indicates
whether the two costs of enumeration and lattice reduction are additive. As dis-
cussed before, both BDD decoding and Batch-CVP achieve additive costs. Thus,
Batch-CVP combines the best of the worlds, and therefore deserves practical in-
vestigation.

1.1 Owur contributions

Tail-BDD. In [EK20], Espitau and Kirchner briefly mention the following BDD
algorithm: "Once a highly reduced basis is found, it is enough to compute a CVP
on the tail of the basis, and finish with Babai’s algorithm." We work out the
details of such an algorithm that we call Tail-BDD, and provide a full fledged
analysis for it. Interestingly, our condition for successfully solving BDD with
algorithm Tail-BDD is identical to the required condition for the primal attack
with Kannan’s embedding. This indicates that the starting point of using plain
Tail-BDD is already competitive with the primal attack, but comes with the
benefit of allowing for further improvement by using a hybrid of key enumeration
in combination with Batch-CVP from the Randomized Slicer.

BDD hybrid attack. We reformulate the LWE algorithm of Bernstein [Ber22,
Ber23| and generalize to a BDD setting, which might be of independent interest.
We call the resulting algorithm BDD hybrid attack. Let (B, t) be a BDD instance
with d-dimensional lattice basis B € R™*¢ and t = v + e, where v € £(B) is
the solution, and e the error.



The general idea of the BDD hybrid attack is to enumerate k coordinates of e.
Every of the M guesses defines a target t(, i = 1,..., M. These guesses lead
to a multi-target BDD instance (B’,t™), ... t(™)) with a basis B’ of reduced
dimension d — k.

We enhance our Tuail-BDD algorithm using the Randomized Slicer to find
all solutions of the multi-target BDD instance (B/,t("),...,t(*)). We call the
resulting algorithm Batch-Tail-BDD. The BDD solution of the so-called golden
target t(9)| corresponding to the correct guess of the x coordinates of e, eventually
reveals the solution v of the original BDD instance (B, t).

Asymptotics of BDD hybrid attack. For LWE instances with d-dimensional
lattice basis and secrets sampled from distribution D, Bernstein [Ber23] showed
for his LWE hybrid attack an asymptotic speedup from primal’s complexity of
T = 20-292d+0(d) down to T X, where K ~ (1+ %)_1 with supp(-)
the support and constant 0.058 coming from the Randomiced Slicer. Bernstein
left it as an open problem, whether | supp(D)| can be improved by a more refined
key enumeration process.

Using a recent result of Glaser, May and Nowakowski [GMN23] we answer
this open problem in the affirmative. Namely, we show that both Bernstein’s
and our generalized BDD hybrid algorithm achieve K ~ (1 + %) ~! with H(")
the Shannon entropy. We have H(D) < log, | supp(D)| with equality iff D is the
uniform distribution.

To provide an illustrative numerical example let D = B(3) be the Bino-
mial distribution with support {—3,...,3} and H(B(3)) = 2.333 < 2.807 =

-1 _

log, (| supp(B(3))|). Using Bernstein’s formula, one achieves K = (1+ 2837)~1 =

0.020, whereas we improve to K = (1 4+ g:ggg)_l = 0.024. However, even with
our asymptotic improvement, K is so small that the realization of a practical
speedup for BDD instances in dimensions d of cryptographic interest remains
difficult.

We also show that for wide key distributions as originally proposed in [Reg05]
our BDD hybrid attack cannot achieve asymptotical speedups. Hybrid attacks
thus indicate that modern practical lattice schemes like Kyber, Dilithium or
NTRU have to pay a (small) price for switching to rather narrow key distribu-
tions.

Slicer implementation. We provide for the first time an implementation of the
Randomized Slicer that implements its full functionality.> The proof-of-concept
implementations [vW20, WXG25] do not include any nearest neighbor tech-
niques that are crucial to achieve the claimed speedups of the slicer technique.
Our implementation is the first that is suited to attain practical speedups, and to
demonstrate practical superiority of a BDD hybrid attack over a primal attack
using Kannan’s Embedding.

® There is concurrent work [XWG25] that also provides an implementation of random-
ized slicer with nearest neighbor search.



Comparison of our BDD hybrid with primal. To test the practical effec-
tiveness of our Slicer implementation inside the BDD hybrid attack, we imple-
mented scaled down versions of Kyber with the centered binomial distribution
B(3) in LWE dimensions n € [140, 170], and of NTRU-type encryption [CDH"21]
with ternary distributions of two different entropies in dimensions n € [160, 210].
We ran both a pure primal Kannan’s Embedding lattice attack, as well as a BDD
hybrid attack with our Randomized Slicer implementation. For all instances, we
improved over the primal attack. The achieved speedups in the considered dimen-
sions for B(3) and for the larger entropy ternary distribution are up to a factor
of 3.4, for the lower entropy ternary distribution we even achieve speedups up
to a factor of 4.5.

Artifacts. The implementation of our slicer with scripts to reproduce the fig-
ures are available at https://github.com/ElenaKirshanova/g6k_hybrid/tree/ac_
artifact

Organization of the paper. In Section 2.1 we introduce some useful notions and
recap the Randomized Slicer. In Section 3 we present the Tail-BDD algorithm
together with a detailed analysis of its success condition, followed by its batched
version Batched-Tail-BDD and the generalization of Bernstein’s algorithm to a
BDD hybrid attack. In Section 4 we describe our full-fledged implementation of
the Randomized Slicer and the practical speedups achieved using it inside BDD
hybrid.

2 Preliminaries

2.1 Notations

For a positive integer n, we set [n] := {1,2,...,n}. Vectors are denoted by bold
lower case letters, e.g., v. Matrices are denoted by bold upper case letters, e.g., B.
We write B = (bg,...,bg—1) for a matrix with columns b;. The transpose of
a vector v is vI. For a set S C R™, we denote by span(S) the linear span
of S over R, i.e., the smallest linear subspace V' C R™ containing S. The n-
dimensional identity matrix is denoted I,,.

Probabilities. If D is a distribution, then X < D denotes that X is a random
variable, drawn from D. Similarly, if S is a set, then X < S denotes that X is
drawn uniformly at random from S. The support of a distribution D is denoted
by supp(D). The Shannon entropy of D is denoted H(D), i.e.,

HD)=— 3 pilog(p), wherepi:= Pr [X =il
i€supp(D)

Note that H(D) < log,(|supp(D)|) with equality if and only if D is the uniform
distribution (see, e.g., [CT06, Theorem 2.6.4]).
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The centered binomial distribution with parameter n € N, denoted B(n), is
defined as

Pr [X =

20 \9—2 .
= {(n_ﬁi)Q n, 1fz€{717,77]+1,...77}.
X«B(n)

0, else

The weighted ternary distribution with parameter w € [0, 1], denoted T (w), is
defined as

1—w, ifi=0
Pr [X=d:=qw/2, ifi==1.
X+T(w)
0, else

Note that for v < T (w)?, we have on expectation that ||v|? = w?d.

Euclidean Geometry. The Euclidean inner product and norm are denoted
by (-,-) and || - ||, respectively. For a linear subspace U C R™, we denote the
orthogonal complement by U~. For a vector v € R™, we denote by 7y (v) the
orthogonal projection of v onto U. Equivalently, 7y (v) := U(UTU)" Uy,
where U is any matrix whose columns form a basis of U. For an ordered set of
linearly independent vectors (bg,...,bg—1) and 1 < ¢ < d, we define the short
hand notations m;(-) := Tspan{bo,....b;_,}(-) and () = Tspan{bo,....b;i_1}+ (*)-
For i = 0, we extend the definitions of 7;(-) and 7;-(-) as mo(-) := 7o} (-) and
mo(+) 1= m{oy= (-). Equivalently, mo(x) := 0 and 7 (x) := x, for every x € R™.
The Gram-Schmidt orthogonalization of (by,...,bg—1) is b§,...,b};_;, where
b := ;i (b;).

2.2 Lattices

For a non-singular matrix B € R™*? we denote by £(B) := {Bx | x € Z"}
the lattice generated by B. We call B € R™*? a basis of £(B), and d the
dimension of L(B). If m = d, then we call L(B) a full-rank lattice. Two bases
B1,B; € R™*? generate the same lattice if and only if there exists a unimodular
matrix U € Z¥*? (i.e., det(U) = +1) with B; = B,U. Every integer lattice
L C Z™ has a canonical basis, called the Hermite Normal form (HNF) basis.
Given a basis B of some integer lattice £, the HNF basis of £ can be computed
in polynomial time. If £ has full-rank, then the HNF basis is an upper-triangular
matrix with non-zero diagonal.

The first successive minimum of a lattice £ is A1 (£) := minye )\ g0y ||V For
a lattice £ with basis B, its determinant is defined as det(L£) := /det(BTB).
A lattice L is called called g-ary, if ¢Z™ C £ C Z™, for some ¢ € N. For
a lattice with basis B = (bg,...,bgs_1) and i < j < d, we define By, ;) :=
(m-(b;), ..., m(bj_1)). The lattice L(By; ;)) is called a projected sublattice of
L(B). Any vector v = By; ;yx € L(By; ;)) can be lifted to a vector v € L(B) by
setting v := B(u,x,097""7)T where u € Z’ is an arbitrary integer vector, e.g.,
u = 0°. Note that, for any choice of u, the lifted vector v satisfies w3 (v) = v.

%



The Gaussian Heuristic. For a random® d-dimensional lattice £ and V C
span(L), the Gaussian heuristic predicts that

vol(V)

det(L)’

LNV~

where vol(-) denotes the Lebesgue measure on span(£) ~ R%. Let By denote the
open unit ball in span(£), and let”

o 1/d
GH(L) == (i&%) ~ ,/%edet(c)l/d. (1)

Then for any t € span(L), the ball V := t + GH(L) - B4 has volume det(L).
Hence, under the Gausian heuristic, V' contains only one lattice point from L.
This suggests, the following two heuristics.

Heuristic 2.1. Let £ be a random lattice. Then it holds that
A (L) ~ GH(L). (2)

Heuristic 2.2. Let L be a random lattice, and let t = v + e, where v € L and
e € span(L), such that
lell < GH(L). (3)

Then v is the (unique) closest lattice vector to t.

We like to point out that there also exist rigorous variants of Heuristics 2.1
and 2.2, that give slightly worse guarantees: When replacing Equation (2) in

Heuristic 2.1 by # < GH(L), and Equation (3) in Heuristic 2.2 by |le|| <

Algﬁ), then both statements hold uncoditionally for any lattice £. (The former

is commonly known as Minkowski’s first theorem.)

2.3 Lattice Problems

In this work, we mainly study three lattice problems: BDD, LWE and Batch-
CVP. All of these can be seen as special variants of the Closest Vector Problem
(CVP). In CVP, one is given a basis of some lattice £ along with some target
vector t € span(L). The goal is to find a lattice vector v € L closest to t.

In Batch-CVP, one is given many target vectors t(),t(2) .. t(M) The goal
is to find for each target t(¥) one lattice vector v(¥) € £ closest to t(¥). BDD is
a promise-variant of CVP in which the solution v is guaranteed to be unique.
LWE is a BDD variant in which the lattice £ is a random g¢-ary lattice. More
precisely, BDD and LWE are defined as follows.

% Asusual in the lattice cryptanalysis literature, we do not formally define a probability
distribution for random lattices. Instead, we heuristically assume that typical lattices
encountered in cryptography behave sufficiently randomly.

" The approximation in Equation (1) is Stirling’s formula.



Definition 2.3 (Bounded Distance Decoding (BDD)). Let L C R™ be a
lattice with basis B € R™*4. Let t = v + e, where v € L and e € span(L) with
llel] < A1(L£)/2. In the Bounded Distance Decoding problem (BDD), the goal is
to find v, when given B and t.

For a BDD instance t = v + e, we call v the solution and e the error. The
constraint |le]] < A1(£)/2 on the error norm ensures uniqueness of the solu-
tion v. In practice, L is typically a full-rank integer lattice, and e is drawn from
some product distribution D?. As we will see later, the hardness of BDD mainly
depends on the dimension d, and the log-gap, as defined below.

Definition 2.4 (Log-Gap). Let (B,t) be a BDD instance with B € R™*4
and t = v + e, where v is the solution and e the error. The log-gap of (B,t) is
defined as

YB,t) = log,

Geometrically, the log-gap vB,t) measures the distance between the BDD tar-
get t and the lattice £ := £(B) in relation to the density of £. The closer t is to £
(i.e., the smaller ||e||) and the sparser £ (i.e., the bigger det(£)'/¢), the bigger log-
gap and the easier the BDD instance. Note, since |le|| < A;(£) < vddet(£)'/4,
we have yg ) > log,(1) = 0.

Definition 2.5 (Learning with Errors (LWE)). Let b = As; +ss mod g,
where ¢ € N, A < Z7*", s1 < D", and s < D™, for some probability dis-
tribution D over Z. In the Learning with Errors problem (LWE), the goal is to
find sy, when given A, b, q, and a description of D.

For an LWE instance b = As; + so mod ¢, we call s; the LWFE secret and so
the LWE error. In Regev’s original definition of LWE [Reg05], only the error
is drawn from D, whereas the secret is drawn uniformly at random from Zj.
However, most practical LWE-based schemes use the short-secret variant from
Definition 2.5. Both variants are essentially equivalent (see [ACPS09]).

To see that LWE is indeed a special variant of BDD, note that from the
public LWE parameters A, b and ¢, we can efficiently compute

e (). o (2

Let x := 1/q(b — As; — s3) € Z™. Then for v := B(x,s1)7 = (b —s3,81)T €
L(B) and e := (s, —s1)7 it holds that

t=v+e. (5)

Since e = (s, —s1)7 typically has very small norm, this shows that t is close to
the lattice vector v. Hence, Equation (5) defines a BDD instance with solution v
and error e. If we solve this BDD instance, then we can easily read-off the LWE
secret s; from v = (b — s5,51)7 and thus solve the LWE instance (A, b, ¢, D).



2.4 Lattice Algorithms

Sieving. Sieving is a method to find shortest vectors in a lattice [AKSO1].
Its heuristic version [NV08, MV10] is the best known SVP solver in prac-
tice [ADH™'19]. The details of the algorithm are not relevant here, important is
that it returns in time (3/2)4/2+0(d ~ 20-292d+0(d) 4 Jist containing (4/3)% (@
short lattice vectors. This is crucial for the CVP solver we describe later, as this
CVP solver relies on having a large list of short lattice vectors available.

BKZ. Let B be a lattice basis with columns byg,...,bg_1. The basis profile of
B is the tuple (||b§|l,...,||b)_]]). In many applications, it is desirable to have
a basis with flat basis profile. That is, a basis whose profile does not decrease
too fast. To obtain such a basis, one typically resorts to the famous BKZ lat-
tice reduction algorithm [Sch87]. To achieve a flat basis profile, BKZ computes
shortest vectors in projected sublattices, and thereby obtains a basis with the
following property:

Definition 2.6 (BKZ-reduced basis). A lattice basis B = (bg,...,bg_1) is
BKZ-reduced with parameter 8 (or BKZ-S reduced, for short), if

67| = A (Limin(i+8,4) (B))
foralli=0,1,...,d—1.

The parameter § in BKZ, called the blocksize, controls the slope of the basis
profile. The higher 3, the flatter the profile. However, the larger 3, the higher
the runtime of BKZ. Indeed, the runtime of BKZ grows as 20-2926+0(8)

Besides computing bases with flat profiles, another important application of
BKZ is computing short vectors: Suppose some lattice £ contains an unusually
short non-zero vector, i.e., a non-zero vector v € £ with ||v|| < GH(L). Then
running BKZ (with sufficiently large 8) on any basis of £ will (heuristically)
result in a basis containing the unusually short vector v (or —v). Importantly,

the larger G‘TIT(”E)’ the smaller [ is necessary for BKZ to find v.

Babai’s Nearest Plane. Suppose we are given a BDD instance (B,t). If the
basis profile of B is sufficiently flat, then Babai’s famous Nearest Plane algo-
rithm [Bab86| solves our BDD instance in polynomial time. In particular, we
have the following well-known guarantee.

Lemma 2.7. Let B = (bg,...,bs_1) € Qm™* be a lattice basis, and let t = v+e

with v € L(B) and e = Y7, Nigaer by for some N, Aa—1 € R.If

1
)\i<*b*,
A < 2

for everyi=0,1,...,d—1, then on input (B, t), Babai’s Nearest Plane algorithm
outputs v in polynomial time.

In the remainder of the paper, we write w < BabaiNP(B,t) to denote that w
is the output of Babai’s Nearest Plane on input (B, t).

10



Randomized Slicer. The Iterative Slicer is a CVP solver proposed by Som-
mer, Feder and Shalvi [SFS09]. Given a CVP target t and a basis of some
d-dimensional lattice £, the algorithm starts by computing a long list L C £ of
short lattice vectors, for example, using a sieving algorithm. Next, the Iterative
Slicer tries to reduce the norm of t by finding a v € L that minimizes ||t — v|.
The algorithm iterates the process with the new shorter t' = t — v until there
are no more vectors in L that can reduce the norm of the target. The difference
t —t’ € L between the original target and the final t’ then is a CVP solution.
For the algorithm to provably succeed, we need L to be of size 2¢+0(4) [DB15],
making it prohibitive in practice.

Heuristic solutions [Laal6, DLdW19, DLvW20] propose to reduce the size
of the list L. This reduces the success probability exponentially. To rectify the
success probability, [DLAdW19] suggests to re-randomize the target vector ex-
ponentially many times, thereby leading to constant success probability under
(standard) heuristic assumptions. More precisely, instead of running the iter-
ative slicer on t only, we sample a vector from the coset t + A according to
some discrete Gaussian distribution. The resulting algorithm is called the Ran-
domized Slicer. Doulgerakis-Laarhoven-de Weger show in [DLdW19] that for
L] = (4/3)d/2+0(d), randomizing the target (16/13)d/2+0(d) times leads to a
CVP algorithm with heuristic runtime

e (18/13)d/2+o(d) ~ T, + 90-234d-+o(d)

and constant success probability, where 7|7 denotes the cost for computing L.

In [DLvW20], Ducas, Laarhoven and van Woerden show that the Random-
ized Slicer can be applied to many targets at once, thus solving Batch-CVP. This
batched version of the Randomized Slicer algorithm for Batch-CVP is summa-
rized in Algorithm 1.

Using near neighbor search, one can speed-up Algorithm 1’s for-loop in the
same way it is used in sieving algorithms [BDGL16]. We give more details on how
this technique is implemented later, for now it is sufficient to state the resulting
complexity of the Randomized Slicer that uses near neighbor search.

Heuristic Claim 2.8 (Randomized Slicer for Batch-CVP, [DLdW19,
DLvW20]). Given a basis of some d-dimensional lattice along with M Batch-
CVP targets, Randomized Slicer (Algorithm 1) returns the M CVP solutions in
time and space

Ts1icer = max{20-292d+0(d) pp . 90-284d+o(d)

3 BDD Algorithms

In this section, we discuss various algorithms for solving BDD. First, we recall the
well established primal attack aka Kannan’s Embedding. After that, we compare
it to an approach sketched by Espitau and Kirchner in [EK20], which we call
Tail-BDD. We give a new, fine-grained analysis for Tail-BDD and show that

11



Algorithm 1: Randomized Slicer [DLdAW19, DLvW20]

Input: B — a basis of £L(B), @t — Batch-CVP targets
Output: v©V, ... v ¢ L(B) — solutions for Batch-CVP

Procedure Randomize (t, N):
Ly {}
while |L¢| < N do
| Lt < Lt U{t' « Discrete Gaussian over t + £(B)}
end
Return Ly

o Ut N W N

Compute a list of size (4/3)%2°® of shortest vectors from £(B) via sieving
L {)
9 Compute N as described in [DLvW20]
10 fori=1...M do
11 ‘ L' + L' URandomize(t(¥, N)
12 end

®

13 Lous + {}
14 for t € L' do

15 repeat

16 | Find v € LU {0} minimizing ||t — v||, set t' :=t — v

17 until ||t’|| no longer decreases;

18 Lout <~ Lout U {t - t/}

19 end

20 Return M vectors from Loy corresponding to CVP solutions for
t gD,

the algorithm has the same performance as Kannan’s Embedding. Building on
top of that, we introduce our BDD hybrid attack, generalizing and improving
Bernstein’s hybrid attack on LWE [Ber23].

3.1 Kannan’s Embedding

The best-known and most thoroughly studied approach for solving BDD is Kan-
nan’s Embedding [Kan83]. Given a BDD instance (B,t) with B € R™*? and
t = v + e (where v is the solution and e the error), Kannan’s Embedding con-
structs a lattice basis

B.— (B 2) c R(m-&-l)x(d—&-l), (6)

where ¢ > 0 is some scaling parameter. Optimal choices for ¢ are discussed
in [BSW16].

The lattice generated by B contains the vector € := (—v +t,¢)T = (e,c
For typical parameters, € is unusually short, i.e., it is likely (up to sign) the
unique shortest non-zero vector in £(B). To solve the BDD instance, one runs
BKZ with sufficiently large blocksize 3 on B to obtain +&. Given +e = +(e, c)”,

)r
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one then easily obtains the BDD solution v =t —e. A formal description of this
approach is given in Algorithm 2.

Algorithm 2: Kannan’s Embedding

Input: BDD instance (B, t), BKZ blocksize
Output: Solution v € £L(B) of BDD instance, or error symbol L

1 Construct lattice basis
B (B t) .
c
Run BKZ-3 on B.
Parse the shortest vector in the reduced basis as (b, u - ¢)T, where u € Z.
if u = +1 then
‘ return t —ub

else
‘ return |

N O ok WwN

Heuristically, Algorithm 2 succeeds under the following condition, which was
first introduced in [ADPS16].

Heuristic Claim 3.1 (Kannan’s Embedding Average Casel. Let the no-
tation be as above, and let bg,..., by denote the columns of B after BKZ-
reducing it with blocksize 3. Algorithm 2 outputs the correct solution v, provided
that

7501 @] < |[Picssa Y

for some sufficiently large (3.

For 8 > 50, Heuristic Claim 3.1 is confirmed by extensive experiments, see,
e.g. [AGVW17]. Under the Geometric Series Assumption [Sch03], one can esti-

mate
28—d

B | z( al W)é)”"_l (| det(B)[) ™ .

2me

Making the additional (mild) assumption that € is not too skewed in the direction
of any of the vectors by, ..., by, one expects that Hﬂ'jl;ﬁﬂ(é) H R~ %Hé” Asa
consequence, instead of using Equation (7) in Heuristic Claim 3.1, the literature
often uses

Bt (B o d T o
gl < (o} ) (e ©

Moreover, asymptotically, Equation (8) can be rewritten as follows.

Heuristic Claim 3.2 (Kannan’s Embedding Asymptotics). Let (B,t)
be a BDD instance on a d-dimensional lattice with bounded log-gap B ) = O(1).

13



If we run Algorithm 2 on input (B,t) with blocksize 8 = Bd + o(d), where
- 1
14+2yBy)

then the algorithm returns the correct solution v. The runtime of Algorithm 2 is
20.292Bd+0(d).

Justification. Heuristically, the smallest 5 such that Algorithm 2 outputs v is
the smallest § satisfying Equation (8), i.e.,

H|(5<mﬁwmﬂwmn@~

Dividing ||€|| from both sides, and applying log,(-) to the above, the inequality
becomes

log, (ﬁ) < (1 - 2(‘1;21)> log, <2§e(7r6)113)+10gd Me“i?")dl“ ,

(9)

We show that our choice of

d+1

—-d _
where we used the fact that 2(5 T = 1-—

B = Bd + o(d) satisfies Equation (9).
We first note that, for our choice of 3, we have

(a7 o () = (- 5 ) ot

—1—%—1—0()

where the second equality follows from the facts that log,;(©(d)) = 1+ o(1) and
% = O(1). Together with the approximations

2(3 1)

-

log([[e])) = logy(llell), and log, ((|det(B))*™ ) ~ log, ((| det(B)))

and
d 1 1

B Bto(l) B
it follows that, for our choice of 3, the right hand side in Equation (9) becomes

d det(L£)1/4 1 d ddet(L£)Vd
1— — +logy <e|(|§)|> +o(1) = Y] + log, <M> +0o(1)
1
2

Fo(l) =1+ 2ym¢) +o(1),

2 23 lell
d
~ 23 +y®.t) +o(1)
= o(1).
Since the left-hand side of Equation (9) also grows as o(1), we can ensure that

B = Bd+ o(d) satisfies Equation (9) by a suitable choice of the lower-order terms
in o(d). o

14



3.2 Tail-BDD

In [EK20], Espitau and Kirchner briefly mention the following alternative ap-
proach for solving BDD: "Once a highly reduced basis is found, it is enough to
compute a CVP on the tail of the basis, and finish with Babai’s algorithm." We
give a more detailed description of this approach in Algorithm 3.

Algorithm 3: Tail-BDD

Input: BDD instance (B,t), where B € R™*¢ is a BKZ-8 reduced basis with
blocksize 3

Output: Solution v € £(B) of BDD instance

Compute a lattice vector Vo = Bjg_p.a)X2 € L(Ba_p,q4)), closest to m5_4(t).

Lift V2 to £(B) by computing vo := B(04# %5)%.

Vi < BabaiNP(B[oyd,m,wd_g(t — Vz))

return vy + vo

B W =

Since the original analysis by Espitau and Kirchner is somewhat implicit, we
discuss the algorithm in detail below. We show that the algorithm has essentially
the same performance as Kannan’s Embedding. However, a major advantage over
Kannan’s Embedinng is that it allows to solve multiple instances at once.

Why Tail-BDD works. Suppose we run Algorithm 3 on input of our BDD
instance (B, t) with t = v 4+ e. The main idea behind Algorithm 3 is to reduce
our BDD instance over the d-dimensional lattice £(B) to a CVP instance over
the S-dimensional lattice £(B4—g,q)). Specifically, Line 1 of Algorithm 3 solves a
CVP instance on L£(Bj4_g,q)), taking time exponential in 3. After that, Lines 2
to 4 transform the resulting CVP solution into a solution of our initial BDD
instance in polynomial time.
Let us write

v =Bx, forsome x = (x1,x2)7 € 2977 x 7. (10)

Applying Wj_ﬁ(-) to t, we obtain a CVP-like equation on the tail of our lattice,
i.e., on the projected sublattice L(B4—3,q)):

Wé‘_ﬁ(t) = B[d_@d)Xz + ﬂj‘_ﬁ(e). (11)

Since B = (by, ..., ba-1) is BKZ-8 reduced, we have \1(L(Ba_s.4))) = |bj_zll,
see Definition 2.6. Hence, if

1
Ias(e) < 3 [ba-sll (12)

then Big_g q)X2 is the unique closest lattice vector to ijﬂ(t).
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If $ is sufficiently large (and thereby the basis profile is sufficiently flat),
then there is a decent chance that Equation (12) holds. Suppose this is the
case, i.e., Bjg_p 4)X2 is indeed the unique closest lattice vector to wj-_ﬂ (t). Then
Algorithm 3 recovers in Line 1 the vector vo = B4_g,4)X2. Given v, Algorithm 3
computes in Line 2

vy = B(0977 %,)T = B(0977, x,)7.
From t = v 4+ e and Equation (10) it then follows that
t— vy = B(xl,xQ)T +e— B(Od’ﬁ,xQ)T = Bjo,a-_p)x1 +e.
The vector mq_g(t — va), computed in Line 3, is thus given by
ma—p(t — va) = Bjgg—p)X1 + ma_p(e). (13)

Equation (13) now defines a (hopefully) easy BDD-instance on £(Bjy 4—g)). In-
deed, since B is BKZ-$3 reduced, the Gram Schmidt norms ||bgl|,...,[[b}_5 4
do not decay too fast. Thus, Babai’s algorithm should be able to solve the BDD-
instance defined by Equation (13). More precisely, writing

d 1

o= 2 T
1=0

K3

b7, (14)

with \; € R, Lemma 2.7 shows that Babai’s algorithm successfully recovers
Byo,q—p)x1 in Line 3, provided that

1
|/\i|<§|\bf||, for every i =0,1,...,d— 8 — 1. (15)
If this is the case, then Algorithm 3 returns
vi + vy = B(x,0%) + B(0977 x,) = Bx = v,

and thereby solves the BDD instance t = v + e.

‘Worst case analysis. Summarizing the above discussion, Algorithm 3 outputs
the correct solution, provided that both Equations (12) and (15) hold. As we
show below, a sufficient worst case condition for both equations to hold is

1
lell < 5 13—l - (16)

Indeed, if Equation (16) holds, then

1
||7Td{ﬁ(e)H <lle| < 5‘ d—p
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showing that Equation (12) holds. Making the mild assumption that the basis
profile of B is non-increasing, i.e., |b§|| > ||bj|| > ... > ||b}_,|.® we obtain

d—B-1

1 1
NI <y Do A =lmass(@ll < lell < 5 [bg-sl < 5 0]l (17)
=0

for every i = 0,1,...,d — 8 — 1. (Here the identity 1/3 70" A2 = [|ms_s(e)||
follows from Equation (14) and the fact that {ﬁb;‘ };1;06 ~!is an orthonormal

basis.) Since this shows that Equation (15) holds as well, we obtain the following
theorem.

Theorem 3.3 (Tail-BDD Worst Case). Let (B,t) be a BDD instance with
t = v + e, where v is the solution and e the error. If B = (bg,...,bg_1) is
BKZ-5 reduced, has non-increasing basis profile, and satisfies

1
lell < 5 bl

then on input (B, t), Algorithm 3 outputs the correct solution v.

Using the Geometric Series Assumption to estimate ||b}_4||, one may now use
Theorem 3.3 to compute a [, for which Algorithm 3 succeeds. However, the
B’s obtained from Theorem 3.3 would be somewhat larger than the actual /3’s
required in practice, since we used rather coarse upper bounds in the discussion
above. Below, we give an heuristic average case analysis of Algorithm 3 that
estimates the required S more accurately.

Average case analysis of Tail-BDD. As discussed above, Algorithm 3 out-
puts the correct solution, provided that both Equations (12) and (15) hold.
Recall that we used Equation (12) to ensure that Big_g q)X2 is the unique clos-
est lattice vector in L(Bg_g,q)) to wj;ﬁ (t). Under the Gaussian heuristic (see
Heuristics 2.1 and 2.2), we may replace Equation (12) by the slightly weaker
condition

Imis(e)]] < Ibi_sll, (18)
1

i.e., we may get rid of the factor 5 in Equation (12), and can still expect
Bi4_p,a)X2 to be the unique closest lattice vector in L(Ba_g,q)) to mz_z(t) =
Bla_g,a)x2 + ﬂj;ﬂ(e). Hence, we expect Algorithm 3 to output the correct solu-
tion, whenever both Equations (15) and (18) hold.

As we show below, heuristically, we can expect Equation (18) to imply Equa-
tion (15). As a result, we obtain the following estimate.

Heuristic Claim 3.4 (Tail-BDD Average Case). Let (B,t) be a BDD
instance with t = v + e, where v is the solution and e the error. If B =

8 In practice, this is virtually always the case.
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(bo,...,bg_1) is BKZ-f reduced and satisfies
[i-s(@] < [i-s

for some sufficiently large 3, then on input (B, t), Algorithm 3 outputs the correct
solution v.

)

Justification. We have to argue that the condition ||7z_s(e)|| < [[bj_4ll (ie.,
Equation (18)) implies Equation (15). Heuristically, we may assume that e is
not too skewed in any direction of the orthonormal basis {Mbj 1424, In other

words, we may assume that all d coordinates A; in Equation (14) are of similar

size. As a consequence, (unless /3 is extremely small) we may assume that for
every 17 it holds that

d—1
SR VB N> AL

i=d—p

Iz p(e)]l =

In particular, we may safely assume |\;| < ||mq—g(e)].
Now making again the mild assumption that the basis profile of B is non-
increasing, we obtain

1. 1., 1.,
Ml < Slmdp(@)ll < 3IBicpll < 5 7]

for every i = 0,1,...,d — 8 — 1, which shows that Equation (15) holds. o

Remark 3.5. In the justification of Heuristic Claim 3.4, we essentially showed
that when Equation (18) holds, and 8 is not extremely small, then Babai’s
Nearest Plane successfully lifts the projected vector mq_g(e) to e. For Kannan’s
Embedding, [AGVW17] already showed the same thing.

Comparison with Kannan’s Embedding. Notice that Heuristic Claim 3.4
requires essentially the same condition for Tail-BDD as Heuristic Claim 3.1 re-
quires for Kannan’s Embedding. In fact, the only difference is an index-shift by
1, which comes from the fact that Kannan’s Embedding works with a (d + 1)-
dimensional lattice, whereas Tail-BDD works with a d-dimensional lattice. In
practice, this does not make any substantial difference. Hence, Algorithm 3 has
essentially the same performance as Kannan’s Embedding. In particular, we get
the exact same asymptotic behavior as for Kannan’s Embedding.

Heuristic Claim 3.6 (Tail-BDD Asymptotics.). Let (B,t) be a BDD in-
stance on a d-dimensional lattice with bounded log-gap v,y = O(1). If we run
Algorithm 3 on input (B, t) with blocksize 8 = Bd + o(d), where

_ 1
1+ 2")/(]3";) ’

then the algorithm returns the correct solution v. The runtime of Algorithm 3 is
20.292Bd+0(d).
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Batched Tail-BDD. Suppose we are given a basis B of some d dimensional
lattice along with many targets t™), ... t(™) defining M BDD instances over
L(B). If we want to solve all M BDD instances using Kannan’s Embedding, then
we have to construct M different lattice bases B, as in Equation (6), and BKZ-
reduce each of these. Using the Tail-BDD algorithm, on the other hand, we have
to BKZ-reduce B only once, and then solve M CVP instances on L(B4—_s.q)),
where 3 denotes some sufficiently large blocksize. In other words, Tail-BDD al-
lows reducing M BDD instances on a d-dimensional lattice to one Batch-CVP
instance on a B-dimensional lattice. Using the Randomized Slicer for solving this
Batch-CVP instance allows to gain a significant speedup over Kannan’s Embed-
ding: For Kannan’s Embedding, we (heuristically) obtain asymptotic runtime
M - 20:2928+0(8) | whereas the approach based on the Randomized Slicer (heuris-
tically) runs in time

max{20.292,6-|ro(ﬁ)7 M- 20.23454-0(/3)}.

In particular, solving M < 20:0588 instances has the same cost as solving a single
instance with Kannan’s Embedding.

Algorithm 4: Batched-Tail-BDD

Input: BKZ-8 reduced basis B € R™*¢ and BDD targets t™V, ... t(*)]
blocksize 8 _
Output: Solutions v(¥) € £(B) to the BDD instances defined by the t"’s

Use Randomized Slicer to compute a list of lattice vectors (Vgl), .. ,ng’)

in

=

L(B(4—p,a)), Where Véi) = B[d_g,d);((;) is closest to Wj,ﬂ(t(i)).
2 fori=1,...,M do
3 Lift Vg) to £(B) by computing vgi) =B(0" 7, ig))
4 | vV + BabaiNP(Bjo,4—s), ma—s(t" — v§"))
5 v =y v
6 end
7 return (v(¥, ... v()

The whole process is formally described in Algorithm 4. Analogous to Heuris-
tic Claims 3.4 and 3.6, we have the following estimates.

Heuristic Claim 3.7 (Batched-Tail-BDD Average Case). Fori=1,...,M,
let (B,t") be BDD instances with t = v(® 4 e where v(¥) is the solu-
tion and €9 the error. Suppose we run Algorithm 4 with blocksize B on input
B,tM, ...t IfB = (byg,...,by_1) is BKZ-3 reduced and satisfies

Jriste)] < |

b s|

)

for some sufficiently large 5 and some i € [M], then the i-th vector returned by
Algorithm 4 is the correct solution of the i-th BDD instance (B,t(")).
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Heuristic Claim 3.8 (Batched-Tail-BDD Asymptotitcs). Fori=1,..., M,
let (B,t(i)) be BDD instances on a d-dimensional lattice with bounded log-gaps
YBgy = O(). If we run Algorithm 4 on input (B, tM 6D with blocksize
B8 = Bd + o(d), where
1
1+ 2YB ) 7

then the algorithm returns the correct solution v of (B,t(i)). The runtime of
Algorithm /4 is max{20-2928+0(8) pp . 20.2348+0(8)

3.3 Bernstein’s Hybrid Attack Generalized

Bernstein [Ber23] uses Batched-Tail-BDD (Algorithm 4) as the central build-
ing block in his hybrid attack on LWE. We show now that his attack is not
specific to LWE, but can be generalized to BDD. Additionally, we improve the
runtime of his attack by using an improved routine for enumerating secret keys
from [GMN23].

Splitting the BDD instance. The main idea behind the hybrid attack is to
split our BDD instance t = v+e into two subproblems on the lattices L(Bg,q—x))
and L£(B[g_y,q)), where x € [d] is some parameter to be optimized later. In a
nutshell, the attack consists of an enumeration step on the k-dimensional lat-
tice L(Bjg—x,q)), and a lattice reduction step on the (d — r)-dimensional lat-
tice L(Bjg,q—x)). The hope is that both steps together outperform lattice re-
duction on the d-dimensional lattice £(B) in Kannan’s Embedding and (non-
batched) Tail-BDD.

Let us write v = B(uy, uz)?, where (uy,u)? € Z4=% x Z*. Applying mq4_. (")
and 77, (-) to t = v + e, we obtain

ﬂj—n(t) = B[d—n,d)u2 + ﬂ—(Ji_—K,(e)v (19)

and

Ta—n(t — B(Odikﬂ uz)T) = B[O,dfn)ul + Ta—x(e). (20)
Using Equations (19) and (20), the hybrid attack recovers u; and ug in a two-
step approach, thereby solving our BDD instance t = v + e.

At first glance, this may seem very similar to the (non-batched) Tail-BDD
algorithm. Indeed, when replacing x with 3, then Equations (19) and (20) be-
come identical to Equations (11) and (13) from the analysis of Tail-BDD. How-
ever, there is a crucial difference between the choice of 8 in Tail-BDD and the
choice of x in the hybrid attack: In Tail-BDD the choice of S ensures that
the vector Big_g,4)X2 in Equation (11) is the closest lattice vector to the pro-
jected target Wj_ﬁ(t). In contrast, for our choice of «, the vector Bjg_, q)uz2 in
Equation (19) will generally only be close to w5 . (t). As a result, we require
different techniques for recovering u, from wj;ﬁ(t): Instead of simply apply-
ing a CVP-solver to ﬁj_ .(t), we have to enumerate a list of candidate vectors

(v?él), .. ,vH\'/éM)) C L(Bg—x,a)) for Big_, g)u2, that are close to 7 . (t).
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Efficient enumeration on L£(B[g_,,q)). Before we can introduce the hy-
brid attack, we have to discuss how we enumerate our list of lattice vectors
(st/él)7 . ,VT/éM)). Let us consider the typical setting, where £(B) is a full-rank
d-dimensional integer lattice, and e is sampled from some (known) product dis-
tribution D?. Without loss of generality, we may assume that B € Z4*¢ is the
HNF basis of £(B). Then, due to the upper-triangular shape of B, we have

span(Bjg,4—x)) = RI=* x {0}*. In particular, for every v = (vg,...,v4_1) € R%,
we have 71 (v) = (097", v, ...,v4-1). It follows that the projected BDD error
71 . (e) is distributed as 75, (e) « {0}97" x D*. As a result, we can easily

enumerate candidates VNVS) € L(Bg—y,q)) for Byg_, gus = 1 (t) — 7 (e)

w0 =

by simply iterating over all vectors x(?) e supp(D)”®, and computing’ w

71 . (t) — (097%,x). Clearly, enumeration then runs in time |supp(D)|".

Importantly, if D is not the uniform distribution, then enumeration can be
implemented significantly more efficiently: Suppose instead of enumerating all
vectors x(* in the support of D*, we randomly sample 2H(P)5+1 vectors from
D", where H(-) denotes the Shannon entropy of D. As shown in [GMN23], the
desired vector Wj;n(e) is then, with constant probability, among all sampled
candidates (0¢~%,x(*).

If D is the uniform distribution, then |supp(D)| = 2% (P). Hence, for the uni-
form distribution, both approaches of enumerating all vectors from supp(D)"* or
sampling 2H(P)s+1 yectors are essentially equivalent. However, for any D differ-
ent from the uniform distribution, we have |supp(D)| > 2H(P). Thus, sampling
2H(P)e+1 yectors improves over enumeration of | supp(D)|* by a factor exponen-
tial in k, while the success probability decreases only by a small constant.

Our enumeration routine is described in Algorithm 5.

Enumeration + Batch-Tail-BDD. Having explained our enumeration rou-
tine, we can now give the hybrid attack in Algorithm 6.

Let (Wg ), .. ~(M)) be the list produced by Algorithm 5’s for-loop. As dis-
cussed above, thls list likely contains Big_, 4yuz. To identify By_, q)u2 among

the vT/éi)’s, and to recover the remaining coordinates u; of our BDD solution
v = B(uy,uz)?, Algorithm 6 uses Batched-Tail-BDD as follows.

For every wé) Big_p, d)u2 € L(Bg—p,q)), Algorithm 5 lifts w;) to L(B)
as w2 = B(09", é)) , and then computes t(*) := ;. (t — é)) By con-
struction, among all i’s, there likely is one ¢* with

wi) = B0, uy)T. (21)
Hence, by Equation (20), the corresponding ") = my_,.(t — wéi*)) is
£ — Bio,q—xju1 + T4 (€). (22)

% If for some x?, the resulting vector wi) = 74, (t) — (0°*,x) does not belong
to L(Bg—x,q)), then x can immediately be discarded.
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Algorithm 5: Enumeration

Input: BDD instance (B, t),where B € R4*? is HNF basis, and the error is
sampled from some distribution D?,
parameters 3, K

Output: List of targets (t(l)7 D) where M = 2H(P)r+l

M = 2H(D)/§+l

fori=1,2,...,M do
x() « D~

~(z) :7Td m( ) (Od K z))

1fw ) ¢ L(Ba—p,q)) then
Compute u§> € Z" with w2 = Bg_p, d)ug ).
Wi B )
t@ =7y (b — wiHT

9 end

W N O A W N

10 end
11 return (tV, ... t?))

Algorithm 6: BDD Hybrid Attack

Input: BDD instance (B, t),where B € R**? is HNF basis, and the error is
sampled from some distribution D?,
parameters 3, k
Output: Solution v € £(B) of BDD instance
1 Enumerate list of targets (¢, ..., t*)) using Algorithm 5.
2 B« BKZs (Bp,a_n))
3 Run Batched-Tail-BDD with blocksize 8 on input B and @, .t to
compute a list of lattice vectors (w (D cey <M)) in L(Bjo,a—x))

4 return W(l) + Wy () forie [M] minimizing ||t — 5” — Wéi)”.

Let us call t() the golden target. Since L(B[,4—r)) is a sublattice of L(B), w

have A1 (£(B)) < A1 (£(Bjo,d—x))), and thus

Imaw@)l < llell < GALB)) < LM (LB ).

Together with Equation (22) this shows that Bjg 4_ju1 is the closest lattice
vector in L(B4_x)) to t@). In particular, our golden target t(") defines a

BDD instance on £(Bjg 4—x)) With solution Bjg q_.yus.

Hence, if we instantiate Algorithm 6 with sufficiently large blocksize 3, then
the ¢*-th vector W( ") returned by Batch-Tail-BDD in Line 3 is WE ) = Big,q—x)u1-

Since by Equation (21) we have

ng*) + ng*) =B(u;,0")" + B(0"", uéi))T =B(u,up)’ =v

)
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it follows that Algorithm 6 successfully solves our BDD instance t = v + e by
simply computing the ¢ € [M] that minimizes ||t — wgl) - wg’)H, and returning

ng) + ng).

Asymptotic analysis. The asymptotic runtime 7" of Algorithm 6 is the sum of
the runtimes of BKZ and Batched-Tail-BDD with M = 2H(P)s+1 targets. Hence,
by Heuristic Claim 3.8, we have

T = maX{Q().292ﬁ+O(ﬁ)’ M - 20‘234,34»0(['3)}' (23)

For Algorithm 6 to succeed, we have to chose k and ( for which Batched-Tail-
BDD successfully solves the BDD instance defined by the golden target t(") in
Equation (22). By Heuristic Claim 3.8, this requires us to take

1
2(1 + ’Y(B[O,nfk)ﬂ"(i*))) .

B> B.(d—kK)+o(d—k), whereB, =

In any typical lattice £(B), we may safely assume that, for any «, the sublattice
L(Bo,4—r)) is not denser than £(B). Hence, we expect the log-gap V(Blo.a_py )
to be non-decreasing in k. Conversely, we can safely assume B, to be non-
increasing in k. In particular, By > B, for all k. Thus, taking

d—k

f=Bold=r)+old=r) =537

+o(d — k) (24)

suffices for Algorithm 6 to succeed. By Equation (23), the runtime 7' is minimized
for

H(D)rk + 0.2343 = 0.2928. (25)

Plugging 8 = By(d — k) from Equation (24) into Equation (25) and solving for
k shows that the optimal & is

Bod

- H(D)
Bo + 0.058

K

Together with Equation (24), this results in the following asymptotic runtime
for the hybrid attack.

Heuristic Claim 3.9. Let (B,t) be a BDD instance with HNF basis B € R4*4,
error drawn from some product distribution D?, and bounded log-gap YBg) =
O(1). Algorithm 6 solves (B, t) with constant probability in time 20-292(B=K)d+o(d)

where

1 B?
=——— and K= ——.
1+ 2@, B+ 5ol
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Comparison with Bernstein. For the special case of BDD instances derived

from LWE, Bernstein’s attack has runtime 20-292(8-K"d+o(d) where
K' = 5
o log, (| supp(D))) °
B2+ =550

In [Ber23, Section 4.1], Bernstein asked whether one can improve the runtime of
his attack, when D is not the uniform distribution. Our algorithm answers this
question in the positive: If D is the uniform distribution, we obtain the exact
same runtime as Bernstein. However, for D different from the uniform distribu-
tion, our algorithm is always more efficient due to the improved enumeration
routine from [GMN23].

Implications. Since Kannan’s Embedding and Tail-BDD both run in time
20-292Bd+0(d) " see Heuristic Claims 3.2 and 3.6, it follows that the hybrid attack
with runtime 20-292(8-K)d+o(d) a5ymptotically improves over the state-of-the-art
by a factor 2029254 Let us discuss what this implies for the hardness of BDD.

BDD instances with |le|| = @(v/ddet(£)/?) are considered to be hardest.
(That is, when ||e|| is within a constant factor of the Gaussian heuristic.) For
such instances, we have

ot(L£)1/d
VB = logs <M> — log, (O(1)) = o(1),

el

and thus B = =1+ o(1). In particular,

K= <1 + 10{_5)252)_1 + o(1).

1
T+o(1)

More generally, for our setting of bounded log-gap v(g+) = O(1), we always have
B = 6(1) and thus
K=0eHD)™).

It follows that the speed-up of the hybrid attack mainly depends on the entropy
of the underlying error distribution D: The smaller the entropy, the larger the
speed-up. More precisely, for distributions with large entropy H(D) = w(1),
we improve only by a subexponential factor 20-292Kd — 20(d)  However, for all
distributions with small entropy H(D) = O(1), we improve by an exponential
factor 20-292Kd — 92(d) T particular, if |supp(D)| = O(1), (e.g., if the error is
ternary), then the hybrid attack improves over Kannan’s Embedding and Tail-
BDD by a factor exponential in the lattice dimension. Concrete numbers for
various distributions are shown in Table 2.

Implications for LWE. Let us consider an LWE instance (A, b) € Z;"*" x Z7!
with secret 81 < D™ and error s < D™. As in Equation (4), we can transform
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Table 2. Asymptotic speed-up 2°-292%¢ of the hybrid attack for K = (1 + @)_1.

0.058
D | B1) B@ BE) TG TG TG
H(D) |1.500 2.030 2.333 1.584 1.251 0.816
0.292K | 0.010 0.008 0.007 0.010 0.012 0.019
the LWE instance into a BDD instance with solution v = (b — s2,s;) and

error € = (82, —s1). Suppose our LWE instance has parameters as originally
suggested by Regev [Reg05], i.e., the coordinates of e follow a discrete Gaussian
distribution D with standard deviation o = poly(n). Approximating H(D) with
the entropy of the continous Gaussian distribution, we then have

H(D) ~ %1og2(27r602) = 2(log(n)) = w(l),

and, by the discussion above, K = o(1). Hence, the hybrid attack improves here
only by a subexponential factor 20-292Kd — 20(d) T other words, LWE instances
with parameters suggested by Regev are essentially immune to the hybrid attack.

However, for efficiency, many practical LWE schemes use parameters that
are very far from the ones in Regev’s reduction. Most crucially, many practi-
cal schemes use distributions with rather small entropy, for instance, by using
ternary secrets. For such schemes, our analysis shows that the hybrid attack im-
proves over Kannan’s Embedding and Tail-BDD by an exponential factor. Hence,
while choosing parameters far from Regev’s can be beneficial for efficiency, the
hybrid attack shows that this comes (at least asymptotically) at the cost of a
significant reduction in hardness.

We like to stress that these asymptotic results, however, do not tell much
about runtimes for concrete parameters. In particular, we warn against plugging
concrete parameters of some practical LWE scheme into Heuristic Claim 3.9
and then (falsely) concluding that breaking that scheme costs time exactly
20-292(B-K)d Ty obtain a more accurate picture of the algorithm’s performance
in practice, we implemented the attack and ran it on concrete instances. The
results are discussed in the following chapter.

4 Practical Speed-ups

We provide the first open-source implementation of the Randomized Slicer that
incorporates all necessary techniques to make the algorithm truly practical.
Building on top of that, we implemented our BDD hybrid attack (Algorithm 6).
Throughout the Section we perform our experiments on 2 identical servers
each equipped with 2 AMD EPYC 7742 processors and 2 TB of RAM. With
multithreading that yields 128 physical and 256 virtual cores per machine.

25



4.1 Implementation Details

Our main practical contribution is an implementation of the Randomized Slicer
algorithm [DLvW20] for solving Batch-CVP.

Our CPU-based implementation builds on and extends the General Sieve
Kernel (G6K) library [ADHT19|. This is the fastest open source implementa-
tion of lattice sieving algorithms. G6K includes a CPU implementation due
to [DSvW21] of the asymptotically fastest sieve algorithm from [BDGL16] (BDGL),
which is central to our implementation of Batch-CVP. As input, our implemen-
tation receives a list L of short lattice vectors and a batch of CVP targets. It
proceeds by rerandomizing the targets to create a list L’. For all y € L’ the
slicer searches for x € L that reduces y. That is, the slicer searches for y such
that ||y £x]|| < |ly||. Given such a vector x, the slicer replaces y with the shorter
vector y + x. As explained in Section 2.4, we solve Batch-CVP once L’ contains
sufficiently many short vectors.

Bucketing. An asymptotically optimal way to search for reducing pairs x,y
is proposed in [BDGL16] and a (more practical) version of it is implemented
in [DSvW21]. The idea is to assign the vectors from L, L’ into buckets with the
property that any two elements assigned to the same bucket are likely to be closer
to each other than the elements from different buckets. This bucketing procedure
is realised via decoding the vectors with respect to a specifically crafted code.
Vectors are assigned to the same bucket if they decode to the same codeword.
The way this idea is implemented in our slicer is pictorially presented in Fig-

ure 1. The lattice vectors from L are assigned to buckets By, ..., B,,, and simi-
larly, the target vectors from L’ are assigned to their buckets B, ..., B}, using

the same code, i.e., B; C L and B, C L' contain vectors that are decoded to the
same codeword. Processing buckets consists in checking for each y € B] whether
there exists x € B; that reduces y. If several reductions of y are possible, we
choose the one that gives the shortest output. Once all buckets are processed,
we sort the new y’’s according to their Euclidean norm in increasing order.

This finishes one iteration of the slicer. A new iteration of the slicer starts by
rerandomizing the code used for bucketing and proceeds with bucketing L and
L.

Rerandomization. In order to have constant success probability of our slicer,
all input targets need to be rerandomized [DLvW20]|. While in theory this ran-
domization consists in choosing a Gaussian vector from the lattice shifted by the
target, such Gaussian sampling is costly in practice. Instead, we choose two rela-
tively close vectors from the list of lattice vectors L and add their sum/difference
(whichever is the shortest) to our target. Before randomizing the targets, we
reduce them with Babai’s algorithm. This significantly reduces the amount of
slicer’s iterations and decreases the sizes of floating point numbers involved in
the computations. Moreover, since we store vectors in L and L’ with respect
to the Gram-Schmidt basis, Babai-reducing the targets makes their coefficients
small.
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Siever bucketing Slicer bucketing

Fig. 1. One iteration of bucketing Randomized Slicer

Termination condition. We terminate the slicer once sufficiently many short
vectors in L’ are obtained. In our implementation, we allow the slicer to return
more vectors than the number of (non-randomized) targets. This is due to the
fact that for some targets more than one of their randomizations can be close
to a lattice vector. In order to match the original non-reduced, non-randomized
target with its closest lattice vector, we keep a database of the non-randomized
targets and, for each vector in L’ (with randomizations) we store its index in the
non-randomized database.

Implementation details: C+-+/Cython/Python. As in G6K, we imple-
ment low level algorithms of the slicer in C++-. This includes randomizing the in-
put targets, running bucketing, and sorting the lists. The last two procedures are
parallelized. Slicer’s bucketing is built upon the implementation of the bdgl sieve
from [DSvW21]. To provide a user-friendly Python interface to the low-level pro-
cedures of the slicer, we use Cython. This enables us to implement Algorithm 6
efficiently using only Python that internally calls efficient C++ functions.

Optimizations. Both targets and lattice vectors are stored in fized-size arrays
as coeflicients w.r.t. the Gram-Schmidt basis. This makes the norm computations
(which is the core operation) faster.

To facilitate these computations, analogously to what is done in G6K, we
store for each vector its 256-bit SimHash value [Cha02, FBB*15, Ducl8]. A 64-
bit hash unique identifier for each vector is stored to keep track of duplicates
in L'. We also keep track of a light-weight copy of L', where for each vector we
store only its length, a SimHash, and its index in the main database, allowing
for more time-optimized sorting. The overall memory requirement per vector in
our slicer is slightly less than in the bdgl sieving in G6K due to the fact that we
do not store the integral coefficient vectors of targets w.r.t. the original basis.
Every integral coefficient vector is stored a fixed size array of dimension 128 (by
default), thus saving = 2 - 128 bytes per vector.
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4.2 Output Quality of our Slicer for BDD

We compare the success probability of our slicer with the implementation of
Babai’s algorithm from FPyLLL [dt25]. Babai’s algorithm [Bab86] is fast in
practice, but it can only solve BDD instances where the target t is very close
to the lattice £ = £(B), cf. Lemma 2.7. For approximation factors v = d(ifﬁ((t]’f))
close to 1, Babai most likely fails even on well-reduced bases. On the other ex-
treme, there is an implementation of a CVP solver in FPyLLL that enumerates
all lattice points around the target within a certain radius.'® This enumera-
tion almost always succeeds, but its runtime is prohibitive (the experiments on
dimensions starting from 70 do not in a reasonable time).

To set up the experiments on the success probability of tail-BBD (Algo-
rithm 3), we first BKZ-reduce 50 random n-dimensional g-ary lattices for ¢ = 12
bits. We choose § = n — 10 as the BKZ blocksize. After the BKZ reduction, we
run sieving on the whole lattice. For each lattice and for each approximation
factor v € {0.9,0.92,0.94,0.96,0.98,1}, we generate 50 targets by sampling a
random error from a sphere and adding it to a lattice vector.

dim = 70 dim = 80
T T T T
0.8 |- 0.9
0.7 - 0.8
0.6 |- 0.7
0.5 0.6
Q
2 04 0.5
< 0.3 0.4
’ 0.3
0.2 ™ i
- 0.2 ™
» - L -
] n = = I
o o o o 9o o o 9o o o o o
! ! ! ! ! ! ! ! ! ! ! !

0.9

0.92

0.94

0.96

0.98

Y

1

0.9

0.92

0.94

0.96

0.98

Y

1

—e— Babai —@— Slicer x1 —e— Slicer x5 —+— Slicer x10

Fig. 2. Success probability of Babai’s algorithm vs. our iterative slicer on a g-ary lattice
of dimensions 70, 80 on 50 targets for each approximation factor . We increase the
number of randomizations per target by factors of 1, 5, and 10 compared to asymptot-
ical predictions.

The results of the experiments for dimensions 70 ans 80 are given in Figure 2.
We run the slicer algorithm with various numbers of rerandomizations. Theory
predicts [DLvW20| the number of randomizations only up to O-notation that
may hide a poly(d) multiplicative term. Indeed, we observe that considering 1 as

10 nttps://github.com/fplll/fpylll/blob/master/src/fpylll/fplll/svpcvp. pyx
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the hidden term in O() in the number of randomizations results in low success
probability of the slicer (see “Slicer x1” orange lines). Increasing this number by
a factor of 5 or 10 (“Slicer x5”, resp. “Slicer x10”) gives a visible improvement in
success probability.

Experiments on Batch-Tail-BDD. In order to investigate the efficacy of
our Algorithm 4 implementation we generated 5 dimension-120 bases of g-ary
lattices with 5 Batch-Tail-BDD instances each containing 10 BDD instances.
We run Algorithm 4 with 8 = 55 and observe the distributions of approximation
factors v of successfully solved BDD instances (green histogram) and the failed
ones (red) in Figure 3. The failures occur due to the probabilistic nature of the
slicer: we do not have sufficiently many vectors in L to solve all BDD instances
provably. The rate of the fails increases as the approximation factor grows. The
data suggests that even when the approximation factor of the BDD targets
projected onto B4_g) is close to 1 we are able to solve most of the BDD instances.
A stronger BKZ reduction may increase the success rate of our slicer. In addition,
saturating L more will also reduce the number of failures.

30 - b

# instances

075 08 0.85 0.9 0.95 1 1.05 1.1
Approx. factor

Fig. 3. Histograms of successes and failures at solving Tail-BDD instances combined
into the Batch-Tail-BDD instances. Horizontal axis: approximation factor of the BDD
targets mq—g(t) w.r.t. the Gaussian heuristic. Vertical axis: number of BDD instances.
Lattice dimension 120, 8 = 55. 5 lattices with 5 batch Batch-Tail-BDD instances
per each one. Each Batch-Tail-BDD instance consists of 10 BDD instances (250 BDD
instances in total).

4.3 Hybrid Attack vs. Primal Attack

In this section we compare the runtimes of the primal attack to the hybrid attack
approach for various dimensions and distributions.

We attack LWE instances with secret and error sampled from the centered bi-
nomial B(3) and weighted ternary distribution 7 (w) with w = 1 and §. We con-
duct our experiments for 5(3) in dimensions n € {140, 150, ...,170}. For T(1/3)
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and 7(1/6), we run the experiments in dimensions n € {160,170, ...,210} and
n € {170,...,210}, respectively. For each dimension n we generate 10 matrices
A,;. For every A;, we generate 10 LWE instances (A;, b;)o<j<10, resulting in 100
LWE instances per dimension in total.

Primal two-step attack. Our experiments for the primal attack proceed as
follows. For each LWE instance we construct a lattice using Kannan’s embed-
ding following Algorithm 2. We then run progressive BKZ algorithm on this
lattice increasing the value Bprimal of the BKZ blocksize. For each Sprimal We
compute (for a concrete reduced basis) the value ds — the least dimension of the
last projective lattice such that when calling the sieving on it and lifting the
resulting vector yields a solution. This approach to run primal attack is known
as two-step approach (bkz+sieving). Both runtimes of BKZ-fpima and sieving
in dimension d, can be estimated as in [ADHT19, XWW¥24].11 When these
predicted runtimes equalize, we perform the actual sieving and lift the found
vector.

Table 3. Experiment parameters for hybrid attack.

T(1/3) T(1/6) B(3)

n |k B Bs||n|xk B Bs|| n |k B Bs
160 5 50 53| 170 50 52| 140 61 63
170 56 61 || 180 3 54 56 || 150 1 71 73
180 64 66 || 190 61 63| 160 81 83
190 (6 74 76 || 200 68 70| 170 91 93

200 83 851|210 779

Parameter choice for the hybrid attack. To keep the number of variables
in our hybrid attack manageable, we fix for each dimension n the number of
coordinates x to be enumerated. The blocksize 8 for BKZ inside the hybrid attack
is manually fine-tuned to some value slightly smaller than Brima1, see Table 3.

Improving practical runtime and success probability. We applied a few

tweaks to Algorithm 6 to make the algorithm more practical. Recall that for

Algorithm 6 to succeed, we need the following:

(i) The correct ug is among all M vectors ug) sampled by our enumeration
routine (Algorithm 5).

1 See also https://github.com/fplll/g6k/blob/master/lwe_challenge.py for the
concrete implementation of the two-step primal attack.
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Fig. 4. Timings of the primal attack vs. timings of the hybrid attack adjusted by the
inverse of the success rates.

(ii) Batched-Tail-BDD succeeds to solve the BDD instance defined by the golden
target over L(Bjg 4—x))-

In theory, [GMN23, Theorem 3.7] requires that we need to sample M = 2H(P)x+1
vectors uy for (i) to have a decent success probability. However, experimental
evidence [GMN23, Section 5] suggests that M = 2H(P)x also works well in prac-
tice. To improve the runtime of our implementation by a factor 2, we thus work
with M = 2H(P)x,

In Algorithm 6 we use the same blocksize 5 for BKZ reduction in Line 2 and
for Batched-Tail-BDD in Line 3. Note that the call to BKZ is thus a bit more
costly than the cost to Batched-Tail-BDD, since BKZ runs sieving polynomially
many times in dimension 3, whereas Batched-Tail-BDD essentially has the same
runtime as sieving once. Hence, if we use a slightly larger 55 > [ for Batched-
Tail-BDD we may balance the costs of Lines 2 and 3, similar to two-step-primal
attack. Since the blocksize for Batched-Tail-BDD increases the success proba-
bility of (ii), it follows that we may boost Algorithm 6’s success probability at
essentially no cost in runtime.

To illustrate the benefits of this approach we plot in Figure 5 two success
rate histograms: one for 8, = 91 (left) and one for 8, = 93 (right). The data
shows that increasing the slicer’s dimension by 2 increases the success rate from
38% to 52% while not increasing the runtime substantially.

Computation of runtimes. Line 3 of Algorithm 6 feeds a list of M targets to
the Randomized Slicer. As shown in Algorithm 1, the Randomized Slicer then
creates a list L’ of randomized targets and a list of short lattice vectors L. For
our parameters, we have |L’| > |L|. To be able to efficiently search for near
neighbours in L and L’ we, thus, have to split L’ into sublists L}, L5,..., L)y
with |L;| ~ |L| and N ~ |L'|/|L|, and run Near Neighbour (NN) on all pairs
L x L.

To simplify our experiments, we ran NN only on one pair L x L, with L]
containing the golden target, and on one pair without the golden target. To
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Fig. 5. Histograms of successful secret recoveries, and failures for solving Tail-BDD.
Horizontal axis: approximation factor of the golden target m4—g, (t) w.r.t. the Gaussian
heuristic. Vertical axis: number of instances. Error distribution B(3), lattice dimension
339, slicer dimension 85 = 93 (left), 91 (right), 8 = 91, 10 lattices lattices with 10 LWE
instance per each one.

accurately compute the runtime of the hybrid attack, we then multiply the mea-
sured runtime of NN on L/ without golden target by (N — 1).

Finally, in contrast to the primal attack, our hybrid attack succeeds only with
a certain probability. For a fair comparison, we divide the measured runtimes by
its success rate.

Runtime. The results of the experiments are presented in Figure 4. The data
show that for every dimension and distribution of s and e we were able to
outperform the primal attack. In some cases (dimensions 170, 180 for 7(1/3)
and 7 (1/6) respectively) the hybrid attack’s runtimes ended up close to the ones
of the primal attack. This can be explained by the fact that our BKZ algorithm
switches between enumeration and sieving at blocksize 8 = 55, making the
slope of the primal attack complexity change. This phenomenon disappears as
dimensions grow.

In our experiments we observed speedups by factors up to 3.4 for distributions
B(3) and T(1/3), and up to 4.5 for distribution 7 (1/3).

4.4 Directions for improvements

Even though our implementation of Randomized Slicer is the fastest available
and includes various optimizations, there is still a lot of directions for potential
improvements. Here we list some of them.

1. Sieving algorithms implemented in G6K terminate when “enough” short vec-
d
tors are found. The exact quantity is by default 0.5 - \/4/3 , while asymp-

d
totically we expect to have /4/3 short vectors. Increasing the constant
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0.5 to, say, 0.75 will increase the success probability of the slicer making
sieving slower. The optimal trade-off point depend on the application of the
Randomized Slicer.

2. On-the-fly lifting technique, similar to the one used in G6K implementation
of sieving, can be used in Algorithms 3 and 4: instead of running BabaiNP
after the Randomized Slicer, one can lift the projected solutions to the full
lattice.

3. We expect significant speed-ups in GPU implementations of Randomized
Slicer, comparable to speed-ups achieved for BDGL sieve in [DSvW21]. Simi-
larly, it is interesting to adapt Randomized Slicer to the streamed memory
access implementation of BGJ sieve from [ZDY25].
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