
SoK: Verifiable Federated Learning

Francesco Bruschi2, Marco Esposito2, Tommaso Gagliardoni1, and Andrea
Rizzini1,2

1Horizen Labs
2Politecnico di Milano

December 20, 2025

Abstract

Federated Learning (FL) is an advancement in Machine Learning
motivated by the need to preserve the privacy of the data used to train
models. While it effectively addresses this issue, the multi-participant
paradigm on which it is based introduces several challenges. Among
these are the risks that participating entities may behave dishonestly
and fail to perform their tasks correctly. Moreover, due to the dis-
tributed nature of the architecture, attacks such as Sybil and collu-
sion are possible. Recently, with advances in Verifiable Computation
(VC) and Zero-Knowledge Proofs (ZKP), researchers have begun ex-
ploring how to apply these technologies to Federated Learning aiming
to mitigate such problems. In this Systematization of Knowledge, we
analyze the first, very recent works that attempt to integrate verifia-
bility features into classical FL tasks, comparing their approaches and
highlighting what is achievable with the current state of VC methods.

1 Introduction

Machine Learning (ML) is a field of Artificial Intelligence that has seen
tremendous growth over the past two decades and is now one of the most
actively researched areas in computer science. ML enables the development
of models that, starting from a dataset, can learn to perform specific tasks
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such as prediction, object classification, question answering and many oth-
ers. In order for a model to achieve high accuracy, the training dataset must
contain high-quality data; otherwise, the resulting model will be unreliable,
following the well-known paradigm “garbage in, garbage out”.

In many practical scenarios, however, the training data is not only criti-
cal for the model accuracy, but also sensitive in nature since it may contain
private or confidential information. In such cases, data owners may be unwill-
ing to share their data with a central authority or third party. Furthermore,
multiple related entities may consider collaborating to train a shared model
while keeping their own data private. This is often the case in scenarios such
as healthcare, where departments from different hospitals want to leverage
their data to obtain a model that benefits all participants.

To address these issues, a new machine learning approach called Federated
Learning (FL) was introduced by Google in 2016 [59]. The basic framework
follows an iterative procedure, where in each round two main steps are per-
formed: (1) each client trains a model locally, thereby keeping its dataset
private; and (2) the locally trained models are sent to a central server (the
aggregator), which aggregates them into a global model; this updated global
model is then redistributed to the clients, allowing another iteration to begin
until the model converges.

However, the basic FL setup exposes some limitations, in particular the
model updates shared by the clients may leak private information about their
local dataset and the central server may learn sensitive information or act ma-
liciously [26, 90]. To address such concerns, various cryptographic and statis-
tical tools have been proposed, leading to the concept of Privacy-Preserving
Federated Learning (PPFL). These tools include Differential Privacy (DP),
which adds noise to the updates to obfuscate individual contributions [40, 76];
Homomorphic Encryption (HE), which enables computations on encrypted
data [33, 52]; and Multi Party Computation (MPC), which allows parties
to collaboratively compute functions over inputs while keeping those inputs
private [16].

Despite these enhancements, a fundamental problem is the lack of verifi-
ability in the FL process. The training and aggregation steps often rely on
the ”honest-but-curious” assumption, where all participants are expected to
follow the protocol as intended. However, both the aggregator server and the
clients may behave maliciously or erroneously. The rapidly evolving field of
verifiable computation has recently found applications in Machine Learning,
specifically in proving the computation of training and inference, leading to
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the concept of Verifiable Federated Learning (VFL).
The landscape and terminology here are complicated by the fact that

many of these concepts and threat scenarios are orthogonal to each other:
verifiability can be achieved separately or in addition to privacy, there is a
difference between honest-but-curious, honest-but-unreliable, and fully mali-
cious adversaries, and all of these considerations apply not only to FL, but to
distributed (either peer-to-peer, or gossip-based) ML models as well. In ad-
dition, all adversarial attacks that apply to traditional ML (data poisoning,
model extraction, etc) also apply to FL. Lest not talk about what happens af-
ter the training of the model is complete, i.e. all the issues involved in private
or provable inference, reliability, and model watermarking or fingerprinting.
Navigating the complex ecosystem of different properties and security notions
for distributed machine learning models can be a difficult task.

1.1 Our Contribution

In this Systematization of Knowledge (SoK) work, we organize in an organic
way existing terminology, properties, threat models, and state of the art re-
sults in the field of Verifiable Federated Learning. Moreover, we also propose
a novel framework to classify VFL schemes according to the properties of
privacy, security, and decentralization they achieve. We choose to focus on
the following scenarios:

• Federated only, i.e. we only look at scenarios where the training dataset
is split into private subsets among the participants.

• Central aggregator only, i.e. we do not consider peer-to-peer or gossip-
based schemes. This is in order to focus on efficient, practical schemes
that can have immediate applications.

• Training and aggregation only, i.e. we do not address all those problems
that arise at inference time, such as privacy of inference and model
watermarking.

The reasons for our choices are simply dictated by the need for a focused
approach on real-world applications of immediate need, in particular in fields
such as healthcare and finance. Inference-time privacy and security are also
very important, but orthogonal to our analysis, which is focused on the
training and aggregation steps in FL. Within the boundaries of this analysis,
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we will examine the various approaches and state of the art, and we will
discuss various properties of privacy, resilience, verifiability, performance,
and decentralization level.

Despite the seemingly narrow scope of this survey, we show that there is
enough depth to grant an extensive study that covers many of the existing
approaches, made even more advantageous by the fact that such study can
easily be expanded, or complement in an orthogonal way other analyses fo-
cusing on other aspects of ML. In this SoK we explicitly target the issues
that arise when end-users need to trust models that have not been entirely
produced by a trusted third party for sensitive applications. We analyze
how recent work has attempted to bridge this trust gap, and identify open
challenges, assumptions, and trade-offs across different approaches. To the
best of our knowledge, this is the first attempt to systematize proposals for
Verifiable Federated Learning.

1.2 Related Work

While several works have surveyed verifiability in ML broadly [73, 57, 89,
80, 103], there is still a lack of systematization of verifiability as a first-class
dimension specific to FL settings. For example, Xing et al. [103] attempt to
systematize verifiability in distributed machine learning settings (i.e., single-
vs. multi-worker, and training vs. inference), but they focus primarily on cir-
cuit optimizations and proof efficiency, treating FL simply as an application
scenario. Instead, the closest work in scope is a recent survey that focuses
on cross-silo settings and presents protocols primarily through a discussion
of cryptographic proof cost drivers and optimizations [60]. In contrast to a
scope restricted to cross-silo settings where participants are bound by repu-
tation, we characterize verifiability in broader adversarial environments, in-
cluding those vulnerable to Sybil attacks and collusion where accountability
cannot be assumed. More broadly, the FL literature offers high availability
of surveys. Their goals are either largely overlapping or focus on different
niches, so comprehensive evaluation metrics across goals have remained frag-
mented until recently [24]. The supply of these surveys is distributed, though
not limited, across several distinct perspectives, including privacy-preserving
protocols [105, 29, 25, 66, 17], security threats and defenses [87, 7, 63, 23],
fairness, bias and data heterogeneity [84, 93, 14], network topology and de-
centralization models [10, 82, 106], scalability and convergence efficiency [5,
108, 6]. Notably, Bontekoe et al. recently provided a comprehensive survey of
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verifiable privacy-preserving computation over distributed data, cataloging
a wide range of cryptographic mechanisms [17]. However, their analysis pri-
oritizes low-level constructions and remains agnostic to the nuances of FL
protocols.

In terms of FL evaluation, Chai et al. organize evaluation goals around
three primary categories: utility, efficiency, and security and privacy [24].
These respectively capture the quality of the learned model, the system costs
incurred to achieve that quality, and resilience against adversarial behavior
and privacy leakage. Although this offers a coherent baseline for organiz-
ing evaluation, it primarily instantiates all three goal categories through
observed outcomes (model performance, measured resource costs, and mea-
sured robustness and leakage under attacks). Such metrics don’t provide
machine-checkable evidence that the protocol was actually executed as spec-
ified, nor do they enable detecting deviations as they occur. The authors
themselves flag this as critical for any real deployment that goes beyond the
semi-honest model. Therefore, we argue that verifiability constitutes a dis-
tinct and orthogonal evaluation dimension for FL systems. Unlike security
and privacy, which evaluate resistance to attacks or information leakage, ver-
ifiability focuses on accountability and auditability of the learning process
itself. As such, it adds to existing evaluation goals by enabling stronger trust
guarantees without relying solely on observed outcomes or assumed honest
behavior.

Adjacent lines of research

We briefly highlight works that do not target FL protocols per se, but in-
troduce system patterns that directly shape what verifiability can mean and
what is implementable. In particular, these works inform how to reason
about decentralization and trust assumptions in distributed learning.

Conventional FL is data-parallel and incentives attach to data value;
the cryptographic task is to verify (and, if needed, hide) aggregation of the
partially, locally trained models. An emerging related paradigm is that of
model-parallel training where a neural network is partitioned across parties
that contribute compute and bandwidth, with ownership accruing to par-
tial models and reliable stage execution [67]. This opens up to the cryp-
tographic challenge of certifying the correctness of activations and gradients
under asynchrony and bandwidth constraints. For example, recent work pro-
poses delay-aware optimizers that make asynchronous pipelines more stable
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by compensating for the effect of stale updates [3]. The further challenge of
transmitting large activations between stages has been addressed with com-
munication efficient designs suited for billion-parameter models to be trained
across ordinary internet links [85]. We observe that, at stage boundaries of
model-parallel training, the required guarantees could be cast as a form of
proof of aggregation (in the sense of our Algorithm 2), with the distinction
that the objects being aggregated are compressed activations or optimizer
states rather than plain client gradients. In this view, the same abstraction
of aggregation consistency, already central in data-parallel FL, applies, but
under the additional constraints of staleness and communication-efficient en-
coding. Beyond aggregation, stage-local updates could also use proof of train-
ing, and since activations ultimately derive from some data, model-parallel
training would also require commitment to the dataset, as we summarize in
Algorithm 1.

1.3 Structure of this Work

Section II collects preliminaries (FL, verifiable computing, zero-knowledge,
and blockchain); Section III formalizes threat models and goals; Section IV
introduces our logical framework for verifiable FL; Section V reviews six rep-
resentative state-of-the-art works in VFL; Section VI systematizes these six
works using our framework, and compares them along verifiability, privacy,
decentralization, and overhead; Section VIII concludes with discussions and
future directions.

2 Preliminaries

In this section, we present the essential building blocks needed to understand
how Federated Learning works, together with the concept of Verifiability, as
well as the additional building blocks required to combine the two. We
assume the reader is already familiar with basic machine learning concepts.

2.1 Federated Learning

In a classic machine learning scenario, if multiple entities intend to build a
new model, the most common solution would be to send their data to a cen-
tral server, which performs the training once it has collected all the datasets.
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However, in certain fields, such as healthcare and finance, clients may prefer
not to reveal their datasets. For example, we may want to keep data about
individuals’ health conditions or financial status private. Even if we assume
the server is trustworthy, data leaks can still occur. This is where Federated
Learning (FL) comes into play. FL is a distributed machine learning tech-
nique introduced to tackle the problem of data privacy during the training
phase [59]. To better understand how it works, let’s first consider the high-
level idea, without involving extra actors or tools. For now, let’s assume a
set of n clients {C1, ..., Cn}, each with its own dataset {D1, ..., Dn} and an
initial model {θ1,init, ..., θn,init}, typically θi,init = θj,init ∀i, j ∈ {1, . . . , n},
i.e. the same across all clients. The goal is to collaboratively train a single,
shared model in an iterative procedure without sharing their local datasets.
Figure 1 shows this basic setup:

1. Each client Ci at round t trains a model locally on its own dataset Di,
obtaining θi,t, t ∈ [1, k), k ∈ N. The number of rounds k is not fixed in
advance.

2. Each client Ci sends its local model θi,t to an aggregator, which we
consider to be a black box for now.

3. The aggregation is performed, producing a global model θglobal,t.

4. The global model θglobal,t is then distributed back to each client.

Steps 1 to 4 are then repeated until a stopping criterion is met.

7



Figure 1: Basic FL setup considering aggregation as a black box

It is worth noting that, in Step 2, clients may send either the full updated
model θi,t or only the difference ∆θi,t = θi,t − θglobal,t−1, i.e. the change from
the previous model version. Sending deltas instead of full models can reduce
communication costs and is often preferred.

2.1.1 Different approaches for aggregation

Aggregation is the process that, at iteration t, combines each θi,t from the
various clients to obtain a global model θglobal,t which is then redistributed
to the clients.

Communication approaches. In Federated Learning we can distinguish
two approaches, which lead to two corresponding aggregation strategies. In
the first case, a central server collects all the updates θi,t and computes
θglobal,t. In contrast, in a fully distributed approach, the clients communi-
cate the updates θi,t with each other according to a predefined protocol, and
θglobal,t is computed locally. For the fully distributed approach, among the
various communication strategies, the gossip communication approach [56]
has been shown to be particularly effective where updates are shared grad-
ually among clients using randomized peer selection. Unlike generic peer-
to-peer communication, where each node may attempt to exchange updates
with many or all others, gossip protocols limit each node to communicating
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with only one or a small, randomly chosen subset of peers at each round. This
reduces overall network traffic while still ensuring eventual global dissemi-
nation of updates through repeated interactions. In the Federated Learning
literature, this was first introduced by Hegedűs et al. [47], and later adopted
in more recent works such as [46] and [48].

Aggregation algorithms. Independently of the setup and communication
strategy, we can distinguish between different aggregation algorithms [83];
the main ones:

• FedAvg [71]: the client parameters are weighted and averaged to pro-
duce the global model; the weight factor for each client is calculated as
Ni/N , where Ni is the data volume of client i and N is the total data
volume. This is the most widely adopted technique for aggregation.

• FedProx [65]: an extension of FedAvg that adds a proximal term to
the local objective to constrain client drift (i.e., the divergence of local
model updates due to data heterogeneity) and stabilize training under
statistical and system heterogeneity.

• FedNova [98]: another enhancement of FedAvg designed to normalize
client updates by their effective local training length to remove the in-
consistency introduced by varying numbers of local steps; this improves
robustness under non-IID data (i.e., when client datasets follow differ-
ent, non-identically distributed distributions) and heterogeneous local
epochs.

• Scaffold [54]: designed to correct client drift and reduce the variance
of local updates in heterogeneous settings, accelerating convergence.

2.1.2 Privacy-Preserving FL

While the basic FL setup allows each client to keep its own dataset private,
there exist attacks capable of inferring information about the dataset from
the model updates (see Section 4.3). In this section, we briefly present vari-
ous techniques that enable Privacy-Preserving Federated Learning (PPFL),
where privacy is understood as the protection of shared model updates, not
only from a potentially curious central server, but also from other clients.
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Secure aggregation. Secure aggregation is a broad umbrella of techniques
where the focus is on protecting shared model updates not only from a cu-
rious central server, but also from other clients in fully distributed setups in
which aggregation is performed on the client side [56]. In other words, these
techniques enable recovering the same global model as in the non-private set-
ting, while preventing the disclosure of individual local updates. The main
techniques are as follows:

• Masking: in this technique, each client uses a mask that is added to its
update in order to protect the privacy of its contribution, i.e., θmasked

i,t =
θi,t + si,t, where si,t is the masking factor. The protocol is constructed
such that, during aggregation, summing all masked updates leads to the
cancellation of the masking factors, yielding the unmasked aggregated
model. A relevant construction is due to Bell et al. [8].

• Homomorphic Encryption: a particular type of encryption that allows
specific operations to be performed directly on ciphertexts [72]. Once
decrypted, the result is the same as if the operations had been per-
formed on the plaintext. This concept can be applied to FL, where
aggregation can be done directly on encrypted gradients [33, 52].

• Multi Party Computation (MPC): allows multiple parties to jointly
compute a function over their inputs while keeping those inputs pri-
vate from one another. This approach can be leveraged for a secure
aggregation in FL. Practical solutions were first proposed by Bonawitz
et al. [16], and have since been explored in more recent works such as
[53] and [104].

• TEE-based: Trusted Execution Environments (TEEs) are hardware-
backed isolated execution contexts (e.g., Intel SGX, ARM TrustZone)
that protect the confidentiality and integrity of code and data during
execution, even if the host OS or cloud operator is untrusted. In FL,
a recent approach consists in running the aggregation logic inside a
server-side enclave: clients send their updates to the enclave, the en-
clave aggregates them in protected memory, and only the aggregated
model is released outside the TEE, preventing the server from inspect-
ing individual contributions [64, 74].
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Differential Privacy. Another widely used technique is Differential Pri-
vacy (DP), where random noise is added to the data, effectively masking the
original values and making it harder for an attacker to infer underlying in-
formation [50, 100]. A common way to apply DP in FL is Local Differential
Privacy (LDP), consisting in adding noise to the client updates before they
are transmitted, so that aggregation is performed over perturbed updates,
yielding a noisy aggregated model. Therefore, unlike secure aggregation, the
added noise is not designed to cancel out, and it is generally not possible to
recover a clean aggregate from the released result. This typically comes at
the cost of degraded model accuracy. An alternative approach is to add noise
to the aggregated/global model before it is redistributed by the aggregator,
this approach is know as Central Differential Privacy (CDP).

Approach Privacy Level Model Accuracy Overhead

Local Differential Privacy High Low High
Central Differential Privacy Medium High Medium

Table 1: Comparison between LDP and CDP

2.2 Verifiable Computing

Modern systems increasingly split computation from trust: mobile apps del-
egate heavy inference to cloud GPUs, scalable blockchains rely on off-chain
provers, and FL servers aggregate millions of client updates they are not
willing to re-run. Verifiable computing (VC) gives the caller a succinct cryp-
tographic proof that the remote work was executed correctly, so that verifying
the proof is much cheaper - often polylogarithmic - than redoing the job [38].
Formally, a protocol (P, V ) is complete if an honest prover P convinces the
verifier V with overwhelming probability when the result is correct, and (com-
putationally) sound if no probabilistic polynomial-time adversary can make V
accept an incorrect result except with negligible probability [42]. Most state-
of-the-art VC systems build on over thirty years of interactive-proof theory
distilled into two reusable gadgets: (i) the Sumcheck protocol, that lets V
test, through a log-round dialogue, whether

∑
x∈{0,1}n f(x) = H for a low-

degree polynomial f without enumerating 2n points [69]; this is made possible
by representing f via its multilinear extension, which interpolates Boolean
functions over all of F and enables efficient algebraic checks; and (ii) the GKR
protocol, that applies Sumcheck layer-by-layer to an arithmetic circuit that
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expresses the target program, giving proofs whose size and verify-time are
quasi-linear in the input and sublinear in the circuit’s gate count [41]. For
usability, the protocol’s interaction is usually removed with the Fiat–Shamir
transform, replacing the verifier’s random queries with hashes of the tran-
script [34]. Combined with polynomial-commitment schemes (e.g., KZG for
elliptic-curve groups or FRI for hash-based codes [55, 11]), this yields suc-
cinct, non-interactive arguments of knowledge (SNARKs) whose proofs are
kilobytes long and verify in milliseconds. Many modern systems also sup-
port incrementally verifiable computation (IVC) [96]: a constant-size proof is
maintained across an unbounded sequence of steps by recursively composing
(or folding) proofs (e.g., Nova [61]).

2.2.1 General-Purpose Zero-Knowledge Proofs

General-purpose zero-knowledge proofs (ZKPs) aim to prove the correctness
of arbitrary computations expressed as Boolean or arithmetic circuits rather
than a domain-specific relation. Moreover, any argument can be upgraded
to zero knowledge—revealing nothing beyond the statement’s validity—by
adding random blinding and by committing to intermediate polynomials.
This property becomes indispensable when the computation touches sensi-
tive data or when proofs migrate to public ledgers. The design space of
ZKPs is largely described by two orthogonal choices: (i) Setup. Early sys-
tems require a one-off “ceremony” that produces a circuit-specific structured
reference string (SRS) [77, 44]. Later designs relax this by letting any partic-
ipant rerandomise the SRS, while universal setups—employed, e.g., by Mar-
lin, Plonk, Halo 2—reuse a single size-bounded SRS for arbitrary programs
[37, 19, 28]. At the extreme end of the spectrum, fully transparent schemes
(STARKs) skip the ceremony altogether, further gaining post-quantum secu-
rity but at the cost of longer proofs [20, 12, 86]. (ii) Arithmetisation. The way
a program is translated into algebra greatly influences performance. Rank-1
Constraint Systems (R1CS) and Quadratic Arithmetic Programs encode ev-
ery logic gate as one simple equation, making witnesses easy to generate [39,
13]. Plonk introduces column-wise table constraints that slash memory and
enable cheap recursion [37]. In an Algebraic Intermediate Representation
(AIR), the whole execution can be modeled as a long trace that obeys linear
recurrences, allowing quasi-linear-time provers over FFT-friendly fields [12].
Finally, modern systems mix R1CS constraints with lookup arguments into
read-only tables (for S-boxes, range checks, etc.), cutting prover time by an
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order of magnitude on non-numeric parts of real programs [36, 107]. Thus,
because each argument system offers different prover and verifier costs, proof
sizes, and transparency guarantees, practitioners must choose their frame-
work to balance throughput, auditability, and privacy all of which are crucial
for verifiable federated-learning pipelines (see Section 4).

2.3 Blockchain

Blockchain is a technology that allows for the creation of distributed ledgers,
mainly used to record transactions. The first blockchain system was intro-
duced in 2008 by Nakamoto with Bitcoin [75], an open and distributed ledger
capable of storing transactions in a secure, transparent and persistent way.
The blockchain is structured as a temporal sequence of blocks containing
transactions, where each block is linked to the previous one using its hash.
The blockchain is immutable, meaning that once a new block is added, it
cannot be removed. Adding a new block to the blockchain is a distributed
process: there is no central authority deciding which block to add and which
to reject. Instead, some participants in the network run a consensus protocol
to agree on the next valid block. A blockchain can be public or private: the
former are open, permissionless networks where anyone can participate and
validate transactions, while the latter are permissioned systems that restrict
access and control to a defined group of trusted entities. In both cases, the
two most widely used consensus protocol families are Proof of Work and
Proof of Stake.

Proof of Work (PoW). This is the approach adopted, e.g., by Bitcoin
and performed by the so-called miners. Specifically, they try to find a nonce
such that the hash of the latest block’s content concatenated to this nonce is
a value below a target threshold defined by the network’s difficulty. The first
miner to find a valid nonce broadcasts the new block to the network. If the
block is valid, it is appended to the blockchain. This process ensures that
adding a block requires significant computational effort, making it expensive
to alter the chain and thus enhancing security.

Proof of Stake (PoS). This is the approach adopted, e.g., by Ethereum
[22] and other well-known blockchains. The protocol is performed by valida-
tors, that are selected to propose new blocks based on the amount of tokens
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they have staked as collateral. After a block is proposed, a set of validators
participates in an attestation process, where they sign the block to confirm
its validity. If the majority agrees, the block is added to the blockchain.
This approach eliminates the need for energy-intensive computations, offer-
ing better efficiency compared to Proof of Work, at the cost of reliance on
the validators’ honest collective behavior.

Smart contracts. The concept of smart contracts was introduced by Nick
Szabo [92] and it gained popularity with the support provided by the Eth-
ereum blockchain. A smart contract is a computer program designed to exe-
cute automatically upon user calls, according to the terms or agreements of
the contract itself. Ethereum introduced a Turing-complete language called
Solidity to write smart contracts, and since then, many other blockchain plat-
forms have adopted support for them. A smart contract, once deployed on a
blockchain, is immutable, deterministic, and transparent in its execution, due
to the intrinsic properties of blockchain systems. Thanks to these properties,
it becomes a fundamental component for applications where the correctness
and verifiability of a process are essential requirements. As for fetching data
from off-chain, smart contracts can rely on Decentralized Oracle Networks
(DONs), sets of independent nodes that retrieve or compute external data,
attest to its integrity, and deliver a verifiable aggregate on-chain, enabling
smart contracts to react securely to external inputs.

2.4 Proof of Training

As ML systems scale, reproducing training to audit claims about how a model
was obtained is economically prohibitive. The general idea is to demonstrate
the integrity of the ML training computations without redundant work.

2.4.1 Technical Overview

Training neural networks relies on repeated tensor operations—such as ma-
trix multiplication and convolution—performed during forward propagation
(data flow through the network) and backward propagation (gradient com-
putation). At each layer, non-linear activation functions (e.g., ReLU, sig-
moid) allow the network to learn complex patterns. Thus, with an input
tensor X ∈ Rd1×···×dn and weights W ∈ Rm1×···×mk , the transformation is
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Y = f(W · X), where · indicates either convolution or matrix multiplica-
tion. Backward propagation computes gradients ∇WL(θ) of the loss L(θ),
used to update parameters as W ← W − η∇WL(θ), with η as learning
rate. At a high level, the training process can be abstracted in terms of
succinct proving systems (see 2.2), where every arithmetic step is verifiably
correct. Given a tensor T : [d1] × · · · × [dn] → F, its multilinear exten-

sion T̃ : Fn → F is the unique polynomial of degree one in each variable
that coincides with T on the Boolean hypercube. Encoding X, W, and all
intermediate activations in this way, an entire layer can be represented as
an identity between low-degree polynomials. For example, a fully-connected
layer computes Yi =

∑d
j=1Wi,jXj for all i, and correctness can be verified by

checking that
∑d

j=1 W̃ (r, j), X̃(j)− Ỹ (r) = 0 at a random verifier challenge
r (this is also done for proof of inference, e.g., [68]). This type of relation
can be efficiently verified with a sum-check or GKR protocol. Activation
functions, such as nonlinear ones, are more difficult yet possible to build into
these frameworks [91]. As for convolutions or higher-order tensor contrac-
tions, the output can be written as Yi1,...,ip =

∑
j1,...,jq

Wi1,j1Xj1,...,jq , leading
to similar polynomial relations. Finally, by recursively aggregating proofs for
each layer’s forward pass, backward gradient computation, and parameter up-
date using an incrementally verifiable computation (IVC) framework—such
as Nova [62], which is based on folding schemes, or recursive SNARK–based
systems like Halo2 [18, 30] and Plonky2 [81]—one can obtain a single, suc-
cinct proof attesting that all updates W ←W − η∇WL(θ) were performed
correctly throughout the training process.

2.4.2 State of the Art of zkPoT

The first systematic treatment shows that the randomness introduced by
stochastic gradient descent (SGD) can—in principle—be used as a witness
certifying that an honest trainer expended (at least) as much work as gradient
descent itself, albeit with several impracticalities [51]. The last two years have
seen a surge of constructions that make proofs of training both succinct and
zero-knowledge:

1. Kaizen (CCS ’24) by [1] combines an iteration-level proof of gradient
descent built from an optimised GKR protocol with recursive compo-
sition. A batch of N = 16 images of size 32 × 32 can be verified in
103ms, while the prover spends ≈ 22 min per iteration on VGG-11
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(10 M parameters); the proof is 1.36 MB irrespective of the number of
iterations.

2. ZKAudit (ICML ’24) by [97] focuses on trustless audits : the model
owner commits to the training data and weights and proves (in Halo2)
that SGD was executed faithfully. End-to-end audits of MobileNet
v2 (1.0, 224) take ≈ 47–328 s per SGD step depending on the depth
multiplier; a small DLRM model is handled in 3–23 s per step.

3. zkDL (TIFS ’24) by [91] introduces zkReLU—a specialised proof for
ReLU and its gradient—and FAC4DNN, a flattened arithmetic-circuit
representation that aggregates forward and backward passes across lay-
ers and training steps. With CUDA acceleration, an 8-layer perceptron
(10M weights, batch size 64) is proved in <1 s per iteration; the verifier
cost stays logarithmic in the model size and independent of the number
of steps.

4. Verifiable Machine Unlearning (SaTML ’25) shows how the Spar-
tan proof system can certify that retraining removes a designated da-
tum [32]. Although its primary goal is unlearning, the scheme implic-
itly provides a training proof for linear and shallow two-layer networks;
scalability to modern DNNs remains open.

As shown, current zkPoT systems already handle ∼ 107 parameters with
sub-second verification, yet the prover cost is still dominated by large-field
arithmetic and the scarcity of GPU-friendly recursion primitives. Compared
to the less expensive proof of model inference, three obstacles persist: (i) a
single SGD step embeds both forward and backward passes and is therefore
≈102× more expensive—Kaizen still spends 6–22 min per step on mid-size
CNNs. (ii) Non-arithmetic activations (e.g. ReLU) lie outside the algebraic
front-ends used by SNARKs; zkDL overcomes this for ReLU via its dedicated
gadget, yet other activations remain unsupported. (iii) Modern DNNs mix
layers with wildly different tensor shapes; although FAC4DNN clusters oper-
ations of similarity to avoid zero-padding overhead, proof aggregation across
truly heterogeneous layers is still arguably inefficient. A recent survey of [80]
synthesizes these challenges and reviews lookup-based protocols that could
further shrink the gap between theory and practice in future zkPoT systems.
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3 Challenges in Federated Learning

We have seen how the Federated Learning setup addresses the problem of
data privacy by decentralizing the training process. However, this setup
introduces additional parties that may operate in partially trusted or even
adversarial environments. As a result, FL systems must account for threats
arising from both the clients and the central aggregator [27]. Here, we first
state goals/assumptions, then define the threat model and summarize known
attacks.

3.1 Security goals & assumptions

• Privacy: limit information leakage about any client’s local data (see
Section 2.1.2).

• Robustness: resist poisoning and Byzantine behavior so the global
model remains accurate.

• Availability: tolerate dropouts and stragglers; avoid targeted update
suppression.

• Channels: authenticated transport; specify whether secure aggrega-
tion is deployed (server sees only aggregates) and whether TEEs are
assumed.

• Adversary scope: allowed fraction of Byzantine clients; whether server
may be honest-but-curious or malicious; whether collusion is possible.

3.2 Threat Model

For clients, it is typically assumed either an honest-but-curious or a malicious
behavior. In the former case, clients may attempt inference or reconstruction
attacks; in the latter, they may perform active attacks such as data poisoning
or free-riding

For the aggregator, it is typically assumed either an honest-but-curious
or a malicious behavior as well.

3.3 Known Attacks

In the following table we summarize the main attacks
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Role Model Description

Client

Honest Executes the training procedure correctly, without attempting
to infer information or alter the global model.

Honest-but-curious It executes the training protocol correctly but can attempt to
infer information from the global model or from other clients’
gradients. The latter is more feasible in gossip-based setups.

Byzantine It can perform active attacks by sending adversarial updates
with the goal of deviating the global model, or by not partici-
pating in the protocol at all.

Colluding A set of clients coordinate (e.g., Sybil or coalition) to bias the
global model or extract information.

Table 2: Behavioral models of the clients in Federated Learning

Role Model Description

Aggregator

Honest It executes the protocol correctly, without attempting to
infer information or alter the aggregation procedure.

Honest-but-curious It executes the protocol correctly but can attempt to infer
information from the gradients received from the clients.

Byzantine It can alter, ignore, or create false updates (e.g. performs
selective dropping or model replacement).

Table 3: Behavioral models of the aggregator in Federated Learning

3.4 Open issues

The threat taxonomy summarized above provides a map of adversarial strate-
gies in federated learning and informs the design of defenses aimed at pre-
venting, detecting, or mitigating such attacks. Different systematization of
these attacks exist in the literature, for instance highlighting that low-budget
and low-visibility attacks can still induce disproportionate damage in prac-
tical deployments [63]. Secure system design remains largely ex ante, as it
focuses on anticipating deviations and evaluating their potential effects. Ex-
isting FL deployments are in fact evaluated primarily through outcomes (e.g.,
accuracy, convergence, resource costs, and robustness under chosen attacks)
[24]. However, with respect to how individual model updates were produced
and which updates ultimately determined a published global model, such
evaluations provide limited evidence that can be audited during execution
or ex post. This limitation is exacerbated by privacy-preserving deployments
that adopt secure aggregation which make the server, and thus any external
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Attack Type Description

Poisoning attacks [94] Data poisoning: the attacker can add data to the training set mali-
ciously. Model poisoning: the attacker can send adversarial gradients
to corrupt the global model update.

Inference attacks [88] The attacker can infer useful information starting from the data trans-
mitted by the client.

Reconstruction attacks [35] Under certain conditions the attacker can estimate the attribute in-
formation of the original data.

Model extraction [95] Typically, once training is complete, the global model is exposed
through an API. Under certain conditions, it is possible to extract
the model by observing its input-output behavior.

Selective dropping The aggregator ignores certain client updates to manipulate the ag-
gregated model.

Free riding Clients reuse stale updates or skip local training while claiming credit,
harming convergence and fairness.

Sybil / collusion Adversary spawns many clients or coordinates several to dominate
aggregation or evade defenses.

Table 4: Representative attacks against FL under the above threat models

auditor, unable to observe individual updates in the clear and potentially
hinder regulatory compliance [101]. Furthermore, filling this “evidence gap”
is fundamentally different from verifying the quality or effectiveness of the
resulting model, which can often be done more efficiently [43]. In contrast,
verifiability and auditability ask for statements about the correctness of the
entire process transcript. Regardless of whether the setting is cross-silo or
cross-edge, the decomposition between client-side work and centralized ag-
gregation implicitly necessitates strong trust assumptions about the honest
execution of both entities. How to achieve auditability without such assump-
tions remains an open issue. Next, we address this challenge by adopting a
hierarchical approach to define an FL framework whose auditability spans
the full process transcript.

4 A Framework for Verifiable FL

In this section, we show how verifiable computation (see Section 2.2) leads
to federated learning by introducing a conceptual framework, intended to
structure the exposition and, for the moment, abstracting away from imple-
mentability concerns and any performance or overhead considerations.

One useful way to organize verifiability objectives is into three application
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classes:

1. Data inclusion or exclusion. Prove that a model was trained with or
without specific data items (e.g., authorized records, revoked consent).

2. Provenance and authorship. Prove that a released model or check-
point is derived from a given dataset and training specification, en-
abling attribution and resolving disputes over intellectual property.

3. Collaborative correctness over partitions. Prove that multiple in-
dependent parties correctly trained submodels on disjoint private par-
titions and that these contributions (i.e. local model updates) were
combined according to the declared protocol.

Notably, (1) and (2) are relevant to ML in general, while (3) is the FL-specific
setting where distributed trust and partial observability make provenance
and correctness inherently multi-party. This hierarchy also clarifies the main
open issues for verifiable FL:

Data validation. How should a client commit to data so that later audits
are meaningful under realistic data lifecycles? How can commitments bind
not only to items but also to policies (sampling, preprocessing, filtering, con-
sent/authorization constraints) without forcing full disclosure? How can one
enforce “right to be forgotten” requirements, i.e., produce post-hoc evidence
that subsequent models are independent of specified data?

Verifiable training. Current practice lacks enforceable binding between
an update and the declared architecture, loss, optimizer, hyperparameters.
Even when the learning algorithm is fixed, providing evidence of no du-
plicated updates and single-use participation remains nontrivial when some
clients join and leave training rounds unpredictably.

Verifiable (secure) aggregation. An audit requires public evidence that
the server applied the stated aggregation rule to the declared update set,
rather than selectively presenting different aggregates to different recipients.
These issues can also be seen as a state-management problem where one
needs a verifiable log of (i) which updates were submitted, (ii) which were
deemed admissible, (iii) which were consumed in which round, and (iv) which
global model checkpoints were finalized. This is instantiated via a blockchain
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by several recent approaches where smart contracts can act as a coordina-
tion and finalization layer [82]. Moreover, the verification logic itself can be
enforced either directly on-chain, or via an off-chain prover that produces
succinct proofs whose validity is checked on-chain.

4.1 Client’s Verifiable Work

First of all, each client should commit to the dataset they intend to use
during the training process in a data structure like a Merkle-Tree stored on
a blockchain state. Gradient Descent (GD) is widely recognized as the de
facto technique used during the training phase. Depending on the specific
variant of GD employed, the corresponding data-inclusion constraints must
be generated accordingly as the first part of the proof of training.

• Batch Gradients Descent (BGD): the entire training dataset is used to
update the model’s weights and biases at each iteration. In this case
the client would commit to the full dataset and, before starting the
training round, demonstrate knowledge of the preimage. This ensures
that the training is being performed on the committed data.

• Mini Batch Gradient Descent (mBGD): a small batch of training exam-
ples is used to update the model’s weights and biases at each iteration.
In this case, the client would commit to the concatenation of all batches,
that is, to the full dataset reordered according to the batching strategy.
During each training round, the circuit concatenates the current batch
to the accumulation of the previous ones. At the end of the training
process, if the final accumulated dataset matches the preimage of the
original commitment, we are guaranteed that the committed dataset
was used throughout.

• Stochastic Gradient Descent (SGD): only one training example is used
to update the model’s weights and biases at each iteration. This ap-
proach can follow the same structure as Mini-Batch Gradient Descent,
but with a greater number of rounds due to the use of individual ex-
amples.

Another important aspect we recommend for achieving fully verifiable
Federated Learning is the verifiability of the training process itself (see 2.4).
This ensures that the client actually performs the training procedure starting
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from the committed dataset. The client generates a proof of correct execu-
tion, which is sent along with the model updates to the server for aggregation.
If the proof is invalid, or missing entirely, the corresponding updates are con-
sidered invalid and discarded.

Algorithm 1 Verifiable local training at iteration t (executed independently
by each peer i)

Input: Dataset Di, initial model θglobal,t−1, training function T , commitment
scheme C, proving function P
Output: Model update ∆θi,t, proof πi,t

1: Create batches: B ← partition(Di, strategy) ▷ Depending on strategy:
|B| = 1 (BGD), |B| = |D| (SGD), 1 < |B| < |D| (mBGD)

2: Commit to dataset: d← C(B) ▷ Depending on strategy: |d| = 1
(BGD), |d| = |D| (SGD), 1 < |d| < |D| (mBGD)

3: Train model: θi,t ← T (θglobal,t−1, B)
4: Compute update: ∆θi,t ← θi.t − θglobal,t−1

5: Generate proof for train: πi,t ← P(B,∆θi,t, d)
6: Send (∆θi,t, πi,t) to the Aggregator

In the proof generation step of Algorithm 1 (line 6), the batched-dataset
is provided as a private input, while ∆θi,t and d are given as public inputs.
The proof πi,t demonstrates that, starting from Bi and performing the train-
ing procedure, ∆θi,t is obtained, and that the batches used in each round
lead to the corresponding commitments d. By committing to the data and
constructing the proving function P in a tailored way, we can obtain guar-
antees for (1), (2), and (3) discussed at the beginning of this section. In the
following we provide an intuition for a possible approach for (1), requiring
the introduction of a simple constraint in the proving function P of Algo-
rithm 1 proving that a model has been trained without a specific element(s)
x̄:

• BGD: d = C(B)∧∄bi ∈ B : bi = x̄, i.e. proving knowledge of the batch
leading to the corresponding commitment and that each sample of the
batch, i.e. each sample of the dataset, is not equal to x̄

• SGD: ∀bi ∈ B : di = C(bi) ∧ bi ̸= x̄, i.e. proving knowledge of every
sample of the dataset leading to the corresponding commitments and
that those samples are not equal to x̄
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• mBGD: ∀bi ∈ B : di = C(bi) ∧ ∄x ∈ bi : x = x̄,, i.e. proving knowledge
of every (mini) batch leading to the corresponding commitments and
that each sample of each (mini) batch is not equal to x̄

4.2 Aggregator’s Verifiable Work

The final important step in the Federated Learning procedure is aggregation,
where a specific aggregation algorithm is executed to produce the updated
global model, which is then redistributed to all clients. It is important to
make this step verifiable as well, to ensure that the correct updated model
is actually redistributed. Two main approaches can be considered in this
context:

• Leveraging a smart contract for aggregation: in this approach, the
smart contract, deployed on a public ledger, verifies all training proofs
and then performs the aggregation. Thanks to its immutable nature
and transparent execution, the entire process can be publicly audited.
The procedure is illustrated in Algorithm 2.

• Perform the aggregation off-chain, while providing a proof of correct ex-
ecution that can be verified on-chain. In this case, a commitment/nul-
lifier mechanism is required to ensure that the aggregation algorithm
uses only the updates correctly generated by the clients, committed af-
ter the training procedure, and that each update is used exactly once.
In this approach, the training proofs received by the aggregator must
also be verified before the effective aggregation take place; one possible
choice is to rely on a verifier deployed on-chain as a smart contract,
providing auditability for the process.
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Algorithm 2 On-Chain Aggregation via Smart Contract at iteration t

Input: Set of updates {∆θi,t}ni=1, set of proofs {πi,t}ni=1, commitment set
{ci}ni=1

Output: Global model update θglobal,t

1: Initialize valid update list: L ← ∅
2: for each client i ∈ {1, . . . , n} do
3: if VerifyProof(πi,t,∆θi,t, ci) = true then
4: Append ∆θi,t to L
5: else
6: continue

7: end if
8: end for
9: Compute aggregated update: θagg,t ← Aggregate(L)

10: Update the global model: θglobal,t ← θglobal,t−1 + θagg,t
11: Emit θglobal,t

Data commitment, verifiable training (constraining training to the com-
mitted dataset and enforcing data-validation constraints), and verifiable ag-
gregation, when well coordinated, make the entire federated learning process
more robust and significantly reduce the feasibility of cheating.

5 State-of-the-Art in VFL

In this work, we examine in depth six representative works in the area of VFL.
These contributions were selected for the relevance of the frameworks they
introduce, which leverage verifiability to address some of the challenges of FL
discussed in Section IV. Three papers appeared in peer-reviewed journals, two
in conference proceedings, while the work by Xing et al. [102] is, at present,
available only as a preprint.
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Title Year Venue Paper type

zkFL: Zero-Knowledge Proof-Based Gradient Aggre-
gation for Federated Learning [99]

2023 IEEE TBDATA Journal

zkFDL: An efficient and privacy-preserving decentral-
ized federated learning with zero knowledge proof [2]

2024 IEEE ICAIC Conference

zkPPFL: Zero-Knowledge Proof-based Practical Fed-
erated Learning on Blockchain [102]

2023 arxiv Preprint

VPFL: Enabling verifiability and privacy in federated
learning with zero-knowledge proofs [70]

2024 ACM Journal

Federify: A Verifiable Federated Learning Scheme
Based on zkSNARKs and Blockchain [58]

2024 IEEE Access Journal

VerifBFL: Leveraging zk-SNARKs for A Verifiable
Blockchained Federated Learning [9]

2025 IEEE NOMS Conference

Table 5: Relevant papers on Verifiable Federated Learning

From this point onward, we assume that the use of committed data is
proved as part of the training phase. In what follows, we analyze two works
that provide verifiability only in the aggregation phase, and then moving to
four others that offer broader verifiability guarantees.

Notation

• Ci: client i

• Di : dataset of client i

• θi,t : weights of client i at round t

• θglobal,t : aggregated weights at round t

• {pki, ski} : keypair of a user i

• sigi : a signature by user i

• ci : a ciphertext by user i

• di : a commitment by user i (to disambiguate from the ciphertexts)

• πt : a ZK generated at round t (alternatively, to distinguish ZKPs used
for different purposes in the same work, you can find the notation α,
β, and γ).

• Hi,t: an hash performed by user i at round t
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• (x1, . . . , xn) represent an ordered vector of n elements

• {x1, . . . , xn} represent a set of n elements

• u = (u1, . . . , un) represents the statement vector

• w = (w1, . . . , wn) represents the witness vector

Note: The meaning of subscript indices may vary across the papers; it will
always be specified.

5.1 Verifiable Aggregation

Aggregation in FL refers to the step in which model updates from participants
are collected, combined using a specific strategy, and then redistributed to
the clients. In the following we present two works that introduce verifiability
solely at the aggregation stage.

5.1.1 zkFL: Zero-Knowledge Proof-Based Gradient Aggregation
for Federated Learning

The first work we present is by Wang et al.[99]: they propose a blockchain-
based Federated Learning framework in which the aggregator proves the cor-
rectness of the aggregations using ZKPs, which are verified on-chain.
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Protocol Overview

Considering n clients, for each round t:

1. Clients train the model locally obtaining the updates {θi,t}ni=1.

2. Clients encrypt their updates using Pedersen commitments [79] obtain-
ing {ci}ni=1, where ci,t = Enc(θi,t) = gθi,t · hsi,t , g and h are public
parameters and si,t is randomly chosen by client i.

3. Clients signs their encrypted updates obtaining {sigi,t}ni=1.

4. Each client i sends (θi,t, si,t, ci,t, sigi,t) to the Aggregator.

5. Aggregator aggregates {θi,t}ni=1 obtaining θglobal,t =
∑n

i=1 θi,t.

6. Aggregator aggregates {ci,t}ni=1 obtaining cθglobal,t =
∏n

i=1 ci,t and signs
it with its private key obtaining sig.

7. Aggregator generates a ZKP πt proving that the aggregation was per-
formed correctly, encryptions by the clients were performed correctly
and signatures were verified correctly.

8. Aggregator sends (θglobal,t, cθglobal,t) to the n clients.

9. Aggregator sends πt on-chain and, if verified, H(cθglobal,t) is published.

10. Before starting the next round, each client i checks if H(cθglobal,t) is
appended on-chain. If the check is valid, the clients start the local
training based on θglobal,t.

The system was deployed on the Ethereum public blockchain, with Halo2[18]
employed as the zero-knowledge proving scheme. The aggregation strategy
used, as reported by authors is FedAVG [71]. Verifiability is achieved through
a proof generated by the aggregator, demonstrating the correctness of the ag-
gregation and ensuring that only user-submitted weights were used for the
computation; formally:

u = ({ci,t}ni=1, {sigi,t}ni=1, cθglobal,t)

w = ({θi,t}ni=1, {si,t}ni=1, θglobal,t)

A ZKP is generated with the following constraints:

1. ∀i, ci,t = gθi,t · hsi,t , recalling that g and h are public
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2. θglobal,t = FedAV G({θi,t}ni=1)

3. V erify(pki, sigi,t) = 1

In zkFL, security against global model tampering is guaranteed since the
aggregator generates a ZKP for the aggregation process. Selective dropping
is also mitigated, as the encryption of each gradient is passed as a public in-
put for the aggregation proof verification. Hence, each client can check that
its gradient was actually included in the aggregation process

5.1.2 zkFDL: An efficient and privacy-preserving decentralized
federated learning with zero knowledge proof

This work by Ahmadi and Nourmohammadi [2] proposes another FL frame-
work leveraging blockchain, in which the server performs a zero-knowledge
proof to demonstrate to the clients the correctness of the aggregation. Addi-
tionally, it is proven that all inputs provided by the clients have been used.
The following provides an explanation of the protocol, which involves one cen-
tral server and M clients registered with a public address on the blockchain.

The system was deployed on the Ethereum blockchain, using the Groth16
[44] zero-knowledge proving scheme to ensure the correctness of the aggre-
gation process. The circuit takes as public input the hashes of each update,
their summation, and the aggregated result, while it takes the raw updates
as private input. The choice to use the hashes of the updates as public in-
puts is aimed at reducing the cost of proof verification and at hiding the
actual updates, since verification takes place on a smart contract where all
interactions are publicly visible. Formally:

u = ({Hi,t}ni=1, Hsum,t, Hθglobal,t)

w = ({θi,t}ni=1, θglobal,t)

A ZKP is generated with the following constraints:

1. ∀i,Hi,t = MiMC7(θi,t), Hsum,t =
∑n

i=1Hi,t

2. θglobal,t =
∑n

i=1 θi,t

3. Hθglobal,t = MiMC7(θglobal,t)

28



Protocol Overview

For each round t:

1. Clients compute the updates {θi,t}ni=1 starting from θglobal,t−1 and send
them to the server.

2. The server hashes the updated weights using MiMC7, a variant of the
well known zk-friendly hash function MiMC [4]:
Hi,t = MiMC7(θi,t),∀i ∈ [1, n] and calculates Hsum,t =

∑n
i=1Hi,t.

3. The server calculates Nsum =
∑n

i=1Ni and performs the aggregation
θglobal,t =

∑n
i=1

Ni
Nsum

θi,t, where Ni is the contribution by the client i.

4. The server hashes the aggregated result: Hθglobal,t = MiMC7(θglobal,t).

5. The server generates a proof πt for the aggregation process and sends it
to the clients.

6. The server deploys Contracth and Contractp, two smart contracts for
the verification phase.

7. Each client i submits its respective Hi,t to Contracth, from which the
stated Hsum,t is expected to be obtained.

8. If the check on Contracth passes, the ZKP πt is verified on Contractp.
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Now, two contracts are deployed: Contracth and Contractp. In Contracth,
each client submits its respective Hi,t, and after the last client submission,
Hsum,t, as stated by the aggregator, is expected to be obtained. If this is
not the case, it is not possible to proceed with the next iteration. With
Contractp, if the previous check has passed, the ZKP generated by the ag-
gregator is verified; if it is correct, the process proceeds to the next iteration,
provided that no stopping criterion has been met. Since the hashes of the
gradients are passed as public input, this allow each client to verify that its
gradient was included, avoiding selective dropping.

5.2 Verifiable Training and Aggregation

Some works, despite the limitations we’ll discuss in Section 5.3, have at-
tempted to make the training phase verifiable as well.

5.2.1 zkPPFL: Zero-Knowledge Proof-based Practical Federated
Learning on Blockchain

Xing et al.[102], to the best of our knowledge, is the first work to approach the
problem of making both training and aggregation verifiable. In this protocol
are involved: the Publisher (who also acts as the Aggregator), and m clients,
referred to by the authors as trainers. In the following, we aim to bring
clarity to the various phases by simplifying and streamlining the notation
used in the original paper.
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Protocol Overview

The training algorithm F is split into q identical and consecutive subalgorithms
P (q is the number of epochs). P is converted into a circuit R, which is sent
to n trainers. Then, for each round t:

1. Trainer i trains the model on Di obtaining θi,t.

2. Trainer i generates proofs {πi,j}qj=1, one for each training epoch, where

the statements for each one are {u′
i,j}

q
j=1, modifications of the original

ones {ui,j}qj=1 to conceal intermediate gradients.

3. Trainer i generates two ZKPs for each training epoch, {αi,j}qj=1 and

{βi,j}qj=1, proving that the modification of the statement is valid, and
that the output of the previous epoch is the input to the next one.

4. Trainer i sends ({πi,j}qj=1, {u
′
i,j}

q
j=1, {αi,j}qj=1, {βi,j}

q
j=1) to the Publisher,

which verifies all these proofs.

5. The publisher runs a key generation algorithm, obtaining {pkh, skh} and
sends pkh to all Trainers.

6. Trainer i computes ci = Encpkh(ui,q + a − b), encrypting the output of
the final epoch with noise added.

7. Trainer i generates a ZKP γi proving that ci encrypts the same gradients
value that has been modified to obtain u

′
i,q.

8. Each trainer i sends (ci, γi) to a smart contract, which checks the cor-
rectness of the proofs and performs the aggregation, obtaining csum =∑n

i=1 ci.

9. The publisher can then obtain the global model as ¯csum =
Decskh (csum)

n .

In this process the verifiability of the aggregation is achieved via a smart
contract. In contrast, the verifiability of the training is ensured by executing
a Groth16 prover at each training epoch, being linked using a Σ − protocol
[31] to guarantee the correctness of the overall process. Formally:

1. The client i runs the training process and generates a ZKP for each
epoch, resulting in a total of q ZKPs: {πi,j}qj=1. The statement being

used is {u′
i,j}

q
j=1, a modification of the original one {ui,j}qj=1 to conceal

intermediate inputs and outputs. More specifically, focusing on a given
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epoch j̄, the public statement can be expressed as:

ui,j̄ = {ak}lk=1

For each element ak, a random value tk is sampled from a uniform
distribution and added to it, producing the modified element a′k. The
updated public statement is then:

u′
i,j̄ = {a

′
k}lk=1.

The dataset is instead kept private being included in the witness vector.

2. Client i generates two additional ZKPs for each training epoch: {αi,j}qj=1

and {βi,j}qj=1. The first proves that the modification of the statement
is valid; the second proves that the output of epoch j is used as the
input for epoch j + 1.

3. Client i sends ({πi,j}qj=1, {u′
i,j}

q
j=1, {αi,j}qj=1, {βi,j}qj=1) to the aggrega-

tor, who verifies all the proofs.

4. Client i computes ci = Encpkh(ui,q+ a− b), where pkh is the public key
of the aggregator and a−b is some noise added to the output of the last
training epoch. This guarantees that even if the aggregator attempts to
decrypt before the encrypted global model has been obtained, it cannot
recover the gradients in plaintext.

5. Client i also generates γi proving that ci encrypts the same gradients
value that has been modified to obtain u

′
i,q (i.e. the output of the last

training epoch).

6. Each trainer i sends (ci, γi) to a smart contract, which verifies the proof.

An important aspect of this process is that it is divided into two phases.
The first phase solely proves the correctness of the training while protecting
the inputs and outputs of each epoch. Instead of immediately providing the
gradients to the aggregator, it sends only the necessary data to verify the
correctness of the computation. In the second phase, the outputs of the last
epoch are perturbed and encrypted, then sent to a smart contract that sub-
sequently performs the aggregation. Once the aggregation is complete, the
aggregator can decrypt using its private key to obtain the new global model.
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This framework makes it possible to prevent free-riding, as each client must
generate a proof of having correctly performed the training process. Model
poisoning can likewise be mitigated, since the resulting gradients must be
proven to follow a well-defined process, preventing arbitrary values from be-
ing sent to the server.
No public ledger is explicitly mentioned in the paper. We therefore infer that
the system is intended for deployment on a permissioned blockchain, since
aggregation is a computationally intensive task that would be prohibitively
expensive to perform on a smart contract in a public blockchain environment,
due to both gas limits and high fees. These issues are typically avoided in
permissioned settings.

5.2.2 VPFL: Enabling verifiability and privacy in federated learn-
ing with zero-knowledge proofs

This work by Ma et al. [70] targets third-party verifiability of FL while
preserving data confidentiality by combining homomorphic commitments,
Merkle trees, and non-interactive zero-knowledge range proofs (Bulletproofs).
In contrast to PoT as described in Section 2.4, VPFL does not prove that
local updates were computed by running the declared optimizer over the
committed data; instead, it proves (i) inclusion of committed data, (ii)
boundedness of each client’s submitted model parameters, and (iii) addi-
tive consistency of server aggregation. In the presented framework, the par-
ticipating entities include n clients, m data owners, a central server acting
as the aggregator, the bulletin board (which can be instantiated using a
blockchain), the auditor, and the model user. While in many FL settings the
data owner and the client coincide, VPFL intentionally separates them to en-
able storage-auditability: data owners upload raw data di,t to clients, receive
Merkle-commitment inclusion proofs, sign the corresponding commitments,
and publish digests to a public bulletin board that auditors can check. How-
ever, the paper does not argue when (or why) this role should not coincide
with the client in standard FL. As the notation in the paper is not always
clear, we attempt below to reconstruct the protocol more systematically.
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Protocol Overview

Before starting, data owner i
′
sends raw data Di to the corresponding client i.

Intuition of the algorithm for round t:

1. The server sends the global weights θglobal,t−1 to each client i.

2. Each client i generates an inclusion proof πi,t for data Di.

3. Client i trains on θglobal,t−1 to obtain θi,t, and generates a range proof
π

′
i,t attesting that θi,t < θmax, where θmax is a threshold set by the server.

4. Client i sends (θi,t, π
′
i,t) to the server, along with a digest di,t =

COM.Pedersen(θi,t); di,t is also published to the bulletin board.

5. The server aggregates all the {θi,t}ni=1 that pass V erify(π
′
i,t, .), obtaining

θglobal,t.

6. The server generates also a range proof πglobal,t attesting that θglobal,t <
θglobal max.

7. The server then calculates dglobal,t =
∑n

i=1 di,t and sends
(dglobal,t, πglobal,t) to the bulletin board.

The digests sent to the bulletin board are intended to allow third-party
verification of aggregation consistency: the auditor recomputes d̄ =

∑n
i=1 di,t

from the client commitments and checks whether d̄ = dglobal,t, while the
model user verifies πglobal,t to ensure that the global parameters lie within
the range. In addition, data owners obtain Merkle-inclusion proofs and sig-
natures attesting that their raw data were committed before training began,
which provides storage auditability but does not prove that the committed
data were actually used in producing the updates. Crucially, VPFL does not
implement a proof of training; formally:

1. To ensure the correctness of the data being used, each client generates
a ZKP of inclusion πi,t when queried by the data owner, where u = dDi

(the commitment of the dataset) and w = Di, demonstrating knowl-
edge of the preimage (i.e., the dataset) corresponding to its respective
commitment in a Merkle tree.

2. To prove at each iteration that the resulting gradients are below a
certain threshold, each client generates a range proof π

′
i,t (with Bulletr-
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proof [21]) showing that θi,t < θmax and di,t = COM.Pedersen(θi,t),
where u = (θmax, di,t) and w = θi,t.

3. After the server performs the aggregation, it generates πglobal,t proving
that θglobal,t < θglobal,max where u = (θglobal max, dglobal,t) and w = θglobal,t.

These steps prevent the model from being poisoned with excessively large
gradients that exceed the limit.
Thus, VPFL combines proofs of committed data, bounded updates, and
aggregation consistency, but does not establish correctness of the training
procedure itself.

5.2.3 Federify: A Verifiable Federated Learning Scheme Based on
zkSNARKs and Blockchain

The notable aspect of this work by Keshavarzkalhori et al. [58] is the use
of El Gamal threshold encryption [78] to preserve the privacy of model up-
dates. In the framework presented, the participating entities, according to
the nomenclature used by the authors, include Model Owners MO (index i)
and Data Owners DO (index j). As we will see, the former collaborate in the
decryption process, while the latter are the clients responsible for training
the model.
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Protocol Overview

Each MOi registers in a Smart Contract its local (partial) public key pki;
PK =

∑m
i=1 pki is the global public key used for encryption.

For each round t:

1. Each DOj trains locally to obtain the updates θj,t and encrypts
them using ElGamal’s threshold encryption scheme, resulting in ζj,t =
ElG.EncPK(θj,t).

2. Each DOj creates a proof πj,t proving that the updates and the encryp-
tion are computed correctly.

3. Each DOj sends (πj,t, ζj,t, PK) to the Smart Contract.

4. The Smart Contract validates the received proofs πj,t and aggregates the
encrypted updates ζj,t by homomorphically summing them, obtaining
ζglobal,t.

5. Each MOi retrieves the current model ζglobal,t from the Smart Contract
and partially decrypts it: pi,t = Elg.Dec(ski, ζglobal,t).

6. Each MOi creates a SNARK π
′
i,t proving the correct decryption.

7. Each MOi sends (π
′
i,t, pi,t) to the Smart Contract.

8. The Smart Contract validates the received proofs π′
i,t and sums all the

partial decryptions pi,t until the model is fully decrypted.

In this process aggregation takes place on a smart contract deployed on
the Ethereum public blockchain, where correctness is ensured by its intrinsic
properties. The verifiability of training is guaranteed by a ZKP that proves
the entire training phase, including the correct encryption of the updates.
The specific ZKP used is Groth16 [44]; formally:

u = (ζj,t, P ), w = (θj,t, Dj)

Constraints:

1. By performing training on dataset Dj, the gradients θj,t are obtained

2. Encrypting θj,t with the global public key P yields ζj,t

Thanks to the use of ElGamal threshold decryption, is possible to miti-
gate inference and reconstruction attacks, as the gradients remain encrypted.
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Likewise, model poisoning attacks can also be mitigated, since the training
process is fully verifiable.

5.2.4 VerifBFL: Leveraging zk-SNARKs for A Verifiable Block-
chained Federated Learning

The last work we analyze is by Bellachia et al. [9]. It is the most recent
among the six works we examined and the first to leverage a recursive ZKP
for both the proof of training (effectively a proof of accuracy) and the proof
of aggregation. In the described framework, the participating entities are the
Task Publishers (TP), the Trainers (TR), and the Aggregators (AG). The
framework relies on IPFS, a distributed storage system where each stored
object is identified by a Content Identifier (CID)[15].
Setup: the TP publishes the learning task on IPFS and sends the correspond-
ing CIDtask along with a target accuracy to the blockchain. The blockchain
emits TaskSubmitted(CIDtask). Each TRi and AG subscribes to a spe-
cific CIDtask; the blockchain emits Subscribed(CIDtask, address). Each TRi

downloads the initial model from IPFS.

Protocol Overview

For each round t:

1. Each TRi performs local training to obtain θi,t, which is then injected
with ε-differential privacy noise.

2. Each TRi generates a ZKP πi,t proving a certain accuracy.

3. Each TRi uploads the local model to IPFS and sends the corresponding
CID along with πi,t to the blockchain.

4. Proofs πi,t are verified via a Decentralized Oracle Network (DON), and
the AG downloads the local models θi,t from IPFS.

5. The AG performs aggregation and generates a proof πt attesting to the
integrity of the resulting global model.

6. The AG uploads the global model to IPFS and sends the corresponding
CID along with πt to the blockchain.

7. The proof πt is verified on-chain.

37



This work, similarly to VPFL, proofs only certain properties of the train-
ing process, specifically, whether a given level of accuracy has been achieved.
The goal is to prove that the value Acc = zn

n
has been correctly computed,

where zn is the number of correct predictions and n is the total number
of predictions. At each step, a forward pass is performed, the output is
compared with the expected label, and if they match, the counter is incre-
mented: zn = zn + 1. This process is repeated iteratively over the test
set. In contrast, the proof of aggregation focuses on verifying the correct
computation of the global model at each round t using Nova [61]; ensuring
that θglobal,t =

∑m
i=1

Ni

Nsum
θi,t, that is, the correct calculation of the FedAvg

algorithm.

6 Comparative Analysis

In this section, we compare the previously solutions from various perspectives
to assess which features and guarantees they provide.

6.1 Verifiability assessment

In the following table, we summarize, for each work, the extent of verifiability
along the axes defined in 4. In the table, PoCD stands for Proof of Committed
Data, PoT for Proof of Training and PoA for Proof of Aggregation.

Table 6: Verifiability properties

Work PoCD PoT PoA Conceptual Framework alignment

zkFL [99] - -  Low

zkFDL [2] - -  Low

zkPPFL[102] -   Medium

VPFL [70]  G# - Medium

Federify [58] -   Medium

VerifBFL [9] - G#  Low

 provides property; G# partially provides property; − does not provide prop-
erty.
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In summary, the analysis highlights that existing approaches only par-
tially cover the verifiability dimensions identified in the logical construction.
While some solutions provide proofs of aggregation, guarantees on committed
data and training remain largely underexplored or addressed only in limited
forms (e.g., range proofs or accuracy checks). As a result, the overall align-
ment with the logical construction is still weak to medium across all works.
This suggests that, despite notable progress, there is no comprehensive solu-
tion yet, and current proposals should be regarded as complementary rather
than exhaustive in addressing the verifiability challenges of Federated Learn-
ing.

6.2 Privacy Guarantees

In this subsection, we evaluate each work from a privacy perspective. In the
context of Federated Learning, privacy refers to the protection of the outgoing
updates at each iteration (2.1.2). During our review, it emerged that three
out of the six works do not implement any privacy-preserving technique;
these are zkFL, zkFDL, and VPFL. We now turn to the remaining three,
focusing on the strategies they adopt to ensure privacy.

Work Methodology for privacy Privacy level

zkFL [99] - #

zkFDL [2] - #

zkPPFL[102] Noise injection  

VPFL [70] - #

Federify [58] ElGamal threshold encryption  

VerifBFL [9] Differential Privacy  

Table 7: Overview of the gradients privacy level of the analyzed works. Sym-
bols indicate the degree of privacy guarantees:  denotes high, G# medium,
and # low.

zkPPFL focuses on preventing information leakage during the training
process by modifying the public statements of each epoch. This ensures that
intermediate gradients remain hidden, while final gradients are further per-
turbed and encrypted before being released to the smart contract. Although
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effective in concealing intermediate computations, this approach introduces
additional complexity and still relies on perturbation and encryption of the
final outputs to protect privacy.

Federify adopts a different strategy, relying on ElGamal threshold encryp-
tion to secure gradients. Here, no single party can decrypt the data on its
own: only the collective partial decryptions of all model owners yield the
global model. The use of zero-knowledge proofs guarantees the correctness
of each decryption share. This design prevents aggregator from accessing raw
gradients and achieves a strong form of privacy without perturbing the data.

VerifBFL approaches privacy from the perspective of inference attacks,
employing differential privacy to protect client updates before they are shared.
By injecting calibrated noise, the system ensures that sensitive information
cannot be reconstructed, even when model updates are publicly accessible
via IPFS. However, this comes at the cost of a trade-off between privacy
guarantees and model accuracy.

While none offers a complete solution on its own, their comparison high-
lights the spectrum of design choices available for enhancing privacy in ver-
ifiable federated learning. Privacy mechanisms and verifiability are, in fact,
largely complementary. With secure aggregation (HE/MPC/threshold), the
server cannot inspect per-client updates; thus, clients must attach proofs of
admissibility (e.g., norm bounds or PoT) and aggregators (or committees)
must prove correct homomorphic summation and partial decryptions, as in
Federify. With differential privacy, certifying injected noise is subtler than
certifying small norms: in practice systems either commit to seeds/ranges
or simply state DP is applied—VerifBFL follows the latter route. In con-
trast, zkFL and zkFDL purposely focus on aggregation proofs with public
digests and no PPFL—hence both low privacy and low alignment in our
framework—illustrating how optimizing for cheap PoA alone tends to side-
line privacy and end-to-end auditability.

6.3 Security Against Attacks

In the following, we discuss the security of each work against the different
types of attacks described in Section 3. We will also examine how, by adding
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verifiability, it is possible to mitigate certain attacks.

Work Threat model Security against

zkFL [99] Byzantine aggregator
Honest clients

Global model tampering
Selective dropping

zkFDL [2] Byzantine aggregator
Honest clients

Global model tampering
Selective dropping

zkPPFL[102] Byzantine aggregator
Lazy-but-curious clients 1

Model poisoning ∗

Free riding
Global model tampering

Selective dropping

VPFL [70] Byzantine aggregator
Byzantine clients

Poisoning attacks∗

Selective dropping

Federify [58]
Byzantine and curious aggregator

Byzantine clients

Inference and reconstruction attacks
Model poisoning ∗

Free riding
Global model tampering

VerifBFL [9] Byzantine and curious aggregator
Byzantine and curious clients

Inference and reconstruction attacks
Free riding

Global model tampering

Table 8: Overview of the security guarantees for each work

In zkFL, security against global model tampering is guaranteed since the
aggregator generates a ZKP for the aggregation process. Selective dropping
is also mitigated, as the encryption of each gradient is passed as a public in-
put for the aggregation proof verification. Hence, each client can check that
its gradient was actually included in the aggregation process. Similarly, in
zkFDL, the hashes of the gradients are passed as public input, allowing each
client to verify that its gradient was included, avoiding selective dropping.
Xing et al. in zkPPFL also make it possible to prevent free-riding, as each
client must generate a proof of having correctly performed the training pro-
cess. Model poisoning can likewise be mitigated, since the resulting gradients
must be proven to follow a well-defined process, preventing arbitrary values
from being sent to the server. VPFL can partially prevent poisoning attacks
by generating an inclusion proof of the dataset being used by the clients and
a range proof that guarantees the gradients fall below a certain threshold.
This prevents the model from being poisoned with excessively large gradients
that exceed the limit. In Fedeify, thanks to the use of ElGamal threshold de-
cryption, is possible to mitigate inference and reconstruction attacks, as the
gradients remain encrypted. Likewise, model poisoning attacks can also be
mitigated, since the training process is fully verifiable. Similarly, VerifBFL

1The authors use this term to indicate an honest-but-curious client that can also per-
form free-riding attacks.
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mitigate the problem of inference and reconstruction attacks through the use
of differential privacy. This analysis highlights that the proper application of
verifiability mechanisms can effectively contribute to mitigating several types
of attacks in a federated learning setting.

A final consideration concerns collusion among clients (Sybil or coalition
attacks). None of the surveyed works explicitly address this threat. Only
VPFL offers partial mitigation, as range proofs constrain the magnitude of
submitted updates, reducing the impact of colluding clients but not fully
preventing aggregation bias if many identities are controlled.

6.4 Decentralization Level

Federated Learning cannot be strictly considered a decentralized framework
for model training, as its basic setup relies on a central server for aggregation.
Instead, it is more accurately classified as a distributed system that relies on a
coordinator (i.e., the central server). To remove this entity, a new paradigm
has recently been proposed, leveraging a gossip-based communication ap-
proach [56], thereby moving closer to a truly decentralized protocol. Among
the works surveyed in this SoK, none adopt a gossip-based approach; this is a
reasonable design choice since most of the works rely on the blockchain as the
communication layer and a gossip-style communication typically introduces
significant communication overhead resulting in high costs for fees.

Work Methodology for aggregation Decentralization

zkFL [99] Off-chain + ZKP G#

zkFDL [2] Off-chain + ZKP G#

zkPPFL[102] Smart Contract  

VPFL [70] Off-chain + ZKP G#

Federify [58] Smart Contract  

VerifBFL [9] Off-chain + ZKP G#

Table 9: Overview of the decentralization levels of the analyzed works. Sym-
bols denote the degree of decentralization:  high, G# medium, and # low.

An alternative path toward decentralization in federated learning is to
leverage the blockchain itself not only as a communication layer but also as
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the medium for aggregation.
As shown in Table 9, 2 out of 6 works leverage smart contracts for verifia-
bility, which inherently increases the level of decentralization by relying on a
decentralized infrastructure. The remaining works rely on a centralized ag-
gregator to perform computations off-chain, providing correctness guarantees
through ZKPs.

6.5 Tested ML Models and Benchmarks

This final subsection will compare the works by indicating whether they are
evaluated on multiple models or only on a limited set. We will also compare
them in terms of performance and computational cost.

Work ML models tested Datasets Tasks performed

zkFL [99]
ResNet18, 34, 50 [45]

DenseNet121, 169, 201 [49]
CIFAR-10, 2

Penn Treebank 3
Image recognition

Language understanding

zkFDL [2]
5 custom networks
(1 to 5 MLPs)

Daily and
Sports Activities 4

Sport activity
prediction

zkPPFL[102] Custom CNN 5 MNIST 6, custom
handwritten digists

Iris classification
House price prediction

VPFL [70] 2 custom CNNs

CIFAR-10, MNIST,
Fashion MNIST 7, SVHM 8,

EMNIST-balanced 9,
Fruits-360 10

Image recognition

Federify [58] Naive Bayes Classifier
Accelerometers sensors

data 11 Activities prediction

VerifBFL [9] Custom CNN MNIST Image recognition

Table 10: Tested ML models.
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By analyzing the experiments and evaluations of each work, it emerges
that 5 out of 6 studies assessed performance using custom or relatively simple
models. In contrast, zkFL made a notable effort to evaluate multiple well-
known, deep architectures: residual networks with 18, 34, and 50 layers, and
dense networks with 121, 169, and 201 layers.

Work
Verifiable
Training

Impact in
training

Verifiable
Aggregation

Impact in
aggregation

Other
overhead

zkFL [99] ✗ None ✓ High High

zkFDL [2] ✗ None ✓ - -

zkPPFL[102] ✓ High ✓ - Negligible

VPFL [70] ✓ Negligible ✓ Negligible Negligible

Federify [58] ✓ - ✓ - -

VerifBFL [9] ✓ Low ✓ Low Negligible

Table 11: Overview of introduced overhead. A - indicates that no values are
specified

Table 11 reports, for each work, the overhead introduced by the verifi-
able training component (if implemented), as well as the overhead from the
verifiable aggregation component and any additional operations. While we
attempted to base our comparison on setups that are as similar as possi-
ble, a precise benchmarking is not feasible due to substantial differences in
hardware configurations, number of clients, and training epochs across the
reviewed works. For instance, experiments in zkFL were conducted on a
GPU-equipped server (NVIDIA Tesla T4, 16 GB RAM), whereas zkPPFl re-
lied on a CPU-based setup (Intel Xeon Gold 5128, 4 GB RAM), highlighting
the heterogeneity of the experimental environments.

2https://www.cs.toronto.edu/~kriz/cifar.html
3https://www.kaggle.com/datasets/aliakay8/penn-treebank-dataset
4https://archive.ics.uci.edu/dataset/256/daily+and+sports+activities
5https://github.com/xingzhibo2019/ZKP-FL/tree/main/cnn
6https://www.kaggle.com/datasets/hojjatk/mnist-dataset
7https://tensorflow.google.cn/datasets/catalog/fashion_mnist
8http://ufldl.stanford.edu/housenumbers/
9https://www.nist.gov/itl/products-and-services/emnist-dataset

10https://www.kaggle.com/datasets/moltean/fruits
11https://mdx.figshare.com/articles/dataset/Dataset_used_for_federated_learning/14107121
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zkFL (Wang et al.) We consider times for the ResNet50 model, 16 clients,
and 6 epochs. The time required for a single epoch of train is 2.5 minutes,
resulting in 15 minutes for 6 epochs for each client. The most time-consuming
component is the verifiable aggregation, taking 105 minutes, of which ∼ 55
minutes are spent on ZKP generation. We also account for the overhead
introduced by encrypting and signing the updates, which adds another 45
minutes, leading from our calculations to a total round time of∼ 165 minutes.

zkFDL (Ahmadi and Nourmohammadi) In this work, the authors do
not report any measurements for training or aggregation times. They only
provide accuracy results for varying numbers of epochs and some considera-
tions on ZKP generation, noting that increasing the number of layers raises
the total number of constraints in the circuit, thereby increasing the proof
generation time and the memory required. We also expect a small overhead
due to the large number of hash operations performed, although this is not
specified.

zkPPFL (Xing et al.) We consider times for the iris classification task
and 5 epochs. In this work, a proof is generated for each epoch in a FL
round. The overhead introduced by the ZKP generation for a single epoch
is 3.75 minutes, so for 5 epochs the total time is ∼ 19 minutes. The time
required for the training itself is not specified, nor is the time for the verifiable
aggregation. We consider the time needed to perturb the public statements
as negligible, since it is just the addition of noise, although this is not specified
either.

VPFL (Ma et al.) For this work, we consider that the models are trained
for just one epoch per FL round, since the term epoch is never mentioned
in the paper. From the graph in their Figure 8, it can be observed that the
overhead introduced by the verifiable training feature is negligible for a single
client (0.001 minutes per client), thanks to the efficiency of the Bulletproofs
proving scheme, where only a range proof needs to be generated. However,
the overhead becomes quite relevant as the number of clients increases, since
a proof must be generated for each client. A range proof is also used for the
result of the aggregation, resulting in an overhead to the aggregation phase
of ∼ 0.006 minutes. Additional overhead comes from the data proof, which
can also be considered negligible, as it is simply a Merkle proof.
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Federify (Keshavarzkalhori et al.) In this work, no performance times
are specified; instead, the authors focus on storage requirements for ZKP
generation. A significant part of the overhead to be considered likely comes
from the encryption and partial decryption processes, as well as from the
cost of proving these operations in ZKPs.

VerifBFL (Bellachia et al.) As in VPFL, we assume that the models
in this work are trained for just one epoch per FL round. The overhead
introduced during training is approximately 1.36 minutes, which is relatively
small considering that what is being proved is the achievement of a certain
accuracy rather than the integrity of the training procedure. The reported
time required for aggregation proof generation, ∼ 0.03 minutes, can likely be
attributed to the efficiency of the recursive proving scheme used (i.e., Halo2),
and possibly to the small size of the model. The overhead introduced by the
use of the differential privacy feature can instead be considered negligible.

7 Conclusions

In this Systematization of Knowledge, we consolidated and structured the
current state of the art in verifiable federated learning. Our comparative
analysis of the six selected works indicates that the integration of verifiability
and privacy-preserving mechanisms is pivotal in preventing dishonest behav-
iors and mitigating specific categories of attacks. We further observe that
guaranteeing the desirable framework we have defined remains challenging
and that the comparison between systems exposes a lack of common ground.
Experiments vary in hardware (CPU-only vs. GPU-accelerated), in model
choice (from toy networks to ResNet-50), and in the placement of the verifier
(on-chain, off-chain, or hybrid). This heterogeneity makes cross-paper bench-
marking difficult, and it motivates the need for a standard reporting format
that covers not only proof time, but also communication bandwidth, mone-
tary fees, and amortized per-client overheads. Despite these differences, our
observations yield three main conclusions: (i) the complexity of the state-
ment being proved dominates the overall cost: simple checks (e.g., norm
bounds or range proofs) are inexpensive, whereas certifying a full gradient-
descent step still incurs costs in the order of minutes to hours, regardless of
the underlying proof system; (ii) auxiliary cryptographic mechanisms such as
digital signatures, commitments, or authenticated channels are not asymptot-
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ically expensive but nevertheless introduce substantial wall-clock overheads:
in large-scale experiments, they account for delays comparable to, or even
exceeding, those of the ZK prover itself; (iii) recursive composition and mod-
ular proof design demonstrably reduce per-round cost, but present benefits
mainly for shallow architectures or toy models; extending these techniques
to modern deep networks remains an open challenge. These limitations high-
light the need for future research on strategies to reduce both computational
and communication overheads, and minimize the expense of on-chain anchor-
ing. For the latter, several measures are already deployable in the Ethereum
ecosystem. First, verification can be settled on rollups that exploit EIP-4844
blobs, which provide cheaper short-lived data slots than calldata and thus
lower the cost of publishing commitments. Second, large aggregates need
not be posted directly: specialized data-availability layers with sampling, or
restaked services such as EigenDA, allow commitments to be anchored while
the bulk of the data remains off-chain but still verifiable. Third, recursive or
batched proofs amortize many training rounds into a single on-chain verifica-
tion, cutting both calldata and gas. Reducing onchain fees could make fully
decentralized setups more plausible, potentially leveraging gossip learning.
At present, the high communication overhead inherent to gossip learning
would almost certainly result in substantial fees.

Finally, there is an economic dimension. Proofs will not only need to
be fast; they must also be incentivized. Without careful mechanism de-
sign, rational clients may free-ride or collude. Conversely, properly designed
markets for verified contributions could reward marginal improvements that
are cryptographically attested, thereby aligning incentives with integrity. In
summary, verifiable FL is already practical when the claims are narrow or
the models small, but achieving end-to-end guarantees at realistic scales re-
quires breakthroughs in at least three directions: collaborative aggregation
proofs, proof-carrying updates that push integrity checks to the edge, and
deployment on low-fee environments.
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