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Abstract

Side-channel attacks can uncover sensitive data by analyzing information leakages
of cryptographic hardware devices caused by the power consumption, timing, elec-
tromagnetic, glitches, etc. An attack exploiting these leakages is the differential
power analysis (DPA). Threshold Implementation (TI), introduced by Nikova
et al. [JoC 24(2):292-321, 2011], was proposed to resist DPA on hardware imple-
mentations of block ciphers and eliminate information leakage due to glitches.
TI is based on secret sharing and multi-party computation. Since the cost of
implementing a TI is directly proportional to the number of shares, minimizing
the number of shares is of importance. Note that Nikova et al. proved that, for
a target function of algebraic degree t > 2, the lower bound on the number of
shares to implement a TIis ¢ + 1. And we call a TT with ¢ 4+ 1 shares an optimal
TI. However, achieving this bound is challenging. To date, the only universal
construction for any bijective function of algebraic degree t > 2 achieves a TI
with ¢ + 2 shares, which was proposed by Piccione et al. [[EEE TIT 69(10):6700-
6710, 2023]. Only two studies managed to implement optimal TIs. They either
concentrated on the Feistel structure or were based on Shannon’s expansion. It
should be noted that adding randomness can meet the ¢ 4+ 1 bound, but generat-
ing randomness is expensive in practice. Consequently, this paper endeavors to
fill this gap by systematically investigating the substitution-boxes (S-boxes to be
brief) that can achieve optimal TIs without additional randomness. In this paper,
inspired by the Feistel structure in the design of S-boxes, we present two construc-
tions of bijective S-boxes with optimal TIs. Of particular interest is the S-boxes
constructed from two permutations exhibiting nonzero nonlinearity, making them
potential candidates for S-boxes with desirable properties. For applications, our



constructions can interpret the existence of 3-share or 4-share T1Is for certain
functions in 3, 4 and 5 variables, as previously reported by Bilgin et al. [CHES
7428:76-91, 2012] and Bozilov et al. [ToSC 2017(1):398-404, 2017], including Q32®,
which cannot be interpreted by the previous works. We also give the bijective
S-boxes, which are Examples 4 to 11, that possess the optimal TIs by our results.

Keywords: Vectorial Boolean Functions, S-box, DPA, Sharing, Threshold
Implementations, Feistel Structure

1 Introduction

With the advancement of computers and network communication, the use of embedded
devices is becoming more widespread. To ensure the security of data and related
information within these devices, it is imperative to implement cryptographic algorithms
on these unencrypted devices, thereby enhancing their resistance to cryptanalysis.
However, despite being designed to withstand cryptanalytic attacks, cryptographic
algorithms in hardware devices are still vulnerable to side-channel analysis (SCA).
SCA are physical attacks which exploit information leakages from various physical
effects, e.g., timing, electromagnetic and power consumption [5-7]. In 1999, Kocher et
al. [7] introduced the so-called differential power analysis (DPA), a method to extract
cryptographic keys by analyzing the power consumption patterns of cryptographic
hardware devices. They implemented DPA on DES and successfully retrieved the secret
key. After that, developing countermeasures for cryptographic hardware devices against
DPA has become an essential objective for cryptographers. One of the most prominent
countermeasures against DPA is called sharing (also known as masking) [8], which has
precise theoretical foundations. The idea of sharing is to divide the secret input into
several shares, ensuring that each share is statistically independent of the original secret.
This means that even if an adversary obtains all but one of the shares, he will not be
able to recover the secret input. However, the presence of glitches is unavoidable in
hardware devices, or alternatively, the glitch-free hardware comes at a high cost. When
considering scenarios in which glitches occur within hardware devices, information
leakage caused by glitches also occurs. And neglecting the impact of glitches can render
a masked implementation vulnerable to attack [9]. The Threshold Implementation
(TT), as introduced by Nikova et al. [10] in 2006, offers a solution by constructing
a Boolean masking which takes into account the presence of glitches. Subsequently,
recognizing the need for resisting higher-order DPA, TIs were extended to higher-
order TT [11]. But later it was shown insecure against multivariate attacks [12] unless
adding randomness as re-masking. Various papers then have proposed efficient ways
to implement higher-order masking in hardware devices while maintaining resilience
against glitches. Since then, the TI and its extensions have been intensively studied
and applied to numerous symmetric cryptographic primitives, including the widely
used cryptographic algorithms AES [13-18], KECccAK [19-22], PRESENT [22-24], etc.

For a target function F' (typically a bijective S-box), the dth-order TT of F is
actually a vectorial Boolean function F. The function F must have three properties



to ensure the security of the implementation: correctness, dth-order non-completeness
and uniformity. The requirement for correctness is obvious, as it ensures every share
of an input secret z is mapped by F to an output share of F(z). The dth-order non-
completeness states that any combination of up to d output shares of F is independent
of at least one input share. And the uniformity implies that F yields a uniformly shared
output if its input is uniformly shared. Given the aforementioned three properties, the
function F ensures protection against dth-order DPA and maintains security in the
presence of glitches. Furthermore, it has been demonstrated that for the target function
of algebraic degree t, correctness and dth-order non-completeness of a dth-order TI
require a minimum number of input shares, denoted as s;, > dt + 1, see [10, 11, 25].
The lower bound inherently suggests that the number of input shares and output shares
increases together with the algebraic degree of the target function, for a given security
order d. Notably, when d = 1, we have s;, > t+ 1 and s,,; > t + 1, which is simple to
deal with. Hence, for the remainder of this paper, we focus on the specific scenario
where the target function is a permutation and the number of input shares is equal to
the number of output shares in TIs. Additionally, our discussion will be limited to the
first-order TI, which we will refer to simply as TI for brevity. Moreover, if the number
of shares of a TI for a permutation of algebraic degree ¢ meets the lower bound ¢ + 1,
we say that the TI is optimal. There is a clear correlation between the cost of TIs and
the number of shares as well as the amount of additional randomness. While adding
randomness to restore uniformity of TIs can meet the ¢ + 1 bound, the requirement of
randomness can significantly inflate the cost of implementations in practice. Indeed, to
be secure in the implementations of randomness generation, cryptographic standards
demand high-quality for random number generators [26]. Hence, the implementations
of T1Is for permutations discussed in this paper are designed to avoid any additional
randomness. Consequently, the cost of TIs solely relies on the number of shares, which,
as it increases, can cause the cost of the implementations to rise. Therefore, minimizing
the number of shares is a critical objective for the implementations of TIs. It should be
noted that, any bijective function of algebraic degree ¢ > 2 does have a (¢ 4 2)-share
TI [2] and the theoretical lower bound on the number of shares ¢ + 1 is not possible
for all bijective functions, with ¢t > 2. For instance, the Gold function 23 over Fys is a
quadratic permutation, and it cannot be realized with a 3-share TI but necessitates a
minimum of 4 shares for TIs [3].

1.1 The State of the Art
1.1.1 Four General Constructions of TIs

Constructing a TI with the minimum number of shares for any arbitrary function is a
challenging task. Currently, there exist four methods as primary constructions of TIs
with either ¢ + 1 or ¢t + 2 shares. The first method is using “direct sharing” alongside
correction terms [3, 10], but this approach cannot guarantee success with ¢ + 1 or
t + 2 shares for any arbitrary bijective S-box. The second one involves using direct
sharing and adding randomness in the re-masking step to preserve the uniformity to
achieve an optimal TI. The third method, known as “the changing of the guards”, was
introduced by Daemen [20]. This method is a variation of the second method. It uses



the output shares of the ith S-box as the randomness for the (i 4+ 1)th S-box, so only
the randomness is generated at the beginning and reused at each round. This reduces
the randomness required but is limited to an S-box layer rather than an individual
S-box. Recently, the work of Piccione et al. [2] represents a significant step in the
implementations of TIs. They introduced a universal optimal construction for a TT of
any bijective S-box with ¢ + 2 shares. This construction is optimal since some bijective
functions of algebraic degree t > 2 do not admit an optimal TI. Later, Piccione further
generalized the universal TT construction in [2] for two finite Abelian groups, which can
be used to construct a TI with s > ¢+ 2 shares in input and ¢ + 2 shares in output [27].
Despite these advancements, a theoretical method for determining whether a function
of algebraic degree t admits an optimal TT still remains undeveloped.

1.1.2 Optimal TIs of Certain S-boxes

Certain permutations with algebraic degree t > 2 are known to admit optimal TIs,
as referenced in [3, 4, 28, 29]. Functions in [3, 4] are characterized by bad nonlinear
and differential property. For instance, most of them typically exhibit 0 nonlinearity
and have differential uniformity greater or equal to 2"~ 1. Specifically, Bilgin et al. [3]
derived TIs for the classification of the affine equivalent classes for 3-bit and 4-bit
permutations, while Bozilov et al. [4] presented TIs with 3 shares for certain 5-bit
quadratic permutations. Additionally, an optimal TI designed for the Feistel structure
was introduced in [28]. This construction can be seen as a primary construction of
TTs, only for the Feistel structure S-boxes. Moreover, there is a secondary construction
about TIs in [29]. Specifically, if an n-bit bijective S-box already has a TI, then the
newly constructed (n + 1)-bit and (n + 2)-bit bijective S-boxes derived from it also
admit TTs. Notably, these extended S-boxes require the same number of shares as the
original n-bit S-box. Consequently, the existence of an n-bit bijective S-box with an
optimal TT implies the existence of the (n 4 1)-bit and (n + 2)-bit bijective S-boxes
with optimal TIs constructed through this method.

1.1.3 TIs of Small S-boxes

Except for the general methods for constructing a TI of a bijective S-box, the TIs of
small S-boxes have been studied in [3, 4, 30, 31]. Actually, Bilgin et al. [3] derived TIs
of all 3-bit and 4-bit bijective S-boxes, as well as the DES S-box. In [30], the authors
provided an efficient algorithm to find TTs for all 3-bit and 4-bit bijective S-boxes
(permutations). Furthermore, they extended their investigation to include TTs of four
5-bit almost bent permutations and the only known 6-bit Almost Perfect Nonlinear
(APN) permutations. Additionally, they also explored the method of decomposing S-
boxes into small S-boxes of lower degrees. Meanwhile, the authors of [31] introduced two
methodologies to efficiently implement certain 4-bit S-boxes with good cryptographic
properties in 3-share TIs. Bozilov et al. [4] explored all 75 affine equivalence classes
of 5-bit quadratic permutations and provided the existence of TIs with 3 shares for
certain classes.



1.1.4 TIs of Functions with High Algebraic Degrees

To reduce the significant cost of a TI of the function with high algebraic degree, it
is an alternative to decompose the target function by means of functions with low
algebraic degrees, and design TIs for those new functions, respectively. For example,
[24] decomposed PRESENT S-box into two distinct quadratic S-boxes, while [31]
proposed a decomposition utilizing two same quadratic functions with certain linear
functions. Caforio et al. [32] decomposed the SKINNY 8-bit S-box (algebraic degree is
6) into three quadratic functions or two cubic functions. Meanwhile, Jati et al. [33]
implemented three kinds of TIs of the GIFT S-box, that is, a composition of two
quadratic permutations, a composition of two same quadratic functions, and the S-box
without decomposition. For the AES S-box (an 8-bit S-box of algebraic degree 7),
[2, 16, 18] decomposed it into two cubic permutations, while [13-15, 34-36] applied
TIs to the Canright’s tower field decomposition [37]. Since low-degree functions serve
as building blocks in the TIs for decompositions of S-boxes with high algebraic degrees,
the implementations of TIs for functions with low algebraic degrees, e.g., quadratic
and cubic, still attract particular attention.

1.2 Our Contribution

To date, the only universal construction achieves a TT with ¢+ 2 shares for any bijective
function of algebraic degree ¢ > 2, which is not optimal for certain S-boxes, see [3, 4, 28].
Therefore, discussing the S-boxes with optimal TIs can fill the gap in the previous
construction and lead to a reduction in the implementation cost of TIs for such S-boxes.
In this paper, inspired by the TIs of the Feistel structure, our contribution lies in
providing constructions of permutations of algebraic degree t, whose number of shares
for TIs is t + 1. Specifically, we present two theorems to construct permutations with
optimal TIs. Of particular interest is that the functions constructed by Theorem 1
have no linear component functions, i.e., have nonzero nonlinearity, making them
potential candidates for S-boxes with desirable properties. Indeed, Theorem 1, which
is a generalization of Theorem 2, can obtain a permutation of algebraic degree t over
IF;J“” with an optimal TT using two permutations of algebraic degree at most ¢t — 1
over F5 and F3', respectively. It should be noted that Theorems 1 and 2 achieve
TIs by the construction in [2] and the fact that a balanced Boolean function can be
constructed by the direct sum of a balanced Boolean function and an arbitrary Boolean
function. Functions in both theorems can be seen as in the design of a general the
Feistel structure S-boxes [38] with inputs and outputs passing through certain bijective
S-boxes. For applications, we can interpret the existence of 3-share or 4-share T1Is for
certain quadratic functions in 4 and 5 variables in [3, 4] by our constructions. What’s
more, we can provide n-bit S-boxes with optimal TTs and nonzero nonlinearity for n > 4.
All examples which can be interpreted by our results are Q2% and Examples 4 to 11.

1.3 Organization

The remainder of this paper is organized as follows. In Section 2, we present an intro-
duction to Boolean functions and offer basic concepts about threshold implementations.



We then provide analysis of the known optimal TIs in Section 3. After introducing cer-
tain lemmas about the TIs of Boolean functions constructed by direct sum in Section 4,
two constructions are then presented in Section 5, in which we show that the existence
of functions of nonzero nonlinearity with optimal TIs and quadratic functions with
3-share TIs. The applications of our constructions are discussed in Section 6. We con-
clude with Section 7. Finally, the examples which have optimal TIs in this paper can
be found in Appendix.

2 Preliminaries

In this section, we aim to provide an overview of the fundamental concepts related to
Boolean functions and threshold implementations.

2.1 Boolean Functions

Let Fy be the field with two elements {0, 1} and F} be the vector space of n-tuples over
F5. We refer to a finite field F' with 2™ elements as Fon. For any set S, the cardinality of
the set is |\S|. We denote by F[z] the set of all (univariate) polynomials with coefficients
in F and by F[z1,22,. ..,z the set of all multivariate polynomials with coefficients
in F' with k variables. Given two vectors a = (a1, az,...,a,) and b = (by,bs,...,by)
in F3, a-b=ai1by + agba + - -+ + a,b, is the usual inner product.

A Boolean function in n variables is a mapping from F4 to Fy. The set of all n-
variable Boolean functions is denoted by B,,. It is well-known that any Boolean function
fin Folay, 2o, ... 2,/ (23 + 21,23 + 22, ..., 22 + x,) can be expressed through its
algebraic normal form (in brief, ANF)

f($17$2,...,$n) = Z auxua

u€lry
where = (21,29,...,2,) € FY, u = (u1,us,...,u,) € FY, a,, € Fy and the term
¥ = H?zl x;" is called a monomial. The algebraic degree of f is then denoted by

deg(f) = max{wt(u) : u € F§,a,, # 0}, where wt(u) denotes the Hamming weight of
u and is defined as the number of nonzero tuples in the vector u. The Hamming weight
of a Boolean function f is defined as wt(f) = [{z € F} : f(z) = 1}|. If a Boolean
function has algebraic degree at most 1, we say that it is affine. And we shall call
quadratic functions (resp. cubic functions) the Boolean functions of algebraic degree
at most 2 (resp. 3).

The direct sum of two Boolean functions is a simple method to construct new
Boolean functions. The following lemma, which constructs balanced Boolean functions
by the direct sum, plays a crucial role in proving our main theorems.

Lemma 1 ([39]). Let f be a balanced Boolean function in n variables and g be an
m-variable Boolean function, then the (n + m)-variable Boolean function h defined by
h(z,y) = f(x) + g(y) is balanced.



Any function F' from Fy to F5* can be considered as a vectorial Boolean function
in n variables. That is, F' can be presented in the form

F(xlax%"'axn) = (fl(xlax%'"7xn)7f2(xlax23"'axn)7

"7fm($17$27" 'axn))a

where the n-variable Boolean functions f1, fa, ..., fi, are called coordinate functions
of F. And a component function of F' is a nonzero linear combination of coordinate
functions, which is v-F = Z?:l v; fi for v = (vy,v9,...,v,) € F3*. The algebraic degree
of F' is by definition the maximal algebraic degree of the component functions of F. A
function F : F§ — FZ" is balanced if n > m and F takes every value of F5" the same
number 2"~™ of times. Specifically, if n = m, a balanced function is a permutation.
Additionally, a balanced function can be characterized by the balancedness of its all
component functions.

Lemma 2 ([39] Proposition 35). An (n,m)-function F is balanced if and only if its
all component functions v- F, v € F§**, are balanced.

Equivalence relations serve as a fundamental instrument in the study of Boolean
functions. One particularly important concept is affine equivalence. Two functions
f and g are affine equivalent if there exist two affine permutations A; and As such
that f = A1 o g o As. Affine equivalence has significant applications, for instance, it is
well-known that any n variable quadratic Boolean function is affinely equivalent to the
Dickson form, as stated in the following lemma.

Lemma 3 ([39] Theorem 10). Every quadratic nonaffine Boolean function in n
variables is affinely equivalent to one of three forms:

(1) For balanced functions: x1xo + x3T4 + - -+ + Top_1Toy + Topp1, where r < "?_1;

(2) For functions with Hamming weight smaller than 2"~ ': x1xo+2374+ - ~+T2r_1T2;,
where r < 3;

(3) For functions with Hamming weight greater than 2"~ ': x1x9 + x314 + -+ +
Tor_1T2r + 1, where v < 5.

Consequently, by Lemma 3, any n-variable quadratic balanced Boolean function
can be expressed in the form zi1z9 + z3x4 + -+ + Tor_1Tor + Tor41 after certain
affine transformations. Since these transformations are affine, the variable xa,41 is
actually a sum of certain variables in the original function. Thus, we can say that the
quadratic balanced Boolean function f is linear about the sum of certain z; iff f is
affine equivalent to the aforementioned form in the rest of our manuscript.

2.2 Nonlinearity of S-boxes

In the realm of symmetric-key cryptography, Boolean functions employed should exhibit
high nonlinearity to provide confusion.
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Fig. 1: A 3-share TI for the quadratic function y = f(z)

Definition 1 ([39]). The nonlinearity of a Boolean function f € B, is defined as its
minimum Hamming distance from f to all affine functions in n variables,

nl(f) = gesﬁé&g)gldh’(ﬁ 9),

where dg(f,g) denotes the Hamming distance between f and g, i.e., dg(f,g9) =
#{z € Fy: f(z) #g(x)}.

For the S-boxes in symmetric-key cryptography, the nonlinearity is defined as the
minimum of the nonlinearities of all component functions of S-boxes.

Definition 2 ([39]). The nonlinearity of an S-box F : Fy — FI* is defined as the
minimum of the nonlinearities of all component functions of F,

nl(F) = min nl(v-F).

ok
veFy

For symmetric-key encryption, the higher the nonlinearity of the employed S-boxes,
the better resistance against fast correlation attacks [40] and best affine approxima-
tion attacks [41]. Thus, S-boxes utilized in symmetric-key encryption should have
nonlinearity as high as possible.

2.3 Threshold Implementations

Given a variable € F§ and a positive integer s, we say that the variable x is split
into a Boolean s-share as .
i=1

where (9 € F} for i = 1,2,...,s. Denote x = (2, 2® ... 2()) € (F})* by a
Boolean s-share for the variable = € F. And the set of all Boolean s-shares for x € Fy



is denoted as

Shy(x) := {x = (96(1)796(2)7...,:6(8)) e (Fp)*:Y 2= x}
=1

with | Shy(x)| = 2"~V Let s and s’ be two positive integers, and both F : F§ — F3
and F : (F2)® — (FJ*)*" are two vectorial Boolean functions. Clearly F : (F3)* — (F7")®
has the following form:

F=FWYF® . F&)
where the function F() : (F%)* — FJ* is the ith coordinate function of F for i =
1,2,...,s". We say that the function F = (F() F2) .,F(S/)) isaTlof Fif Fis
correct, non-complete, and uniform with respect to F' as defined below, respectively.

Correctness: We say that F is correct with respect to F, or F is correct, if for
all x € F3, we have Zflzl FW)(x) = F(z), ¥x € Shy(z), where F is the ith
coordinate function of F.

Non-completeness: For i € {1,2,...,s} and j € {1,2,...,5'}, we say that the jth
coordinate function F() is independent of its ith input Boolean-share z(?) if for
all (zM, 2@ ... 2(9)) € (F3)® and a € F}, we have

FO @M, 2@ ) = FO) (30 4@ 46D o

20D ),

Thus, we say F is non-complete if for all j € {1,2,...,s'}, there exists at least one
i€{1,2,...,s} such that FU) is independent of its ith input Boolean-share z(%).

Uniformity: Assume F is correct with respect to F'. We say that F is uniform, if for
all z € F and y € Shy (F(x)), we have

211(5—1)

[{x € Shy(2) | P =y} = oy

It is worth mentioning that, achieving correctness and non-completeness is relatively
straightforward by means of direct sharing, as demonstrated in [3].

The most difficult property to be satisfied when implementing TIs is the uniformity.
To address this challenge, Piccione et al. [2] derived the following strong lemma
regarding the bijective S-boxes.

Lemma 4 ([2]). Let F :Fy — F3. Let s be a positive integer and F : (Fy)® — (F3)*
be a function that is correct with respect to F'. Then F is a permutation if and only if
F is uniform and F is a permutation.

In the rest of this manuscript, we focus on constructing (first-order) TIs for certain
permutations in the case s = s’. We always use s shares instead of Boolean s-shares for
brevity. We say that F' admits a TI with s shares if there exists at least one TI of F’
with s shares. Moreover, the implementations of TIs avoid any additional randomness.



3 Analysis of the Known Optimal TIs of Permutations

The research on optimal TTs for permutations of algebraic degree ¢ remains incomplete.
There are two main known constructions, and actually they share the same idea:
preserving uniformity of TIs by the direct sum.

3.1 TIs of the Feistel Structure S-boxes

Boss et al. [28] pointed out that TTs of the Feistel structure S-boxes are still Feistel
structures. More precise, given z,y € Fy and any (n,n)-function F' with deg(F) = ¢,
the (2n, 2n)-Feistel structure (without swapping) S-box

R(z,y) = (2, F(z) +y)

has an optimal TI R = (R, R®) ... R*+1D) and

RO (x,y) = (20D, FO(x) + ¢+, for i =1,2,...,t
R (x,y) = (W), O (x) +y 1),

where x = (M), 2?2+t and y = (M, y@, ...,y D) are (t + 1)-shares of

x € F} and y € F%, respectively. And (FM, F?)  F(+1) s a correct and non-

complete (t+1)-share for F'. It is easy to implement TIs of the Feistel structure S-boxes,

since there is no requirement to preserve the uniformity of the (¢t 4 1)-share of F', which

can be achieved by the direct sharing.

From the perspective of Boolean functions, the existence of optimal TIs of the
Feistel structure S-boxes fundamentally relies on the idea of the direct sum. Specifically,
the correctness and non-completeness of R are guaranteed by the correctness and
non-completeness of F. The uniformity of R is equivalent to the permutation of R
by Lemma 4, which is equivalent to the balancedness of all component functions of R.
It can be seen that any component function of R is balanced due to the direct sum.
That is, any nonzero linear combination of coordinate functions of R is balanced, as it
is either >, ;u; - 21 or the direct sum of a balanced Boolean function D1 Vi y®
and a Boolean function ), v; - FO)(x) + > jer ) a9, where I,J C{1,2,...,t+1}
and v;, u; € Fy™.

Remark 1. The Feistel structure S-bozes R(x,y) = (x, F(x) +y) are not suitable for
cryptographic applications, since they always have linear coordinate functions, which
means the S-boxes have 0 nonlinearity.

3.2 TIs of Shannon’s Expansion S-boxes

Varici et al. [29] presented the construction about (n + 1)-bit S-boxes from n-bit S-
boxes with known TIs by Shannon’s expansion. The (n + 1)-bit S-boxes also admit
TIs, whose number of shares of TIs is the same as that of the original n-bit S-boxes.
More precious, the constructions in [29] mainly concern about the s-share TIs of the

10



(n + 1)-bit S-boxes in the form of

(S2(x), h(2)), ify =1,

where x € F%, y € Fq, both 51,52 are n-bit S-boxes, both g, h are n-variable Boolean
functions, Ss is chosen in one of the n + 1 forms: S;(x),S1(z+1;) fori=1,2,...,n
and g = h(S5 *(S1(x))) + 1, where 1; denotes the vector (0,0,...,1,...,0) with 1 on
the ith position.

Note that the TIs of constructed S-boxes in cases when Sz(x) = Si(x + 1;) can be
derived from the TIs of the S-box where S = Ss with the affine transformation. Thus,
we only consider the case S; = S and in this case, we have

F(x,y) = (S1(z),9(x) +y),

where both the n-bit bijective S-box S1(z) and the n-variable Boolean function g(z)
have known s-share TIs, see Theorem 2 in [29]. Therefore, it can be seen as the Feistel
structure.

3.3 Discussions about Optimal TIs of Permutations

The difficulty of constructing T1Ts lies in the uniformity. Two constructions, presented
in [28, 29], address the uniformity in the Feistel structure. In fact, these optimal TIs of
the Feistel structure S-boxes achieve the uniformity through the direct sum. However,
the Feistel structure always has linear part x, making it not suitable for cryptographic
applications. Consequently, it becomes necessary to substitute this linear function x to
a proper nonlinear function, which makes the new S-box nonzero nonlinearity while
still admitting optimal TTs.

This idea is actually realized by [29] under the condition S; = S5, where the linear
function « is replaced by Si(x). However, this approach introduces an additional
challenge: ensuring the existence of TIs of the Boolean function g(x) with desired
number of shares. However, we cannot guarantee the existence of s-share TIs for
g(x), which significantly constrains the choice for g(z). Therefore, the requirement for
TIs of g(z) is a major challenge in constructing TTs for the new S-boxes F(x,y) =
(S1(z), g(z) + y). Actually, Theorem 2 in Section 5 offers a solution to this challenge,
where the requirement for g(z) is eliminated by employing the direct sum.

Additionally, the constructions in [29] are limited to increasing the S-box size by only
one or two. A natural extension of this work would be to generalize the construction
method to allow for increasing the S-box size by any possible number, while ensuring
that the new S-boxes maintain TIs with the same number of shares as the original
S-boxes. To achieve this, the right tuple of the Feistel structure should be a vectorial
Boolean function F(z) + H(y) instead of the Boolean function g(x) + y. This then
yields a new S-box structure

R(z,y) = (G(z), F(z) + H(y)).

11



Here F,G and H must be carefully chosen to ensure that R is a permutation and
admits desired TIs. In Theorem 1 of Section 5, we will detail the construction of TIs
for these new S-boxes R(x,y) = (G(x), F(z) + H(y)) under the conditions described.

4 TIs of Boolean Functions Constructed by Direct Sum

We present two lemmas about the construction of TIs of some Boolean functions and
of (n+m,n)-functions, both of them are constructed by the direct sum. These lemmas
play a crucial role in proving our main theorems in the following section.

4.1 TIs of Some Boolean Functions Constructed by Direct Sum

TIs of certain Boolean functions can be easily constructed in theory. Consider the
linear Boolean functions, given a € F3*, the linear Boolean function f(z) = a - x over
F has an s-share TI f = (f(1), £ . f(5)) such as

f(i) = a~x(i+1), fori=1,2,...,s—1
&) =q. W),
where (M, 2(?) .. 2(5)) is an s-share of 2 with s > 3.

For any Boolean function which is the direct sum of a Boolean function admitting
s-share TIs and an arbitrary Boolean function, we have the following lemma.

Lemma 5. Let g be an n-variable Boolean function of algebraic degree t which admits
an s-share TI, h be an m-variable Boolean function with deg(h) < s — 1, then for the
(n + m)-variable Boolean function defined by f(z,y) = g(z) + h(y), there exists an
s-share TIf for f.

Proof Assume that g(x) = (g(l),g(2), . 7g(s)) is an s-share T1I for g € By, where x € (F3)®
and g(l),g(2), . ,g(s) are functions from (F45)? to Fy. Clearly we can construct a correct and
non-complete s-share h(y) = (h(l)7 h(z), R h(s)) with respect to h € By, by direct sharing,
where y € (F§)* is an s-share of y and h(Y h() ... h(*) are functions from (F§")* to Fo.
Thus, the function f(x,y) = (f(l)7 f(g), .. .,f(s)), whose coordinate functions defined by
P x,y) =g (x)+ h(y) fori=1,2,...,s, is an s-share for f. In the following, we will
prove the correctness, non-completeness and uniformity of f.

Correctness: The correctness of f follows from the correctness of g and h:

t+1 t+1 t+1
S 9, y) Zg“ +Zh” () + h(y)
=1

:f(w,y)-

Non-completeness: The non-completeness of f can be derived from the non-completeness of g
and h, that is, for any i € {1,2,..., s}, f( R g(l) + h) s independent of 2™ as both
g(i) and h() are independent of x( ). So does y( ), which means f(z) is independent of
(:E(i),y(i)). Thus, we can say that f is non-complete.
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Uniformity: All component functions of g, i.e., > ;7 g(i) for certain nonempty sets I C
{1,2,...,t + 1}, are balanced since g is an s-share TI for g. Thus, any component
function of f is balanced, as it is a direct sum of a balanced Boolean function ), ; g®
and a Boolean function ), ; R(®) (y), for any nonempty set I C {1,2,...,t+ 1}. This
means f is balanced and then f is uniform, as

2(n+m)(s—1)

|{X € Shs(z) | F(x) = y}| = 9s'—1

Thus, f is an s-share TI for f. O

Given a € F3*, we known that the linear Boolean function a - x over [} admits an
s-share TI, where s > 3. Thus, we can obtain the following corollary of Lemma 5 when
glx)=a-z.

Corollary 1. For a € F}* and any Boolean function h € B,,, the (n + m)-variable
Boolean function f(x,y) = a-x+ h(y) admits an s-share TI, where © € Fy, y € F}
and s > deg(h) + 1.

Additionally, consider the special case where the Boolean function is in the form of
f(x,y) = h(y). Treat it as f(x,y) = 0+ h(y), and the function 0 has an s-share TI
for any s > 3 as (x(®, 2 . 26D 23 4 26 4 ... 4 26=D) Thus, we have the
following corollary when g(x) is vanished.

Corollary 2. For any Boolean function h € B,,, the (n+m)-variable Boolean function
f(z,y) = h(y) admits an s-share TI, where x € FY, y € FY* and s > deg(h) + 1.

By Lemma 3, any n-variable balanced Boolean function is affinely equivalent to
T1To + T3Tg + - -+ + Top—1Tor + Topy1, where r < "T_l, which is the direct sum of a
balanced Boolean function xs,41 and a Boolean function ziz9 + 2324 + - - - + Tor_1 T2,
Thus, according to Corollaries 1 and 2, we have a simple but maybe impressive corollary

about the TIs for balanced quadratic Boolean functions.

Corollary 3. Any balanced quadratic Boolean function admits a 3-share TI.

4.2 (n + m,n)-Functions Constructed by Direct Sum

Note that the direct sum of two Boolean functions is similar to the direct sum of
two vectorial Boolean functions. More specifically, consider the (n,n’)-function G
and (m,m’)-function H with n’ > m’, by means of the direct sum, we have the
(n 4+ m,n')-function defined by F(z,y) = G(x) + H(y) as

Fil,y) = Gila) + Hiy), fori=1,2,...,mt
Fj(z,y) = Gj(x), for j=m'+1,m'+2,...,n".

Then, we have the following lemma about the construction of TTs for (n+m, n)-functions,
which can be seen as a generalization of Lemma 5.
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Lemma 6. Let G be a permutation of algebraic degree t > 2 over F§ and H be an
(m,m/)-function of algebraic degree d, where m’ < n. Define the (n 4+ m,n)-function
by F(z,y) = G(z) + H(y) for (z,y) € Fy x F5*. Then any component function of F' is
balanced and F has a max{t+ 2,d 4+ 1}-share TI F for F.

Proof Assume  that G(z) = (G1(z),G2(x),...,Gn(z)) and H(y) =
(H1(y), H2(y), - .., Hp (y)). Thus, any component function of F(z,y) = G(z) + H(y) is in

the form

D (Gi(@) + Hi(w) + Y Gj(x) = > Gi(z)+ Y Hi(y),

i€l jeJ ielUJ i€l
with two sets T C {1,2,...,m'} and J C {m’ +1,m’ +2,...,n}, where I U J is non-empty.
Clearly any component function is the direct sum of a balanced Boolean function ), 7, ; Gi(%)
and a Boolean function ), ; H;(y), so it is balanced.

Thus we only need to prove the existence of a max{t + 2,d + 1}-share TI for F. First
we consider the case t + 2 > d + 1. Note that we can always construct a (¢t 4+ 2)-share TI
for G according to the universal TI construction for permutations [2], which we denote as
G = (G(l), G(z), ey G(t+2)). Clearly the uniformity of G is equivalent to the permutation of
G, that is, any component function of G is balanced. Additionally, a correct and non-complete
(t + 2)-share H = (H(l)7 H® H(H'Q)) with respect to H can be constructed by direct
sharing. Thus, we have a (t + 2)-share F as

F(x,y) =G(x) + H(y)
:(G(l) + H(l), a? + H(Q), o G (t+2) + H(t+2)).
The correctness and non-completeness of F can be derived from the correctness and non-
completeness of G and H. It can be seen that any component function of F is balanced. This
property is evident, as a component function of F is a direct sum of a component function of
G(x) and a component function of H(y).

The rest of this proof addresses the case where ¢t + 2 < d 4 1. The proof is analogue to the

case t+2 > d + 1 with two distinctions: (1) we construct a (d + 1)-share TI for G instead of a

(t + 2)-share TI by the generalization® of the universal TI construction in [2]. (2) we construct
a correct and non-complete (d + 1)-share with respect to H by direct sharing. O

5 Permutations with Optimal TIs

In this section, we present constructions of permutations of algebraic degree at most ¢,
which admit optimal TIs, for ¢ > 2. According to Lemma 6, we will obtain a theorem
which can be seen as a primary construction of optimal TIs for the permutation of
algebraic degree t > 2.

Theorem 1. Let G be a permutation of algebraic degree t1 > 2 over Fy and H be a
permutation of algebraic degree to > 2 over FS'. Let F' be an (n + m,n + m)-function
in the form

F(z,y) = (G(z) + H'(y), H(y)),

1This generalization can be realized by splitting @ into ¢ + m shares instead of t + 2 shares, where m > 2.
And the proofs of correctness, non-completeness and uniformity of the TI with ¢t + m shares are the same as
those of the TI with ¢ + 2 shares [2].
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for x € Fy and y € FY', where H' is an (m,m’)-function of algebraic degree d >
max{t, + 1,t2 + 1} with m’ < n. Then, F is a permutation of algebraic degree d over
F5T™ and F admits an optimal TI.

Proof To prove that F is a permutation over F§ ™™, it suffices to show that any component
function of F' is balanced. The component functions of F' can be written as u - (G(z) +
H'(y)) + v - H(y), where u € F} and v € F3* with u,v not simultaneously equal to zero.
If u # 0 and v = 0, the component function is balanced since G(z) is a permutation and
H'(y) is independent of G(z). Similarly, if u = 0 and u # 0, the component function is also
balanced as H(y) is a permutation. Finally, if uv # 0, the component function takes the
form u - G(x) +u- H'(y) + v - H(y). It is balanced since G(z) is a permutation and G(z) is
independent of both H'(y) and H(y). Therefore, F is a permutation over F5 ™.

Thus we only need to prove the existence of an optimal TT of F'. Note that deg(F') = d, thus,
let F = (F, F@)  plA+1)) pe 4 function from (FHH™)4HL to itself in the form F(x,y) =
(G(x) +H(y),H(y)) for x € Fg(dJrl) and y € IE‘QT(UHI), where FU) = (GW 4 g’ g)
for 1 <14 < d. In above form, G and H are (d + 1)-share TIs achieved by the universal TI
construction in [2]. H’ is a correct and non-complete (d + 1)-share achieved by direct sum.

Based on the previous discussion about H,H’ and G, we can prove the correctness,
non-completeness and uniformity of F with respect to F":

Correctness: We known that G = (G(1)7G(2), .. .7G(d"'1))7 H= (H(l)7 H(2), .. .,H(d+1))
and H' = (H'(l),H'(Q),...,H'(d+1)) are correct (d + 1)-shares for G, H and H’,
respectively. Then for F = (F(l), F(Q), ce F(d+1)), we have

d+1 d+1
Z F(l) _ Z (G(i) + H/(i),H(i))
=1 =1
d+1 d+1l d+l
- <Z GO+ a3 H(Z)> =(G+H' H)=F.
=1 =1 =1
That is, F is correct with respect to F'.
Non-completeness: We known that G = (G’(l),G(2), .. .,G(d+1)), H =

(H(l),H(Q),.,.,H(dJrl)) and H = (H'(l),H'(Q),..,,H’(d+1)) are non-complete
(d + 1)-shares for G,H and H’, respectively, Then, the coordinate function of
Fi) = (G’(l) + H/(l),H(’)) is independent of 2z and y(z) fori=1,2,...,d+ 1, s0is
independent of (I(’L), y(z)) for:=1,2,...,d+ 1. Thus, F is non-complete.
Uniformity: By Lemma 4, F is uniform with respect to F' and F' is a permutation over

]F;H'm iff F is a permutation over ]Fén+m)(d+1)
prtm)(d+1)
2

. Consequently, it suffices to demonstrate

that F' is a permutation over . To this end, we need only to prove that all
component functions of F are balanced. Any component functions of F' can be expressed
in the form

v (G(x) +H (y)) +u-H(y),

where v € Fg’<d+1) and u € F;n'(d+1) with v, 4 not simultaneously equal to zero. Then,

according to the values of v and u, we can categorize the component functions of F into
three cases:
(i) The case v # 0 and u = 0. It is equivalent to proving the balancedness of G(x) +
H’(y), which can be done by Lemma 6.
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G(x) + H'(y)
Fig. 2: The structure of F' in Theorem 1, where both G and H are bijective

(ii) The case v = 0 and u # 0. It is equivalent to proving the balancedness of H(y),
which can be promised by the universal TT construction in [2].

(iii) Otherwise, consider the case uv # 0. We can rewrite the component function as
v-G(x)+ (v-H (y) + u-H(y)). We can see that the component function is a direct
sum of the balanced function v - G(x) and the function v - H’(y) + » - H(y), and it
is balanced.

Therefore, we have demonstrated that all component functions of F are balanced. Thus,

F is a permutation, which implies that F is uniform with respect to F' by Lemma 4.

Thus, F is an optimal TI of F. O

The structure of F' in Theorem 1 is illustrated in Figure 2. It can been seen that this
structure is similar to the Feistel structure. As a result, the TI of F' can be constructed
like the TT of the Feistel structure, see Figure 3.

Theorem 1 can be seen as a primary construction of optimal TIs. We can obtain a
secondary construction of optimal TIs by adding or changing certain requirements on
permutations G and H. That is, by replacing the conditions deg(G) = t1,deg(H) = to
and deg(H') > max{t1+1,t2+1} with deg(G) = deg(H) =t > deg(H'), and assuming
that both permutations G and H admit optimal TIs. Under these modified conditions,
we can construct (n + m)-bit bijective S-boxes with optimal TIs from n-bit bijective
S-boxes which admit optimal TIs.

Corollary 4. Let G and H be permutations over F3 and F5', respectively, where one
of two permutations admits optimal TIs and has the larger algebraic degree t > 2.
Define the (n + m,n + m)-function F as

F(a,y) = (G(x) + H'(y), H(y)), for x € F3,y € Fy',

where H' is an (m,m’)-function with deg(H') < t. Then, F is a permutation of
algebraic degree t over F3t™ and F admits an optimal TI.
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Fig. 3: The structure of the optimal TI F = (F(), FQ)  FE+1)) of F in Theorem 1
without swapping outputs with the output F() = (FS)7 FI({)) fori=1,2,...,t+1.

Remark 2. Corollary 4 provides a secondary construction for n-bit permutations
of algebraic degree t with optimal TIs, while Theorem 1 is a primary construction.
This construction is based on the existence of m-bit and (n — m)-bit permutations of
algebraic degree t with optimal TIs. In this secondary construction, the algebraic degree
of the n-bit permutation constructed by Corollary 4 is equal to that of the original
m-bit and (n —m)-bit permutations.

If both G and H have nonzero nonlinearities, the constructed n-bit permutation
via this method can have nonzero nonlinearity. Additionally, in the case where G has
zero nonlinearity while H admits optimal TIs and nonzero nonlinearity, it is still
possible to derive n-bit permutations with optimal TIs and nonzero nonlinearity, if
H' is carefully chosen. Only the permutations with nonzero nonlinearity can be used
to construct permutations with optimal TIs and nonzero nonlinearity. However, the
choices about H' should be carefully considered to ensure the constructed permutations
have nonzero nonlinearity.

Corollary 5. In Theorem 1, if both the nonlinearities of G and H are nonzero, the
nonlinearity of F' is nonzero. Additionally, given that G is a permutation with zero
nonlinearity, F' has nonzero nonlinearity if the nonlinearity of (H', H) is nonzero.

Proof For the first part, under the conditions of Theorem 1, we prove that the nonlinearity
of component functions of F' is nonzero. Assume that G and H have nonzero nonlinearities,
we know that any component function of G or H has nonzero nonlinearity, which means
that all component functions of G or H are nonlinear. Therefore, if the component function
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of F' consists of the coordinate functions of H, i.e., the nonzero linear combination of the
coordinate functions of H, then its nonlinearity is nonzero. Otherwise, the component function
of F' can be seen as the direct sum of the nonlinear component functions of G and arbitrary
Boolean function, which also has nonzero nonlinearity. Thus, the nonlinearity of F' is nonzero.

For the second part, we consider the worst case where G is a linear permutation. Assume
that G is the identity mapping and H is a permutation with nonzero nonlinearity. Actually,
any component function of F is the direct sum of the component function of (H'(y), H(y))
and the Boolean function a - z for a € F4. Note that a - © does not influence whether or not
the nonlinearity of F' is zero. Thus, whether the nonlinearity of F' is nonzero is determined by
the nonlinearity of (H', H). O

Example 1. There exists a 5-bit quadratic permutation Q3 [29] F(x1, T2, 73, T4, T5) =
(Toxg + o + T12T4 + a3, ToZg + X1, T, Tg, x3) admitting an optimal TI. Corollary 4
can be utilized to derive an optimal TI for this permutation, as G(xg,x1,%4) = (Tox4 +
To + T174,ToT4 + ¥1,74) 08 a quadratic permutation Q3, H(x2,x3) is the identity
mapping A3 and H'(zs,13) = (1273,0,0) is a quadratic (2,3)-function.

Example 2. There exists a 6-bit cubic permutation F = (x1xo+x1+x3+242526, TaLz+
1+ T, x1x3 + T + T3, T4x5 + Ty + Tg, TsXe + T4 + Ty, T4xe + Ts + ) possessing a TI
with 4 shares. Theorem 1 can be utilized to derive a 4-share TI for F, given n =m = 3,
t1 =to =2 and d = 3. Both G = (f1, fa, f3) and H = (f4, f5, fs) are Gold functions
over T3 and we simply assume that H' = (h/,0,0) = (z42576,0,0) is a cubic function.
It can be verified that the nonlinearity of F' is nonzero. A 4-share TI for F' can be
found in Appendiz.

Theorem 1 has a similar structure to the Feistel structure, it can degenerate to the
Feistel structure with some constraints. This can be illustrated in the following theorem.

Theorem 2. Let F be an (n,n)-function in the form

F(x17x27"'7xn) = (xl +g(fE2,...,(En),H({L‘Q,...,SL'n)),

where H is a permutation of algebraic degree t — 1 over ]Fgfl and g is an (n —1)-
variable Boolean function of algebraic degree t > 2. Then, F is a permutation of
algebraic degree t over Fy and there is an optimal TI for F.

Proof In Theorem 1, let © = z1, y = (z2,%3,...,2n), G(z) = z1, H (y) = g(x2,23,...,2n)
and H(y) = H(x2,x3,...,2n) be a permutation of algebraic degree ¢ > 2. Then the rest of
the proof has the same as the proof of Theorem 1. O

Remark 3. According to the discussion in Subsection 3.3, the requirement for the
ezistence of a desired TI of the Boolean function g is one of the difficulties of Theorem
2 in [29]. In contrast, our construction in Theorem 2 avoids this constraint, which
represents a significant advantage. Specifically, our approach achieves uniformity of
TIs through two key mechanisms:
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- the direct sum of a balanced Boolean function and arbitrary Boolean functions,
- the universal TI construction for permutations [2].

By means of the direct sum, our method eliminates the need of TIs for the Boolean
function g. This distinguishes Theorem 2 in this manuscript from Theorem 2 in [29)].
Consequently, Theorem 2 can be characterized as a primary construction of optimal TIs.

Remark 4. There is a relazation of the algebraic degree imposed on the permutation
H in Theorem 2, where H still admits (t + 1)-share TIs when deg(H) <t —1. In fact,
this condition can be satisfied by the generalization of the universal TI construction
in [2]. Therefore, the condition that the permutation H of algebraic degree t — 1 can be
relaxed to the permutation of algebraic degree at mostt — 1.

Theorem 2 can be seen as a primary construction of optimal TIs since it has no
requirement for TIs of the Boolean function g and the permutation H. However, if
adding certain constraints on the permutation G, we can obtain a secondary con-
struction of optimal TTs. That is, by modifying the condition deg(g) = deg(H) + 1 to
deg(g) < deg(H), and assuming that the permutation H admits optimal TIs, we can
derive a secondary construction of optimal T1Is.

Corollary 6. Let F be an (n,n)-function in the form
F(zi,x9,...,2,) = (x1 + g(z2, ..., x0), H(xo, ..., 20)),

where H is a permutation of algebraic degree t > 2 over Fgfl constructed by Theorem 2
and g is an (n — 1)-variable Boolean function of algebraic degree at most t. Then, F is
a permutation of algebraic degree t over Fy and there is an optimal T1I for F.

Proof The proof of this corollary is analogue to that of Theorem 2 and we omit it here. [J

Corollary 7. There always exists a permutation of algebraic degree 2 <t <mn —1
over F%, which admits optimal TIs. Furthermore, if t > 3 and n > 4, this permutation
can have nonzero nonlinearity.

Proof The existence of permutations with optimal TIs relies on the existence of a permutation
of algebraic degree t — 1 < n — 2 over F;L_l and a Boolean function fi(z1,z2,...,2n) =
1 + z2x3 - wp41. Let F = (f1, f2,..., fn) be a function over Fy, where G = (fo, f3,..., fn)
is a permutation of algebraic degree not greater than t—1 over Fg_l which is independent with
z1. It is obvious that any component function of F, i.e., > ;- 4 ¢; f; where (c1,c2,...,cn) € F5,
is not an affine function when ¢; # 0. Consequently, whether the nonlinearity of F' is nonzero
is determined by the nonlinearity of GG. Note that there are always m-bit permutations with
nonzero nonlinearities for m > 3. For example, the Gold function when m is odd and the
multiplicative inverse function when m is even. Thus, the existence of n-bit permutation with
optimal TIs and nonzero nonlinearity is always guaranteed, for n > 4. O
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Example 3. There ezists a 4-bit cubic permutation Ci, (notation in [3])
F(x1,x0,x3,24) = (1 +T2x3T4, ToTs+To+Tg, T3Ta+To+T3, ToZy+T3+T4) admitting
an optimal TI. Theorem 2 can be utilized to derive the optimal TI for F, given n = 4,
g(z2,3,T4) = xox3w4 and the fact that the quadratic permutation H = (fa, f3, f1),
which is the Gold function over F3, has a TI with 4 shares. The nonlinearity of C3y, is
2.

Example 4. There exists a 5-bit cubic permutation F(x1,22,%3,24,25) = (21 +
ToX3, Lo+ T3Taxs5, T3Ts+ T3+ T, TaTs+X3+Tg, T3Ts+Ta+Ts5) admitting an optimal T1.
This permutation admits an optimal TI by Corollary 6, since H = (fa, f3, f4, f5) is a
cubic permutation C3q; with an optimal TI and deg(g) = deg(H) with g(xe, x3, T4, T5) =
xoxsy. It has nonlinearity 4 and its algebraic degree is 3.

Example 5. There exists a 5-bit quartic permutation F(x1,%2,x3,T4,25) = (21 +
ToX3T4T5, T2 +T3T4T5, L3T4+T3+T5, TaTs+ T3+ Ty, x3x5+x4+x5). This permutation
admits an optimal TI by Theorem 2, since H = (fa, f3, f4, f5) is a cubic permutation
C3o1 with an optimal TI and deg(g) = deg(H) + 1 with g(wa, 73, T4,T5) = T2T374T5.
It has nonlinearity 2 and its algebraic degree is 4.

6 Applications

In this section, we utilize the theoretical results established in Section 5 to construct
bijective S-boxes with optimal TTs.

6.1 Analysis of Bijective S-boxes with Optimal TIs

Our analysis first focuses on the known bijective S-boxes with optimal TIs in four
categories: 3-bit S-boxes, 4-bit S-boxes, certain 5-bit quadratic S-boxes, and the new
constructed n-bit S-boxes for n > 5.

The Known 3-bit Bijective S-boxes There are only 4 classes of 3-bit bijective
S-boxes with TIs, which are denoted as A3, OF, Q3, and Q3, see [3]. Only O} (the
Gold function over F3) has no optimal TIs and nonzero nonlinearity. And the left 3
classes have optimal TIs but have 0 nonlinearity. A3 and Q3 can be constructed from
A2 by the constructions in [3].

The Known 4-bit Bijective S-boxes In [3], for all 302 classes of 4-bit bijective
S-boxes, there are 10 classes of bijective S-boxes with optimal T1Is, which are denoted
as Ag, 93, Qts, O3, Q3945 Qaoo, Ci, C4,Ct5, and C3y;. Our methods can interpret the
existence of optimal TIs for those 10 classes of bijective S-boxes, but it is already
proved in Table 2 of [29], so we omit it.

The Known 5-bit Quadratic Bijective S-boxes In [4], for the case of 5-bit
quadratic bijective S-boxes, there are 30 known classes admitting optimal TIs. We can
interpret the existence of optimal TIs for 21 out of 30 classes of quadratic permutations.
These are Q? with i € {1,2,...,7}U{12,13,...,25} and Q3; by Theorems 1 and 2
and Corollaries 4 and 6. Notably, our approach extends the existing literature by
explaining the optimal TT of Q3;, which is not characterized in [29].
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Table 1: Extention of small bits S-boxes to large bits

S-boxes
Small-bit S-box Derived Large-bit S-box Reference
A2 A3, O3 29
A3 A%, 3, O 29
o} C3,Q4, Qo4 29
AZ o3, This paper
A 05,93, 9%, 29
%1 393,915, Qs 29
i, Q5,98 i3, 7, 230, 9% 29
Q303 934,93 29
Qo4 98, 91, 9%, 210, 235 29
Qo0 7,93, 29
Ci Examples 6 and 7 This paper
Cg Examples 8 and 9 This paper
Cfs Examples 10 and 11 This paper
C§01 Examples 4 and 5 This paper

The New Constructed n-bit Bijective S-boxes for n > 5 The n-bit bijec-
tive S-boxes with optimal TIs and nonzero nonlinearity can be easily constructed
by Theorems 1 and 2 and Corollaries 4 and 6. For example, Examples 4 to 11 are all
5-bit bijective S-boxes with optimal TIs, while both Examples 4 and 5 have nonzero
nonlinearity. The 6-bit bijective S-box with optimal TTs and nonzero nonlinearity is
presented in Example 2 and its optimal TI can be found in Section 7.

In Table 1, we present n-bit bijective S-boxes with optimal TIs for 2 < n < 5
interpreted by our methods. The new results in this table are marked with “This
paper”, which means that we can interpret the existence of optimal TIs by our results
and cannot be interpreted by previously works.

6.2 Feistel-like Structure S-boxes with Optimal TIs

As we have discussed in Section 3.3, it is feasible to derive optimal TIs for the
Feistel structure S-boxes. The ideas of generalizations of Feistel structure S-boxes with
optimal TIs in Section 3.3 are realized by Theorems 1 and 2. It can be seen that the
constructed permutations in Theorems 1 and 2 can be seen as the Feistel structure S-
boxes with inputs and outputs passing through certain bijective S-boxes. As Theorem 1
is a generalization of Theorem 2, we only consider the structure of F' in Theorem 1.
In Theorem 1, permutation F over F5 ™™ is in the form

F(z,y) = (G(z) + H'(y), H(y)), for z € Fy,y € F}',
where G(z) and H(y) are permutations over F} and FJ, respectively. Furthermore,
H' is an (m, m’)-function. We can see that F' is a the Feistel-like structure, since one

part of input can be seen as G(x) instead of z € F%, and one part of output can be
seen as H(y) instead of y € FJ".
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7 Conclusion

In this paper, we focused on the constructions of permutations of algebraic degree t,
which permit the first-order optimal TIs without the need for any randomness. By
proving the existence of optimal T1Is for some Boolean functions, we can introduce two
new constructions of permutations that achieve optimal TIs. Given two permutations
of algebraic degree at most ¢ — 1 over Fy and F5*, respectively, our first approach
constructed permutations of algebraic degree ¢ over IF;er with nonzero nonlinearity,
which admit optimal TIs. This approach leverages the universal optimal construction
for TT established in [2] combined with the property of the direct sum. The second con-
struction represents a specialized case of the first approach. Specifically, it constructed
permutations of algebraic degree ¢ over ]F;H'l with optimal TIs, given a permutation of
algebraic degree at most t — 1 over F. At last, our constructions can interpret the
existence of 3-share TTs for certain functions in 3, 4 and 5 variables, as previously illus-
trated in [3, 4]. This work enhanced the understanding the properties of permutations
which admit optimal T1Is.

Appendix

The following examples are the bijective S-boxes which admits optimal TTs that can
be interpreted by our results.

Example 6. There exists a 5-bit cubic permutation F(x1,x2,x3,T4,25) = (1 +
T3T4T5, Ta, T3, Te,T5) admitting an optimal TI. The permutation F' can be constructed
from A3 and A% with (z32425,0) by Theorem 1. The optimal TI can be found in
Appendiz.

Example 7. There exists a 5-bit quartic permutation F(x1,22, 3,24, 25) = (21 +
XToT3T4Ty, T + T3XaXs, T3, Ta, X5) admitting an optimal TI. This permutation can be
constructed from Ct = (fa, f3, fa, f5) and f1 = x1 + wax32425 by Theorem 2. And the
optimal TI can be constructed by direct sharing.

Example 8. There exists a 5-bit cubic permutation F(x1,x2,%3,24,25) = (21 +
ToT3xg, To + T3Lg, T3, Ty, Ts + T1x2) admitting an optimal TI. The permutation can
be derived from C3 = (f1, f2, f3, fa) and fs = x5 + x122 by Corollary 6.

Example 9. There exists a 5-bit quartic permutation F(x1,xe,x3, x4, x5) = (21 +
ToT3Tg, To + T3Ta, T3, Ta,Ts + T1T2x324) admitting an optimal TI. The permutation
can be derived from C3 = (f1, f2, f3, f1) and fs = x5 + z17w22374 by Theorem 2.

Example 10. There exists a 5-bit cubic permutation F(x1,x9,x3,24,25) = (1 +
Z3, Lo+ T3T4T5, T3T5+T g, T4Ts5+T3+Tyg, x5) admitting an optimal TI. The permutation
can be derived from Ciy = (fa, f3, fa, f5) and fi = x1 + 23 by Corollary 6. It can
be also constructed from Q3 = (fs, fa, f5) and A% = (z1,72) with H' = (23, v37475)
by Theorem 1.
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Example 11. There exists a 5-bit quartic permutation F(x1,x2,x3, T4, x5) = (21 +
ToT3T4T5, Ty + T3T4T5, L3Ts + Ta, T4T5 + T3 + T4, x5) admitting an optimal TI. The
permutation can be derived from Cfg = (fa, f3, f1, f5) and fr = x1 + Tox3T425
by Theorem 2.

Example 12. In this example, to avoid the complexity form such as (m(i))g, we use
the subscript to denote the shares of input variables, i.e., (x1,x2,...,2s) is an s-share
of x, and x; represents the ith share of x. But the output share of a function F' is still
denoted by FY. We give a 4-share TI for F over the finite field Fys x Fys. That is,
F(z,y) = (g(z) + (y + ®)" + 1,9(y)), where x,y € Fas, g is the Gold function over
Fos and o is a primitive element of Fys satisfying a® + a + 1 = 0. First, the shares
of (x,y) € Fos x Fos are ((x1,y1), (z2,y2), (3,y3), (X4,Y4)), where (x1, T2, x3,T4) are
the 4-share of © € Fas and (y1,y2, Y3, ya) are the 4-share of y € Fas. Then, it can be
verified that one 4-share TI (g(l),g(Q),g(3)7g(4)) for the Gold function g(x) over Fas is

oD = 2,

9P = x4+ a1 + (23 4+ 24 +21)°

9P =24+ (w2 + 24 +21)° + (24 + 21)3
g =z + ag + 23 + 23 + (20 + 23)°,

Meanwhile, one correct and non-complete 4-share (R, R hG) A for h(y) =
(y + )"+ 1 over Fos is

R = 47 4+ 45 (ys + ya)
+ygys + v (s +va)” +u3u5 + s (us +va)* +vivs
+ ysyiya + ysyiys + ysyaya + ysyaye + vivays + yiviye
+o”ys +ays +atyz + o’ (y2 +43) + o’ (y2 + ) + (5 +y3)
h® =yl + 95 (1 + ya)
+ySya + s (1 +ya)® + oyl +us (w1 +ya)t + il
+yiyiya + viviys + ysyiva + vavivi + yiviys + viviu
+ o’ys + ay; + o'ys + a®(ys +v5) + o’ (ys + v3) + @ (U5 +u3)
R =47 448 (y1 + y2)
+uSyr + i (v +v2)” +y3y; + vl (1 +y2)! + udyl
+ y‘fygyz; + yfyiyz + ygyfzm + ygyim + yfﬁyfyz + yiygyl
+o’yi + oy; +otya + o’ (s +vd) + ¥ (s +vd) + (U +ud)
R =47 + 48 (y2 + ys)
+ysy2 + (w2 +us) +y3us + vl (2 +us)' +uius
+yiyays + Uivaye + ¥aviys + ysviYn + Yavive + vsvs
+ oy +ayf +atyr + o’ (1 + i) + P (w1 +y1) + @’ (] + 1),
with (y1, Y2, Ys,ya) is the input shares of the 4-share correct and non-completeness T1
for h. Therefore, we have a 4-share TI for F(z,y) = (23+(y+a®)"+1,y3) over Fgs xFys
as F = (22 + 7V, yo), (a4 21+ (23 + 2+ 21)° + AP ya+y1 + (y3 +ya+11)%), (za +
(zotzata1)> +(xa+21)° +0®  ya+ (Yo +ya+v1)3+ (yat+y1)?), (21 + 2o+ 23+ 23+ (22+
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£U3)3

+h(4)7y1 +y2 +y§ +y§) + (y2 +y3)3))’ where (xlayl)v (CUQ, y2)7 ($3,y3), ($47y4) are

the 4-share of the input (x,y) and (FM, F2) FG) FA)Y js g 4-share TI for F(x,y).
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