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Abstract

The main barrier to practical fully homomorphic encryption remains the latency and
cost of bootstrapping, the ciphertext refresh step that enables unbounded computation.
We design new methods that reduce both the latency and the circuit depth of bootstrap-
ping in the FHEW /TFHE framework, which represents the state-of-the-art for lightweight
bootstrapping and for computing deep and unstructured Boolean functions over encrypted
data.

Our first contribution leverages LWE with a sparse small-norm secret, an assumption
known to be equivalent to standard LWE and already widely used in FHE constructions.
For an LWE secret of dimension n and Hamming weight h, we obtain bootstrapping proce-
dures whose arithmetic complexity decreases from O(n?) to O(nh) Z, multiplications while
preserving the same asymptotic number of additions. Concretely, this yields a 4.5-7.5x%
practical speedup for gate and functional bootstrapping over the state-of-the-art OpenFHE
implementation.

Our second contribution introduces a new RLWE variant with structured secrets, called
Binary NTT RLWE, and uses it to significantly reduce the circuit depth of FHEW /TFHE
bootstrapping via a new relinearization-free BV multiplication technique. In concrete pa-
rameter settings, this reduces the number of sequential NTT/INTT layers required for boot-
strapping to just 3, compared to more than 500 in standard FHEW /TFHE, while keeping the
overall number of unit 32 or 64-bit word operations comparable to standard FHEW /TFHE
bootstrapping. This substantial depth reduction suggests the potential for significantly lower
bootstrapping latency on parallel, high-throughput architectures such as GPUs.

Finally, we analyze the security of the new RLWE assumption underlying our depth
reduction, including worst-case-to-average-case and search-to-decision reductions, as well as
evaluations against concrete attacks.

1 Introduction

Fully homomorphic encryption (FHE) enables arbitrary computation on encrypted data [95]
and is a central goal of modern cryptography, with wide-ranging applications [63, 54, 64, 56, 32,
5, 3, 84, 40, 104, 52, 73, 78, 79, 66, 77, 71, 41, 25, 24, 30, 13, 101, 72]. In a breakthrough work,
Gentry [43] constructed the first FHE scheme, followed by several new designs and substantial
efficiency improvements, e.g., [19, 36, 44]. A key technique introduced by Gentry and underlying
all FHE constructions is bootstrapping, whereby a ciphertext is homomorphically decrypted
to produce a refreshed ciphertext encrypting the same message. This procedure enables the
homomorphic evaluation of computations of unbounded depth and thus realizes the full vision
of FHE. However, this crucial capability comes at a significant cost: bootstrapping remains



the primary performance bottleneck of practical FHE systems. For FHE to achieve widespread
adoption, both the latency and throughput of bootstrapping must be substantially improved.

A large body of work has focused on improving bootstrapping efficiency, e.g., [34, 29, 69,
28,49, 42, 89, 27, 62, 87, 105, 4, 61]. One line of research, initiated by BGV [18] and followed
by BFV [16, 36], and CKKS [28, 22, 51, 14, 50, 65, 68, 58, 27], improves amortized bootstrap-
ping efficiency via batching. While batching can dramatically reduce the amortized cost per
ciphertext, it does not reduce latency. When only one or a small number of plaintexts need to
be processed, the cost of handling an entire batch is still incurred, both for bootstrapping and
for regular homomorphic operations.

A different approach, developed in the FHEW /TFHE line of work [34, 29], focuses on im-
proving the efficiency of single-ciphertext bootstrapping. This approach provides low latency,
flexibility for bootstrapping ciphertexts encrypting a single message, and the ability to ex-
ploit parallel architectures such as GPUs for high throughput by distributing independent gate
bootstrapping operations across processors. Moreover, bootstrapping in this setting can be
functional, meaning that an arbitrary function can be evaluated as part of the refresh proce-
dure. Significant progress has been made in optimizing the FHEW /TFHE approach [87] (see
Section 1.1 for further discussion).

Despite this encouraging progress, the efficiency of single-gate bootstrapping still leaves
considerable room for improvement. In general, bootstrapping requires a large number of ho-
momorphic additions and multiplications to refresh a ciphertext by homomorphically decrypting
it using an encrypted secret key. In FHEW /TFHE, an LWE ciphertext is homomorphically de-
crypted using a secret encrypted under a different RLWE-based scheme. The dominant cost
arises from a sequence of n homomorphic multiplications between a basic RLWE ciphertext
and a ring variant of GSW ciphertext [44] (which we refer to as RLWE and RGSW ciphertexts,
respectively), where n is the dimension of the LWE secret. Homomorphic decryption also in-
volves O(n) additions and multiplications by constant monomials, which can be implemented
much more efficiently. As a result, this RGSW-by-RLWE multiplication chain dominates both
the running time and the circuit depth of bootstrapping, and therefore directly limits both the
latency and the throughput of FHEW /TFHE bootstrapping.

The central question we address in this work is the following;:

Can the arithmetic cost and depth of FHEW/TFHE gate
and functional bootstrapping be reduced?

Our Results in a Nutshell. In this work, we present new techniques for reducing both
the arithmetic cost and the circuit depth of FHEW /TFHE gate bootstrapping by exploiting
structured secrets underlying LWE and RLWE.

At the LWE layer, leveraging sparse secrets, which are already widely used in the FHE
literature, we reduce the number of required RGSW-by-RLWE multiplications from n, the
dimension of a dense LWE secret, to h <« n, the Hamming weight of a sparse LWE secret.
This yields substantial reductions in arithmetic cost and concrete speedups of 4.5 x —7.5x in
bootstrapping time.

At the RLWE layer, under a new binary-NTT RLWE hardness assumption with a specialized
secret distribution, we introduce a relinearization-free variant of BV-like multiplications. This
enables TFHE bootstrapping to be evaluated at dramatically smaller circuit depth, requiring
only 3 layers of NTT/INTT operations (compared to over 500 in the original FHEW /TFHE),
while maintaining arithmetic costs comparable to FHEW /TFHE when combined with the LWE-
layer technique. The depth reduction relies on this new RLWE-type assumption, whose security
and supporting cryptanalysis are discussed in Section 6.

Next, we examine these two improvements in more detail.



Reducing arithmetic cost via sparse LWE secrets. The FHEW /TFHE decryption circuit
consists primarily of O(n) RGSW-by-RLWE multiplications, O(n) monomial-by-RLWE multi-
plications, and O(n) additions. The cost is dominated by the RGSW-by-RLWE multiplications.

We show that using a sparse LWE secret of dimension n’ = O(n) and sparsity (Hamming
weight) h reduces the number of RGSW-by-RLWE multiplications to O(h). This comes at
the cost of introducing O(n) monomial-by-RGSW multiplications and RGSW additions. This
trade-off is highly favorable because these latter operations can be implemented very efficiently
via coefficient rotations and point-wise additions.

To quantify the improvement, we consider instantiations over NTT-friendly RLWE rings,
where the basic unit operations are the NTT, inverse NTT (INTT), point-wise multiplication,
and point-wise addition. Among these, NTT/INTT operations dominate both runtime and cir-
cuit depth, and they are required only for RGSW-by-RLWE multiplications. Consequently, the
arithmetic cost of bootstrapping decreases from O(n) NTT/INTT, O(n) point-wise multiplications,
O(n) point-wise additions to O(h) NTT/INTT, O(h) point-wise multiplications, O(n) point-
wise additions.

Theorem 1 (Sparse-secret bootstrapping cost, informal). Assume circular security for LWE
over Zq with a sparse secret and RLWE over an NTT-friendly ring Rq, where the RLWE ring
dimension is q/2|N and both q and Q are polynomially large. Then the bootstrapping procedure
in Algorithm 2 performs, per ciphertext bootstrapping,

O(h) NTT/INTT, O(h) point-wise multiplications, O(n’) point-wise additions,

where n' is the LWE dimension and h is the sparsity (Hamming weight) of the LWE secret,
assuming a probabilistic batch code with O(1) overhead. All NTT/INTT, point-wise multiplica-
tion, and point-wise addition operations are over Rqg. (We omit lower-cost bit-level operations
such as bit decomposition and rotations.)

From a security perspective, restricting to sparse secrets incurs no essential loss. Results
on entropic LWE show that secrets with sufficiently high entropy retain hardness comparable
to that of dense secrets [46, 45, 17]. Concrete parameter estimates further confirm that sparse
secrets achieve the same level of concrete security as dense secrets when evaluated using the
LWE estimator [1]. For example, at the 120-bit security level and modulus p = 512, dense
secrets with dimension n = 503 are comparable to sparse secrets with dimension n’ = 1024 and
sparsity h = 43. For modulus p = 2'2, dense secrets with dimension n = 1350 are comparable to
sparse secrets with n’ = 2048 and h = 70. Such sparse secrets are therefore already widely used
in both theoretical and practical lattice-based constructions (e.g., [27, 14, 49, 83, 81, 23, 92]).

Finally, we validate these improvements through implementation. Our optimized design
achieves approximately a 4.5x speedup for standard gate bootstrapping and up to a 7.5x
speedup for 3-bit functional bootstrapping compared to OpenFHE [8]. See Section 7 for full
evaluation details.

Reducing circuit depth via NTT-efficient multiplication. We next address the circuit
depth of FHEW/TFHE bootstrapping. At a high level, FHEW/TFHE evaluates homomor-
phic decryption through a sequence of RGSW-by-RLWE multiplications. This results in an
NTT/INTT depth proportional to the LWE dimension n. Since each NTT/INTT has depth
log(N) for ring dimension N, these transformations dominate the overall circuit depth and form
a primary bottleneck for hardware acceleration (see Section 5.2).

A natural idea is to organize these multiplications in a tree-like fashion, which would re-
duce the depth to O(logn). However, RGSW-by-RLWE homomorphic multiplication is not
directly compatible with such tree-style evaluation. Switching instead to alternative multipli-
cation procedures (such as multiplying two RGSW ciphertexts or two BGV ciphertexts) can



reduce depth but significantly increases arithmetic cost, often resulting in unfavorable trade-offs
in practice. When combined with our sparsity-based improvement from the previous section,
a tree-style construction would reduce the NTT/INTT depth to O(logh) while requiring only
O(h) expensive multiplications.

To further reduce both depth and arithmetic cost, we investigate NTT-efficient homomorphic
encryption schemes. We introduce a new hardness assumption, which we call the binary-NTT
RLWE assumption (Section 3.2). Based on this assumption, we construct a relinearization-free
BV-like ciphertext multiplication procedure. Crucially, eliminating relinearization allows cipher-
text components to remain in the NTT representation throughout w successive multiplications,
thereby avoiding repeated NTT/INTT transformations. This reduces the circuit depth of these
multiplications from Q(wlog N) to O(w). Moreover, we make the procedure remain compatible
with BGV-style noise reduction via modulus switching [18], which can be applied periodically
(e.g., after every w multiplications) to control noise at the cost of additional NTT/INTT layers.

Applying tree-style multiplication with this relinearization-free procedure yields a bootstrap-
ping construction with NTT/INTT depth

D = O(log h/log w),

OD) for a tunable parameter w that captures the trade-off between depth

and modulus size n
and arithmetic cost.

Concretely, combining this RLWE-layer optimization with the sparsity-based improvements
described above reduces the NTT/INTT depth of TFHE bootstrapping to just 3 layers, com-
pared to over 500 layers in the original TFHE construction. At the same time, the total number
of Z4 multiplications is smaller than in TFHE, at the cost of operating over 64-bit machine words
rather than the 32-bit words used in TFHE. These properties make the resulting construction

particularly well suited to GPUs and other parallel architectures.

Theorem 2 (Low-depth bootstrapping, informal). Replace RLWE in Theorem 1 with the
binary-NTT RLWE hardness assumption (Definition 7).

Let w > 2 be an integer parameter. The bootstrapping procedure in Algorithm 3 that evaluates
the homomorphic decryption computation using a w-ary multiplication tree (instantiated via the
relinearization-free BV scheme) performs, per ciphertext bootstrapping,

O(h/w) NTT/INTT, O(h) point-wise multiplications, O(n') point-wise additions,
and achieves sequential NTT/INTT depth
D = O(logh/logw),

and the RLWE modulus Q@ = n°WD) while the LWE modulus remains polynomial assuming
a probabilistic batch code with O(1) overhead.

We conduct initial cryptanalysis of Binary NTT RLWE, including worst-case-to-average-
case search-to-decision reductions, as well as evaluations against standard lattice attacks and
multivariate quadratic attacks. We emphasize, however, that this assumption warrants further
cryptanalytic study.

We present the asymptotic complexity of both of our main results in terms of 32-bit and
64-bit word operations in Table 1, and report concrete performance in Section 7.

Finally, our relinearization-free multiplication technique yields relinearization-free variants
of BGV and CKKS, which may be of independent interest. We discuss these extensions in more
detail in Section 5.3.



# of Zg Operations Depth Security Assumption (Circular) Cost per

Scheme Multiplications Additions NTT/INTT LWE component RLWE component Z¢g Operation
FHEW/TFHE N -n-log(N) N -n-log(N) n Binary/Ternary Ternary b%% of 32-bit
Main result 1 : Sparse ) log(n) .

(Algorithm 2) N - h-log(N) N - (n+h-log(N)) h Binary /Ternary Ternary —55~ of 32-bit
Main result 2 _ ) ) log(h) Sparse Binary NTT RLWE  165(h)-w-log(N) e
(Algorithm 3) N h-log(N) N (n+h-log(N) log(w) Binary/Ternary (Section 5.1) log(w)-64 of G4-bit

Table 1: Asymptotic comparisons (omitting constants). n and h denote the LWE secret key
length and the Hamming weight of the sparse secret key, respectively, while N represents the
RLWE ring dimension (practically the same order as n). The parameter w (1 < w < h) can
be set arbitrarily with the indicated tradeoff. The cost per Zg operation is measured by the
number of word-size integer operations (either 32-bit or 64-bit). Like other FHE schemes, all
results presume circular security.

1.1 Related Work

Gate bootstrapping. Gate bootstrapping was first introduced in FHEW [34] and later
improved in TFHE [29] and [69]. There have been works attempting to reduce the number of
RGSW-by-RLWE multiplications by having more additions in uniform binary key [105, 15, 55]
(called key-unrolling). However, due to such a constraint, the number of RGSW-by-RLWE
multiplications can only be reduced by a factor of 2, at the cost of having 4x more additions,
thereby providing limited concrete efficiency improvement. Two recent works also explored the
sparsity of the LWE keys [61, 10]. In fact, they focus on the structured sparse secret same
as our warm-up construction in Section 4.2. However, as discussed in more detail there, such
a special type of sparse secret is not well-studied and is susceptible to more efficient attacks.
Thus, they achieve relatively limited improvement over standard FHEW /TFHE (< 1.5x%).

Another very recent work [53] explores a smoother parameter setting in gate bootstrapping,
which can be used in complement to our techniques to offer better performance under more
careful parameter selections. Some other works focus on using the NTRU assumption instead
of LWE/RLWE assumptions [102, 70, 39].

Large-precision functional bootstrapping. Besides gate bootstrapping, FHEW /TFHE
framework also supports functional bootstrapping. To ensure large precision for such functional
bootstrappings, there have been many attempts [47, 76, 9, 67, 11]. One state-of-the-art in this
line [11] attempts to reduce the number of RGSW-by-RLWE multiplications by exploring the
structure inside the function, thereby does not directly apply to gate bootstrapping as our focus.
Two other state-of-the-art results [33, 100] attempt to explore different algebraic structures to
improve large-precision bootstrappings. In general, their techniques can potentially be used
together with ours for large precision, since they are mostly orthogonal to each other. This is
left for future work to explore.

Other lines of work in FHE. Another line of work attempts to improve the amortized
efficiency of FHE, such as BGV [18], BFV [16, 36], CKKS [28], and batched FHEW /TFHE
bootstrapping [89, 48, 90, 74, 75, 80, 81, 99]. However, the latency of bootstrapping still remains
high. In this line of work, sparsity of secrets are widely explored [27, 14, 49, 83, 81, 23, 92|, but
mainly to reduce the noise during modulus switching. by using batching [89, 48, 90, 74, 75, 80,
81, 99]. However, the latency of FHEW /TFHE bootstrapping still remains high.



2 Technical Overview

This section assumes basic familiarity with ring elements (such as their NTT and coefficient
representations), LWE/RLWE, and homomorphic operations, which we recall in Section 3.

2.1 Bootstrapping with Sparse LWE Secret

Recalling FHEW /TFHE. The main technical component of FHEW /TFHE is the following
task: given an LWE ciphertext (d,b) € Z’;‘H encrypting a message under skywg € {0,1}",

compute -
tarCT = RLIWE ep (X ~HESKWED) = (¢, d) € RY,.

By RLWE,sp we mean that
_d + C- SkRLWE = \‘Q/zil . Xﬁb+<675klwe> _|_ e

for some small error e.
To achieve this goal, TFHE relies primarily on RGSW-by-RLWE multiplications: given an
RLWE ciphertext RLWEmsp(m1) and an RGSW ciphertext RGSW(ms3), we obtain

RLVVEme(m1) X RGSW(WQ) — RLWEme(mlmg).

Since skpwe is binary, we can write

X —bH(@skive) — x—b H X diskiweli] — X*bH (SkLWE[i] . (Xdi — 1)+ 1) ]

i€[n]

To obtain tarCT homomorphically, publish bootstrapping keys btk; = RGSW(skywel[i]). Then,

compute o B
btk « (X — 1) . btk; + 1 = RGSW/(skpwel] - (X% —1) +1) ,

followed by
tarCT = (0, [Q/2] - X %) x btk{ x - -- x btk

n—1 >
where (0, [Q/2] - X~%) is a trivial ciphertext RLWE s (X 7).

This second step contains n sequential RGSW-by-RLWE multiplications, which form the
main performance bottleneck of TFHE, while the first step has n monomial-by-RGSW multi-
plications, admitting efficient implementation®.

After computing tarCT, the remainder of TFHE bootstrapping is comparatively efficient and
remains unchanged in our construction (see Section 4.1). In this overview, we focus on how to
compute tarCT using significantly fewer RGSW-by-RLWE multiplications.

Warmup: Structured sparse binary keys. “ Assume first that the LWE secret key is
binary, sparse, and furthermore structured. Specifically, skywg € {0,1}" consists of h concate-

nated chunks, each being a one-hot vector. Let Z := {idg,...,ids_1} denote the indices where
SkLWE[idj] =1for je [h]
Since

(@ skowe) = Y dlid;],

JE[R]

Tt can be optimized to n monomial-by-RLWE multiplications; see Algorithm 1. Jumping ahead, in our
construction, we keep btk; in coefficient representation and monomial multiplication can be implemented very
efficiently, using e.g., coefficient rotation, or keeping a pointer.

2This warm-up is essentially the same as [61] as discussed in Section 1.1.



we show that only h RGSW-by-RLWE multiplications are needed. Suppose we have
btk/; 1= RGSW (x 7lidy] shuwelid;]y

then we can compute

(0,1Q/2] X %) x btk) x --- x btk},_;.

The key question is how to obtain btk;- from the original bootstrapping keys btk; = RGSW (skpweli]).
For structured secrets, this can be achieved using only linear operations:

btk < Y~ XU btk .
Le[n/h]

This involves only monomial-by-RGSW multiplications and additions, which are significantly
cheaper than RGSW-by-RLWE multiplications (see Section 4.3).

Compared to prior work, this entire procedure reduces the number of expensive multiplica-
tions from n to h, yielding substantial concrete improvements since h < n even at equivalent
security levels.

General sparse binary keys. Although entropic LWE results imply that any sufficiently
high-entropy secret distribution remains hard [46, 45, 17], reductions may incur some security
loss. Moreover, such structured sparsity may be vulnerable to concretely more efficient attacks.
On the other hand, random sparse secrets are widely studied, particularly in the FHE setting
(see Section 1.1), and can be evaluated directly using the LWE-estimator [1]. Therefore, it
would be more robust to design our construction using such keys instead.

The technique above for structured sparse secret does not directly extend to arbitrary sparse
secrets: The difficulty is that linear computation of btk; fails without the one-hot structure. Our
key observation is that probabilistic batch codes (PBC) [5, 103] allow us to transform a general
sparse key into an extended key with the one-hot structure. PBC is tool for parallel batch access
to a database and can be implemented for example using cuckoo hashing. It enables compiling
a database DB into an slightly extended one DB’ < PBC.Ecd(DB) consisting & chunks, such
that, h (for simplicity & = h here) arbitrary access Z C [|DB|| to the original database, can be
converted into h parallel access, Z' < PBC.Sched (Z), one access per chunk of DB'.

We view the coefficient vector @ as the database, and PBC encode it @’ := PBC.Ecd(a). By
viewing the h-sparse LWE secret skywe as indicating access to @ at indices Z = {id : skywelid] =
1}, we can convert it to parallel Z' to chunks of @’. This view allows us to obtain a new secret
skiwe, with skjwglid] = 1 iff id € Z’, which then has the crucial one-hot structure in each chunk.
The correctness of PBC ensures that (@, skjyg) = (@, skowe). Bootstrapping then proceeds as
in the warm-up case. Above, we made the simplifying assumption that h = h. In the general
case h < iL, the conversions then have more technical subtleties that we handle in Section 4.2.

The total cost becomes h RGSW-by-RLWE multiplications and 7 linear operations. As
shown in [5], choosing h = 1.5h and 7 = 3n yields negligible failure probability and negligible
security loss. More aggressive parameters can further improve performance at the cost of < 1
bit of security loss (see Section 7).

Ternary Keys and Beyond. Our construction naturally extends to more general sparse
LWE secrets. Nonzero entries may be drawn from a larger domain (e.g., ternary) at the cost
of additional linear operations. Importantly, the number of RGSW-by-RLWE multiplications
remains unchanged (see Section 4.2).

Monomial multiplications. Since typically n > h, linear operations, especially monomial

multiplications, may themselves become non-negligible. We describe two optimizations for
accelerating monomial-by-RGSW multiplication in Section 4.3.



2.2 Reducing NTT/INTT Depth

FHEW/TFHE bootstrapping requires n levels of NTT/INTT, due to n sequential RGSW-
by-RLWE multiplications. This large NTT/INTT depth is a major barrier for optimizing
TFHE using modern hardware accelerators: for parameters used by FHEW/TFHE, NTT/INTT
has even comparable runtime under GPU and single-core CPU (with AVX-512 acceleration)
[106, 12].
Tree-shaped multiplications. One natural idea is to perform the multiplications in a tree
shape instead of sequentially. This is, unfortunately, not supported by RGSW-by-RLWE mul-
tiplications since they are not commutative. One attempt is to replace these multiplications by
BV-like multiplications (recalled in Section 3.3.2), which are commutative, thereby reducing the
NTT/INTT depth to log(n). However, this is often unfavorable in practice, since it comes with
a cost, that the number of arithmetic operations becomes significantly larger for two reasons:
(1) with log(n) levels of multiplications, the ciphertext modulus @ becomes Q(n'°8()) (making
each Zg operation a lot more expensive and the ring dimension larger to accommodate such a
large modulus), and (2) such multiplications have an operation called relinearization, which is
not only expensive by itself, but also requires the ciphertexts to transform between NTT and
coefficient representations, requiring calls to NTT/INTTs.

Utilizing our sparse secret above immediately mitigates the first issue: the depth becomes
log(h) instead of log(n). However, the second problem remains. Another independent question
is to see whether we can further reduce the NTT/INTT depth beyond log(h).

Relinarization-free multiplications. One natural thought is to get rid of relinearization.
However, naively getting rid of relinearization causes the ciphertext size to grow exponentially
with the multiplicative depth. To properly remove the need for relinearization, we introduce a
new variant of RLWE:

Definition 1 (Binary-NTT RLWE, Informal). RLWE remains secure even when the secret s
2

is sampled uniformly subject to the restriction s = s=.

To see why this assumption helps: given two RLWE ciphertexts RLWEg,(m1 € R¢) =
(al, bl) S Ré satisfying a1s — bl =mi+t- €1, and similarly RLWE|sb(m2 S Rt) = (CLQ, bg) S Ré
satisfying ags — by = mg +t-eg, it holds that byiby — (a1be +azb1)s +ajass? = myms + EA where
E = Q(ejea+V/N(eg+ez)+t(er +ez)) (see Appendix A.1 for details on the error E). Therefore,
we have (as, b3) = RLWEg,(m1-mg) € RQQ where a3 = a1as —a1bs —agby and bg = b1by. This gets
rid of the need for relinearization. Furthermore, note that all these operations can be computed
in their NTT representation, thereby, no NTT/INTT is needed in each of such multiplication.

Error control. One issue remaining is that we cannot directly perform such multiplications
for log(h) levels, since the error growth is Q(N©&(")) making the parameters unbearable. The
standard way of solving this problem is via modulus switching introduced in BGV [18], after
every multiplication. However, the error growth during modulus reduction is proportional to
the norm of the secret key in its coefficient form, which is small in regular BGV. However, our
secret key has to satisfy s = s? and will therefore have a large norm in the coefficient domain.
One way to resolve this problem is to perform key-switching between our secret and secrets
with a small norm, before applying modulus switching. Furthermore, we can perform delayed
modulus switching: only modulus switching after multiplying w ciphertexts for some tunable
parameter w > 2, which allows our ciphertexts to remain in their NTT representation. Then,
for h multiplications, ~h/w key-switching are needed. While ~h/w can already be tolerable in
practice for certain w, we introduce an additional way to get further rid of these key-switching:
using the following new assumption, which is (somewhat surprisingly) equivalent to Binary NTT
RLWE.



Definition 2 (QH-SS-RLWE, Informal). RLWE remains secure even when the secret s has
small norm and we release a random pair of ring elements (u,v) satisfying s> = us + v.

Modulus switching now works well since the secret is once again small in the coefficient
domain. To avoid relinearization, we simply use the tuple (u,v) to compute

(CL3 — ajau — albz — agbl, b3 — b1b2 — alagv).

Each multiplication gets slightly more expensive than before, but we can still perform the
entire procedure in the NTT representation, thereby efficiently. Note that to perform modulus
switching, we need to transform the ciphertexts into coefficient representation, but only after
multiplying w ciphertexts. Asymptotically, we have an NTT/INTT depth of log(h)/log(w).
Concretely, the depth is only 3,compared to > 500 for the original FHEW /TFHE, while keeping
the number of arithmetic operations similar, thereby a very appealing solution for hardware
acceleration.

Cryptanalysis. Lastly, we perform cryptanalysis on our new assumptions. Following a similar
idea as in [6], we show that the two new assumptions introduced above are actually equivalent,
as long as the small secret in Definition 2 is sampled from the error distribution. We then show
a search-to-decision reduction and a worst-case to average-case reduction for these assumptions.
Finally, we present evidence that existing attacks against LWE/RLWE do not have any obvious
advantage against our variant of RLWE. We also investigate and rule out a few other natural
approaches to take advantage of the extra structure of the secret key in our variant. These are
investigated in more detail in Section 6.

3 Preliminaries

3.1 Notation

We denote the security parameter by A € N; all other parameters implicitly depend on A. The
modulus will be denoted by ¢ € N. We use x to describe the error distribution for a single
coordinate, so it corresponds to a sampling procedure on Z,. Unless otherwise specified, it is
a discrete Gaussian distribution with a mean of 0 and a certain standard deviation. We define
rings R := Z[X]/(XY + 1) and R, := R/¢R for ring dimension N and 2N|q — 1 for modulus ¢
unless otherwise specified. Let [z] := (0,...,2 — 1) for x € Z7.

3.2 Standard Assumptions

In this section, we describe some standard hardness assumptions and some of their variants our
work relies.

For all the assumptions below, we denote the number of samples by m € N in assumptions.
For the LWE assumptions, we use n € N to be the dimension of the secret. For the RLWE
assumptions, we use N € N as the ring dimension. We assume that n,m, N are polynomial in
A and that 2N|q — 1.

Definition 3 (Learning With Errors (LWE)). The LWE) ,, gD assumption states that no
PPT adversary can distinguish between (A,5A + € mod q) and (A,7) where A g Zy*™,
5D, e« x™ and ¥+ ZZ“XI with noticeable probability.

If D is uniform over Zjy, this assumption is the standard LWE assumption. It has been
shown in [46, 45, 17], any distribution with sufficient entropy for LWE (the entropic LWE)
can be reduced to the standard LWE. For simplicity, we define entropic LWE as LWE. The
distribution D used will be specified.



Definition 4 (Ring Learning with Errors). The RLWE) n . g assumption states that no PPT
adversary can distinguish between {(a;, a-s+e) }icim) and {(ai, bi) }icm) where {ai}igm, b, s «—g D
and € g xN;e = > éli| X € R, with noticeable advantage.

Similarly, we define (entropic) RLWE, and if D is uniform over Ry, it is the standard RLWE.
Unlike LWE, the relationship between entropic RLWE and standard RLWE is unclear. However,
in practice, for most FHE constructions, D is defined to be ternary (i.e., s coefficients uniform
over {—1,0,1}"). Later, when we use a different D, we will specify it accordingly.

3.3 Basics of FHE

This section provides a quick summary of several different encryption schemes used for FHE
and how certain homomorphic operations are performed.

3.3.1 Encryption schemes

LWE ciphertexts. An LWE sample can be used as a one time pad to encrypt a message.
To ensure correctness, the error term should be separated from the message. Thus, an LWE
ciphertext encrypts a message m € Z; for plaintext space ¢t < ¢ under secret s has the form
(@,b={(d,s) +A-m-+e) € ZZH where @ <—g Zg, e < x for some error distribution x, and
A= |g/t]. We use LWE? 'Y (m) to represent such a ciphertext, and omit s and/or ¢ if clear.

msb
RLWE ciphertexts. Similarly, a RLWE ciphertext encryps a message m € R; under secret
s has the form (a,b = as + e+ A -m) € R2 where a <5 Ry, € <5 x, and A := |¢/t]. We use
RLWE>?, (m) to represent such a ciphertext.

Instead of encoding the messages in the most significant bits, we could alternatively use
least significant bits, which results in a ciphertext of the form (a,b =as+t-e+m) € Rg. We
use RLWE{(m) to represent such a ciphertext.

In some cases, it is easier to work with a message in m € R, directly, which gives a ciphertext
of the form (a,b = as+e+m) € R2. We use RLWE*(mn) to represent such a ciphertext. Again,

s, q might be omitted if clear.

RLWE’ ciphertexts. This serves as a stepping stone for the later RGSW ciphertexts. Let
2 < B < q € Z be a fixed parameters and dig := |logz(q)]. An RLWE’ ciphertexts is a vector
of RLWE ciphertexts, (RLWE(m), RLWE(Bm),...,RLWE(BY€~1m)), and we use RLWE'(m) to
denote such a ciphertext.

RGSW ciphertexxts. An RGSW ciphertext contains two RLWE' ciphertexts of form (RLWE'(—s-
m), RLWE'(m)), where s is the secret key used for encrypt the RLWE' ciphertexts (thereby re-
quiring a circular security assumption [88]). We use RGSW(m) to denote such a ciphertext.

3.3.2 Homomorphic Operations

Now we recall some of the most common operations used in FHE.

Number Theoretic Transform (NTT) and its Inverse (INTT). All of the ring-based
encryption schemes above use ring elements in their ciphertexts. The representation of these
ring elements affects the efficiency of the various operations below.

Two representations are commonly used in FHE schemes. We can represent a € R, (again,
2N|q — 1 for ring dimension N) as vaz_ol a;X*, and use the vector {@;} to describe a. This is
called the coefficient representation/form. Alternatively, we can identify a by the values it takes

at N distinct points. If ¢ is a primitive 2N root unity modulo ¢, the NTT representation,/form
of a is the vector [a(¢),a(¢?),a(¢?),. .. 7G(C2N_1)].
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We use & to represent the NTT form of a ring element € Ry, and use NTT(z) — & and
INTT(Z) — « as the interfaces for NTT/INTT. The cost of NTT and INTT is N log(N)/2 of Z,
multiplications and N log(N) of Z, additions.

For any operation involving two ring elements, we need them to be represented in the
same format. Two elements can be added efficiently in O(N) time in either representation.
However, multiplication takes O(N?) (using the naive schoolbook algorithm) or O(N!-%) (using
Karatsuba algorithm) operations in the coefficient representation but only N Z, operations in
the NTT representation. On the other hand, sampling the error term in any of the ring-based
cryptosystems is feasible only in the coefficient representation. Unless stated otherwise, assume
all the following ring elements are in coefficient form. During multiplication, by default, we
transform the inputs from coefficient representation to NTT representation, multiply them,
and transform back to coefficient form using NTT and INTT functions above.

For all the operations below, unless otherwise stated, the ciphertext modulus and secret keys
remain unchanged.

Additions. We use Enc(mq)+ Enc(ma) — Enc(m; +mg) as the interface to additions, adding
two ciphertexts together, where Enc € {LWE, RLWE s, RLWEs,, RLWE', RGSW'}.  Additions
can be done in simply with |Enc(-)| operations where |Enc(-)| is the number of Z, elements a
ciphertext Enc(-) has.

Monomial multiplications. One can multiply an RLWE ciphertext encrypting message m
with a monomial X¢ € R where ¢ € [N], which generates a ciphertext encrypting X ¢-m, denoted
as X¢ x Enc(m) — Enc(X¢-m), where Enc € {RLWE, RLWE s, RLWE s, RLWE', RGSW}. The
cost of monomial multiplication is |[Enc(-)| of Z, multiplications, if both inpts are in NTT forms.
If both are in coefficient forms, it can be achieved essentially for free for modern computers,
which we discuss in more detail in Section 4.3.

Plaintext multiplications. Directly multiplying a plaintext ¢ € R, with an RLWE ciphertext
as above can incur as large as O(q - N) of noise growth, which breaks correctness. Thus, either
||c||oo needs to be small such that the noise is still sufficiently small, or we can multiply ¢ (in
coefficient form) by RLWE' (in either coefficient or NTT form) to generate a RLWE ciphertext:
(1) decompose ¢ into (co, ..., cdig—1) satisfying ¢ = 3 ;c(4ig) Ci - Bi. All of the ¢; have infinity
norm bounded by B; (2) apply NTT to each ¢; and obtain ¢; and transform RLWE'(m) to its
NTT form if necessary; and (3) compute RIWE(c-m) < >_;cqig) €i X RLWE'(m)[i]; (4) an INTT
is needed if the output is in coefficient form.

We use ¢ ® RLWE'(m) — RLWE(c - m) to represent such plaintext multiplications. This
incurs a noise growth of only O(dig- B - v/N). The cost of this operation is dominated by the
NTT/INTTs, which contains 3dig+2 NTT/INTTs if both inputs and outputs are in coefficient
forms, and dig of NTTs if both are in NTT forms.

BV-like ciphertext multiplications. We can multiply two ciphertexts by following the
recipe of [19]. This strategy requires an additional input called an evaluation key, which is de-
fined as evk := RLWE’(s?) where s is the secret key. The evaluation key is always represented in
the NTT domain. Given two input ciphertexts RLWEsp(m1) = (a1, b1), RLWEsp(m2) = (a2, b2)
and evk = RLWE'(s?) (for simplicity, in NTT form, but can also be in coefficient form),
the multiplication: (1) computes (z = aja2,y = a1bs + agb1,z = bibe) € Rg and (2) com-
putes (y,z) + x ® evk, which yields RLWEg,(m1ms). This gives the interface RLWEg,(m1) X
RLWE|Sb(m2) — RLWE|sb(m1m2).

Since this operation is relatively complicated, we show more details, including why this is
correct in Appendix A.1, for the interested readers. The summary above, however, is sufficient
for understanding our protocols. The cost is dominated by dig + 1 of NTT/INTTs (transform-
ing x back to its coefficient representation, decomposing it, and transforming it into its NTT
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representation). If the two inputs are in their coefficient forms, 4 additional NTTs are needed.

GSW-like multiplication. The RGSW ciphertexts can be used for a different style of cipher-
text multiplication [44], also called the RGSW-by-RLWE multiplications. Given RLWEgp(m1) =
(a,b) (in coefficient form) and RGSW (mz) = (RLWE'(—s - ma), RLWE'(s - my)) (in either form),
we aim to produce RLWE s (my - ma) (in coefficient form). This is achieved by computing
a ® RLWE'(=s - ms) + b ® RLWE'(my), which produces RLWE e (1 - mo). Again, please see
Appendix A.1 for details.

The cost is dominated by 6dig + 4 NTT/INTTs if RGSW is in coefficient form (simply
achieved by two plaintext multiplications defined above), and 2dig +4 NTT/INTTs if RGSW is
in NTT form.

Key switching. We can change the secret key used for a ciphertext. This requires an addi-
tional input called a key switching key which encrypts the old secret key s; using the new secret
key so as follows: ksk := RLWE *2(s;). The key switching key is always represented in the NTT
domain. Given input ciphertext RLWE® (m) = (a1, b1), KeySW (ksk, RLWE®* (m)) — RLWE?®?(m)
does the following: compute (0,b) + —a ® ksk. Please see Appendix A.1 for correctness. The
cost is essentially a plaintext multiplication described above (with ciphertext in NTT form),
which is thus dig + 1 of NTT/INTTs.

Modulus switching. We can change the modulus of ciphertexts without affecting the plain-
text. We define ModSW(Enc?(m)) — Enc? (m) where Enc € {RLWEme,, RIWE i}, ¢’ < ¢. For
RLWE s, it is simply L%Encq(mﬂ. For RLWEy,, it is more complicated. Please see Ap-
pendix A.1 for more details. The cost is dominated by 2N real number multiplications and
rounding.

Extract. Lastly, we recall “extract”, which transforms an RLWE ciphertext encrypting m :=
> jeN] m; X’ € Ry under secret s := > jeN] s; X7 € R into an LWE ciphertext encrypting
m; € Z; under § := (sg,...,Sy—1) which is the vector containing, for ¢ € [N], with the same
ciphertext modulus. The procedure is denoted as Extract(RLWES , (m),4) — LWES  (m;). i = 0
is omitted by default.

3.4 Probablistic Batch Code

Probablistic batch code (PBC) was introduced in [5] as a way to compile a private information
retrieval (PIR) procedure to a multi-query PIR procedure. Here, we recall its definition [5, 103].

Definition 5. A (n,c, h, k, €)-Probabilistic batch code (PBC) has the following four PPT algo-
rithms:

e (1,...,Cf < Ecd(pp,DB) : takes a public parameter pp and a database DB of n entries
and output k buckets such that the total size of all buckets is at most ¢ - n. Furthermore,
each C;[j] must be one of the n entries in DB.

® i1,...,i < Sched(pp, H) : takes a public parameter pp and a query H of h distinct
elements in [n], and outputs k scheduled indices: i.e., i; € [|C}|] ori; = L.

e res < Dcd(pp, H,Ci[i1),...,Cklix]): takes a query H of h distinct elements in [n], and
the encoded elements indexed by the scheduled indices(and if i; = L, Cjli;] = L).

Furthermore, the PBC has error at most € if, for all database DB and queries H of h
distinct elements, it holds that: let Cy,...,Cy < Ecd(pp, DB), i1,...,ix < Sched(pp, H), res <
Dcd(pp, H, C1[i1], . .., Cklix]), then: Pr[res = H| > 1 — .

Lastly, we say that PBC is canonically decodable if, for the same quantifiers above, there

exists a permutation IT such that: let C' be a vector of all the non-L element of C1[i1],. .., Crlik],
res = I1(C).
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Compared to the definition in [103], we fix one parameter ¢ = 1 (where ¢ is to allow Sched to
output Iy, ..., I being k sets each with at most ¢ indices ), and define an additional “canonically
decodable” property. Both of which are useful for our later use.

Realization of PBC using cuckoo hashing. In [5, 103], PBC is realized using cuckoo
hashing. In summary, it works as follows: with ¢ hash functions (which do not need to be
cryptographic), Ecd duplicates each of the n database elements ¢ times and assign them into
one of the k buckets according to the hash functions. Given the query H, the schedule function
uses cuckoo hashing (with these ¢ functions) to find 4y,.. ., such that for all h € H there
exists j such that Cj[i;] = h. Note that in this case, only h out of k indices are valid and the
rest are just L.

Since this idea is widely used for batch PIR [5, 3, 103, 21], and we use only PBC as a
black-box, we refer the readers to [5, Section 4.2] and [103, Section 7.1] for details.

4 Faster FHEW /TFHE Bootstrapping with Sparse Keys

This section shows how (sparse) binary secrets can help improve the efficiency of FHEW /TFHE
bootstrapping.

4.1 Recalling the FHEW /TFHE Bootstrapping Paradigm

We begin by recalling the FHEW /TFHE cryptosystems [34, 29, 69].

Workflow. The core component of the FHEW/TFHE cryptosystem is the bootstrapping
procedure. It takes as input an LWE ciphertext ct = LWEg,(m) € Zg“ = (d,b), where
q is a power of two, encrypting m € {0,1,2} embedded in Z4, with error e, under a secret
key skiwe € Zjg (typically short, e.g., binary or ternary). The procedure outputs another
LWE ciphertext ct’ = LWEmsp(m/) € Z*!, where m’ = f(m) for some negacyclic® function f
representing the NAND gate with respect to mi, mg € {0, 1} such that my +mo =m: f(0) =1,
f(1) =1, f(2) =0, and f(3) = 0. Indeed, when m = 0 or m = 1, at least one of mi, mg is
zero, implying NAND(my, ms) = 1.* The output ciphertext ct’ is also encrypted under skjwe
and has error ¢’ that is independent of the error e.

Bootstrapping procedure. We now describe the core bootstrapping procedure in more
detail. We first introduce the required (public) keys. The bootstrapping key btk consists of a
vector of ciphertexts encrypted under a different secret key skriwe € Rg, for some modulus @ >
g and aring R of dimension N = ¢/2 (or any N > ¢/2 such that £ | N): btk[i] = RGSW/(skpwel[i])
under skrywe. In addition, a key switching key ksk is required to switch ciphertexts from skgpwe
to skpwe (see Section 3.3.2).

The main objective of bootstrapping is to obtain

tarCT = RLWE g (X 0H(@skwel) € R2.

In short, TFHE encrypts btk; +~ RGSW((skywe[i]) and computes tarCT < (0, X =) x btk x
-+~ x btk _;, where btk} « (X1 —1) - btk; +1, (0, X ) is a trivial RLWE ciphertext of X 0.5
It is easy to verify that btk: encrypts X if skywg[i] = 1 and 1 otherwise. which therefore
gives the requisite tarCT ciphertext. In total, this step takes n RGSW-by-RLWE multiplications

(Section 3.3.2), thereby costly: taking Q(nN log(N)) of Z, multiplications. Note that further,

3Meaning that f(z) = —f(x + p/2) € Z, for f being a function of x over Z,.

4The same framework applies to other binary gates. We focus on NAND since it is universal.

®Note that this step contains n of monomial-by-RGSW multiplications, which can be simplified to n monomial-
by-RLWE multiplications as shown in Algorithm 1.
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Algorithm 1 FHEW/TFHE Bootstrapping

1: procedure KeyGen(skiwe, Skriwe)

2: btk; < RGSW:X \ve (skuwel[i]) for i € [n] (with parameters B, dig, see Section 3.3.1).

3: ksk < KeySW(skpwe, skriwe) € RY8%2 (where skpwe is embedded into R and see Sec-
tion 3.3.1 for dig)

4: procedure BlindRot((@,b)Z™, (btk;) e[, ksk)

P(X):= Zz’e[N} pi - X' where p; = 1 if i € [-Q/8,3Q/8) and p; = 0 otherwise.

ACC (0, P(X)- X") e R,

for j € [n] do
ACC « (X — 1) x ACC x btk'[j] + ACC

return ACC

10: procedure Boot(ct = LWEmss(m) € Zj !, btk := (btk;);e(y), ksk)

11: tarCT « BlindRot(ct, btk)

12: Ctyes < tarCT + Q/8

13 return ct’ + ModSW/(Extract(KeySW/(ksk, ctres), 0), q) = LWEmgp(m) € ZH

since RGSW-by-RLWE multiplications are not commutative, these n multiplications are done
sequentially, resulting in n of NTT/INTT depth. Later, we introduce our own method for
obtaining tarCT, which constitutes the core improvement over existing approaches.

In fact, this tarCT is a simplification. Instead, the goal is to compute ctres = RLWE b (' +
r(X)), where m’ = f(m) is a constant term in Z4 (mapping 0,1 to 1 and 2 to 0, representing
the NAND gate), and r(X) is a polynomial in R4 with zero constant coefficient. To this end,
we define

P(X)= > pX'
1€[N]
where p; = Q/8 if i € [-N/8,3N/8) and p; = —Q/8 otherwise. Then, instead of computing
tarCT using (0, X %), use (0, P(X) - X ) as the initial trivial RLWE ciphertext. In this case,
Ctyes = tarCT + /8 under skriwe, as desired (see our proof of Theorem 3 for details why).

The final step is to obtain an LWE ciphertext encrypting m’ under skywe. To compute
ct’ := LWEgp(m'), we proceed as follows: (1) key switch ctres from skriwe to skpwe using
KeySW; (2) extract the constant term of the resulting ring ciphertext using Extract; and (3)
modulus switch the result from @ to ¢ using ModSW. Formally,

ct’ «+— ModSW (Extract(KeySW (ksk, ctres € R3),0),q) € Zi™

is an LWEp(m') ciphertext under skjwg whose noise is independent of the error of the input
ciphertext ct. This completes the construction. We summarize this procedure in Algorithm 1.

4.2 Leveraging the Sparsity of the LWE Secret Key

In the FHE literature, uniform sparse secret keys are very often used in CKKS (e.g., [27, 14])
and BGV/BFV (e.g., [49, 23]) to ensure small noise growth after modulus switching, whose
error grows linearly with the Hamming weight of the secret key. This, in turn, improves the
efficiency of bootstrapping. Interestingly, to the best of our knowledge, such keys has not been
exploited in FHEW /TFHE. Indeed, as shown in the paradigm above, a sparse secret key does
not appear to offer significant benefits beyond the final modulus switching step, whose impact
on the overall efficiency of FHEW /TFHE bootstrapping is relatively minor.
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This naturally raises the question of whether the sparsity of the secret key can be leveraged
in a different manner to improve efficiency. In this section, we introduce such an approach.

Warm-up: structured sparse binary keys. We begin by considering a simplified setting.®
Suppose that the secret key is not only sparse, but also highly structured. Specifically, consider
a binary secret key skywe of length n and Hamming weight h < n (e.g., h = 42 and n =
1024 for > 120-bit security per LWE-estimator [1]). Furthermore, assume that the secret key
is guaranteed to have exactly one non-zero entry in each block of size n/h (e.g., skywg =

skuwe, | skewe |-l skuwe,,» Where each skiwe, € {0, 1}1024/32 i3  uniformly random one-hot
vector).
Let Z := {idy,...,idy} denote the set of indices corresponding to the non-zero entries of

skiwe, i.e., skpwelidj] = 1. The goal is to obtain

tarCT = RIWE (X ~PH@skuwel) = x=b o TT ct(x@lidstshomelidil) = X0 TT et(x747),
j€lh] jeln]

since skpwelid] = 0 for all id € [n] \ Z.
Observe that as long as we can obtain btk} = RGSW (X @lids]skuwelidil) for each id; € Z, then
tarCT can be computed with only h RGSW-by-RLWE multiplications:

tarCT = RLWE gy (X ) x btk] x - -+ x btk = RLWE mep (X 0T 2l alidi] skuwelidi]y

where RLWE nep (X %) is a trivial ciphertext of the form (0,A - X°) € R2.
The remaining question is how to obtain btk}. Since each block of size n/h contains exactly
one non-zero secret, coefficient, we can compute btk;- via summation:

btk < Y XU btk s,
¢€[n/h)

which yields btk; = RGSW(X a[idj]'SkLWE[idf]). The remainder of the bootstrapping process re-
mains identical to prior work: key switching, extraction of the constant term, and modulus
switching.

Compared to prior approaches, which require n ciphertext multiplications and n scalar mul-
tiplications (monomial multiplications; see Section 3.3.2), , this structured secret key reduces
the complexity to h ciphertext multiplications, n scalar multiplications, and n ciphertext ad-
ditions. Furthermore, as we will discuss in Section 4.3, the n scalar multiplications can be
further eliminated, resulting in a total cost of only h ciphertext multiplications together with
n ciphertext additions. As mentioned in Section 3.3.2, ciphertext additions are essentially free
compared to ciphertext multiplications. Thus, the overall saving is roughly a factor of n/h
(approximately 5-20x, as shown in Section 7.1).

From a theoretical standpoint, this already suffices, since, as discussed in Section 3.2, LWE
with such a secret distribution (or general entropic LWE) is as secure as standard LWE. Nev-
ertheless, choosing concrete parameters becomes much more delicate: since this secret key
distribution is somewhat specialized, a more systematic study might be necessary for its con-
crete security. Thus, we next describe how to extend our approach to general sparse binary
secrets, a much more widely used assumption.

General sparse binary secrets. We now consider general sparse binary secret keys without

the additional structure assumed above. The main challenge of general sparse secrets comes
from the fact that the h non-zero elements are uniformly distributed over the n secret elements.

5This warm-up is essentially the same as [61] as discussed in Section 1.1.
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This makes it hard to use additions to reduce multiplications as before. However, if a general
sparse key can somehow be reduced to a structured sparse key, we can use the exact same idea
above. Luckily, we observe that this is indeed possible: a general sparse binary secret can be
“encoded” into a secret key that is almost of the structured form described above.

Concretely, we adopt the (canonically decodable) probabilistic batch code (PBC) technique
introduced in [5], which we recall in Section 3.4. At a high level, PBC maps a database DB of
n elements into A’ smaller databases with total size n’ = ¢-n for a small constant c. To retrieve
h elements from DB, one retrieves at most one element from each smaller database. This func-
tionality closely matches our needs: partitioning skywe into h’ smaller vectors, each containing
at most one non-zero entry (as opposed to exactly one non-zero entry in the structured case,
which we address below).

More formally, given skywe € {0,1}" with Hamming weight h, with Z denoting the set of
indices where skjwe equals one. We interpret [n] as a database DB (which is later used to
assign skywg with length n accordingly) in PBC and encode it into h’ buckets C1,...,Cp +
Ecd(pp, skiwe), where each bucket is a vector of indices. Then, i1,...,iy < Sched(pp,Z)
produces A’ indices such that for every id € Z , there exists a bucket C; with Cj[i;] =id . The
remaining A’ — h indices are set to L (i.e., there exist indices i; such that i; = L). For each
bucket Cj, we construct a vector skuwe ;, such that, skiwe; [i;] = 1 and skiwE [i] = 0 for all

other coordinates i # i; (and if i; = L, Mj = 0). We also need to construct A’ of @;’s such
that 3, @ﬁMﬂ = (d@, skwe), which is straightforward since Cj’s are public: d@;[i] = a[C}[d]]
for i € [|C}]].

If there is no i; equal to L (i.e., b’ = h), this encoded secret key has exactly the same format
as the structured sparse key considered earlier, and the previous technique applies directly. The
remaining challenge is handling the case where some 7; = L.

For any bucket j with ¢; = L, recall that Mﬂ. = 0. For each bucket J, we have btk;; =
RGSW(MJ. [i]). Applying the same method as in the structured case yields

btk) < Y btk;; - X .
7

Consequently, btk} = RGSW(0) whenever i; = L, which would cause the final tarCT to always
encrypt zero. To avoid this, we instead need btk; = RGSW(1) in this case. To achieve this,
for each bucket (btk;;)ic|c;), we append a dummy key btk;dummy, generated as RGSW(1) if

skLWEj = 0 and as RGSW(0) otherwise. When computing btk;7 this dummy key is added at the

end, ensuring that btk = RGSW(1) when i; = L, while leaving btk unchanged when i; # L.

This completes the construction of our PBC-based compiler for general sparse binary secrets.
In terms of efficiency, the resulting construction requires k' ciphertext multiplications, together
with n’ = ¢ n scalar multiplications and ciphertext additions. In practice, parameters such as
h' = 1.5h and ¢ = 3 are commonly used [5, 3, 103] to ensure negligible failure probability, which
remains significantly smaller than the cost of the original FHEW /TFHE paradigm. In Section 7,
we further discuss how to reduce h’ at the cost of leaking less than one bit of information (and,
as noted in Section 3.2, LWE is leakage-resistant).

We formalize the resulting compiled paradigm with a sparse binary secret key in Algorithm 2.

Theorem 3. Let n,N,q,Q > 0, for all skywe € {0,1}"™ with hamming weight h, for any
m € {0,1,2} C Z4, and let ct < (a,b := (a@,skowe) — m - [g/p] + e) for any e < |q/8];
then, let R := Z[X]/(XY + 1) and for all skawe € Ro, for all (btk, ksk,r) in the support
of KeyGen(skywe,skriwe), ct’ = (@', b") + FHEWTFHEBoot(ct, btk, ksk, ) (both algorithms in
Algorithm 2), then let E < [ + (@, skoywe) — f(m) - |q¢/4] € Zq where f(0) = f(1) =1 and
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f(2) = 0; it holds that |E| = O(&(ow + 0ks) + oms) where oy, = O(Vdig-k-N - B -o'),
ors = O(v/dig- N - B -dig - 0), and 0,,s = O(Vh).

Proof. The correctness is straightforward, ignoring the noise: by the fact that PBC is a canoni-
cally decodable PBC (Definition 5), it holds that: let Z denote the set of indices at which skywe
is non-zero, and let 7' := Cj[i;]|j € [W],i; # L; then Z = I’ except for negl(\) probability by
the correctness of PBC. Then,

tarCT = RLWEmep (P(X) - X b+ iz lilskuweldl)
= RLWEmsb(P(X) . X_b+zi€[n] E[i]'SkLWEM)

under skgywe where m is the input value and m; € {0,1}.Specifically, if m € {0,1}, —b +
(@,skowe) € (—q/8,3q/8] thereby P(X) - X U2 il skuoveli] (/8 at the constant term.
Otherwise, —b + (d@,skywe) € (3¢/8,7q/8|, thereby P(X) - X b2 Al skuwelll —-Q/8 at
the constant term. Then, by adding the result by @/8, we have ctyes = RLWE b (f(m) +
Zz’e[l,NA] m; - X') € RQQ

Lastly, using KeySW, we switch ctyes to to be under skpwe, and Extract extracts out an LWE
ciphertext encrypting the constant term f(m), and ModSW switches the ciphertext to be in Zg,
as the regular TFHE construction [29].

The only thing left is the noise analysis. Let the btk;[i]’s and ksk error have standard
deviation of o. Then, it is easy to see that btk’[j] has error of standard deviation bounded
0; = +/|Cj|-0 < y/n-c-o (which is in practice smaller since each bucket has ~ c-n/h elements
instead of ¢ - n elements) and let ¢/ = max(o;). The rest can be seen as a standard TFHE
bootstrapping with LWE secret key length % instead of n, which means that the final noise of ct/
has standard deviation of ooytput = %(obr—i-aks) +0ms where oy, = O(y/dig - k- N-B-0’) (where
Bd& > @ is the parameters for generating RGSW ciphertexts as discussed in Section 3.3.2) being
the accumulated noise for the RGSW and RLWE,,sp multiplications, oy = O(y/dig- N - B - dig)
being the key switching error, and 0,5 = O(v/h) being the modulus switching error [29]. Thus,
the final error is bounded by O(coutput) except for negl(A) probability. O

Sparse ternary secrets. Lastly, we briefly comment on how our compiler extends to ternary
secrets. For simplicity, we again begin with a structured ternary secret key skywe of length n
and Hamming weight h < n. Furthermore, the secret key is guaranteed to have exactly one
non-zero entry per block of size n/h, denoted as skywe = skiwe,, || skowe, || -- - [ skiwe,, ;, as
before. Let Z := {idy,...,id,_1} denote the indices of the non-zero entries, each of which is
either 1 or —1.

As before, the ultimate goal is to obtain RLWE(P(X) D QAP El a[idj}'SkLWE[idj]). Accordingly,
our immediate objective is to compute btk; = RLWE(X a[idj]'SkLWE[idj]). However, the original
construction

btk «— > XTI btky, i
Len/h]

no longer suffices, since it yields RLWWE(— X451 instead of RLIWE(X lidi]) when skywelid;] = —1.

To address this issue, as in [86], we generate two bootstrapping keys for each index i € [n]:
btk;1 and btk; 1, where btk;; = RLWE(1) if skywg[i] = 1 (and RLWE(0) otherwise), and
btk; —1 = RLWE(1) if skywe[i] = —1 (and RLWE(0) otherwise). We then compute

btk; - Z (XE[K—H'%/h] . btk£+j~n/h,1 + X ~alt+gn/hl btkg+j.n/h,_1)7
ten/h]
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Algorithm 2 Our New FHEW /TFHE Bootstrapping with Sparse Keys

1: Given a cononically decodable (n, ¢, h, h')-PBC scheme PBC with negl(\) error probability
(Definition 5).

2: procedure KeyGen(skjwe, Skriwe)

3: Co,...,Cp_1 < PBC.Ecd([n];r) with randomness r

4: @0, ..., 1k—1 < PBC.Sched(Z) where Z := {idy,...,id} contains all the indices id; where
SkLWE[idj] =1.

5 for j € [W'] do

6: for i € C; do

T: if i =id; then

8 btk;; < RGSWSkRLWE(l) > With parameters B, dig, see Section 3.3.1
9: else

10: btk; ; < RGSWSKRWE (())

11: if i; = L then

12: btk dummy < RGSWSkRLWE(l) > With parameters B, dig, see Section 3.3.1
13: else

14: btk dummy < RGSWSRLWE ()

15: ksk <— KeySW(skpwe, skriwe) (where skjwe is embeded into R)

16: return btk := ((btk;;)icc;, btkj dummy)je[n], ksk, 7

17: procedure BlindRot((a, b)ZZH, btk, ksk, 1)

18: Co,...,Cp_1 < PBC.Ecd([n];r) with randomness r
190 ACC+ (0,4 X7 e R}

20: for j € [h'] do

21: btk; — (Zieéj xali . btki,j) + btkj,dummy

22: ACC < ACC x btkj

23: return ACC

24: procedure Boot(ct = LWEng (1) € Z T, btk := (btk;);cp,), ksk)

25: tarCT <« BlindRot(ct, btk, r) > The rest is the same as Algorithm 1.
26 P(X):= Y, pi- X' where p; = 1if i € [-9, %) and p; = 0 otherwise.

27 Ctres < tarCT + Q/8

28: return ct’ <~ ModSW (Extract(KeySW (ksk, ctres), 0), q) = LWEmss(m) € ZJ !

which yields the desired btk;.

The PBC-based compiler extends to general sparse ternary secrets in a straightforward
manner. Compared to the binary case, the number of scalar multiplications and ciphertext
additions doubles, while the number of ciphertext multiplications remains unchanged. Since
this extension from binary to ternary secrets is conceptually straightforward (and similar ideas
have appeared in prior work, e.g., [86]), we omit the formal pseudocode.

4.3 Concrete Optimizations for n Scalar Multiplications

As mentioned, in our new construction, bootstrapping consists of h ciphertext multiplications,
n scalar multiplications, and n additions.

At first glance, each plaintext multiplication takes the form X9 . btk; for some 4, which
appears to be almost free: suppose btk; is in its coefficient form, the monomial multiplications
can be implemented by shifting polynomial coefficients by @[i], together with coefficient negation.
However, in practice, this intuition can still be costly, for most practical parameter choices (e.g.,
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those used in [8, 97]), as it requires 2(n) memory copying and negation.

Free monomial multiplications. For simplicity, we discuss the task of a simple monomial by
polynomial multiplication, X* - p(X) for i € [N] and p(X) € R, and a monomial by ciphertext
multiplication can be achieved by repeating this simpler operation. To avoid the aforementioned
overhead, for p(X) = pg +p1 X + -+ py_1 X"V ~!, instead of storing a single coefficient vector
P = [po,...,pN—1], we store an extended vector

ﬁ = [_p()a--'?_pN—l? va'”ypN—l]'

Then, for any i < N — 1, the product X* - p(X) can be obtained by directly accessing the
contiguous length-N segment from p'[N —i] to p'[2N — i — 1], which corresponds exactly to the
shifted polynomial.

Since we require ¢ | 2N, the exponent ¢ may satisfy ¢ > N. For ¢ € [N,2N — 1], we observe
that X% -p(X) = X*~N.(—p(X)). Thus, it suffices to also store —p(X), which can be represented
as —p'. Notably, the second half of p’ and the first half of —p’ are identical. This allows us to
compactly store both using
P = [=P0, s =PN—1; P05 -+ s PN—-15 —D0s -+, —PN-1]-

With this representation, for ¢ < N — 1 the access pattern remains unchanged, and for i €
[N,2N — 1], X* . p(X) can be obtained by accessing 5”[2N — i through p"[3N —i — 1].

Under this layout, the subsequent addition step following the monomial by ciphertext multi-
plication can directly read these N consecutive coefficients, eliminating the need for any explicit
memory copying. This optimization comes at the cost of a 3x increase in the bootstrapping
key size, which remains on the order of megabytes.

Tradeoff between space and runtime. While the technique above enables (nearly) free
monomial multiplications, it requires both inputs and outputs to be represented in coefficient
form. For the subsequent RGSW-by-RLWE ciphertext multiplications, it is preferable to store
btk’[j] in NTT form for all j € [k], since otherwise each btk’[j] must first be converted into NTT
form, incurs additional computational costs.

This requirement implies that X% . btk; must also be produced in NTT form, which in turn
requires the input btk;; to already be in NTT form. As a result, plaintext multiplication must
be carried out directly in the NTT domain, rather than via coefficient shifting and negation.
Consequently, a single monomial-ciphertext multiplication costs Q(N) operations in Zg, instead
of being essentially free. Overall, the n plaintext multiplications contribute Q(c-n - N) Zg
multiplications.

To further improve the runtime efficiency of bootstrapping, we present an approach that
eliminates all n plaintext multiplications even when operating in the NTT domain, at the
expense of increased bootstrapping key size.

For simplicity, we again consider the case of a structured sparse binary secret key. The first
computation step is X .btk; for some i. To avoid performing this multiplication online, observe
that when ¢ = 2N, there are at most 2N distinct monomials of the form X, Thus, for each
btk;, we can precompute and store X* - btk; for all £ € [2N]. With this precomputation, the n
monomial by ciphertext multiplications can be entirely avoided, even in the NTT representation,
at the cost of increasing the bootstrapping key size by a factor of 2N.

This optimization extends directly to general sparse binary secret keys, with the same mul-
tiplicative overhead in bootstrapping key size.
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5 Low Depth Bootstrapping from Binary NTT Secrets

This section introduces our low-depth bootstrapping construction. To start, we introduce sev-
eral new variants of the RLWE assumption (Definition 4), which are (somewhat surprisingly)
equivalent. Then, we show how to leverage these new variants to build an efficient low-depth
bootstrapping. Lastly, we show some initial cryptanalysis including their equivalence, worse-to-
average search-to-decision reduction, and attacks in Section 6.

5.1 Our Assumptions

Our first assumption postulates that Ring LWE remains secure when the secret s satisfies s = 52,

which means that the NTT form (instead of the coefficient form) of s is a binary vector.

Definition 6 (Binary NTT Distribution). We define the binary NTT distribution D%Z’NTT
with the following sampling algorithm:

e Sample a random boolean vector v g {0, 1}V

e Return the ring element x € Ry whose NTT representation is v. In other words, it is the
unique polynomial satisfying x(g> 1) = v; for all 0 < i < N where g is a primitive 2N -th
root of unity modulo q. To obtain the coefficient representation of x, we multiply v by the
inverse NTT matriz for modulus g and degree N.

Definition 7 (Binary NTT Ring Learning With Error Assumption). The Binary-NTT RLWE
assumption states that mo PPT adversary can distinguish between {(a;,ais + €;)}icm) and
{(ai, i) Yicpm) where {ai}icim)s {7itiepm) <3 Rq,» 8 < D]E\;['”‘q'NTT and {e; }icim) + X with noticeable
probability as long as the number of samples m is polynomial in .

Next, we consider a more general assumption where the secret satisfies some publicly released
quadratic equation s? = us + v instead of s = s? (which is equivalent to setting u = 1,v = 0).
In this case, we can sample s and u uniformly, and compute v to satisfy the above quadratic.

Definition 8 (Quadratic Hint Ring Learning With Error Assumption). The QH-RLWE as-
sumption states that no PPT adversary can distinguish between (u,v,{a;}icm], {ais + €i}icim))
and (u,v,{a; }icpn)s {7i}icim)) where {aitiepm)s {7iicim) . s 5 Rq, v = s> —us and {ei}iepm) <
x with noticeable probability.

Finally, we combine this general assumption with the standard small-secret variant of RLWE
widely used for constructing FHE. Specifically, we postulate that RLWE is secure even when (1)
the secret is small (bounded by some 5 > 0 in the coefficient domain) and (2) we additionally
publish the quadratic hint as before.

Definition 9 (Small Secret Distribution). We define Dg with the following sampling algorithm:
e Sample each element of vector v of size N from [—8, (].

e Return the ring element

N-1
T = E v; X*
i=0

Definition 10 (Quadratic Hint Small Secret Ring Learning With Error Assumption). The
QH-SS-RLWE assumption states that no PPT adversary can distinguish between (u,s* — us,

{aiYicim), {ais + €i}icm) and (u, 2> — uz, {ai}bicim), {7i}icim) where {ai}icim)s {Titicmm), w2 <
Ry, 8 < Dg and {e;}icm) < X with noticeable probability.
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5.2 Low-depth Gate Bootstrapping

In this section, we discuss how to reduce the circuit depth (i.e., the depth of Z, multiplications
and additions) of gate bootstrapping using our new assumption. Specifically, for standard
FHEW/TFHE bootstrapping [34, 29] (recalled in Algorithm 1), each bootstrapping operation
requires 2(n) NTT/INTT operations.

This constitutes a major bottleneck even for a powerful server. To illustrate, consider a
hypothetical server with unbounded parallel computational resources. Even in this idealized
setting, performing a single gate bootstrapping still requires at least Q(n - log(N)) sequential
steps, where N is the ring dimension, since each NTT or INTT has circuit depth Q(log(V)).
Moreover, this limitation is not merely theoretical. In practice, NTTs are indeed the dominant
bottleneck for hardware acceleration. For GPUs with N = 22 (which is the ring dimension
commonly used for gate bootstrapping in practice [8, 97]), GPU-based NTT implementations
achieve essentially the same runtime as CPU-based implementations with AVX-512 acceleration,
both being approximately 5-10 microseconds [12, 106]. Consequently, to achieve meaningful
hardware acceleration, it is crucial to design a gate bootstrapping procedure with low circuit
depth. This section presents such a construction, without significantly increasing the overall
runtime.

Low-depth bootstrapping. We begin by introducing a natural alternative that reduces the
bootstrapping depth from n to log(n) levels of NTT/INTTs. This approach is a simple modifi-
cation of the original FHEW /TFHE bootstrapping procedure recalled in Algorithm 1. At a high
level, we replace RGSW-by-RLWE multiplications with BV-like multiplications (Section 3.3.2)
and evaluate the resulting product in a tree-based manner.

More concretely, recall that in FHEW /TFHE, the bootstrapping key is generated as btk; =
RGSW ((skiwelé]) for ¢ € [n]. Instead, we generate btk; <— RLWEs, (skowe[i]). Subsequently, we
compute btk’; (X~1 —1)-btk;+1 for all j € [n]. Now, rather than updating the accumulator
sequentially via ACC <— ACC x btk'[;], we directly compute

ACC x (] btk[4])
Jj€ln]

using BV-like multiplications between RLWE ciphertexts (as described in Section 3.3.2). Since

BV-like multiplications are commutative, the entire product can be evaluated using a binary
tree, resulting in only log(n) levels of NTT/INTT operations. However, this straightforward
approach introduces several challenges, which we address next.

Sparse LWE key to reduce depth. First, BV-like multiplications incur significantly higher
noise growth than RGSW-by-RLWE multiplications. As a result, they require a substantially
larger ciphertext modulus and ring dimension, leading to a considerable increase in runtime.
To mitigate this issue, we again leverage our sparse-key technique. By doing so, we reduce the
multiplicative depth from log(n) to log(h), which substantially lowers the total noise needed
and renders the parameters manageable.

Binary NTT RLWE to reduce runtime. Second, even after reducing the depth, the
required ciphertext modulus and ring dimension remain larger than those used with RGSW-by-
RLWE multiplications. Consequently, the per-operation cost is higher, potentially exceeding
that of standard TFHE. We now show how our new assumption alleviates this overhead, by elim-
inating the need for relinearization and allowing ciphertexts to remain in NTT form throughout
the computation, thereby enabling fast multiplications.

In more detail, as recalled in Section 3.3.2, multiplying two RLWE ciphertexts ct; =
(a1,b1) = RLWEgp(m1) and cty = (az, b2) = RLWEg,(m2) starts by computing

(m =ajag, Yy = arbs + asby, z = blbg) S Rg
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Recall that z — s —ys = mimsg +t - E, where E denotes the accumulated error. Now suppose
that the secret key satisfies s = s2. Letting (a/ + x,0 < y + 2), it is straightforward to
verify that (a/,b') = RLWEg,(m1 - m2), up to increased noise. Crucially, this implies that the
relinearization step (which is often the dominant bottleneck in practice) is no longer required.

Moreover, since relinearization is unnecessary, a product chain consists solely of ring mul-
tiplications and additions. Specifically, let ct; = (a;,b;) = RLWEgp(m;) for i € [w], and for
simplicity assume that w is a power of two. The goal is to compute Hie[w] ct;. At the first level,
we compute

ctg.l) 4 Ctyj X ctyjy1,for j € [w/2],

where

(1)

ct; = (agjagjt1 — az;ibaji1 — agjtbaj, bajbajt1),

which involves only ring multiplications and additions. At the second level, we similarly

compute ct,(f) — ctgg X ctg&r1 for k € [w/4]. Continuing in this manner, the final output is

ctlog(w)) — RLWE|Sb(HZ-€[w] m;), as desired. Evidently, the entire process consists exclusively of
algebraic ring operations.

As recalled in Section 3.3.2, fast multiplication of two ring elements z,y € R, (assuming R
fully splits over ¢) normally proceeds in three steps: (1) transforming z and y into NTT form,
(2) performing element-wise multiplications in NTT form, and (3) applying an inverse NTT to
return to coefficient form. In standard BV-like multiplications, ring elements must remain in
coefficient form, since relinearization requires digit decomposition”. Under our new assumption,
however, relinearization is unnecessary. As a result, the entire product chain can be carried out
while keeping all ring elements in NTT form, so that only step (2) is required. This reduces the
per-multiplication cost to O(N), whereas NTT and INTT each require O(N log N) operations
for ring dimension N.

One caveat is that BV-like multiplications induce exponential noise growth for RLWEy.
Specifically, after w multiplications, the error magnitude satisfies |E| = Q(2*). Therefore, w
cannot be too large. To control the noise, after a suitable number of multiplications, we apply
modulus switching, which requires ciphertexts to be represented in coefficient form. Moreover,
since modulus switching error is proportional to the norm of the secret key, ciphertexts must
be encrypted under a secret key that is short in coefficient form. Accordingly, we either require
the secret key itself to be short (e.g., by using QH-SS-RLWE as described in Section 5.2), or we
perform key switching to re-encrypt ciphertexts under a different secret key sk’ that is short,
instead of binary in N'TT slots, prior to modulus switching. More generally, we parameterize
this process by a vector @ = (wo,...,wr—1), where each w; € N specifies the number of mul-
tiplications performed before the i-th modulus switching, across £ levels of modulus switching.
We formalize the resulting construction in Algorithm 3.

Theorem 4. Let n,N,q,Q > 0, for all skkwg € {0,1}" with hamming weight h, for any
m € {0,1},p > 2, and ct < (a@,b := (a@,skpwe) + m - |q/p]); then, let R := Z[X]/(XN + 1)
and for all skriwe € Rz, for all ((btk)icin), ksk,7) in the support of KeyGen(skuwe, Skriwe)
ct’ = (@', b") <~ FHEWTFHEBoot(ct, (btk;);c[n), ksk, ) (both algorithms in Algorithm 3), then let
E <V —(d,skowe) —m - |q/p] € Zg; it holds that |E| = O(F - (N2 p-0p)¥ + ops) where
;= M# . (N2 -p- Ui—l)wi + Oms-

Proof. The correctness proof is straightforward, similar to Theorem 3. In terms of error analysis,
as shown in [57], given two ciphertexts each with error standard deviation o, each multiplication

"There exists an alternative approach to relinearization [16, 36, 57], which likewise requires ring elements to
be in coefficient form.
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incurs O(N2-p-o). Since we only perform a single modulus switching after w; levels for w; € 7,
the error accumulates to O((N? - p - 0)¥). Then after modulus switching is performed, the
accumulated error is reduced by a factor of M% plus modulus switching error. O

5.3 Beyond Bootstrapping

Lastly, we briefly discuss how our new assumption can be leveraged to accelerate FHE beyond
bootstrapping itself. Specifically, it can be used to accelerate regular operations for BGV, BFV,
and CKKS even under the “leveled” mode (i.e., no bootstrapping involved).®

BGV and CKKS. We start with BGV and CKKS. The multiplications in BGV and CKKS
follow the same pattern: two ciphertexts are in NTT form; a tensor product is performed be-
tween the two ciphertexts; the resulting ciphertext is transformed into the coefficient form to
perform a realization step. After the multiplication, a modulus switching procedure is then per-
formed to control noise. Under our new assumptions, this procedure can be greatly accelerated:
in short, the relinearization step can be fully removed.

More specifically, Using either Binary-NTT RLWE or QH-RLWE, ciphertexts can be kept
entirely in NTT form, allowing ciphertext multiplications to be performed using only four
element-wise multiplications: which are simply 4N of Zg multiplications for ring dimension N
and ciphertext modulus Q. In contrast, the costly relinearization step costs O(dig- N -log(N))
of Zg operations for dig being the number of digit decomposition (see Section 3.3.1 for details).
However, to apply modulus switching and manage error growth, the resulting ciphertexts need to
be key-switched to a secret key whose coefficients are short. The cost of this key-switching step
is essentially identical to that of relinearization in standard BGV and CKKS multiplications.

To reduce this overhead, an approach analogous to Algorithm 3 can be employed. Specifi-
cally, one may perform w consecutive levels of ciphertext multiplications entirely in NTT form,
followed by a single modulus switching operation. This amortizes the cost of key switching
across multiple multiplications, at the cost of allowing the noise to grow for w levels.

Alternatively, if QH-SS-RLWE is used, modulus switching can be applied directly. In this
case, since relinearization is no longer required, a single ciphertext multiplication is approxi-
mately 2-5 times faster than in standard BGV and CKKS (depending on parameters).

BFV. The BFV scheme differs slightly. Although it does not require a separate modu-
lus switching step to manage noise growth, its multiplication procedure implicitly embeds a
modulus-switching-like operation. Specifically, during a ciphertext multiplication, BF'V com-
putes x < ajas, y < aibs + aoby, and z < bibs. Rather than performing these operations
over R, they are carried out over R, followed by the computation |(z,y,2)/(Q/t)] € R. This
rounding step introduces an error analogous to modulus switching, with magnitude proportional
to the norm of the secret key coefficients.

Consequently, when using Binary-NTT RLWE for £ levels of multiplications, the magnitude
of x,y, z may grow to approximately P ~ Q2. To enable fast NTT-based multiplication without
coefficient wrap-around, the inputs ai, b1, as, bo must therefore be transformed into NTT form
over Rp. As a result, the NTT/INTT operations and subsequent tensor products become
roughly ¢ times more expensive, while all intermediate multiplications avoid any additional
NTT/INTT.

For a computation involving L multiplications, with [; input ciphertexts and [, output
ciphertexts, this approach yields a savings of approximately (lziilLo)e

8Tt can also be used to help BGV, BFV, and CKKS bootstrapping as well, simply because the multiplications
are faster, as explained below.
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Algorithm 3 Our low-depth bootstrapping
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24:
25:
26:
27:
28:
29:
30:
31:

32:
33:
34:

35:

D1: Binary NTT Secret
Dy: Quadratic Hint Small Secret, which outputs skpwe and a quadratic hint (u,v)
Ds: Ternary Secret
q=q1-q2- ... q being the modulus chain
W= (wo, ..., ws—1) where [[,w; =k > WLOG k and w;’s are power-of-twos
procedure KeyGen(skywe, Skriwe)
btk; + RLWER we (skuweli]) € Z2" for i € [n], in NTT form.
if Dy is the distribution for skriwe then > skrowe either from D; or Do
Sample skgwe < Ds
ksky KeySW(SkRLWEyskiQLWE)
kskg — KeySW(Sk%LWE,SkRLWE)
ksk «— KeySW (skriwe, skiwe) (where skjwe is embedded into R)
Return (btk;);c|,], ksk, kski, kska
: procedure Mult(cty,cty € Zg”) > Both in NTT form.
T1,T9, T3, T4  Ct] Q cty > ® denotes tensor product
Return (z1-u— 29 — 23,24 — 21 - V) € Zi”
> If skywe € Da, (u,v) is the quadratic hint. If skywe € D1, u=1,v = 0.
: procedure AltBoot(ct = LWEmsp(m) € ZI, (btk;) e, ksk)

P(X):= Zz’e[N} pi - X* where p; = 1if i € [—%, %) and p; = 0 otherwise.
ACC + (0, X" P(X)) € R,

00y -« -, Up—1 < PBC.Ecd([n];r) with randomness r
for j € [k] do

btkg()) (216177 X_EM ’ btkiv]') + btkj,dummy
KOk

for w; € W(i.e.,l € [¢]) do
for j € [k'/w;] do
btk = Ty bty 4111 PR
> Products use Mult between two ciphertexts defined above.
INTT(btk/*")
if Dy is the distribution for skgywe then
KeySW (kski, btk ™)
ModSW(btkng) >Fromq-...-qqtoqgr ... -q_1
if Dy is the distribution for skgrywe then
KeySW (ksky, btk’™)

return ct’ <~ ModSW (Extract(KeySW (ksk, ACC),0), q) = LWEms,(m) € Z
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Alternatively, we can use QH-SS-RLWE instead to simply keep everything else the same,
except for removing the need of relinearization. In this setting, the primary performance gain
comes from eliminating relinearization altogether, which accounts for approximately 25% of the
total runtime in mainstream implementations (e.g., [8, 96]).

A more detailed study on how our new assumption may help other FHE schemes, including
but not limited to bootstrapping, is left for future research.

6 Understanding our New Assumptions

Since our low-depth bootstrapping scheme relies on new assumptions, we will now take a deeper
look at them.

6.1 Reductions Among our Assumptions

In this subsection, we will show that all three assumptions we introduced are in fact equivalent
to each other.

6.1.1 Binary-NTT RLWE implies QH-RLWE

We will reduce an instance of QH-RLWE to one of Binary-NTT RLWE. The basic idea is to
apply a random linear transformation to the secret s. This will immediately result in the new
secret s’ obeying a random quadratic equation known to us. We then adjust (a,b) into a new
pair such that if b = as + e, we have V' = da’s’ + e.

Theorem 5. Let N, m, q, x be parameters dependent on X\ such that 2N | ¢ — 1, q is a prime
and N > \. Assume that there is an adversary A running in time T that can distinguish between
({ai}ie[m]auv v, {ais + el}ze[m}) and ({ai}ie[m]auv U, {rl}zé[m}) where {ai}iG[mb {T’i}ie[m]a U, s <—g
Ry, v= 52 —us and {ei}ie[m] — x with probability 1/2+ €. Then we can construct an adversary
B running in time T + O(Nm) who can distinguish between ({a;}icm), {@is + €i}icim)) and
({ai}icpmp {riticmm)) where {aiticpm), {Titicim) < Rq» s < DP"NTT and {e;}icpn) < x with
probability at least 1/2 + €.

Proof. To prove this theorem, we first give the algorithm for B in Fig. 1.
Then, we prove a few properties of B.

Lemma 6. If b was sampled uniformly from Ry, the distribution of the tuple @, ') is

identical to @ ,u',b,s' <3 R, and v' = s'* —u's’.

Proof. We have
Prla; = 2] = Pr[aiu_l = x| = Prfa; = zu]

Since only a; depends on a;, and a; is sampled uniformly from R,, the above equations imply
that each a) is both uniformly random and independent from the other elements of the tuple.
Similarly,
Pr[b; = z] = Pr[b; + ajv = x] = Pr[b; = x — alv]

Since only b} depends on b;, and b; is sampled uniformly from R, the above equations imply
that each b is both uniformly random and independent from the other elements of the tuple.
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Algorithm B
Input:

e A PPT algorithm A for solving QH-RLWE(N, m, ¢, x)
e m ring elements {a;};c[m) s Ry

e Another m ring elements {b;};c,;,) which are either sampled uniformly from Ry, or
by evaluating b; = a;s + e; where s <—g D]%ig'NTT, {€itiem) < X

Objective: Determine which of the above distributions b is sampled from.
Algorithm:

1. Let v be a random invertible ring element. One way of sampling u is choosing a
vector u’ +—g (ZZ)N and applying the inverse NTT transform.

2. Let v —$ Rq.
3. For all ¢ € [m]:
(a) Let a} < a;/u.
(b) Let b} < b; + av.
4. Let v+ u+ 2v.

5. Let v/ + —v? — wv.

6. Return A(d', v, v, I;’)

Figure 1: B for Theorem 5.
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We have to reason about the distribution of the remaining two variables together. First, we
calculate the joint distribution when these variables are sampled by B.

Prju' = z,v' = y] = Prlu+2v =2, —v? —uv = 9
= Prlu=2—2v,y + v*> 4 uv = 0]
[u =2 —2v,y +v*+ (z — 2v)v = 0]
[

p-U

T

u =
= Prlu=xz—2v,0v® —zv—y =0

x4+ /2?2 + 4y

= Pr
2

u=x—2v,v=

1 P x 22+ 4y
= —Prljv="—"-Y———"-
Ryl 2

Now, we calculate the joint distribution when they are sampled as v/, s’ +— R, and v’ = s"2—u's’.

Prju/ = 2,0 = y] = Prju/ = 2,5 —u's' =y

Since both v and s’ are i.i.d, the above probabilities are equal. ]
Lemma 7. If b was chosen as @-s—+¢, then b = @ - s' + & for some s' satisfying s = u's' +v'.

Proof. This follows from simple algebra. Observe that:

V=>b+ad v From Line 3b
=qd-s+e+ad-v By assumption
=ad - us+e+a-v From Line 3a
=a - (us+v)+¢é

We set s’ = us +v. It is easy to verify that it satisfies the required quadratic equation.

s? = (us + U)2

= u%s? + 2uvs + v?
= (u® + 2uv)s + v? Since s* = s

= (u+ 2v)us + uv + 20* — uv — v?

= (u+ 2v)(us + v) + (—v? — uv)
=u's' + By definition of u’, s’ and v’
O

Lemma 8. If b was chosen as @- s+ €, the distribution of the tuple (@,u v, 5’) 1s identical to
a,u'ys' —gRy, vV =5%*—us andb =a -5 +¢.
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Proof. Define s’ = us + v. We know from Theorem 7 that v/ = s — /s’ and ¥/ = @ - s’ + €. So
all we need to show is that @, v/, s’ are i.i.d. variables sampled uniformly from R,.
This is, however, fairly easy to see directly.

Prjd =Z,u' =y,s =2]= Prld-u ' =Z,u+2v=y,us+v=2]

O]

Proof of Theorem 5. The previous lemmas establish that corresponding to the two possible ways
of sampling 5, we call A with the expected distributions for the two cases of the QH-RLWE
problem. Therefore, the success probability of B is exactly the same as the success probability
of A. Since B only samples a few ring elements and does O(m) ring operations before calling
A, it also has the desired time complexity. O

Remark 9. Note that for this reduction and all the following reductions, we assume that
the modulus ¢ is a prime in the rest of this section. However, in practice, a large composite
modulus is often used. Note that the only place we invoke the primality of ¢ is to establish that
a randomly chosen element of R, is invertible with at least constant probability (both above
and below). This is still the case when ¢ is a product of = primes, each of magnitude Q(zN)
(since any of the N elements in the NT'T domain is 0 with probability (1/z/N) and we can
use the union bound to bound the overall probability), and our reductions work as well in the
same way.

6.1.2 QH-RLWE implies Binary-NTT RLWE

We can also reduce an instance of QH-RLWE to one of Binary-NTT RLWE. The basic idea is
the same as before. Given the quadratic hint, we apply an appropriate linear transformation
to the secret s’ so that the new secret satisfies s> = s’. We then adjust (a,b) into a new pair
such that if b = as + e, we have b/ = a’s’ + e. This time, however, there is a chance that the
new secret does not follow the Bin-NTT distribution. We show that as long as we start with a
“good” quadratic hint (u,v) (whose probability is at least 1/4), our transformation works. As
a result, we can still prove an analogous theorem as before, only with a constant fraction of loss
in the success probability.

Theorem 10. Let N, m, q, x be parameters dependent on A such that 2N | ¢ — 1 and
N > X\. Assume that there is an adversary A running in time T that can distinguish be-

tween ({ai}iepm), {ais +eitiepm) and ({aiticpn), {riticim)) where {aiticpm), {Titiemm) <=5 Ry, s <
D]%'L‘I'NTT and {ei}ie[m] < X with probability 1/2+4¢€. Then we can construct an adversary B run-
ning in time T+ O(Nm+ N log Nq) who can distinguish between ({a;}icfm), t, v, {@is+€i}icim))
and ({ai}ie[m})ua v, {TZ}’LE[m]) where {ai}ie[m}) {Ti}ie[m]a Uu,S <g RQ7 v=s>—us and {62}1€[m] «—
X with probability at least 1/2 + €/4.

Proof. This proof follows the previous one quite closely. We will rigorously cover the differences
and then skip over some of the repetitive details. As before, we first construct B as shown in
Fig. 2 and prove a few properties of B.

Lemma 11. Square root(s) of 4v + u? exist in R,.
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Algorithm B
Input:
e A PPT algorithm A for solving Bin-NTT RLWE(N, m, ¢, x)
e A tuple of ring elements (@, u, v, l_;) which are sampled as (@, u, 7, s +—g Ry), v = s> —us,

é’(—xandgiseithersettof, ortob=a-s+é

Objective: Determine which of the above distributions b is sampled from.
Algorithm:

1. Let a be a randomly sampled square root of 4v 4+ u? in Rq.
2. If « is not invertible:
(a) Return a random guess.
3. Let f + (a—u)/2.
4. For all i € [m]:

(a) Let @} « a;a.
(b) Let b; — b; + a; 8.

5. Let a’ < aa.
6. Let b < b+ af.
7. Return A(a@, V).

Figure 2: B for Theorem 10.
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Proof. This follows from simple algebra. Observe that:

(25 — u)? = 4s% — dus + u?
= 4v + u? By definition of v

Lemma 12. Pr|a is invertible] > 1/4

Proof. This fact is easier to see in the NTT domain. Let us denote the NTT representation of
« and 2s — u by z and t respectively. Then, we have from Theorem 11 that

Vi€ [N]  (2i])? = (t[i))* = ali] = +t[]

« is invertible as long as z does not contain any zeroes which is true if and only if t has no 0
entries. However, since u <—g Ry, so is 25 — u, and the NTT transform of a random element of
Rq is a random vector in Zév . Therefore, our required probability is

N
1
>(1—> Since 2N|¢g—1 = ¢ > N

O]

Lemma 13. Consider the case where the last input to B was chosen as b=7. In case we call
A, its input (@', V') is distributed identically to 2m i.i.d. random variables sampled uniformly
from Ry.

Proof. This follows directly from the calculation below:

Pr[@ =0 =§] = Prla-a=T,b+a -8 =7

= Prla=4 a7, b=§—a- ] (Since « is invertible after Line 2)
1

d

Lemma 14. Consider the case where the last input to B was chosen as b=a-s+¢ In case
we call A, the distribution of its input (a@',b") is identical to d' g Ry, s’ DﬁfZ'NTT and
V=a-s+é.

1

Proof. Since we call A, we can conclude ™" exists.

Define s’ = (s + 3)/a. Observe that

V=b+d f
a-s+é

I
—
S

Q
SN—
—~



Just as before, @ is distributed uniformly over R, and is independent of s’. So the only
thing left to show is s’ <+ D]%ig'NTT.
It is easy to verify that s2 = s:

512

s+ﬁ>2

4s® —4su+u?  4s—2u
+ +1

4o

Observe that there are 2%V possible choices for a (this follows from the proof of Theorem 11).
Each choice of a leads to a distinct value for s’. Also, there are exactly 2V choices for s’ that
satisfies 52 = s’. These imply that choosing a random square root in Line 1 is enough to

uarantee our s’ is a random ring element satisfying 52 = s/, and therefore follows DEI-NTT,
g g g ) N,q
O

Proof of Theorem 10. The previous lemmas establish that corresponding to the two possible
ways of sampling l;, we call A with the expected distributions for the two cases of the QH-
RLWE problem. Therefore, if we end up calling A, the success probability of B is exactly the
same as the success probability of A. We call A whenever « is invertible, which happens with
probability more than 1/4. If « is not invertible, our success probability is exactly 1/2 since we
guess randomly. The overall success probability is therefore at least

(1/4) Pr[A succeeds] + (3/4)(1/2) > (1/4)(1/2+¢€) + (3/4)(1/2) = 1/2 + ¢/4

Observe that B only samples a random square root and does O(m) ring operations before calling
A. To sample a square root, one can perform the NTT transform, take square roots of all N
coordinates in Zp, and then perform the INTT transform. This can be done in O(Nlog N +
N log q) time. Therefore B has the desired time complexity. O

6.1.3 QH-RLWE implies QH-SS-RLWE

This is intuitively a more surprising result than the previous two, since QH-SS-RLWE imposes
a major additional constraint on the secret of QH-RLWE. We are going to show that this
additional constraint does not make it any easier for an adversary to distinguish noisy linear
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Algorithm B
Input:

e A PPT algorithm A for solving QH-SS-RLWE(N, m, ¢, x, X)

e 2m + 4 ring elements (u,v,{ai}icmt1), {iticim+1)) which are sampled as

({aiticims1]s s {ritiepme1), 8 <=5 Rq), v = 5% — us, {€i}bicpmi1) < X and {bi}icpm1) i
either set to {7i}icim+1]> Or to {ais + €;}icpm1]-

Objective: Determine which of the above distributions b is sampled from.
Algorithm:

1. If amy1 is not invertible:
(a) Return a random guess.
2. For all ¢ € [m]:

(a) Let a} «— —a;/am+1-
(b) Let b; < bl' — (bm+1/am+1)ai.

3. Let v/ < 2by 1 — ama1u.

! 2 2
4. Let v' < amy1bmi1u +ag, v — b .

5. Return A(v/, v/, {ai}icmm), {bg}ie[m}).

Figure 3: B for Theorem 15.

samples from random elements, as long as the error distribution x is equal to the small-secret
distribution.

We follow the blueprint set in [6] to prove this. We can convert m + 1 samples of QH-RLWE
into m samples of QH-SS-RLWE such that the error term of the m+1%" original sample becomes
the new secret. This new secret is small by construction (same as the error distribution). In
order to generate the quadratic hint, we just use the quadratic hint for the original secret and
the linear equation b,+1 = @m+15 + €m+t1-

Theorem 15. Let N, q, x be parameters dependent on X such that 2N | ¢ — 1 and N >
A, Assume that there is an adversary A running in time T that can distinguish between
the ensembles (u, s* — us,{ai}icpm], {ais + €iticim)) and (u, 2* — uz, {a;}icpm)s {riticim)) where
{ai}icpm) Aritiem) w4, 2 g Rq and s,{ei}icym) < x with probability 1/2 + €. Then we can
construct an adversary B running in time T + O(N) who can distinguish between the en-
sembles (u, v, {a;}icim+1]s 1@is+eiticim1]) and (v, v,{a; bicpmi1), {7 ticpm+1]) where {ai}icim)s
{riticim+1], u, s <=5 Rq, v = s* —us and {e;}iepmi1) < X with probability at least 1/2 + €/4.

Proof. We now construct B as in Fig. 3 and prove a few properties of B.
Lemma 16. Pr[a,, 1 is invertible] > 1/4

Proof. Since a1 is a randomly chosen ring element, its NTT representation is also a random
vector in Zf]V . The element is invertible if and only if the NTT representation does not contain
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any zeroes, which happens with probability

N
1
>(1—N> Since 2N|g—1 = ¢ > N
>1/4
O
Lemma 17. Ifg was sampled as b; = a;s + e;, then we have:
1. b, =diemy1 + e
2. €2 4 =uemi1 + 0
Proof. Both assertions follow from simple algebra. For the first part, observe that
by = bi — (bm+1/am+1)a
a s+e
Um+1
= e; — (em+1/am+1)a;
= (—ai/am+1)em+1 + €
= ajemi1 + €
For the second part, observe that
Weme1 +0 = (b1 — amert)emir + 0 (By definition of u')
= (2bm+1 — am+1u)(bm+1 — samH) + ’U/ (Sinc(‘, ]),' = sa; + (’,;)
= 2b,2n+1 — O 1bm+18 — 2am41bmy15 + CL72n+IUS +
= Qb%wl — A 10m+1U — 20410418 + afnﬂ(s2 —v)+ 0 (Since s? = us + v)

= (02,41 — 2am+1bmi15 + a2, 18%) + b2ty — Ami1bmiru — a2 g0 + 0

= (bys1 — am+18)° + (bgn-l—l — Qm1bmp1u — ar2n+1v) + '

= (byy1 — Ami15)? (By definition of v')
Cimi1 (Since b; = sa; + ;)

O]

Lemma 18. In case we call A , its inputs follow one of the two distributions expected in the
QH-SS-RLWE game depending on whether b was set to ¥ or a - s+ €.

Proof. Since we reach line 5 in the code of B to call A, we can assume that a,,+1 is invertible.
We first consider the case b = @ - s + & The a; are all independent and uniformly random
since so are the a; and a, = —a;/am41. Since u <—¢ Ry s0 is uam41 and therefore so is
2bmi1 — amyiu = u'. The new secret s’ is €11, which is sampled from y. We know from
Theorem 17 that v/ = 8”2 — u's’ and ¥/ = @ - s’ + €. That concludes the proof for this case.
Now consider the case b = 7. Just as before, v/ and @ are independent and uniformly
random because so are u and @. Each b, = b; — (by41/am+1)a; is independent of all previous
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variables and uniformly random since so is b; = ;. Observe that

! 2 2
V= Am1bmgru 4 a5 00 — by

= b+ an g (57— us) = bp g

= am+10mi1u + a3n+182 - a3n+1us - b?m

= am+1U(bmt1 — Am+18) + (@18 + bmy1)(@m418 — bpgr)
(bm+1 — @m+15)(@mt1U — Amt18 — bint1)

= (bmt1 — @m115)(2bmy1 — U — Gmy15 — bny1)

= (bm+1 — @m+15)(bmt1 — Gmt18 — u/)

2

= 2(z —u') = 2* —u'z, where 2 := b1 — ama1s

Here z is uniform in R, since so is by,41. That concludes the proof for this second case. O

Proof of Theorem 15. The previous lemma establishes that corresponding to the two possible
ways of sampling b, we call A with the expected distributions for the two cases of the QH-SS-
RLWE problem. Therefore, if we end up calling A, the success probability of B is exactly the
same as the success probability of A. We call A whenever a,,+1 is invertible, which happens
with probability more than 1/4. If a,,11 is not invertible, our success probability is exactly 1/2
since we guess randomly. The overall success probability is therefore at least

(1/4) Pr[A succeeds] + (3/4)(1/2) > (1/4)(1/2 + €) + (3/4)(1/2) = 1/2 + ¢/4

Observe that B only does some ring operations before calling A. Therefore B has the desired
time complexity. O

6.1.4 QH-SS-RLWE implies QH-RLWE

If we are given an oracle that can solve QH-RLWE, it is quite simple to use this to solve an
instance of QH-SS-RLWE. An instance of the latter problem only differs from the former in the
secret distribution. Therefore, all we need to do is to randomize the secret.

We can transform the secret from s to s+s’ by changing the samples from (a, b) to (a,b+as’).
The quadratic hint for the new secret can also be derived via some simple algebra:

2 =ustv = (s+8)% = 5?4285 +5% = (u+25)s+ (s> +v) = (u+25)(s+5")+(v—us'—?)
Theorem 19. Let N, q, x be parameters dependent on A such that 2N | ¢ — 1 and N > \.
Assume that there is an adversary A running in time T that can distinguish between the en-
sembles (u, v, {ai}icmr1), {ais+eiticpnrr) and (u,v,{a;ticimy1) {riticmr1)) where {aiticpmi,
{riticims1)p s 8 <3 Ry, v = 52 —us and {€i}icms1) < x with probability 1/2+ €. Then we can
construct an adversary running in time T + O(N) who can distinguish between the ensembles
(u, 8% — us, {ai}icim)s {ais + €iYicpm)) and (u, 22 — uz, {ai}ticpm), {Ti}icim)) where s, {€i}icpm) < X
and {a;}icm)> {Titiem), U, 2 s Rq with probability at least 1/2 + €/4.

We omit a detailed proof since the techniques are almost identical to the proof of Theorem 5.

6.1.5 Search to Decision Reduction

Now that we have shown all 3 new assumptions to be equivalent, we will focus on Binary-NTT
RLWE for the rest of this section. So far, we have been analyzing the decision version of this
assumption. Now, we will show that the search problem can be reduced to the decision problem.
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Theorem 20. Let N, q, x be parameters dependent on A such that N is a power of 2, 2N | ¢—1
and N > \. Assume that there is an adversary A running in time T that can distinguish between
the ensembles ({ai}icim), 1ais + €iticpm)) and ({@iticpm), {Titicim)) where {ai}ticpm), {7 ticpm) < s
Ry, s ¢ DENNTT and {ei}iepm) < Xx with probability 1/2 + e.

Then we can construct an adversary B running in time poly(T, N,m,1/€) who can return
the secret s given ({a;}icpm, {ais + €iticpm) where {ai}icpn <s Rq, s g DEONTT
{€itiepm) < x with probability 1 — o(1).

and

Proof. We will follow the standard search-to-decision reduction for RLWE quite closely. Be-
cause each NTT coordinate of the secret is binary, we can guess each coordinate using a constant
number of queries and thus avoid the factor of ¢ slowdown present in the standard reduction.
The main technical novelty in our reduction is a way to rerandomize the secret within the
Bin-NTT distribution, which is a necessary component of this reduction strategy.

We start by reframing the Binary-NTT RLWE problem in the NTT domain. For simplicity,
we will treat N and ¢ as fixed.

Definition 11. We define v to be a primitive 2N -th root of unity modulo q if it satisfies the
following properties:

® vV EZy
e >N =1 mod g
e For alli < 2N, we have v* # 1 mod q

Since we assume that ¢ is a prime such that 2N | ¢ — 1, the existence of v follows from
elementary number theory.

Definition 12. We denote the NTT representation of a ring element x € Ry by T, which is
defined as the length-N wvector

T= [$<7)7x(73)7x(75)7 e 7‘%(72]\[71)]

The first step of our reduction uses a hybrid argument to specialize the decision oracle A.
Consider the family of distributions defined by the following sampling procedure:

Definition 13 (D).
e Sample m ring elements {a;} uniformly and independently from R.
o For alle:

— Set b; = a;s + e; where e; <—g X.

— Replace the first j elements ofbAi by uniformly random elements of Zq to obtain ¢;.

o Return ({a;},{c})
Definition 14 (D™7).
o Sample s from DENNTT

e Return a sample from DI
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Observe that A can distinguish between D™ and D™ with advantage € in time 7. By
the hybrid lemma (or a simple telescoping argument), it is easy to see that there must be some
index k such that A can distinguish between D"™*~1 and D™* with advantage at least ¢/N in
time 7.

Our second step is demonstrating a worst-case to average-case reduction for the decision
problem. We will randomize the secret so that A maintains its distinguishing advantage for an
arbitrary s.

Lemma 21. Assume that A runs in time T and can distinguish between the ensembles D™k
and D™F with probability 1/2 + ¢/N.

Then there exists an adversary A" running in time T + O(Nmlog N) which can distinguish
between D;n’k_l and D;n’k with probability 1/2+ €/N for any s € Ry satisfying s = s2.

Algorithm A’
Input:

e A PPT algorithm A for solving Binary-NTT RLWE(N, m, ¢, x)

e 2m ring elements ({a; }ic[m], {¢i}ic[m)) Which are sampled from either DR or DIV,
Here s is an arbitrary ring element satisfying s = s2

Objective: Determine which of the above distributions the input is sampled from.
Algorithm:

1. Sample a random binary vector z' of length N.
2. For all i € [m]:

(a) Convert a; and ¢; to their NTT representations.
(b) For all j € [N]:
i. If Z[j] =0:
A. Let al[j] < a[j].

)

~

B. Let c[j] « &lj].
ii. Else if z[j] = 1:
A. Let c;g[j] — —a;lj].
B. Let d[j] « &lj] — alj).

(c) Convert a; and ¢, to their coefficient representations.

3. Return A({a;}ie[m]v {Cé}z’e[m})-

Proof. The runtime of A" is dominated by the cost of O(m) NTT and inverse NTT transfor-
mations before it calls A. Therefore it runs in 7'+ O(Nmlog N) time.

Let s’ be the coefficient representation of the vector §@® Z. We will show that ({a}},{c}})
are distributed according to Dgf’k_l or D?’k depending on whether the input was sampled from
DR or DMF. For sake of clarity, we will only demonstrate the second case (the other case
can be proved identically).

Since a; is random in R,, a; must be a random vector in Zév . Nontrivial linear transfor-
mations of random elements in a field are themselves random, and hence, C/L\; is also a random
vector in Zév . This shows that a is uniformly random in R,.
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Observe that the first k entries of ¢; are completely random. The corresponding entries of CA;
are set to either ¢;[j] or ¢[j] — ai[j] and are therefore also random in Z;. The remaining entries
of ¢; are the same as that of bAZ = ai?—i—\ei. Because addition and multiplication in the NTT
domain are componentwise, we have the relation

—

Gl = bilj] = ais + elj] = @l - sl + &l Vi k

Since s = 52, 8[j] is either 0 or 1.

il =0 = dljl =alj)
= a;[j] - 5[j] + eils]
= d[j) - (U] @ 213)) + &l
= aﬁezb]

=1 = dlj] = alj) - aljl

alj] - 3] + &l — @l

= @lj) - () - 1) + &l
= d[j] - (1 - 3[j]) + &l
= d[j] - (21j) @ 303)) + &l

By construction, the NTT representation of s’ is a completely random binary vector (since 2’ is
random). Therefore, s’ <—g DBMNTT "and the input to A in line 3 is distributed according to
either D™~ or D"™*. The lemma statement now follows. O

Our third step is to convert A’ into a search oracle that can return the k-th entry of §. This
can be done by adapting the standard guess-and check technique.

Algorithm B’
Input:

e 2m ring elements ({%’}z’g[mb {bi}ie[m]) where {a;} g Ry, s 5 DBin-NTT {ei} <5 x
and b; = a;s + e;.

Objective: Find $§[k]
Algorithm:
1. For all i € [m]:

(a) Set a} < a; and b; < b;.
(b) Convert a; and b} to their NTT representations.
(c) For all j < k:
i. Sample b;[j] < Ly
(d) Sample a/[k] s Z,.
(e) Convert c?; and bA; to their coefficient representations.

2. If A'({a}}iem)s {b;}iepm)) returns D™* output 1.

3. Otherwise, output 0.
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Lemma 22. Assume that A" is a PPT algorithm that runs in time T' and can distinguish
between DQ””“‘l and D;n’k with probability 1/2 + €/N for any s € Ry satisfying s = s2.

Then B' is a PPT algorithm with runtime T" + O(Nmlog N) and it correctly returns s[k]
with probability 1/2 + (¢/N).

Proof. &\Ii is clearly uniformly random in Zév , and therefore a; <—g R4. Let us consider the NTT

representation bz The first k — 1 entries are uniformly random by construction. For the k-th
entry, we have

bj[k] = bj[k]

The remaining entries of bz are equal to those of ag%—\ei. This shows that A’ receives a sample
from D1 if 4[k] = 0 and a samples from D™F if §[k] = 1. The success probability of B’
should therefore be exactly 1/2 + ¢/N.

B’ has the correct runtime since it only does O(m) NTT transforms and some algebra for
each coordinate of each input before calling A’. O

The last step in our reduction is to use B’ to extract the other coordinates of 5. We can
do this by repeatedly rotating the arrays a; and b; before calling B’, which imposes the same
rotation on §.

Lemma 23. Assume that B’ is a PPT algorithm that runs in time T' and returns §[k| with
probability 1/2+ (e/N) on input {a;, a;s+e;} where {a;} g Ry, s < DE"NTT and {e;} + x.

Then there exists a PPT algorithm B with runtime O(T'N®log N/€%) which returns s given
the same inputs with probability 1 — o(1).

Proof. The final algorithm B takes as input a much larger number of samples than the previous
oracles. We set m’ = mN3log N/e2. Tt extracts each coordinate of § in order. To obtain 3[j],
it uses mN?log N/ samples. B repeatedly takes a batch of m samples ({ai}iepm)s {bi}iepm))s
rotates the corresponding NTT representations k—j spaces to the right, and passes the resulting
ring elements to B. We then take the majority output from the N?log N/e? queries and let
it be our guess for $[j]. Once we have guessed all N coordinates, we simply perform a NTT
transform and return our guess for s.
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Algorithm B
Input:

e 2m/ ring elements ({@i}iepm)s 1bitiepm)) where {a;} <—g Ry, 5 <5 DBnNTT Lol g x
and bi = a;S + ¢;.

Objective: Find s
Algorithm:

1. Set § + OV
2. For all j € [N]:

(a) Set G « ON*logN/e*,
(b) For all £ € [N?log N/€]:
i. For all ¢ € [m]:
A. Define i’ < i + ¢m + jmN?log N/e?
B. Set z; « ay(X%+!)
C. Set y; < by (X2+1)
ii. Set G[{] < B'({zi},{vi})
(¢) If G has more Os than 1s, set §[(2kj + k + j) mod N| + 0
(d) Else, set 5[(2kj + k+ j) mod N] 1

3. Perform INTT on § to get s and output it.

If the coefficient vector of ey be ¢, we can expand ey (X% +!) = Zfivz_ol cg X @tDd - GQince
N is a power of 2, 2j 4+ 1 is coprime to 2N and therefore multiplying by 25 + 1 and taking
mod N is a permutation of [N]. If (2] + 1)d = d’ mod N, we have ¢; X %t14 equal to either
caX? or —c; X% modulo X~ + 1. Therefore, the coefficients of ey (X%+1) can be obtained by
permuting the coefficients of e;; and negating some of them. Recall that each coefficient of ey is
sampled iid from y, where  is symmetric around 0. This implies that ey (X2*1) has the same
distribution as e;.

Define s’ = s(X%/*1). It is easy to see that y; = x;5" + ey (X211 as well as s = s'. We
therefore call B with a valid set of inputs every time. Since each of the original m’ tuples
are sampled independently except for the shared secret, the calls to B’ each have a success
probability 1/2 + ¢/N independent of each other.

For a fixed j, we call B’ a total of N%log N/e? times and take the majority. By the Chernoff
bound, this gives us s'[k] with probability 1 — 1/N2. Observe that

s k] = & (g?k+1) where ¢ is a primitive 2N*" root of unity modulo ¢
2j+1y [, 2k+1
= s(X¥H (™)
— s(gthit2+2i+1)

Let x = (2kj + k+j) mod N

2.Z’+1)

= s(g since g2V =1

= 8[z]
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Also, each value of j € [N] produces a distinct z since
2jk+ji+k=2{k+j +k mod N
= (2k+1)(j—35)=0 mod N
= j=35 mod N since N is a power of 2

Therefore, we populate each entry of s’ correctly with probability 1 — 1/N2. By the union
bound, the entire vector is reconstructed correctly with probability at least 1 —1/N =1 —o(1),
as desired.

We call B" a total of N3log N/e? times. Apart from that, we only do a little bit of al-
gebra which is dominated by the INTT operation at the end. The total runtime is therefore
O(T'N3log N/é?).

O

Proof of Theorem 20. The theorem statement follows directly from chaining the previous 3
lemmas. O

6.2 Security against known attacks

Let us now consider how one might attempt to break the search version of the Binary-NTT
RLWE assumption. Recall that we are given ring elements {a;, b;};c[m)- Let s = ijzz)l s; X7 €
R4 be the secret. As before, we will denote the NTT representation of s as 5.

Note that one can use any and all attacks against LWE or RLWE[2, 93, 82, 26, 35] to
solve instances of this problem. However, to our knowledge, these attacks do not leverage
the algebraic structure of our new assumptions. Thus, for these attacks, we can choose the
parameters according to the LWE-estimator [1] as other schemes Below, we will focus on how
one might take advantage of the additional structure in our problem beyond standard RLWE.

6.2.1 Local Attacks
6.2.2 Binary-secret LWE-based Attack

Observe that we can write the product sa; as INTT(NTT(s) ® NTT(a;)) where ® denotes
componentwise multiplication. Define INTT, to be the matrix obtained by multiplying the i-th
row of the INTT matrix by z; for all i € [N]. We can then write b; = §-INTTyr(q,) +€;.- Here
5 is a binary vector since s = s and each entry of e; is i.i.d sampled from x. We can therefore
concatenate the INTTxpp(q,) matrices and the b; vectors to obtain an instance of binary-secret
LWE. The public matrix has a certain algebraic structure, but similar to standard RLWE, it is
unclear how one can take advantage of it. Concretely, we choose our parameters such that we
have A-bit security against off-the-shelf binary-secret LWE attacks [20, 85, 91, 1, 94, 2.

6.2.3 Algebraic Attacks

This class of attacks represent the problem as a system of equations. We describe two ways to
achieve that for Binary-NTT RLWE. In the following, we denote the coefficient vectors of ring
element = by Z. For any vector, define Z[—j] := —Z[j].

1. Observe that the secret is statistically unique given just one sample (a,b). We have

h—
b—as:e:>( €>:s

a

= ()= (%)




Expanding this equation in terms of the coefficients of e, we get N quadratic equations in
N variables. Since each of these variables is sampled i.i.d from x, we can assume they all
lie in [—B, B] for some small bound B that depends on the width of error distribution y.
Therefore we can write the following equation for each coefficient of e:

B B

[T (@il - &) =i - ] (eti? - #2) =0 (1)

k=—B k=1
We thus end up with NV additional single variable equations of degree 2B + 1

2. We can also use multiple samples to generate a larger system of equations. Note that we
have two kinds of information regarding s.

First, as in RLWE, we have e; = b; — a;s where each e; is a small norm polynomial. In
particular, since each coefficient of e; is sampled independently from x, we can expand
the above equations in terms of the coefficients of s and end up with a total of mN linear
expressions in {5[j]};cn] each of which must be small . A typical such expression would

look like
= I_; H a;[k]si[j —

As before, we assume that each €;[j] is in [—B , B] for some small B and write equations
as Eq. (1). This gives us mN equations of the above form, each of degree 2B + 1.

Second, we have the single additional piece of information that s*> = s. This expands to
a set of N quadratic equations in {3}};c/n)- A typical such equation looks like

N—-1
= [ sksl -k
k=0

We can use different techniques to solve these high-degree systems.

e Arora-Ge Style Linearization: We can simply treat each monomial as its own variable
and treat it as a linear system. This blows up the number of variables. If we have
fewer equations than variables after this stage, we repeatedly multiply the smallest degree
equations by all possible degree 1 monomials to get additional equations; this process
increases the number of equations faster than the number of variables. This is the approach
taken in [7].

Observe that the fact that s = s? only yields N quadratic equations in N variables in
both of the above systems. Since the highest degree is 2B + 1 in both systems, the
linearization process creates an additional O (N 23“) equations. Therefore, this approach
can not perform better against Binary-NTT RLWE with m samples than against RLWE
with m + O(N?B+1) samples. In the LWE-estimator [1], we set the number of samples to
be infinity, which thus captures this sample increase.

e Multivariate Quadratic attacks: There is a rich literature behind solving a system of
quadratic equations in multiple variables. We can try to make use of those algorithms
if we convert our equations into quadratic ones. This can be done by introducing a new
variable for all high degree monomials and introducing a quadratic equation for each such
variable representing it as a product of 2 other monomials. (As an example, one can
replace f(xyz) = 0 by introducing variables u, v and equations u = xy,v = uz, f(v) = 0.)
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Boolean Gates (ms) Arb. Func. (ms)

STD_128 MEDIUM STD_128
Implementation No Prep. With Prep. No Prep. With Prep. No Prep.
TFHE (OpenFHE) [29, 8 36.5 - 30.1 - 391.5
Ours (sparse binary) 7.9 - 5.8 - 53.5%
Ours (structured sparse) 8.9 5.7 6.5 4.5 58.2%*

Table 2: Runtime comparison. Ours (sparse binary) and (structured sparse) use Algorithm 2
with general binary secrets and structured secrets, respectively (see Section 4.2). Prep. refers
to the preprocessing technique in Section 4.3, which enhances runtime at the cost of larger
bootstrapping keys. “—” means preprocessing does not improve the runtime with the current
proof of concept implementation. “*” stands for estimated runtime using microbenchmarks
with our current implementation. See Section 7.1 for details.

Applying this transformation to the first system, we get N (B + 2) equations in N(B + 1)
variables. The second system yields mN(B+2)+ N equations in mN (B+1)+ N variables.
Since the number of equations is much smaller than the square of the number of variables,
all known Multivariate Quadratic (MQ) algorithms require exponential time to solve this
system [37, 38, 31, 60, 98, 59).

Note that some such attacks (e.g., [38]) work directly with a high degree and do not need
to transform the equations to have degree 2, but such attacks similarly take exponential
time due to the number of equations we have.

7 Evaluation
7.1 FHEW/TFHE Bootstrapping with Sparse Keys

Methodology. We choose parameters according to the MEDIUM security (103-bit according to
[1]) and STD_128 security (120-bit according to [1]) in OpenFHE® used for TFHE in OpenFHE
[8], and guarantee the same correctness probability (by making the error at being at most the
amount of error for the TFHE implementation of OpenFHE). To this end, we choose the lattice
parameters as in Table 3 for general sparse binary secret keys. Furthermore, we choose PBC
(Definition 5) with ¢ = 3 and k = h + 3, which guarantees correctness > 1/2 for parameters
we use, according to the same tests as in prior works [5, 3]. We believe that this is sufficient,
since during the key generation, the user can simply reject sampling the PBC randomness if
PBC fails, which leaks < 1 bit of information (since the failure probability is < 1/2), and as
discussed in Section 3.2, entropic LWE is as secure as regular LWE, so we conjecture that this
< 1-bit information loss does not affect concrete security by more than 1 bit.'"

We also choose parameters for structured binary secrets (our stepping stone construction).
Since there is no standard way to estimate the security for such a secret, we use the entropy: we
use the assumption that the same entropy of structured binary secrets has the same concrete
security as the general sparse binary secrets. In other words, for structured secrets with secret

9Note that while OpenFHE parameter selection was designed for 128-bit security, as the lattice-estimator
advances, the concrete security reduces from 128 bits to 120 bits. We choose the same level of security for fair
comparisons.

%0ne could alternatively use k = 1.5h as used in prior works [5, 3] to guarantee negligible failure probability,
but it reduces or concrete runtime by a factor of ~1.5 for our constructions.
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LWE Parameters RLWE Parameters

Parameters Functionality Security n q h N Q Q'
Param 1 Gate Boots STD._128 1024 512 43 1024 228 212
Param 2 Gate Boots MEDIUM 1024 512 31 1024 228 912
Param 3 Arb Func STD.128 2048 212 70 2048 254 235

Table 3: Parameters for general sparse binary secret keys. Q' is an intermediate ciphertext
modulus used by OpenFHE. The rest of the parameters are the same as OpenFHE, so we omit
the repetition.

LWE Parameters RLWE Parameters

Parameters Functionality Security n q h N Q Q'
Param 1 Gate Boots STD._128 1024 512 64 1024 228 212
Param 2 Gate Boots MEDIUM 990 512 45 1024 228 212
Param 3 Arb Func STD_ 128 2040 22 102 2048 254 235

Table 4: Parameters for structured binary secret keys.

length n’ hamming weight b/, we make sure (n’/h/)" > (1) for general sparse binary key with
length n hamming weight h. Note that if this assumption is too aggressive, one should consider
using the general sparse binary secret parameters in Table 3. We give the parameters in Table 4.

Performance. Then, we show the runtime comparisons of our constructions compared to
TFHE implemented by OpenFHE in Table 2. As shown, using sparse secret keys, our scheme can
achieve ~4.5-7.5x runtime improvement compared to TFHE, for boolean gate bootstrapping
and arbitrary function evaluation. For arbitrary function evaluation, the runtime improvement
is more significant since the LWE secret key length is larger, making the gap between the
sparsity and secret key length a lot larger. Using our preprocessing technique in Section 4.3,
the runtime for structured sparse secret keys can be further improved, since we can save h of
NTTs. However, since the key size is extremely large (> 10 GB), the memory read becomes the
main performance bottleneck when performing additions. Thus, for general sparse binary secret
keys, this preprocessing does not improve the runtime. In Appendix B, we show the runtime
for using ternary keys, which has similar gains as binary keys.

7.2 Tree-shaped Bootstrapping with Sparse Keys

This section gives the estimated runtime of our Algorithm 3.

Methodology. We first discuss the parameter choice. We conjecture that our assumptions
in Section 3.2 is as hard as RLWE with binary secrets (in its coefficient form) and choose the
parameters accordingly. For LWE parameters, we choose n = 1450, h = 29, ¢ = 512, 0 = 3.2
(standard deviation of the noise distribution for both key-switching key and LWE ciphertexts),
and RLWE parameters, we choose N = 4096, Q = 25°%50 d = 4 (where d is the number of
digits for key-switching), and o’ = 0.75. We additionally use Q' = 2!2 for intermediate modulus
switching key-switching from RLWE to LWE, and a modulus Q" ~ 2°°, which will be detailed
below. These parameters guarantee > 128-bit of computational security according to lattice-
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Operation Counts Circuit Depth

Scheme Int. Additions Int. Mults Improv. NTT Depth Improv.
TFHE [29, §] 30,912,512 15,460,352 — 503 —
Algorithm 2 31,768,576 3,305,472 ~4 X 46 ~10x
Algorithm 3 80,101,376 5,128,192 ~1.5x (1x) 3  ~100x

Table 5: Performance complexity. Comparison of operation counts and circuit depth between
TFHE and proposed algorithms. The parentheses of improvement for Algorithm 3 is the esti-
mated improvement adjusted due to the use of 64-bit machine word size instead of 32-bit. See
Section 7.2 for details.

estimator [1]. Then, for the underlying PBC, we again choose ¢ = 3,k = h+ 3. This means that
when organized as a tree, we have log(29 + 3) = 5 levels of multiplication. Note that we choose
two different secret keys, one with uniform binary coefficients and one with uniform binary in
NTT form. To perform these 5 levels of multiplication, we first use a binary N'TT secret key to
multiply for 3 levels without modulus switching, followed by a modulus switching from a 105-bit
Q to a 50-bit Q”. Then, we perform two levels of multiplication with modulus switching using
a binary coefficient secret key.!!

To estimate the runtime, we calculate the number of 64-bit integer operations needed. For
an 2-bit Q, a Zg operation takes [x/64] operations.

Our algorithm (Algorithm 3) can be estimated using the following steps: (1) PBC-based
summation (line 21-22), which takes N -n - c- [log(Q)/64] - 2 additions; (2) INTT, which takes
k-N-log(N)-[log(Q)/64] multiplications; (3) binary NTT multiplication for k—3 multiplications
(no key switching or modulus switching needed), which takes (k — 3) -4 - N - [log(Q)/64]
multiplications; (4) key-switching for 4 ciphertexts, where each key-switching is dominated by
2-(d+ 1) NTT/INTTs, which therefore takes 4 -2 - (d + 1) - N - log(/N) multiplications; (5)
regular BV-like multiplications for 3 multiplications, which is dominated by 3 key-switchings,
thereby taking 3-2-(d+1) - N -log(/N) multiplications.

Then, we use a similar way to estimate the number of operations for TFHE in OpenFHE [§]
and for our construction in Algorithm 2 with Param 1 and a general sparse binary key, and
compare the results in Table 5.

Runtime estimation for a single CPU core. As shown in Table 5, Algorithm 3 achieves
> 2x reduction in terms of multiplications, while having < 4x increase in additions. To
estimate the overall improvement, we rely on our micro-benchmarks using OpenFHE [8] for our
Algorithm 2, which indicates the operation count improvement is ~1.5x compared to TFHE [29,
8]. Compared to our Algorithm 2, the reduction in the number of operations is not as significant
(which matches our proof of concept implementation tests shown in Table 2).

Note that, however, for TFHE [29, 8] and Algorithm 2, the underlying integer operations
are only 32-bit. Thus, their per-integer operation is ~1.5x faster than Algorithm 3. Overall,
the single-core CPU runtime of Algorithm 3 is expected to be roughly the same as TFHE [29, 8]
and 4-5x slower than Algorithm 2.

Circuit depth and GPU-friendliness. The most essential advantage of Algorithm 3 is
its circuit depth. As shown in Table 5, its NTT/INTT depth is only 3, compared to 46 for

111

Note that this step would require a Q" satisfying Q' < Q
since it does not affect the runtime, we omit Q" for simplicity.

< @Q" as an intermediate modulus. However,
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Algorithm 2, and 503 for TFHE [8]. As discussed in Section 5.2, NTT/INTT is the performance
bottleneck for GPU: For parameters used in TFHE and our constructions, the GPU runtime
for a single NTT/INTT is essentially the same as a CPU runtime [106, 12]. Thus, due to our
high parallelizability, we estimate that using GPU, our speed-up can be close to two orders of
magnitude.
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A Additional Preliminary

A.1 Overview of Basic FHE Operations

We give a more detail overview on the homomorphic operations we recalled in Section 3.3.2.
Again, for all the operations below, unless otherwise stated, the secret key s and ciphertext
modulus ¢ remain unchanged.

Additions.
Interface: Enc(my) + Enc(ms) — Enc(my 4+ mo)

Input: Enc(my), Enc(msg) where Enc € {LWE, LWE,,¢p, RLWE, RLWE s, RLWEg,, RLWE', RLWE] .,
RGSW, RGSW e }

Output: Enc(my + mg) where Enc is the same scheme as the inputs

Algorithm: The algorithm is simply adding two ciphertexts coordinate-wise. The correctness
is easy to see and the error grows is also simply the two errors added.

Cost: A LWE ciphertext is a vector of length n + 1, so it takes n 41 Z, additions to add them
homomorphically. For the other schemes, assume the ring dimension used is N. Since all
the variants of RLWE ciphertexts have 2 ring elements, it takes 2N Z, additions to add
them homomorphically. RLWE' ciphertexts require 2N - dig Z, additions because they are
composed of dig RLWE ciphertexts we must add individually. Similarly, RGSW ciphertexts
require 4N - dig Z, additions.

Monomial multiplication.
Interface: X¢ x Enc(m) — Enc(m - X¢)
Input: ¢ € [N], Enc(m) where Enc € {RLWE, RLWE s, RLWEg,, RLWE', RGSW }

Output: Enc(m - X¢) where Enc is the same scheme as the inputs

52



Algorithm: For a RLWE ciphertext, we simply multiply both a and b by X¢. It is easy to
see that this results in a ciphertext for m - X¢ with error e - X¢. Since X"™ = —1 in our
ring, this multiplying by a monomial does not change the magnitude of the coefficients,
and hence the new error follows the same distribution as long as y is symmetric around
0. RLWE’ and RGSW ciphertexts are simply vectors of RLWE ciphertexts, and we can
perform monomial multiplication with them by just applying the above procedure to each
component.

Cost: We need to efficiently multiply ring elements by monomials for this procedure to be fast.
If we represent ring elements by coefficients vectors € Zév , we have to perform an array ro-
tation followed by changing the sign of ¢ elements, which takes O(N) time. However, by us-
ing a smarter representation (such as the 2N —1 sized vector [—any_2, —an—_3, ..., —a1, —ao,
anN-1,anN—-2...,a1,ap] and a start pointer) we can bring down this cost to O(1) machine
operations. RLWE’ and RGSW ciphertexts will both require O(dig) machine operations.

Plaintext multiplication.
Interface: ¢ ® RLWE'(m) — RLWE(c - m)

Input: ¢ € R, in the coefficient representation and RLWE'(m) in the NTT or coefficient repre-
sentation.

Output: RLWE(c - m) in the NTT or coefficient representation

Algorithm: We first decompose ¢ as (co, ..., cp_1) satisfying ¢ = Zie[k] ¢; - B'. All of the ¢;
have infinite norm bounded by B. We then apply the NTT transform to each ¢; (and the
input ciphertext if in coefficient form) and compute the following in NTT domain

RLWE(c-m) « Y _ ¢; - RLWE' (m)[i]
i€[k]

= ¢ - RLWE(B'm)
1€[k]

= Zci-(ai, ai-s—l—Bim—i—ei)

i€[k]
= Zaici, S - Zaici+m- ZciBi+ Zciei
1€[k] 1€[k] 1€[k] 1€[k]
= a,a-s+c~m+Zciei wherea:Zaici
i€[k] i€(k]

Afterwards, an INTT is necessary if the output needs to be in coefficient representation.
The resulting error has norm O(dig - B - |e| - v/N) where e is the input error. This allows
correct decryption for ¢-m with a more manageable error growth. Note that the analysis
looks very similar if we use RLWE,,¢, or RLWE, encodings instead.

Cost: If the input and output ciphertexts are in coefficient representation, the cost is essentially
3dig+2 NTT/INTTs (where dig of NTTs for ¢ and 2dig of NTTs for RLWE' and 2 INTTs
to transform the result back to its coefficient form). Otherwise, the cost is essentially dig
of NTT/INTTs. Both of these ignore the coordinate-wise multiplications, since it takes
little time compared to NTT/INTT.
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BV-like ciphertext multiplication. We can multiply ciphertexts by following the recipe
of [19]. This strategy requires an additional input called an evaluation key which is defined
as evk := RLWE'(s?) where s is the secret key. The evaluation key is always represented in
the NTT domain. Below, we present two variants of this protocol corresponding to the two
encodings presented.

Interface: RLWE|Sb(m1) X RLWE|Sb(m2) — RLWE|Sb(m1m2)

Input: RLIWEs,(m1) = (a1, b1), RLIWEs,(m2) = (ag, b2) and evk = RLWE'(s2) (which is implic-
itly taken in the interface), each of them using NTT representation

Output: RLWE s (mimg) in NTT representation
Algorithm: We first compute (x = ajag,y = a1bs + agby, z = b1by) € Rg. Observe that

xs® — Ys +z = aiass® — aibas — asbys + bibo
= (a1s — b1)(ags — b2)
= (m1 + e1t)(ma + eat)
=mima +t- (exma + eamy + ejeat)

= mimy + te/
where

€| = |erma + eamy + ereat|
< |lerma| + |eamq| +t - leres]
~ O(VN - |e1||mal) + O(VN - |ea||ma]) + - O(V'N - |eq||e])

Note that |m1|, |m2| are at most ¢ since they both belong in R,
= VN -t O(lex| + lea| + [ereal)

Here v/N is the ring expansion factor (see [57]).!> We now relinearize the ciphertext
as per [57]. Observe that (y,z) is a RLWE, ciphertext encrypting mimg — xs? (with
error ¢ - ¢'). We compute = ® evk to obtain RLWE(zs?). As observed before, additive
homomorphism of the underlying scheme implies that simply adding these two ciphertexts
will yield RLWEsp(mima) = (y,2) + = © evk.

Cost: The cost is dominated by dig + 1 of NTT/INTTs (transforming x back to its coefficient
representation, decompose it, and transform it into its NTT representation).

For RLWE s ciphertexts, it is slightly more complicated [16, 36]. Since it is less relevant to
our work, we omit the details.

GSW-like multiplication. The RGSW ciphertexts can be used for a different style of ci-
phertext multiplication [44]:

Interface: RLWEgh(m1) X RGSW(mg2) — RLWEygp(m1ma2)

Input: RLWE p(m1) = (a,b) in coefficient representation and RGSW(msy) = (RLWE'(—s-ms),
RLWE'(mz)) in NTT representation or coefficient representation. Here m; € R; but
mg € Ra (but lifted to R).

12Note that in the worst case, the expansion factor is N since N different elements are added up, but in
practice, it is v/ N as used by most works, so we use v N here as well for simplicity.
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Output: RLWEsp(m1ms) in coefficient representation.

Algorithm: We calculate

a ® RLWE' (=5 - mg) + b ® RLWE' (my)
=RLWE(—asmgz) + RLWE(bmy)
=RLWE((b — as) - ma)
=RLWE(A - mimz + eyms)
=(d', a's+ A-mimg + eyma +€')

Since |mg| < 1, the term eymg + €’ is small and the above expression is a valid RLWE g
ciphertext.

Cost: The total cost is dominated by the two ® operations for a total of 2dig NTT/INTTs if
the both the input RGSW ciphertext and output are in NTT form. Otherwise, the total
cost is 6dig +4 NTT/INTTs.

Key switching. We can change the secret key used for a ciphertext as described in [57, Appx
BJ. This requires an additional input called a key switching key which encrypts the old secret
key s; using the new secret key sy as follows: ksk := RLWE'(s1). The key switching key is
always represented in the NTT domain.

Interface: KeySW (ksk, Enc®(m)) — Enc®?(m)

Input: Enc®(m) = (a1,b1) and ksk = RLWE®2(s1), each of them using NTT representation.
Here Enc € {RLWE, RIWE mep, RLWE g}

Output: Encg,(m) in NTT representation.

Algorithm: We calculate —a; ® ksk = RLWE®?(—ays1) = (ag,b2). Assuming Enc = RLWE, we
have

b =a151+m+er
by = azsy —ays1 + ez
= bi+by=asss+m+e;+e
— (as, by + by) = RLWE,, (m)

The analysis for the two other encryption schemes are the same.

Cost: Similar to the BV-like multiplication above, the cost is dominated by dig+1 of NTT /INTTs.

Modulus switching.
Interface: ModSW(Enc?(m)) — Enc? (m)

Input: Enc(m) = (a,b) in coefficient form (where Enc € {RLWEs,, RLIWEp}) and a new
modulus ¢’ < g. Observe that m € Ry and (a,b) € R2

Output: Enc(m) = (a/,’) where (a/,V') € Rg,, where the output noise is O(q’e/q + ||s||2) for
input noise e and secret s.
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Algorithm: The new ciphertext is obtained as

/

(@, V) = %(a —tla/t]gyqsb—t[b/t]gy) mod ¢’

where |-,/ standards for computing the flooring and then mod ¢/¢" (and for simplicity,
assume ¢/q' being an integer for the RLWE, case) if Enc = RLWEg,, and see [18] for a

detailed correctness analysis.

The new ciphertext is obtained as

q/
(a/7 b/) - \‘7(@7 b)-‘
q
if Enc = RLWE s . See [18, 16] for a detailed correctness analysis.

Cost: The cost is dominated by 2N real number multiplications and rounding.

Extract. Sometimes we want to extract specific coefficients of a message m € R; encoded
using a ring-based scheme into LWE ciphertexts. This can be done really efficiently.

Interface: Extract(RLWES ., (m)) — LWES ., (m;)

Input: RLWE? ., (m) = (a, b) in coefficient representation, and an index i € [N].

msb

msb
of all the coeflicients of s.

Output: LWE? (m;) where m; is the coefficient of X* in the polynomial m, and § is the vector

Algorithm: We show the algorithm when ¢ = 0. It can be modified to work for arbitrary indices
fairly easily. We know that b = as + mA + e. We view each element as a polynomial and
focus on the constant coefficient. Clearly, by = (as)o + moA + eg. The constant term of
the product as is )

bo = (as)o + mpA + ey mod g

N-1
= apSop + Z (=sjan—j) + moA + ey mod g (since XV = —1)
j=1
We define the vectors §:= [sg, $1,...,sny-1] and @ := [ag, —an—_1, —aN—2, ..., —a1]

=(@,5)+A-mo+e mod g
— (6’,()0) = LWEmsb(mO)

This works for RLWE and RLWEg, ciphertexts the same way.

Cost: This operation simply requires copying the coefficients of a¢ and negating some of them.
This takes about N machine operations and is almost free compared to the rest of the

procedures described here.
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LWE Parameters RLWE Parameters

Parameters Functionality Security n q h N Q Q'
Param 1 Gate Boots STD._128 1024 512 38 1024 228 212
Param 2 Gate Boots MEDIUM 1024 512 27 1024 228 912
Param 3 Arb Func STD_ 128 2048 212 65 2048 254 235

Table 6: Parameters for general sparse ternary secret keys. Q' is an intermediate ciphertext
modulus used by OpenFHE. The rest of the parameters are the same as OpenFHE, so we omit
the repetition.

LWE Parameters RLWE Parameters

Parameters Functionality Security n q h N Q Q'
Param 1 Gate Boots STD_128 1008 512 56 1024 228 212
Param 2 Gate Boots MEDIUM 880 512 40 1024 228 212
Param 3 Arb Func STD_128 2046 22 93 2048 254 235

Table 7: Parameters for structured ternary secret keys.

B Additional Evaluation for Ternary Keys

For completeness, we also show the performance of our constructions with ternary keys.

Methodology and parameters. We follow the exact same methodology as Section 7.1 and
give the following parameter sets for general sparse ternary secrets (Table 6) and structured
sparse ternary secrets (Table 7).

Performance. As shown in Table 8, we similarly achieve ~4x to ~7x improvement over the
TFHE implementation in OpenFHE [8] when using sparse keys. The difference comes from the
fact that for ternary keys, the number of additions doubles, while the number of multiplications
is slightly smaller, according to [1].

Boolean Gates (ms) Arb. Func. (ms)
STD_128 MEDIUM STD_128
Implementation No Preproc. With Preproc. No Preproc. With Preproc. No Preproc.
TFHE (OpenFHE) [29, 8] 36.5 - 30.1 - 391.5
Ours (sparse ternary) 8.5 - 5.8 - 68.0%*
Ours (structured sparse) 8.5 7.1 6.3 5.3 58.8*

Table 8: Runtime comparison. Ours (sparse ternary) and (structured sparse) use Algorithm 2 with
general ternary secrets and structured ternary secrets, respectively (see Section 4.2). Preproc. refers to
the preprocessing technique in Section 4.3, which enhances runtime at the cost of larger bootstrapping
keys. Note that “-” means preprocessing does not improve the runtime with the current proof of
concept implementation. “*” stands for estimated runtime using microbenchmarks with our current
implementation. See Section 7.1 for details.
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