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Abstract. As the Hamming Quasi-Cyclic (HQC) cryptosystem was re-
cently selected by NIST for standardization, a thorough evaluation of
its implementation security is critical before its widespread deployment.
This paper presents single-trace side-channel attacks that recover the full
long-term secret key of HQC, experimentally evaluated on a protected
Cortex-M4 implementation. We introduce two distinct attacks that sig-
nificantly advance the state of the art: a passive attack that uniquely
models key recovery as a moderate-density parity-check (MDPC) de-
coding problem from a single valid ciphertext, and an active chosen-
ciphertext attack employing a new probing strategy on a linear combina-
tion of secret key components for significantly improved efficiency. Both
attacks are enabled by a new information set decoding (ISD) variant that
exploits soft side-channel information, a contribution of broader impor-
tance to code-based cryptography. Our experiments show that a single
trace suffices for full key recovery under realistic conditions, effectively
defeating countermeasures such as codeword masking for the first time.
We also show that several existing defenses are ineffective against the
new attacks.

Keywords: Post-Quantum Cryptography; Hamming Quasi-Cyclic (HQC);
Side-Channel Analysis; Single-Trace Key Recovery

1 Introduction

The impending arrival of large-scale quantum computers poses a significant
threat to our current public-key cryptographic infrastructure, which largely re-
lies on the presumed hardness of integer factorization and the discrete logarithm
problem. In response, the U.S. National Institute of Standards and Technology
(NIST) initiated a comprehensive process to solicit, evaluate, and standardize
quantum-resistant cryptographic algorithms. This multi-year effort has recently
culminated in the selection of several schemes, including the Hamming Quasi-
Cyclic (HQC) cryptosystem [I1], a code-based Key Encapsulation Mechanism
(KEM), which is designated for standardization.

As HQC transitions from a candidate to a global standard, the focus of the
cryptographic community intensifies on its practical security. Beyond its theo-
retical foundations, a scheme’s resilience in real-world deployments hinges on



its resistance to implementation attacks. Side-channel analysis, which exploits
physical leakages like power consumption or electromagnetic emissions, repre-
sents one of the most potent threats to cryptographic hardware and software.
Therefore, a thorough and continuous evaluation of HQC’s implementation se-
curity is not only critical for identifying potential vulnerabilities but also for
developing robust and effective countermeasures before its widespread adoption.

Motivation. The implementation security of HQC has become a vibrant and fast-
paced area of research with numerous side-channel and fault-injection attacks
published, for instance [46/3613|2214A8 40T 7452814244335 THATIAT3477629].
These attacks exploit a wide array of physical leakages—including timing, cache-
timing, power, and electromagnetic (EM) emissions—as well as complex mi-
croarchitectural behaviors. Methodologically, these attacks range from the direct
exploitation of physical leakages to the construction of powerful mathematical
oracles, such as plaintext-checking (PC) or decryption-failure (DF) oracles that
leverage the decapsulation behavior of the cryptosystem.

The study of HQC’s implementation security can be divided into two phases,
mirroring the evolution of the scheme itself. The initial versions [I] of HQC used
a concatenation of repetition and BCH codes. Following the demonstration of
a decryption failure attack [I8] in 2020, the proposal transitioned to a more
efficient concatenated coding scheme of Reed-Muller and Reed-Solomon codes.
For this newer version, the attack landscape has evolved rapidly; the number
of required decapsulation queries, or traces, has plummeted from hundreds of
thousands [I7] in 2022 to as few as two in recent attacks [35/6].

Among the spectrum of side-channel threats, single-trace attacks are par-
ticularly devastating. Their ability to succeed with a single observation makes
them an ideal tool for a practical adversary: they are exceptionally difficult to
detect and thwart, bypassing countermeasures based on failure monitoring or
rate limiting. However, the true impact of such an attack depends on its target.
While recent research has demonstrated the feasibility of single-trace attacks for
recovering the ephemeral shared key [I5], the recovery of the long-term secret key
represents a far more catastrophic failure. A compromised long-term key allows
an adversary to impersonate users, decrypt future communications, and poten-
tially decrypt all previously recorded traffic, leading to a total and retroactive
security collapse.

Despite the recognized severity of single-trace attacks, their application to
long-term key recovery in HQC remains an open problem. State-of-the-art prac-
tical attacks targeting the long-term secret key require a minimum of two side-
channel traces [35/6]. Other single-trace investigations have been limited to sim-
ulations without experimental validation [4] or required a relatively high number
of traces (83) on a real-world platform [29]. To close this critical gap, we pro-
pose two distinct single-trace attacks that achieve full secret key recovery on a
Cortex-M4 platform. The first is a stealthy passive attack using a single valid
ciphertext, while the second is an active chosen-ciphertext attack designed to
succeed with significantly less leaked information than previously required.



1.1 Contributions

We present the first single-trace side-channel attacks that can achieve full secret
key recovery on a protected implementation of the HQC KEM. Our attacks are
built on three technical contributions:

— We introduce a novel passive side-channel attack (VC-KRA-MDPC) that
models the key recovery process as a moderate-density parity-check (MDPC)
decoding problem. This reframing significantly improves the information-
theoretic efficiency of the attack, making it possible to recover the full secret
key from a single side-channel trace of a valid HQC decapsulation.

— We design a new chosen-ciphertext attack (OT-FDA-CK) that enhances the
capabilities of Full-Decryption (FD) attacks [6]. The attack employs a novel
probing strategy that extracts information about a linear combination of
secret key components. This method maximizes the information gained from
each oracle query, enabling a single-trace attack on hqc-1.

— We develop a new information set decoding (ISD) variant specifically tai-
lored to process soft information derived from side-channel leakages. This
algorithm serves as the efficient recovery backend for both of our attacks,
converting probabilistic data into the concrete secret key. The technique is
general and may hold independent interest for other applications in side-
channel analysis of code-based cryptosystems.

We demonstrate the practical viability of these contributions using power leak-
ages measured from an HQC implementation with codeword masking on a
Cortex-M4 microcontroller. Our experiments show that a single trace suffices
for full key recovery on this target. Both attacks are inherently immune to sim-
ple countermeasures such as failure-detection mechanisms or ciphertext sanity
checks, highlighting the limitations of current defenses.

1.2 New Techniques

Our single-trace attacks rely on three novel techniques that significantly improve
the efficiency and practicality of side-channel analysis against HQC.

Key recovery as MDPC decoding. For our passive attack (VC-KRA-MDPC), we
introduce a new conceptual framework that models the key recovery as a de-
coding problem for a MDPC code. We construct a parity check matrix from
the public HQC parameters and define a codeword that concatenates the secret
key components,  and y, with a corresponding syndrome vector. The noisy
side-channel leakage obtained from the expand_and_sum operation provides a
soft-information estimate of this syndrome [35]. We then apply an iterative be-
lief propagation (BP) decoder, a well-studied area for MDPC codes [331232],
initializing it with priors based on the known sparsity of the secret key and the
channel probabilities from the side-channel measurements. Crucially, the pres-
ence of many short cycles in the code’s Tanner graph means the BP decoder’s



soft outputs are not accurate posterior probabilities. While the ranking of bit re-
liabilities remains highly informative, this imperfection is a primary reason why
the attack requires a larger amount of initial side-channel information to suc-
ceed. This reframing is nonetheless substantially more information-theoretically
efficient than prior methods, reducing the required side-channel information to
a level where a single trace is sufficient for a full key recovery.

Combined probing for active attacks. For our active chosen-ciphertext attack
(OT-FDA-CK), we develop a more efficient probing strategy that improves upon
the state-of-the-art FD oracle attack [6]. Instead of probing the secret key com-
ponents x and y in separate queries, our method crafts a single invalid ciphertext
that manipulates the decapsulation process to depend on a linear combination
of both. By carefully selecting the vectors rq, r2, and e, we create a perturbation
of the form X'z + X*y (where by default, | = k = 0), allowing us to extract
information about both secret components simultaneously from the FD oracle’s
output. This combined probing approach extracts more information per query
than the previous method in [6], eliminating the need for a second trace.

ISD with soft information. The final step in both of our attacks relies on a new
ISD algorithm. It replaces random permutation with a targeted, probabilistic
approach, using reliability scores to guide information set selection and employ-
ing weighted sampling to prioritize bit positions most likely to be zero. This
specialized ISD is crucial for efficiently converting the noisy beliefs—whether
they are the approximate scores from BP or the more precise ones from the
FD oracle—into the final secret key. This method sees a more natural fit in
code-based cryptography; in contrast, exploiting such soft information in lattice-
based schemes, for instance by combining BP with lattice reduction as explored
in [25126], remains a more complex problem that warrants further investigation.

1.3 Comparison with Related Works

The field of implementation security for HQC has seen a rapid acceleration of
results, summarized in Table[I] Our work significantly advances this state-of-the-
art. In the domain of passive attacks using valid ciphertexts, previous works like
Maillet et al. [29] and Paiva et al. [35] also target the expand_and_sum leakage.
However, the algebraic approach of Maillet et al. requires the recovery of a full
intermediate vector v —w -y (over 17000 bits), leading to a practical requirement
of 83 traces on a Cortex-M4 platform. The method of Paiva et al. is more
efficient but still requires two traces. In contrast, our method using MDPC
decoding is information-theoretically superior, achieving a full key recovery from
a single trace with only about 1000 bits of information. This represents a more
than 25-fold gain in efficiency over prior work in some high-noise scenariosﬂ

3 In an earlier version of their paper [35] (https://eprint.iacr.org/archive/2023/
1626/1697742959 .pdf), Paiva et al. reported they needed about 25 traces on average
when the measured bit error rate was 0.35. Our method still succeeds with one trace.
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Table 1: Key-recovery side-channel attacks for hqc-1 (Cortex-M4 results).

Attack ‘Ciphertext Type Oracle Type Info (bits) Traces
Maillet et al., CRYPTO’25 [29] Valid v —u -y (expand_and_sum) ~ 17000 83
Paiva et al., PQCrypto’25 [35] Valid v —u -y (expand_and_sum) ~ 7000 per trace 2
VC-KRA-MDPC (Ours) Valid v —u -y (expand_and_sum) ~ 1000 1
Dong & Guo, CHES’25 [6] Invalid Full-Decryption (FD) ~ 128 per query 2
OT-FDA-CK (Ours) Invalid Full-Decryption (FD) ~ 191 1

For active attacks using invalid ciphertexts, we improve upon the two-trace
FD attack [6], where secret components are probed separately. Our novel com-
bined probing strategy targets a linear combination of both components, ex-
tracting more information per query and enabling a full key recovery with just a
single trace. Crucially, we are the first to demonstrate that these single-trace
key-recovery attacks are effective against implementations protected by code-
word masking. These contributions collectively establish our methods as the
most efficient and robust side-channel attacks against HQC to date.

1.4 Organization

The remainder of this paper is organized as follows. Section [2] provides back-
ground on the HQC KEM. We then present our two new attacks: VC-KRA-
MDPC, a passive method using valid ciphertexts (Section, and OT-FDA-CK, an
active chosen-ciphertext approach (Section . We describe the soft-information
ISD post-processing in Section [p]and validate our attacks experimentally in Sec-
tion [6] Finally, we discuss implications in Section [7] and conclude in Section [§

2 Preliminaries

Mathematical notations. Let n be a positive integer. We consider the polynomial
ring R = Fo[X]/(X™ — 1) defined over the binary field Fy, where addition and
subtraction are equivalent operations. An element h € R can be interchangeably
viewed as a polynomial or as its corresponding length-n binary vector, denoted h
over Fy. The number of non-zero coefficients in A is its Hamming weight (wy (h)).

The notation < S indicates a uniform random sampling from a given set
S. When sampling from the ring R with a fixed Hamming weight w, we denote
the operation as «+$ (R, w). For integers a < b, the set of integers from a to
b — 1 is represented by [a..b]. Finally, a binary random variable X following the
Bernoulli distribution with parameter p is denoted by X ~ Ber,. Such a variable
assumes the value 1 with probability p and 0 with probability 1 — p.

The Shannon entropy of a discrete random variable X with probability mass
function p(x) is H(X) = =) _ p(x)logy p(x). This simplifies to the binary en-
tropy function, Hy(p) = —plogs(p) — (1 —p) log, (1 —p), for a variable X ~ Ber,,.
The mutual information I(X;Y’) between two random variables X and Y mea-
sures their statistical dependence and is defined as I(X;Y) = H(X) — H(X|Y).



2.1 Hamming Quasi-Cyclic (HQC)

Hamming Quasi-Cyclic (HQC) [I1] is a code-based Key Encapsulation Mecha-
nism (KEM) undergoing standardization by NIST, with its security rooted in the
hardness of the quasi-cyclic syndrome decoding problem. The HQC construction
follows a conventional methodology, starting with an IND-CPA secure Public
Key Encryption (PKE) scheme, denoted HQC.CPAPKE, which is then elevated
to an IND-CCA secure KEM, HQC.CCAKEM. This transformation leverages a
modern instantiation of the Fujisaki-Okamoto (FO) transform [I0], specifically
the transform with implicit rejection as analyzed by Hotheinz, Hévelmanns, and
Kiltz [27]. This section first outlines the core PKE scheme before detailing its
extension to a CCA-secure KEM.

The core PKE scheme. The HQC.CPAPKE scheme comprises three funda-
mental algorithms: KeyGen, Enc, and Dec. All polynomial operations are per-
formed in the ring R = F2[X]/(X™ —1) for a prime n. Table 2 presents the three
HQC parameter sets, hgc-1, hqc-3, and hqc-5, defined in [I1].

KeyGen. The key generation algorithm samples a random polynomial h +$ R
and two sparse polynomials z,y <% (R,w), where wy () = wp (y) = w. The
secret key is the pair sk = (x,y), and the public key is pk = (h, s), where the
syndrome is computed as s = x + h - y.

Enc. To encrypt a message m, the algorithm first deterministically generates
three error vectors from a seed 0: r1,79 € R of weight w,, and e € R of weight
we. The message m is encoded into a codeword mG using a linear code C, which
is realized as a concatenation of a shortened Reed-Solomon code and a duplicated
Reed-Muller code. The ciphertext (u,v) is then computed as:

u=ry+h-ro and v=mG 4+ Truncate(s-rs + e,n1n2) (1)

where Truncate(-,n1ny) reduces the polynomial to the length of the codeword
space of C.

Dec. Upon receiving a ciphertext (u,v), decryption involves decoding the value
V = v — Truncate(u - y,n1ns). By substituting the expressions for u, v, and s,
we derive the input to the decoder:

V = mG + Truncate(s - 12 + € — u - ¥, n1n2)
=mG + Truncate((x + h-y) -ro+e— (ri1 + h-r2) - y,ning)

= mG + Truncate(x - ro — 71 -y + €,n1n2)

The result is the original codeword perturbed by an effective error vector
e/ = Truncate(z - ro — 71 - y + e,n1n2). If wy (¢’) is within the error-correction
capacity of C, the decoder recovers m successfully. Otherwise, a decryption failure
occurs. Hereafter, the Truncate(-, nijns) notation will be omitted for simplicity
where the context is unambiguous.



Table 2: HQC parameter sets. The inner code is a duplicated Reed-Muller code
derived from a base [128, 8, 64] Reed-Muller code. Specifically, 3 duplications yield
the [384, 8,192] code, while 5 duplications produce the [640, 8, 320] code.

RS-S  Duplicated RM

Instance ni1 k1 drs n2 drm n W Wr = We

hgc-1 46 16 31 384 192 17669 66 75
hgc-3 56 24 33 640 320 35851 100 114
hge-5 90 32 59 640 320 57637 131 149

decoderm(+)

expand_and_sum

RS
Vo > > decodegrs(+)
no bits find_peaks 8 bits
compute_syndromes
v Vi> > RS N\ RS > pute_sy ->m
ning 8n1 8k
bits bits bits
Vi 1> > 05154

Fig. 1: Decoding of the concatenated Reed-Muller and Reed-Solomon codes.

Concatenated coding scheme in HQC. The error-correcting code C used
in HQC is a two-layer concatenated code. The structure consists of an outer
Reed-Solomon code and an inner duplicated Reed-Muller code.

The message m € Fgé is first encoded by the outer code, which is a shortened
Reed-Solomon (RS) code with parameters [n1, k1, drs| over the field Fos. This
produces an intermediate codeword m; € Fji. Each of the n; bytes of this
codeword is then individually encoded by the inner code. The inner code is a
duplicated Reed-Muller (RM) code, derived from a base [128,8,64] RM code.
Depending on the parameter set, this base code is duplicated 3 or 5 times to
yield a [384,8,192] or [640, 8,320] code, respectively.

The final codeword mG is formed by concatenating the m; binary output
blocks from the inner encoder, resulting in a vector of length nins. The decoding
process, illustrated in Figure [1} reverses this procedure: the received vector is
split into nq blocks, each is decoded by the inner RM decoder to recover a byte,
and the resulting sequence of bytes is then decoded by the outer RS decoder to
recover the original message m.

HQC Key Encapsulation Mechanism (KEM). The construction of the
IND-CCA secure KEM, referred to as HQC.CCAKEM, is detailed in Figure
This enhanced KEM variant builds upon HQC’s public-key encryption (PKE)



Input: dkkgMm, ckeMm = (cPKE, salt)
Input: ekkem Output: K’

Output: K, ckgm = (cpkE, salt) 1: (ekx®wm, dkpkEr, o, ) + dkxem > Parse key

1: m «sFEm 2: m’ + HQC.CPAPKE Decrypt(dkpkE, cPKE)

2: salt s F328 3: (K',0") + G(H(ekkrm) || m’ || salt)
3: (K,0) + G(H(ekkrm) || m || salt) 4: chip «— HQC.CPAPKE.Encrypt(ekkem, m’, 0")
4: cpkr + HQC.CPAPKE.Encrypt(ekkrem,m,0) D! ckpm — (Chrm,salt)
5: ckem + (cpKE,salt) 6: if ckepm # cirpy or m’ =1 then
7 K' + J(H(ekkem) || o || ckEM)
(a) Encaps 8: end if

(b) Decaps

Fig. 2: HQC.CCAKEM.

core by integrating a suite of hash functions—%H, G, and J—to ensure security
against active attackers.

A key feature of this construction is the de-randomization of the encryption
process, which is achieved by using a seed 6. This seed is derived by applying
the hash function G to a combination of the hashed public key H(ekxrm), a
randomly generated message m, and a randomly chosen 128-bit salt. During
the decapsulation stage, a crucial re-encryption step is performed to verify the
integrity and authenticity of the received ciphertext. If this check fails, or if the
initial decryption is unsuccessful, a separate hash function J is used to generate
a pseudorandom key, preventing any information leakage to a potential attacker.

2.2 Codeword Masking Countermeasures

A prominent countermeasure against side-channel attacks on the decoding pro-
cess is codeword masking [32], a technique also recommended for protecting HQC
in [29]. The core principle is to mask the sensitive data processed by the decoder.
This is achieved by first generating a random message mask, m’, and encoding
it into a corresponding codeword mask, ¢’. The decoder then processes the sum
of the original ciphertext and this codeword mask. Due to the linearity of the
code, the output is the original message masked by m/, i.e., m +m’. The final
plaintext, m, is retrieved by simply subtracting the random mask m/'.

3 VC-KRA-MDPC: Single-Trace Key Recovery Attack with
Valid Ciphertexts via MDPC Decoding

We present VC-KRA-MDPC, a novel single-trace attack that improves the side-
channel attack of [35] on valid HQC ciphertexts targeting the expand_and_sum
leakage. The original attack requires more information than can be obtained
from a single trace. Our method overcomes this limitation by modeling the key-
recovery problem as a moderate-density parity-check (MDPC) decoding prob-
lem. This approach makes the key recovery significantly more efficient and fea-
sible with a single trace.



void expand_and_sum(rm_expanded_cdw *dest, rm_codeword_t srcl[]) {
// start with the first copy
for (int32_t part = 0; part < 4; part++) {
for (int32_t bit = 0; bit < 32; bit++) {
(*dest) [part * 32 + bit] = src[0].u32[part]l>>bit&1;}}
// sum the rest of the copies
for (int32_t copy = 1; copy < MULTIPLICITY; copy++) {
for (int32_t part = 0; part < 4; part++) {
for (int32_t bit = 0; bit < 32; bit++) {
(xdest) [part * 32 + bit] += srclcopyl.u32[part]l>>bit&1;}}}}

Listing 1: expand_and_sum

3.1 Threat Model

Our threat model considers a passive adversary aiming to recover the long-
term secret key (x, y) of an HQC implementation. The attack is designed to be
stealthy, requiring side-channel traces from a valid decapsulation.

The attacker operates under a standard gray-box, profiled model. This as-
sumes physical access for power or EM monitoring and an offline profiling phase
on a similar device to create leakage templates. The adversary has full knowledge
of the HQC algorithm, public key, implementation details, and the intermediate
random vectors 71, 72, and e. This is a practical assumption, as the adversary
generates the ciphertext themselves. For example, Alice could recover Bob’s key
by measuring a single power trace of his device’s decapsulation process.

3.2 Baseline Attack

Paiva et al. [35] exploit the leakage of the expand_and_sum operation during
the Reed-Muller decoding process, where codeword in each Reed-Muller block is
processed bit by bit. Let V; € F52 be the input vector to the i-th Reed-Muller
decoder block for each i in [0..n;] as shown in Figure [1} representing a possibly
corrupted codeword from the repeated Reed-Muller code used in HQC. Define
the multiplicity as M and the block length ny = 128M.

As noted by Paiva et al. [35], the expand_and_sum operation shown in List-
ing [1| processes the input vector V; (denoted as src[] in the listing) in two
distinct steps to produce the output integer vector a; € Z!?® (via the pointer
dest). In the initialization step, the algorithm processes only the first 128-bit
repetition within the input block V;. Each bit from this initial repetition is ex-
tracted and its integer value (0 or 1) is assigned as the initial value for the
corresponding element a;[j] in the output array. Following the initialization, the
accumulation step processes the remaining M — 1 repetitions within V;. For each
of these subsequent repetitions, the algorithm again extracts the bit at each po-
sition j. The integer value of this extracted bit (0 or 1) is then added to the
existing value stored in the corresponding element a;[j].

Paiva et al. [35] use profiled side-channel attacks focusing on the power and
EM leakages generated by these bit-wise manipulations. They are able to classify
the value of each bit being processed, leading to the recovery of a noisy version of



the intermediate codeword V;, denoted zy;, with a bit error rate p;. The channel
can be modeled as a binary symmetric channel (BSC) with crossover probability
p1, representing the bit error rate: P(zy,[j] # Vi[j]) = p1-

Their post-processing method requires aggregating information to construct
likelihood vectors, which are then used to heuristically guide an algebraic solver.
In their experiments, two traces are needed for full key recovery.

3.3 Key Recovery as an MDPC Decoding Problem with BP

Our core contribution is to model the HQC key recovery task as a decoding prob-
lem for a moderate-density parity-check (MDPC) code. This allows the applica-
tion of iterative belief propagation (BP) algorithms to output soft information
about the key bits from noisy side-channel observations.

MDPC codes [33] are a class of linear codes defined by a parity-check matrix
that is denser than that of traditional low-density parity-check (LDPC) codes.
While early proposals for MDPC-based cryptosystems often focused on low-
complexity, hard-decision decoding algorithms like Gallager’s bit-flipping [12],
their structure is also amenable to soft-decision BP decoders. Unlike sparse
LDPC matrices, the parity-check matrix of an MDPC code typically has row
and column weights proportional to the square root of the code length.

Parity check matrix and codeword definition. We first construct the
parity-check matrix H for our code. Given vec € F%, let cir(vec) denote the
circulant matrix induced by vec. For the valid-ciphertext attack, the matrix H
is formed by concatenating the circulant matrices derived from r; and ro, two
vectors known to the attacker. The final parity-check matrix P for our decoding
problem is defined by appending the n x n identity matrix I,, to H:

P = [H|L,] = [cir(rs)|cir(r1)|La]. 2)

Any codeword ¢ € F3" of this code must satisfy the parity-check equation Pé¢T =
07 (mod 2). We structure this codeword ¢ to contain the secret key components
and a corresponding syndrome vector, syn:

¢ = [zy|syn]. (3)

Substituting this structure into the parity-check equation directly yields the
definition of the syndrome vector: syn = [z|y]HT (mod 2).

This framework allows us to use a noisy observation of the syndrome, zgn, to
recover soft information about the secret key components x and y. We employ
the sum-product BP algorithm for this decoding task.

For hqc-1, the weights of 71 and ro (75 each) result in an MDPC code with a
row weight of 150 in its H matrix. Additionally, due to HQC’s truncation, only
the first niny rows of P, corresponding to the observed portion of the syndrome,
receive initial channel information during decoding. Henceforth, all remaining
analysis considers this truncated nine x 3n parity-check matrix.

10



LLR initialization. The BP algorithm operates on log-likelihood ratios (LLRs),
P(b=02)
POO=1])"
We initialize the LLR for each bit of the codeword é = [z|y|syn] as follows.

defined for a binary variable b given an observation z as L(b|z) = In

Prior LLR for secret bits. For the first 2n positions corresponding to the secret
key bits of [z|y], the prior probability of being 1 is py = % and being 0 is
po = 1 — p1. The prior LLR for each secret bit position is thus:

Losior(i) =22 = 1n (” - “’) . (4)

b1 w

Channel LLR for syndrome bits. For the last n bits corresponding to the syn-
drome, the initial LLR is determined by the noisy observations of each syndrome
bit, zgn, for i € [0..n], obtained from the side-channel oracle (modeled as a BSC
with bit error rate p;). The channel LLR for each syndrome bit is calculated as:

) P(zgyn, |syn; = 0) 1—p
Lc annel =1 i C = (—=1)%i | . 5
hannel (7) nP(Zsyni|Syni —y (-1) n (5)

These prior and channel LLRs are concatenated to form the initial LLR
vector Lini: € R3™.

Iterative BP and bits ranking. The sum-product BP algorithm is executed
on the Tanner graph representation [44] of the parity check matrix P. The algo-
rithm takes P and L;,; as input. It iteratively passes messages between variable
and check nodes for a fixed number of iterations, Iter. This process refines the
belief for each bit position in the codeword ¢, ultimately yielding a final nor-
malized posterior LLR vector, Lgna € R3" (details in Appendix. The first 2n
elements of Lgina, which contain the posterior beliefs for the secret key bits x
and y, serve as the soft-information input to our new ISD variant for the final
key recovery in Section

We rank the secret key bit indices i € [0..2n] based on their values in Ly
from large to small. Indices with the largest values are considered most likely
positions for zeros. We calculate the number of errors (i.e., actual ones) in the first
n positions of the reordered key vector. To understand the performance of the BP
algorithm, this statistic is calculated for various bit error rates p; and the number
of iterations Iter. Figure [3|presents the distribution of this statistic for three error
rate levels and Iter up to 5. The results reveal three key insights: first, even a
single iteration is remarkably effective. Second, while further iterations yield
improvements, the gains diminish rapidly, with performance largely stabilizing
after three iterations. Third, this improvement with increased iteration is more
pronounced for lower bit error rates. Consequently, we use the soft information
after four iterations for the ISD algorithm.

11
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Fig.3: Frequency plot of the number of errors in the first n positions of the
reordered vector for hqc-1. Each plot is generated with 10 000 random key pairs.

4 OT-FDA-CK: Chosen-Ciphertext Attack with Invalid
Ciphertexts Using Combined Key Components

We present OT-FDA-CK, a novel side-channel attack capable of recovering the
long-term secret key of HQC. With a Full-Decryption (FD) oracle, the attack
achieves full key recovery with a single chosen-ciphertext query, enabling a single-
trace attack on the Cortex-M4 platform. Our work introduces a more efficient
probing method targeting a combination of secret key components, advancing the
OT-PCA framework [7] and improving upon the two-call FD oracle attack [6].

4.1 Threat Model

The adversary’s objective is to recover the long-term secret key, (z,y), through
an active chosen-ciphertext attack. In this scenario, the adversary submits a
carefully crafted, invalid ciphertext to a device performing HQC decapsulation
and measures the resulting physical side-channel leakages, such as power con-
sumption or electromagnetic (EM) radiation.

The attack relies on the construction of a Full Decryption (FD) oracle, de-
noted Opp, from side-channel leakage. Unlike traditional binary PC and DF
oracles—versatile tools effective against many post-quantum schemes and in-
stantiated from diverse leakages such as timing, power, or cache behavior—the
FD oracle, firstly proposed for HQC in [6], goes further. By exploiting the HQC
decoder’s parallel architecture, it simultaneously reveals all nq, inner Reed-Muller
decoding outputs in a single query. To model its behavior in a noisy environment,
we define an inaccuracy parameter, po, as the probability that each Reed-Muller
decoding from the FD oracle yields an incorrect output. The power of the FD
oracle is the key element that allows the adversary to succeed with a single trace.
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To build the FD oracle, our attack assumes a standard profiled side-channel
model. For our experimental validation on the Cortex-M4, we presume the ad-
versary uses a similar, or even identical, “clone” device to build the required
leakage templates. We note, however, that this is a conservative assumption and
not a fundamental requirement. As demonstrated in attacks on lattice-based
cryptography [34124], the clone-device assumption can often be relaxed, with
attacks remaining potent in cross-device settings. Given that the side-channel
leakage for constructing an FD oracle for HQC [@] is significantly stronger than
for schemes like ML-KEM [24], the feasibility of such cross-device attacks is
further reinforced.

4.2 State of the Art: Probing Key Components Individually

The OT-PCA framework [7I6] uses the publicly available HQC decoder to con-
struct offline templates (OT) capable of extracting soft information about the
secret key components, x and y, separately. The central idea is that the secret
key acts as a sparse perturbation to a carefully chosen error vector e. The re-
sulting ciphertext, when processed by the decoder, produces different outputs
(e.g., “success” or “failure” in the PC oracle case [7]) that are correlated with the
secret key’s structure.

The framework comprises of an offline phase and an online attack phase.
During the offline phase, error patterns are optimized to maximize the informa-
tion gain from each decoder query via a genetic-style algorithm. Then, OTs are
built for each optimized pattern. The process involves generating a large num-
ber of low-weight vectors sampled according to the secret key’s distribution and
categorizing them based on their decoding outcomes. Within each category, the
empirical conditional probability of a secret bit position being one is estimated.
The templates essentially map each possible decoder output to the probability
of a secret bit being one at a given position [76].

During the actual attack, the adversary crafts ciphertexts by combining the
optimized error vector e and strategically selected polynomials for r; and 7
to probe the secret key parts x and y separately. After obtaining the decoder’s
output, the attacker consults the pre-computed OTs to gather information re-
garding key bit positions’ likelihood of being one, which facilitates the final
post-processing step.

Following the OT-PCA framework [7], we assume the adversary, during the
actual attack, has access to pre-computed OTs and optimized error vectors or
has constructed them beforehand. Generating these resources is a one-time low-
cost pre-computation that falls outside the scope of the actual attack phase, as
they relate to the HQC construction itself rather than a specific device or key.

4.3 New Attack Methodology: Probing Combined Key Components

We propose an enhanced OT-PCA variant that improves attack efficiency by
simultaneously targeting both secret key components, z and y, within a single
decoding query. This is achieved by choosing special forms of r; and 7o that
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result in a ciphertext with both x and y components. Specifically, the attacker
sets 1, = X¥ and rp = X!, with X* and X' polynomials with a Hamming weight
of one. According to Equation , component u becomes v = X* 4+ h- X!, and
v becomes v = mG + s - X! + e. The input to the decoder, v — u - y, is:

v—u-y=(mG+s-X' +e)— (X +h-Xy
=mG+e— X" y+ X!(s—h-y). (6)

As s =x+ h -y, the above can be written as:
v—u-y=mG+e—XF.y+ Xl g (7)

Equation @ shows the key innovation of our method: the ciphertext is in-
fluenced by both secret key parts, « and y. Specifically, = contributes through
the shift I (X' - z), while y contributes through the shift & (X* - ). In contrast,
previous approaches [4II706] set either 1 or 73 to 0 to include only one key
component in the ciphertext, forcing each component to be probed individually.

With an FD oracle defined in [6] that outputs n; RM decoding results simul-
taneously, our attack proceeds by setting the shift parameters k and [ to 0. The
ciphertext in Equation then simplifies to v — u -y = mG + e — y + z, where
the perturbation to e is the combined secret z + y. We configure e by placing
the same length-ns optimized error pattern e in each of the n; inner RM blocks.

Since the inner RM decoders act on disjoint length-ns blocks of the input,
their operations are independent; and the probability distribution for any block
of x 4y is statistically the same. Consequently, our entire offline analysis can be
simplified to focusing on a single, representative RM block.

Offline phase. The offline phase aims to identify optimal error patterns ¢ and
to construct an OT for each. Both require querying the RM decoder with input
€+ &, where the vector £ models a length-ny block of the combined secret x + y.
We generate { by summing two independent samples, &, and &, each drawn
according to the distribution of a secret key block.

To find an optimal €, we use a genetic algorithm with random starts simi-
lar to that in [6], with the goal of maximizing the output entropy of the RM
decoder. This iterative algorithm generates mutations of the current best pat-
tern by flipping one or two bits. Each mutation is evaluated by repeatedly
querying the decoder to compute the empirical entropy of its outputs, given
by H = =3 4cpo Pd10gs(pa), where py is the empirical probability of decoding
output d in the set of all obtained decoding outputs DO. The mutation yielding
the highest entropy is selected to seed the next generation.

The resulting best error pattern for hqc-1 achieves an entropy of 4.15 bits.
This increases the information extraction per FD oracle query to approximately
191 bits (46 x4.15), a significant improvement over the 128 bits from the previous
method in [6], which targets key components individually.

Following the OT-PCA framework [7], we then construct one template T .,
for each optimized error pattern e (m = 0 by default). To do this, we generate 100
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Algorithm 1 FD attack with combined key components (online phase)

Input: h, s, m (:=0), salt, scheme parameters (ni,nsz, G)
E={e,...,e&t}, Te,m foreach e € €
Output: Reliability score vector R
1: Rg+ 1.0 We [0..111712}
2: for each € € £ do
3: e+ (e,6...,¢€) > n1 blocks, each with length no
4: r1— X% ro e X% ue— X0+h-X°
5: c<—(u, mG +s-X°+e, salt)
6.
7
8

Query oracle: (0o, . ..,0n,-1) < O8%(c)
for k € [0..n1] do > for each of the n1 parallel outputs
: for j € [0..n2] do
9: P+ Pr(¢ =1 ox) from T m
10: b+ j+k-no > map position j in block k to global index ¢
11: Ry <+ Ry - P
12: end for
13: end for
14: end for
15: return R

million random & vectors, group them by their RM decoding outputs, and discard
any groups with fewer than 50 000 samples. We get 37 groups for the best error
pattern for hqc-1. For each group, we calculate the empirical probability of being
one for each position in the length-ns block. The 7¢ ,, maps each RM decoding
output to a vector of conditional probabilities, where each entry represents the
likelihood of a one at that bit position in one block of x + .

Online phase. The online phase, shown in Algorithm [I] builds upon the FD
attack in [6]. Our attack’s core innovation is its ciphertext construction: setting
specific values for r; and ry to probe the combination = + y in a single query.

For each selected error pattern €, a ciphertext is constructed and the FD
oracle is queried; with a perfect oracle, a single € (and thus a single query) suffices.
The algorithm then uses the oracle’s outputs to look up conditional probabilities
in the pre-computed OTs. These probabilities are cumulatively multiplied into a
reliability score vector, R, which contains the soft information on z+y. Crucially,
the reliability score for each bit position of the combined secret x + y is then
assigned to the corresponding bit positions in both x and y. The scores are used
to rank all secret key bit positions by their likelihood of being zero. This ranking
serves as the input for the post-processing step described in Section[5] Figure [4]
shows the distribution of the number of errors in the first n positions of the
reordered secret key vector given different levels of oracle error probability ps.
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Fig.4: Frequency plot of the number of errors in the first n positions of the
reordered vector for different levels of oracle error probability ps from hqc-1.
Each level is drawn with 100000 random key pairs.

5 Post-Processing with a New ISD Variant

We next describe a new post-processing method to recover the secret vector
with information set decoding (ISD). ISD algorithms are a fundamental tool for
solving the decoding problem for random linear codes, a problem central to code-
based cryptography. The foundational concept was introduced by Prange [3§],
with Stern’s subsequent work [42] establishing the highly influential collision-
based, meet-in-the-middle search strategy. This paradigm has been the basis for
numerous modern improvements [30J5I3T] and has recently been complemented
by distinct approaches such as sieving-based ISD [211].

Moving to the context of side-channel analysis, the integration of soft in-
formation into ISD is critical. While there have been attempts to incorporate
reliability information into Prange-style decoders, the substantially better per-
formance of Stern’s algorithm makes it the natural foundation for such work.
Pessl and Mangard [37] pioneered this by adapting Stern’s algorithm to use bit
reliability, employing a column-swapping strategy analyzed with Markov chains.
Building on this direction, we propose a new variant that also leverages soft
information but through a different mechanism: weighted sampling within a
constrained set of the most zero-like bit positions. We adopt this approach for
its analytical simplicity, as the independence between trials facilitates a straight-
forward performance model, which we validate through simulation.

More advanced soft-decision decoders, such as SoftStern [I9/20)], also exist.
These are one-pass algorithms that do not re-sample the information set; they al-
low for enumerating the most probable error patterns for the collision search and
offer flexibility in memory usage. Combining their list generation with our iter-
ative sampling is a promising direction for future work. Such a hybrid approach
would require a dedicated evaluation, particularly to analyze the performance
trade-offs under different memory constraints.

Problem formulation. The post-processing task is to solve for the low-weight
secret key (x,y) given the public key and the soft information obtained from
the previous phase. The core of this problem is the syndrome decoding equation
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derived from the public key, which can be expressed in matrix form as:

(L, cir(h)] m . (8)

where cir(h) is the circulant matrix generated from the public polynomial h.
To solve this system, we adapt the general ISD framework of Finiasz and
Sendrier [9]. This framework operates by selecting a subset of n + ¢ column
positions (the information set) and transforming the corresponding submatrix of
the full parity-check matrix into a quasi-standard form via Gaussian elimination:

H:= (8” InO—e) ’ )

where Q' is an £ x (n + £) matrix. The key input to our algorithm is a vector of
reliability scores for the secret key (, y), where each score indicates the likelihood
of the corresponding bit being onel*} Our primary contribution is to leverage
this soft information to guide the ISD process. Instead of randomly selecting an
information set, our method first identifies a small candidate pool containing only
the most reliable (likely zero) positions. The n + ¢ positions for the information
set are then chosen from this constrained pool using a weighted sampling scheme.

5.1 A Modified ISD with Soft Information

Our algorithm proceeds in multiple independent trials. In each trial, an infor-
mation set is first selected and processed to set up a collision search.

Information set selection. We begin by forming a candidate array of the
¢ - n secret bit positions most likely to be zero (1 < ¢ < 2), from which we will
select the n + ¢ positions for the information set. This array is partitioned into
two disjoint sets of equal size. To introduce randomness during partitioning, the
array is first segmented into contiguous, non-overlapping blocks of four elements
with each block containing an outer pair (bit indices 0 and 3) and an inner pair
(indices 1 and 2). Then, one pair is randomly assigned to a first set and the other
to a second set. This procedure is applied to all blocks, creating two disjoint sets
of size % that form a complete partition of the candidate array. For each key,
this partition is created only once and reused for all subsequent trials.

Each trial of the algorithm begins with a weighted sampling on the two sets,
drawing "TM bit positions from the first to form subset S;, and "TM positions from
the second to form subset Ss. Together, these n+¢ positions form the information
set. The weighted sampling is to make sure that bits more likely to be zero are
more prone to be selected. For OT-FDA-CK, we use the inverse of the conditional
probability of being one for each bit position as the weight, which is directly
obtained from the online attack phase. For VC-KRA-MDPC, we observe that the

4 If only soft information for the 2niny truncated entries is available, the remaining
positions are assigned the a priori probability w/n.

17



probabilities of being one, inferred from the final normalized posterior LLRs in
Ltinal, exhibit low variance, making direct use of these values akin to sampling
from a uniform distribution. To amplify the underlying reliability ranking and
make use of the good variation of Lgn,, we define the weight for bit position i
using the transformation (1.1 - max; (Lfinal (7)) — Lﬁna|(i))_1.

The corresponding submatrix of the full parity-check matrix is then trans-
formed via Gaussian elimination to yield a system with a partial syndrome of
length ¢. For an n x 2n parity-check matrix, the cost of this Gaussian elimination,
denoted as Cgauss, is O(n?). The concrete cost of a schoolbook implementation
can be estimated as 243, 246, and 2*® for hqc-1, hqc-3, and hqc-5 respectively.
The resulting partial syndrome becomes the target for the subsequent step.

Collision search. The search for a solution proceeds using a standard meet-
in-the-middle approach to find a combination of two low-weight error patterns,
one from each subset (S; or S), that solves the partial syndrome equation. Let
the target weight in each subset be a small integer wy.

First, a list Ly is constructed by enumerating all possible error patterns
of weight bounded to wy with support restricted to the positions in S;. For
each pattern, the corresponding ¢-bit partial syndrome is computed and stored,
typically in a hash table for efficient lookup. Subsequently, we enumerate all
error patterns of weight bounded to wg with support in Ss. For each of these
patterns, its partial syndrome sy is computed. We then check if the value sy — s2
exists in the hash table for L;, where sy, is the target partial syndrome from
the Gaussian elimination step.

A successful collision identifies a candidate solution with a total weight of
< 2wq within the information set. This candidate must then be verified against
the full syndrome decoding problem. For our chosen parameters (e.g., £ = 51
for hqc-1), the partial syndrome is sufficiently long to ensure that the cost of
handling random collisions and verifying them is negligible compared to the cost
of list generation and search, assuming an O(1) memory access cost.

Success condition and complexity. A trial succeeds if it finds a low-weight
key that passes all parity checks. Due to the design of HQC, this solution is
guaranteed to be the unique secret key. In our simulations, since we know the
true key, we can directly verify this success condition: a trial succeeds if the true
secret key’s partition across subsets S; and Sy has a weight of at most wg in
each. The overall algorithm succeeds if any of its T independent trials succeeds.

The complexity of a single trial is dominated by the Gaussian elimination,
list generation, and collision search. With a target error weight of wq in each
partition, the cost can be approximated as:

n+{
CYtrial ~ CGauss +2- < 2 ) + Wo L.
Wo

Here, Cgauss is the cost of the initial Gaussian elimination. The second term
represents the cost of the meet-in-the-middle search, where we generate two lists
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of size ((n;?/ 2) and the computation of each partial syndrome has a complexity
proportional to wpf.

The list size, (("Tﬂ?/ 2), determines the memory requirement. For hqc-1, where
n = 17669 and we set ¢ = 51, choosing wy = 3 leads to a list size of approx-
imately (*%°) ~ 2365, Storing one of these lists may require hundreds of gi-
gabytes of RAM, for an efficient implementation. The time complexity for this
trial is dominated by the list operations, estimated at 2 - 236% . gl ~ 2%° oper-
ations, which is slightly higher than the initial Cgauss =~ 243, For higher security
levels, a smaller wy (e.g., wy = 2) may be necessary, or algorithms such as
SoftStern [I9J20] that allow adjusting the list size in a fine-grained manner.

The total complexity of the attack is therefore T - Ciyin. The number of trials
an adversary can perform is ultimately limited by their computational budget.
For example, with a total post-processing budget of 26° operations, an adversary
could execute approximately T = 260 /C, a1 &~ 21 trials.

5.2 Simulation Results

Parameter choice and simulated success rate. The algorithm’s perfor-
mance depends on two key parameters: the candidate pool size factor, ¢, and
the number of trials, T'. The parameter ¢ governs a tradeoff between the number
of errors in the candidate array and the sampling flexibility.

A small ¢ yields a candidate array nearly the same size as the n+ ¢ positions
to be sampled. While this pool contains the fewest total errors, it offers little
sampling flexibility as the number of errors in the final subsets (S; and Ss)
is nearly determined by the number of errors present in this constrained pool.
Conversely, a larger ¢ introduces a vast number of additional zero positions into
the pool albeit at the cost of also including some lower-ranked errors. It provides
the crucial flexibility for the sampling process to “replace” an error from the top-
ranked portion with a zero from the extended section. Ultimately, this flexibility
can increase the probability of drawing two subsets with fewer errors, which is
especially important when oracle accuracy is lower.

Figure[5|plots the simulated success rates of OT-FDA-CK with a perfect oracle
and 10000 random keys for two choices of ¢, 1.1 versus 1.2, against the number
of trials T up to 2'°. A significant advantage for the smaller ¢ value is evident
when T is small. This performance gap narrows as the number of trials grows.
In all remaining simulations, we set ¢ = 1.2 by default.

Modeling the success rate. Our goal is to find the minimum 7' required
to achieve a desired success rate (e.g., 95%). For a given key, as each trial is
independent, the probability of success after T trials, Psycc, can be modeled by
the one-shot success probability, Pos, as Psyec = 1 — (1 — Pos)T.

We first validate this theoretical model. To obtain an empirical estimate of
Py for a given key, we perform 10 000 independent tests, each with 7" bounded by
215 The value for P is calculated as the proportion of tests that succeed on the

very first trial. Figure [] shows this validation for three distinct random keys. In
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all three cases, the simulation success rates align closely with their corresponding
curves from theoretical estimation, confirming the model’s accuracy.

Analysis of the one-shot success probability. While the model holds for a
single key, P,s varies across different keys. To predict the average success rate at
a given T, we analyze the distribution of P, using 1000 random keys. For each
key, P,s is calculated as the success rate over 100000 single-trial tests (7' = 1).

Figure shows the histogram of P.s for VC-KRA-MDPC with p; = 0.355.
The distribution is highly polarized. The BP decoder effectively solves “easy”
key instances, pushing their success probability to nearly one within one trial.
However, it has little impact on “harder” instances, which remain clustered at a
low success probability. This creates a large gap in the distribution, with very
few keys having a P,s between 0.6 and 1.0.

Figure shows the histogram of P,s for OT-FDA-CK with a perfect oracle.
In contrast, without the BP step, the data points are predominantly clustered at
low success probabilities, and the remaining values spread continuously across
the range. For both attacks, a guaranteed failure (Pos = 0) is very rare, account-
ing for only 0.4% and 0.7% of keys, respectively.

Estimating expected success rate. With the empirical distribution of P,
we can estimate the expected success rate Py, which is given by the expectation
of the success function: Py = E[f(Pos)], where f(p) =1— (1 —p)T.

We perform a bootstrap estimation to project the evolution of the expected
success rates and its 95% confidence interval for T up to 22°. Figure and
show the estimated curves for the two attacks respectively. The estimation pre-
dicts that about T' = 2! trials are required to achieve a 95% average success rate
for VC-KRA-MDPC with p; = 0.355 and OT-FDA-CK with a perfect oracle. As
shown in the figures, the estimation curves for these two specific configurations
align closely with the success rates in simulation, validating the model.

We can quantify our VC-KRA-MDPC attack from an information-theoretic
perspective. Modeling the power leakage for each bit from expand_and_sum as
a BSC channel with crossover probability p1, a single trace provides nins(1 —

20



300 1.0 S
H Exact Os 0.9 a,a“u':ax' B
g -
Hl Exact 1s ‘/u P e
In-between (0 < Pos < 1) } A /,”/ ,/'i’,’)l =0.355
051 A ,
- P Mo =036
1% p1 = 0.375
s a4 o Simulated
) 0.2 0.4 0.6 0.8 10 05 2 210 25 20
One-shot success rate (Pps) Number of trials (77)

(a) VC-KRA-MDPC: Histogram of one- (b) VC-KRA-MDPC: Estimated success
shot success rates (Pss) for 1000 random rates (Paucc) using Pos. z-axis in log scale.
keys with p1 = 0.355.

300 10 s
E Exact 0s 0.9 ’dfﬂ'n‘cr
EEl [Exact 1s D/d'ﬂ i
In-between (0 < Pos < 1) A g
0.5 A
A  a Wop=0
I W =005

. o Simulated
0= 5 . 0.055 55 510 515 220
0.0 0.2 0.4 0.6 0.8 1.0 2 A 2 210 2

One-shot success rate (Pos) Number of trials (T°)

(¢) OT-FDA-CK: Histogram of one-shot (d) OT-FDA-CK: Estimated success rates
success rates (Pos) for 1000 random keys (Psucc) using Pos. xz-axis in log scale.
with p2 = 0.

Fig. 7: Post-processing success rates for the two single-trace attacks on hqc-1.

Hy(p1)) bits of information. For hqc-1, our error rate of p; = 0.355 yields ap-
proximately 1090 bits. In contrast, the experiments in [35] report a lower error
rate of 0.14—yielding roughly 7300 bits per trace—yet their method requires
two traces. This demonstrates our MDPC model’s superior efficiency.

6 Validations

This section presents a practical, real-world validation of the single-trace attacks
proposed in this paper. We evaluate the effectiveness of our attacks on a recent
HQC implementation protected with codeword masking. Our evaluation follows
a standard profiled side-channel attack methodology: first, we characterize the
device’s leakages and build templates on a clone device; subsequently, we use
these templates in an attack phase to recover the secret key from a single power-
consumption trace captured from the target.

Our experiments are based on the ChipWhisperer Husky toolkit, including
the CW308 UFO board and the CW308T-STM32F405 target board with a 32-
bit ARM Cortex-M4 CPU, operating at a frequency of 25 MHz. Power traces are
sampled at 200 MHz. The Husky’s hardware limits trace acquisition to approxi-
mately 131000 samples per capture. To analyze longer functions, we performed
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multiple captures with identical inputs, adjusting the measurement offset for
each. This sequence of captures is treated as a single trace, as no new informa-
tion is learned beyond the extended observation window.

We target the most recent reference implementation of HQC [1I] (commit
from 26 Aug, 2025) for the hqc-1 parameter set. The source code was compiled
using the arm-none-eabi-gcc compiler with the -03 optimization level.

6.1 Targeting Codeword Masking with Valid Ciphertexts

Bypassing codeword masking. The codeword masking relies on the linearity
of the underlying codes. A random message mask m’ is generated, encoded into
a codeword mask ¢, and added to the decoder input. If an attacker can recover
m/, the countermeasure is trivially defeated.

We recover m’ by targeting the Reed-Solomon encoder, as shown in its sim-
plified form in Listing [2] The authors of [I5] demonstrated that the Galois field
multiplication, gf_mul, leaks significant information about its first operand. In
the reference HQC implementation, this first operand (gate) is directly derived
from the secret message mask m’, while the second operand is a known constant.

Following a standard profiling procedure, we collected 10000 traces of the
Reed-Solomon encoder for random messages. Each trace is split into k; segments
according to the outer loop; each segment contains dgg multiplications that share
the same first operand. We use Fisher’s linear discriminant analysis (LDA) to
train a classifier that predicts the byte value of this first operand.

As input to the classifier, we use a reduced trace obtained via a standard
t-test: for each bit b; of the gate variable, we compute a list of points of interest
(Pol) Ist;. We then form the union [J, Ist; of these bit-wise Pol lists and select
the leftmost and rightmost points a and b from that union; the reduced trace
is built from Pol equal to [a..(b + 1)]. This procedure yields a single, compact
window that covers all bit-specific informative samples while remaining suitable
as an input to LDA. We train k; separate models in total, one per segment.
For hqc-1 this produces 310000 traces per model, which we split 90%/10% into
training and validation sets. The classifiers achieve an average accuracy of 0.9997
across all models for a single multiplication. Since each input is processed by
drs independent multiplications, aggregating the per-multiplication predictions
reduces the overall error probability to a negligible value. Finally, the mask m/’
can be recovered from the gate values using Gaussian elimination.

These results indicate that codeword masking does not provide meaning-
ful protection. Even for a relatively modest single-multiplication success rate
0.765, the probability to fully recover m’ with simple majority voting reaches
0.99. Therefore, the single-multiplication accuracy 0.9389 reported in [I5] (the
discrepancy with our result is attributable to differences in platform and mea-
surement setup) is already sufficient to remove the mask with overwhelming
probability.

Obtaining the leakage for VC-KRA-MDPC. With the mask m' recovered,
we can compute the corresponding codeword mask ¢’ = m’G and subtract it,
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I void reed_solomon_encode(uint8_t *cdw, const uint8_t *msg) {

2 memset (cdw, O, PARAM_N1);

3 for (i = 0; i < PARAM_K; ++i) {

4 gate = msg[PARAM_K - 1 - i] -~ cwd[PARAM_N1 - PARAM_K - 1];
5 for (j = 0; j < PARAM_G; ++j) {

6 tmp[j]l = gf_mul(gate, PARAM_RS_POLY[jl);

7 F.o.o0r0 0}

Listing 2: reed_solomon_encode (simplified)

Table 3: Average accuracy of recovering bits from expand_and_sum for hqc-1.
Bit Range 0-127 128-255 256-383
Accuracy 0.9698 0.8144 0.7159
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Fig.8: The t-test value for output bit 0 of expand_and_sum. The latter part of
the function is truncated as the ¢-test value is within red lines until the end of
the function.

thereby exposing the original value ¢ = mG + x - ro + y - r1 + e. The goal of
VC-KRA-MDPC is to obtain a noisy observation of this value, ¢ &~ ¢ + ¢, from
which we can approximate the syndrome syn = x - ro + 1y - 1.

This leakage is sourced from the expand_and_sum function (shown in Listing
within the Reed-Muller decoder. The function’s structure reveals that each
output bit in the dest array depends on M distinct bits from the input src
array, spaced 128 bits apart. This dependency is visualized in the t-test results
shown in Figure [8] where the leakage related to the processing of bits 0, 128,
and 256 for the first output bit is clearly visible.

Inspired by this structure, we built templates to recover the M-bit tuples
that contribute to each output bit simultaneously, rather than recovering the
codeword bit-by-bit. For each of 128 tuples, we trained an LDA model on 10 000
traces of the first call to expand_and_sum during decapsulation. The resulting
bit-wise recovery accuracies are detailed in Table [3] As expected, the accuracy
slowly decreases for later bits as there are fewer points in the trace leaking
information about them.

Attack results. To evaluate the success rate of the full single-trace attack, we
performed 100 independent trials. In each trial, a new key pair and a valid ci-
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I void compute_syndromes (uintl6_t *syndromes, uint8_t *cdw) {

2 for (size_t i = 0; i < 2 * PARAM_DELTA; ++i) {

; for (size_t j = 1; j < PARAM_N1; ++j) {

4 syndromes [i] ~= gf_mul(cdw[jl, alpha_ij_pow[il[j - 11);}
5 syndromes [i] ~= cdw[0];}}

Listing 3: compute_syndromes

phertext were generated. From a single power trace of the decapsulation, we first
executed our attack on the Reed-Solomon encoder to recover the mask m/, which
was successful in all 100 trials. We then used our models to recover the masked
noisy codeword ¢ from n; expand_and_sum functions. From this, we computed
the Log-Likelihood Ratios (LLRs) for the syndrome vector, incorporating the
bit-wise probabilities from our models.

This soft information was fed into the Belief Propagation (BP) decoder. For
all 100 keys, after a single iteration of BP, there were zero errors remaining in
the first n positions of the reordered key vector. A final Gaussian elimination
step was sufficient to recover the full secret key, achieving a 100% success rate.
This result confirms the practical viability of the VC-KRA-MDPC attack, even
against a codeword-masked implementation.

6.2 Invalid Ciphertext Case

We validated the OT-FDA-CK attack against the HQC implementation protected
by codeword masking. The countermeasure was bypassed by first recovering the
random mask message m’, as detailed in Section and then constructing a
FD oracle for the masked Reed-Muller outputs. The linearity of the Reed-Muller
code allows us to subtract the known mask from the oracle’s output to obtain
the true decoded values.

The oracle targets the gf_mul operation within the compute_syndromes
function (Listing|3]). The first operand to gf _mul corresponds to the output of an
inner Reed-Muller decoder. This byte leaks significantly, enabling near-perfect re-
covery. For hqc-1, each Reed-Muller output is used in 30 separate multiplications,
providing ample leakage to create an oracle with no observed errors.

Our experiments on the Cortex-M4 platform confirm that we can perfectly
recover the last 45 Reed-Muller decoding outputs, thus constructing a perfect
partial FD oracle. This strong leakage source was previously identified in [6]. To
assess its impact, we simulated the attack for hqc-1 over 10000 random keys.
With a 45-output oracle, we achieved a 90% key recovery rate after 2'° ISD trials
and 98% after 2'° trials. This is only marginally less effective than an attack using
a full 46-output oracle, with the performance gap diminishing as the number of
trials increases (see Figure in the appendix for a direct comparison).

24



7 Discussion

7.1 On Attack Methods

Information-theoretical analysis. From an information-theoretic perspective, our
proposed attacks demonstrate a significant leap in efficiency compared to previ-
ous works, requiring substantially fewer bits of information from the side chan-
nels to achieve full key recovery. This reduction is a key enabler for the success
of our single-trace attacks.

For attacks using walid ciphertexts, the contrast is stark. The method by
Maillet et al. [29] is the most demanding, requiring the recovery of u - y, on the
order of n bits, which is ~ 17000 bits for hqc-1. This high threshold explains
the practical need for 83 traces in their experiment on the Cortex M4 platform.
The attack by Paiva et al. [35] is more efficient but still requires approximately
7000 bits per trace, totaling ~ 14 000 bits for their two-trace attack. Our passive
attack, VC-KRA-MDPC, radically lowers this requirement. By modeling the prob-
lem as MDPC decoding, we need only about 1000 bits of information, making
a single-trace recovery feasible.

In the realm of CCA, our active attack (OT-FDA-CK) is also superior. The
original FD-oracle attack [6] required two oracle calls for hqc-1, with each re-
vealing around 128 bits, meaning the side channel had to leak a minimum of 256
bits. In contrast, our improved OT-FDA-CK attack creates an FD oracle with an
output entropy of approximately 191 bits. This indicates that our OT-FDA-CK
method is likely the most efficient for scenarios involving protected implementa-
tions or high-noise environments where physical side-channel leakage is limited.

Combining leakage sources. The invalid ciphertext setting grants an attacker
significantly more freedom, enabling a single-trace attack that is more powerful
than either of our standalone attacks (VC-KRA-MDPC and OT-FDA-CK). While
both attacks model the key recovery as a decoding problem on the vector e’ =
e+ 711 -y+ry-x where e, r1, and 7o are known, the CCA adversary setting
provides a critical advantage: the attacker can choose r; and 75 to be extremely
sparse (e.g., weight 1, 2, or 3).

This choice allows for a combination of leakages. Specifically, combining the
noisy information from the expand_and_sum function provides a better esti-
mation of ¢ than what the FD oracle provides alone, which in turn frames a
fundamentally easier decoding problem. Also, the ability to select sparse r; and
ro allows us to construct a significantly sparser LDPC code for post-processing.
This is a marked improvement over the MDPC code derived from the denser,
randomly generated vectors in the valid ciphertext attack. The transition to a
sparser code improves the performance of BP algorithms, making the attack us-
ing combined leakage more robust to noise. Consequently, the attack is ideal for
analyzing well-protected implementations or high-noise environments.

Alternative methods. In developing our OT-FDA-CK attack, we explored alterna-
tive probing strategies, such as increasing the Hamming weight of the intermedi-
ate polynomials 7; and r5. The hypothesis was that a larger, denser perturbation
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in the decoder’s input vector (v —u-y=mG+e+3_; Xliz -3, X" y) would
increase the chance of decoding to a faraway codeword. This, in turn, would
increase the entropy of the Reed-Muller decoding output, thus yielding more
information from the FD oracle.

However, our experiments showed that this method did not improve upon
the version presented and, in fact, performed worse. A possible explanation is
that an LDPC decoding problem with a denser parity-check matrix demands
substantially more information to be effectively resolved.

Interestingly, we did observe that this method could be used to construct
a more powerful Multi-Value Plaintext-Checking (MV-PC) oracle-based attack
than the one presented in [6]. A detailed analysis of this improved MV-PC attack
is beyond the scope of this paper and we leave its exploration for future research.

7.2 Countermeasures

The powerful single-trace attacks presented in this paper render many existing
countermeasure strategies ineffective, highlighting an urgent need for more ro-
bust defenses. We analyze the shortcomings of two primary approaches: low-cost
detection schemes and masking.

Low-cost, detection-based countermeasures. Low-cost countermeasures typically
rely on detecting anomalous behavior, such as failing a sanity check on the ci-
phertext’s structure (e.g., checking if it is too sparse or skewed) or observing
an excessive number of decapsulation failures for a given key-pair. Upon de-
tection, the device might refresh its secret key or shut down. However, these
methods have known drawbacks. Besides being bypassable, as shown in the con-
text of Kyber [39], they can introduce new vulnerabilities. Forcing a fallback
to key generation, for instance, shifts the operational focus to a process that is
inherently more vulnerable and costly to secure than decapsulation itself. Fur-
thermore, an adversary could deliberately trigger repeated failures to mount a
Denial-of-Service (DoS) attack, creating an additional attack surface.

Our single-trace attacks render such strategies largely ineffective. The passive
attack using a valid ciphertext (VC-KRA-MDPC) is particularly stealthy, as it
does not trigger decapsulation failures, making it invisible to these detection
mechanisms. While the active, oracle-based attack (OT-FDA-CK) does induce
errors, the detection-based approach fails to protect past communications. For
instance, if a static key is used over an extended period (e.g., 30 days), an
adversary can archive the encrypted traffic and mount the attack on the final day.
A successful key recovery would retroactively compromise all data exchanged
during that period. Our current chosen ciphertext selection in OT-FDA-CK also
adds the public key h to u (s and e to v)—all of which are dense vectors in our
setting—making simple sanity checks on ciphertext sparsity ineffective.

Masking countermeasures. Codeword masking has been suggested as a defense
for the expand_and_sum operation in HQC [29]. However, our experimental re-
sults on the Cortex-M4—a crucial benchmark for embedded security—demonstrate
that this countermeasure is insufficient to prevent our single-trace key recovery.
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True protection against these attacks will likely require more granular, gate-
level masking schemes that introduce more fresh randomness into sensitive com-
putation. The high performance overhead of such schemes, however, remains a
significant barrier. The development of efficient yet secure masking is therefore
a critical direction for future research. This is especially pertinent given that
even well-regarded first-order masking schemes for lattice-based cryptography
have been broken with a small number of traces, even in a cross-device set-
ting [24]. Since the side-channel leakage from HQC appears stronger than that
from Kyber, the effectiveness of any proposed masking implementation must be
rigorously evaluated against FD-based attacks like ours.

While recent work on masked HQC implementations [16] is a commendable
step, public and open-source libraries are essential. The community requires
rigorously-vetted implementations to properly evaluate the practical security of
HQC before its widespread deployment as a standard.

8 Concluding Remarks

In this work, we have presented significant side-channel threats to HQC, a new
NIST PQC KEM standard, driven by three methodological contributions and
a validation using power consumption measurements taken with a ChipWhis-
perer device. Our methodological advances include: 1) a novel passive attack
that uniquely reframes key recovery as a MDPC decoding problem; 2) a new
active attack employing an efficient chosen-ciphertext strategy to probe a linear
combination of secret key components; and 3) a new ISD variant that exploits
reliability information, crucial for both attacks. We have validated these meth-
ods with a Cortex-M4 platform, demonstrating for the first time that even a
codeword-masked implementation can be broken with a single trace. Critically,
low-cost detection-based countermeasures are ineffective to both attacks.

This work opens several avenues for future research. First, given that our at-
tacks defeat codeword masking, a critical area for future work is the development
of more efficient and secure masking schemes. A second direction is the explo-
ration of new leakage sources on various hardware platforms, such as FPGAs, to
construct powerful oracles. Since the Full Decryption (FD) oracle for HQC is a
recent development, understanding its practical feasibility and variations across
different implementations is a critical next step. Finally, we highlight the need
for a more rigorous, quantitative analysis of combined leakage attacks, especially
when targeting state-of-the-art defenses such as the new masked implementation
proposed in [16].
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Auxiliary Supporting Material

A Additional Figures

Figure [A71l Figure [A1] shows the estimated success rates obtained from simu-
lated P, values for VC-KRA-MDPC. The results align with the expectation that
¢ = 1.1 yields a higher success rate for a small number of trials (7). As T in-
creases, however, the performance with ¢ = 1.2 becomes comparable and can
eventually be superior, especially when the bit error probability (p;) becomes
higher.
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Fig. A.1: Estimated success rates (Pyycc) using Pos via bootstrapping. x-axis in
log scale.

Figure [A72 Figure [A22] presents a comparison of simulated success rates for
the OT-FDA-CK attack, assuming a perfect Full-Decryption (FD) oracle. The
simulation, conducted over 10000 random keys, contrasts the scenario where
the oracle provides all 46 Reed-Muller decoding outputs with a scenario where
it provides only 45 outputs. The latter case corresponds to the experimental
validation detailed in Section [6.2] where we demonstrate that a perfect oracle
for the last 45 Reed-Muller outputs can be constructed by exploiting leakage from
the compute_syndrome function in the Reed-Solomon decoder. The results show
that the missing first Reed-Muller decoding output has only a minor impact on
the attack’s success rate. This effect is most pronounced for a small number
of trials (T), while the performance gap between the two scenarios becomes
negligible as T' increases.

B Sum-Product BP Algorithm

This section provides a detailed description of the sum-product belief propaga-
tion (BP) algorithm used for decoding in our VC-KRA-MDPC attack, as intro-
duced in Section [3:3] We use a normalized version to stabilize convergence. The
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Fig. A.2: Impact of a partial oracle on OT-FDA-CK attack success rate. The plot
compares simulated success rates using a perfect FD oracle with 46 RM outputs
versus one with 45 RM outputs, averaged over 10000 keys. z-axis in log scale.

algorithm operates on the Tanner graph representation [44] of the parity-check
matrix P = [H|L,], where H = [cir(r2)|cir(r1)]. The goal is to compute the
posterior log-likelihood ratios (LLRs) for the bits of the codeword ¢ = [x|y|syn]
given the initial LLR vector, Linit.

Let v; denote the i-th variable node (corresponding to the i-th bit of ¢) and ¢;
denote the j-th check node (corresponding to the j-th row of P). The algorithm
iteratively passes messages between these nodes.

Let Ly, ., denote the message from variable node v; to check node c;. This
message represents the LLR of the variable node v; based on information from
all connected check nodes except c;. Let Lej—o, denote the message from check
node c¢; to variable node v;. This message represents the extrinsic information
about v; provided by the parity-check equation at c;, based on information from
all other connected variable nodes. The algorithm proceeds as follows:

1. Initialization. For each variable node v; and each adjacent check node c;, the
initial message is set to the LLR of the corresponding bit from Lj,;;.

LY, = Linie(d),

Vi—Cj

where Linit(4) is defined by Equations and in the main text. The messages
from check nodes to variable nodes are initialized to zero, i.e., Lg?)_wi =0.

2. lterative updates. For a fixed number of iterations, t = 1,2,...,lter, the
following messages are computed.

Check node to variable node update. The message from a check node c; to a
variable node v; is calculated based on the incoming messages from all other
variable nodes v;; connected to ¢; (where i’ # 7). The update rule is:

Ly e,
Lg)ﬁvi = 2 -atanh H tanh # ,
i €N (e;)\{i}
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where N (c;) is the set of indices of variable nodes connected to check node ¢;.
This operation effectively computes the LLR for bit ¢ assuming the parity-check
equation at c; is satisfied.

Variable node to check node update. The message from a variable node v; to a
check node c; is the sum of its initial LLR and the incoming messages from all
other check nodes ¢ connected to v; (where j' # j).

Lg,ti)_,cj - Linit(i) + Z Lg)/ —v;)
JEN(wi)\{5}

where A (v;) is the set of indices of check nodes connected to variable node v;.

8. Normalized belief updates. In each iteration ¢, after receiving messages from

all connected check nodes, the posterior LLR for each variable node is updated

and normalized. This normalized belief, Lé?st(i), is calculated as:

Linit(i) + ZjGN(vi) Lgi)—wl

L(t) A
post(z) |N(’U7)| + 1
The final output of the algorithm, L, is the vector of posterior LLRs from
the last iteration, i.e., Lfina(i) = Lé'ct,:tr)(z) This vector is then used as the soft-

information input for the ISD-based post-processing step described in Section [5]

C Broad Applicability of the VC-KRA-MDPC Attack

Our new VC-KRA-MDPC attack has broad applicability. This attack exploits
the same expand_and_sum leakage source identified by Maillet et al. in [29]. The
authors of [29] claim their attack “targets standard Instruction Set Architec-
tures (ARM T32, RISC-V, x86-64) and compiler optimization level” and works
on both optimized (Non-SIMD) and reference implementations. Since our VC-
KRA-MDPC attack targets the identical leakage source but employs a far more
efficient key recovery approach, it inherits this wide-ranging applicability and
significance.

As shown in Figure [C] the VC-KRA-MDPC attack remains highly effec-
tive against hqc-3 and hqc-5, achieving high success probabilities even with a
significant bit error rate of p; = 0.35.
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Fig. C.1: Simulated success rates for VC-KRA-MDPC on hqc-3 and hqc-5 with bit
error rate p; = 0.35. Each series uses 10000 keys and the number of trials T is
bounded by 2'°. wy = 3. z-axis in log scale.
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