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Abstract

Secure multiparty computation (MPC) enables mutually distrustful parties to jointly compute
functions over private data without revealing their inputs. A central paradigm in MPC is the secret-
sharing-based model, where secret sharing underpins the efficient realization of arithmetic, compar-
ison, numerical, and Boolean operations on shares of private inputs. In this paper, we systematize
protocols for these operations, with particular attention to two foundational contributions [6, 21]
that devised secure multiplication and comparison. Our survey provides a unified, self-contained
exposition that highlights the composability, performance trade-offs, and implementation choices of
these protocols. We further demonstrate how they support practical privacy-preserving systems,
including recommender systems, distributed optimization platforms, and e-voting infrastructures.
By clarifying the protocol landscape and connecting it to deployed and emerging applications, we
identify concrete avenues for improving efficiency, scalability, and integration into real-world MPC
frameworks. Our goal is to bridge theory and practice, equipping both researchers and practitioners
with a deeper understanding of secret-sharing-based MPC as a foundation for privacy technologies.

Keywords: secure multiparty computation; secret sharing; privacy-preserving computation; secure
numerical protocols; threshold cryptography; secure comparison; protocol efficiency

1 Introduction

Secure multiparty computation (MPC) enables a set of mutually distrusting parties to compute joint
functions over private inputs while ensuring both correctness and privacy. A particularly elegant and
practical approach to MPC is based on secret sharing, where each private value is split into shares
distributed among the parties. Computation then proceeds directly on these shares, without revealing
or reconstructing the underlying data at intermediate stages.

This SoK focuses on secure computation over secret-shared values, a setting that combines information-
theoretic security in the honest-majority model with high efficiency. We give a detailed, self-contained
treatment of two core building blocks—secure polynomial evaluation via multiplication and secure com-
parison, based on protocols devised by [6] and [21]. Along the way, we introduce concrete optimiza-
tions (e.g., reduced online complexity or more efficient alternative constructions) and demonstrate how
these primitives enable other secure computations, such as equality testing, conditional branching, field
inversion, integer division, computation of square roots, bit extraction, Boolean evaluation, and set-
membership testing.

Secret-sharing-based MPC now underpins a wide range of privacy-preserving applications. In machine
learning, it enables secure training and inference [18, 30]; in secure voting, it protects ballot privacy while
supporting verifiability without reliance on a central authority [8, 29]; and in federated analytics, it allows
the computation of aggregate statistics (e.g., means, medians, regression coefficients) without disclosing
individual records [4, 20]. Further applications include genomic data analysis [19, 25|, collaborative
filtering [28, 16], distributed constraint optimization [27, 15], and privacy-preserving finance [1, 2]. We
conclude this SoK with a detailed account of recent systems that implement MPC over secret shares in
three domains: recommender systems, distributed optimization platforms, and e-voting infrastructures.

Our aim is to consolidate and systematize the foundations and applications of secret-sharing-based
MPC, highlighting both common principles and domain-specific adaptations. By unifying these devel-
opments into a coherent framework, we not only clarify the state of the art but also chart directions for
future research, providing a reference point for advancing the theory and practice of secure computation.



2 Preliminaries

We begin with a crash course on secret sharing (Section 2.1), followed by an overview of MPC based on
secret shares (Section 2.2).

2.1 Secret Sharing

Secret sharing schemes [23] are protocols that enable distributing a secret scalar S among a set of parties,
Py,...,P,. Each party, P;, i € [n]," gets a random value [[S]];, called a share, so that some subsets
of those shares enable the reconstruction of S, while each of the other subsets of shares reveals no
information on S. In its most basic form, called Threshold Secret Sharing, there is a threshold value
t < n, and then a subset of shares enables the reconstruction of S iff its size is at least .

Shamir’s t-out-of-n threshold secret sharing scheme [23] operates over a finite field Z,, where p > n
is a prime sufliciently large so that all possible secrets may be represented in Z,. It has two procedures:
Share and Reconstruct:

e Share; ,,(S). The procedure samples a uniformly random polynomial f(-) over Z,, of degree at most
t — 1, where the free coefficient is the secret S. That is, f(z) = S + a1@ + aga® + ... + a;_12' =L, where
aj, 1 <j <t—1, are selected independently and uniformly at random from Z,. The procedure outputs
n values, [[S]]; = f(i), i € [n], where [[S]]; is the share given to P;. The entire set of shares, denoted
[[S]] := {[[S]]: : ¢ € [n]}, is called a (¢, n)-sharing of S.

e Reconstruct,([[S]]). The procedure is given any selection of ¢ shares out of the (¢, n)-sharing of S. It
then interpolates a polynomial f(-) of degree at most ¢t — 1 using the given points and outputs S = f(0).
Any selection of ¢ shares will yield the secret S, as ¢ points determine a unique polynomial of degree at
most t — 1. On the other hand, any selection of ¢ — 1 shares or less reveals nothing about the secret S.

Hereinafter, we set the threshold to be

ti=[(n+1)/2]. (1)

Namely, to reconstruct the secret, at least half of the parties must collaborate. Hence, if the set of
n parties has an honest majority, in the sense that a majority (more than half) of them act honestly,
without trying to collude to reconstruct the secret illicitly, the shared secret will remain fully protected.

In what follows, we shall use the following terminology and notations. Let S be a secret known
to some party P;, ¢ € [n]. Then if P; performs the procedure Share, . (S), we will simply say that P;
distributes a (¢, n)-sharing of S.

If the parties have a (t,n)-sharing [[S]] of some secret S and they wish to let one of them, say P,
reconstruct the secret S, then at least ¢ — 1 parties would send their shares to P; who will proceed
to apply the Reconstruct procedure on the ¢ shares it has. We will describe this procedure shortly by
writing S <— Reconstruct([[S]]; F;).

Protocols 1 and 2 summarize those two basic operations.

Protocol 1: Share: distributing a (¢, n)-sharing of S € Z,

Input: S € Z, — the secret; i € [n] — the index of the dealer P;
Parameter: ¢ € [n| — the desired threshold
forall j € [t — 1] do
P; generates a random a; € Zj,
P; sets f(x) «+ S+ Zz;ll ajxl
forall j € [n] do
By sets [[S]]; < £(4)
P; sends [[S]]; to P;
Output: A (¢,n)-sharing [[S]] = {[[S]]; : ¢ € [n]} of S
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2.2 MPC over Secret-Sharings—Overview

Let u and v be two secret values in the field Z,, and assume that Pi,..., P, hold (¢,n)-sharings of
them, denoted [[u]] = {[[u]]; :€ [n]} and [[v]] = {[[v]}); :€ [n]}. Let G(:,-) be a publicly known function.

1For any integer k we let [k] denote the set {1,...,k}.



Protocol 2: Reconstruct: Reconstructing a secret from its shares

Input: [[S]] — a secret sharing of S € Z,; i € [n] — the index of the party P; that reconstructs S
Parameter: ¢ — the secret sharing threshold
1 P;,, j € [t], send their shares [[S]];, to P;
2 P interpolates and recovers the polynomial f of degree at most ¢ — 1 such that f(i;) = (1S,
Jj € [t]
3 P; recovers S = f(0)
Output: The secret S

Then MPC over secret shares is the problem of computing a (¢, n)-sharing of G(u, v) from [[u]] and [[v]],
without learning any information on u, v, or G(u,v). We begin by presenting MPC protocols for two
fundamental functionalities: polynomial evaluation (Section 3) and secure comparison (Section 4). These
primitives serve as the foundation for a broader toolkit; Section 5 builds on them to describe protocols
for arithmetic, numerical, and Boolean computations.

3 Secure Polynomial Evaluation

Here we discuss the case when G(-,-) is a polynomial. We begin by discussing affine combinations and
then explain how to perform secure multiplications. With those two ingredients, it is possible to compute
a sharing of G(u,v) from sharings of u and v for any polynomial.

3.1 Affine Combinations
Let «, 3, € Z,, be three values publicly known to all. Then

[a]] + Bllull + A[[v]] := {a + Bllulli +[[v]]i : i € [n]}

is a proper (t,n)-sharing of w := o + fu + v, thanks to the affinity of secret sharing. By writing

[[w]] = [[a] + Bl[u] + v[[v]]

we mean that each party P, i € [n], sets [[w]]; «— o+ B[[u]]; + ¥[[v]]s, so that now the parties hold
a (t,n)-sharing of w = a + fu + yv without needing to interact or to perform any further polynomial
computations.

3.2 Generating Shares in a Secret Random

Before moving on to discussing the secure implementation of multiplying two shared scerets, we describe
here a simple subprotocol (Protocol 3) that will be used later on—the generation of shares in a secret
random field element. First, each party P;, ¢ € [n], generates a uniformly random field element, r; € Z,,
and (t,n)-shares it among P, ..., P, (Lines 1-3). Let [[r;]]; denote the share of r; that P, had sent to P;.
Subsequently, each P;, j € [n], adds the shares that it got from all n parties and gets [[r]]; := >, [r:]];
(Lines 4-5). It is easy to see that {[[r]]; :€ [n]} is a (t,n)-sharing of the uniformly random number
r =Y i, ri, and that no party has any information on r.

Protocol 3: RNG: Random number sharing — creating a (¢, n)-sharing of a random secret
Parameter: ¢ € [n] — the desired threshold
forall i € [n] do
P; generates a random 7; € Z,,
P; runs Share(r;,i;t)
forall j € [n] do
| Py sets [[r]]; = 200 [l
Output: A (t,n)-sharing of a secret random r € Z,
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3.3 Secure Multiplication

A secure multiplication protocol,
[[w]] + SecureMult([[u]], [[¢]]),

takes (t,n)-sharings of v and v and computes from them a (¢, n)-sharing of w = u- v in a secure manner,
namely, without revealing to the parties any information on u, v, or w = wv. Damgard and Nielsen [7]
designed such a secure multiplication protocol, which was later improved by Chida et al. [6]. We proceed
to describe it.

First, each P; sets [[y]]: := [[u]]; - [[v]]i, ¢ € [n]. The set of values {[[y]]; : @ € [n]} constitutes a
(2t — 1,n)-sharing of wv. Indeed, if the random polynomial that was used to generate shares of u (resp.
v) was f, (resp. f,) then [[y]]; = F (i) where F() = f.() - fo() is a polynomial of degree (at most) 2t — 2
and F(0) = f,(0)f,(0) = uv.

Next, the parties follow the protocol outlined in Section 3.2 and generate two sharings of the same
uniformly distributed random (and unknown) field element r = R: a (t,n)-sharing, denoted {[[r]]; :
i € [n]}, and a (2t — 1,n)-sharing, denoted {[[R]]; : ¢ € [n]}. Then, each party P;, ¢ € [n], computes
[[z]]; = [[y]]:+][R]]: and sends the result to P;. Since {[[2]]; : ¢ € [n]} isa (2¢—1,n)-sharing of z := uwv+R,
Py can use any 2t — 1 of those shares in order to reconstruct z = uv + R. P; broadcasts that value to
all parties. Consequently, each P; computes [[w]]; = z — [[r]];, ¢ € [n]. Since z is a publicly known field
element and [[r]]; is a (¢,n)-share of r = R, then [[w]]; is a (¢, n)-share of z—r = wv+ R—r = uv. Hence,
{[[w]]; :€ [n]} is a (¢, n)-sharing of uv, as required.

The above procedure is summarized in Protocol 4. It reveals no information on u, v, or uw, since the
only reconstructed value is uv + R, where R is a uniformly distributed secret random.

Later on, in Section 6.1, we identify the computations in Protocol 4 that can be carried out offline,
and compare the online runtime of the protocol to its overall runtime.

Protocol 4: SecureMult: Secure multiplication of shared secrets

Input: [[u]] and [[v]] — (¢, n)-sharings of two secrets, u,v € Z,
Parameter: ¢ — the threshold
1 forall i € [n] do
2 P; generates a random 7; € Z,
3 P; sets R; + r;
4 P; runs Share(r;, i;t)
5 P; runs Share(R;,4;2t — 1)
6 forall j € [n| do

v | Py sets (i) = S,
o | P, sets [[R], = 3, (R,

9 forall i € [n] do

| P sets (2] < [[u]li - [[v])i + [[R]):
11 The parties run Reconstruct([[z]],1;2t — 1)
12 P; broadcasts z
13 forall 7 € [n] do

14 | Pisets [[w]; < 2z — [[r]ls

Output: A (¢,n)-sharing [[w]] of w =u-v

fu
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4 Secure Comparison
A secure comparison protocol,
[[w]] + SecureCompare([[u]], [[v]]),

takes (¢,m)-sharings of u and v and securely computes from them a (¢,n)-sharing of w = 1,<,, where
hereinafter if P is a predicate then 1p is a bit that equals 1 if the predicate P holds and equals 0 otherwise.
Nishide and Ohta [21] proposed such a secure comparison protocol. We describe their protocol in a top-
down manner.



4.1 The Top Level of the Protocol

Here we describe the top level of the protocol, that invokes two lower level computations: secure mul-
tiplications (Section 3.3) and a restricted comparison protocol that will be described in the subsequent
sections.

First, the parties compute sharings of the following bits:

a:1“<% ’ b:1U<% ’ Czl(u—v) Il’lOdp<§' (2)

Note that those three comparison bits a, b, ¢ have a special form, since those are comparisons between a
value in which the parties hold secret shares and the special value £. We postpone the discussion on how
to compute such bits and assume for now that the parties had already computed such sharings, denoted
[[a]], [[6]], and [[c]]. We observe that

w = 1y<, = abV abc V abe. (3)
The Boolean equality in Eq. (3) translates into an equivalent arithmetic expression:

w=a(l—b)+(1—-a)(1—-0b)(1—c)+ab(l—c)
=1—-b—c+bc+alb+c—2bc).

Eq. (4) may be rearranged as follows:
w=a-(d—e)—d+1, where e=bc, d=b+c—e.

Hence, the parties may proceed to compute a sharing of w = 1,., as described in Protocol 5. The
subprotocol LessThan_Half P will be described in the next sections.

Before moving on, we note that in case the two secrets v and v are known to be smaller than £, we
have a = b = 1. Hence, in that case Eq. (4) reduces to w = 1 — ¢, which means that the parties only need

to compute shares of c =1/, 1104, <z and then set [[w]] - 1 — [[¢]]. In Section 6.4 we demonstrate

the reduction in runtime resulting from this simplified computation.

Protocol 5: SecureCompare: Secure comparison of shared secrets
Input: [[u]] and [[v]] - (£, n)-sharings of u,v € Z,

[[a]] + LessThan_Half P([[u]])
b]] + LessThan_ Half P([[v]])
([
1]

J
c]] + LessThan_Half P([[u]] — [[v]])
e]] « SecureMult([[?]], [[¢]])
d]] < [[o]] + [[]] — [[e]]
w}] < SecureMult({[a]], [[d]] — [[e]])

wl] < [[w]] = [[d]] + [[1]]
Output: A (t,n)-sharing [[w]] of w = 1<,
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4.2 Comparing a Shared Value with §

Let a € Z, be any secret value that is (¢,n)-secret-shared among the parties. Here we discuss how to
compute shares of w := Lo<t. The main observation is as follows: If a < & then 2a < p and therefore 2a
mod p equals 2a (no modular reduction is needed). Since that number is even, we infer that (2a)y = 0,
where (-)o denotes hereinafter the least significant bit (LSB). However, if @ > £ then 2a > p and then
2a mod p equals 2a — p. That number is odd (because p is odd) and then its LSB is 1. In view of the
above, the parties can compute a sharing of w = la<z by running Protocol 6.

Our next task is to design the subprotocol LSB (Line 1 in Protocol 6) that takes a sharing of some
secret and returns a sharing of its least significant bit.

4.3 LSB Computation

Assume that the parties hold a (¢, n)-sharing [[z]] of some secret « € Z,, and they need to compute a
(t,n)-sharing of [[zo]]. Recall that s := [log, p], so each element in Z, may be represented by s bits.



Protocol 6: LessThan_Half P: Secure comparison of a shared secret a with §

Input: [[a]] — a (¢,n)-sharing of a € Z,
1 [[w] = 1 — LSB(2[[a]])
Output: A (t, n)-sharing [[w]] of w =1,

The computation proceeds as follows. First, the parties compute (¢, n)-sharings of s random bits r;,
0 <i<s—1. We defer the description of that computation to Subsection 4.3.1. Hence, at this stage
each party P;, j € [n], has a share [[r;]]; for each 0 <4 < s—1, where {[[r;]]; : j € [n]} is a (£, n)-sharing
of a random bit r; € {0,1}.

Then, they compute shares in the value

s—1

r= ZTW mod p. (5)

=0

To that end, each party P; sets [[r]]; = Z;:Ol 2[[ri]l;, 7 € [n], and then {[[r]]; : j € [n]} is a (¢, n)-sharing
of the secret r that is given in Eq. (5). The value r distributes “almost" uniformly over Z,; it is possible
to adjust the computation so that r distributes perfectly uniformly over Z,, as we disucss in Subsection
4.3.2.

In the next stage, the parties compute [[c]] = [[«]]+[[r]] and proceed to publicly reconstruct ¢ = z+r.

Lemma 1. zo =1 — (¢o ® 1) if ¢ < r while zg = co ® o otherwise.

Proof. The equality ¢ = x 4+ r holds modulo p. We distinguish between two cases:

(a) If z+7r < p then ¢ = x+r without modular reduction and then ¢ > r. In that case, since ¢ = z+r
as integers in Z, we have cy = xg @ g, and, consequently, xo = c¢o & 7yp.

(b) If x4+r > p then ¢ = x+r —p. As p is odd then the latter equality implies that ¢ = 1 — (2o B 1)
which is equivalent to xg = 1 — (co @ r9). Since ¢ =r — (p — x) and p — z > 0, we infer that in this case
c<r. O

Let us denote dy = ¢g @ rg. In view of Lemma 1, xog = 1 — dy if ¢ < r and xg = dy otherwise. Hence,
if e := 1., then
xoze-(1—d0)+(1—e)-d0:e+d0—26d0.

It follows that the parties can get a sharing of x if they are able to compute sharings of e as well as of
dp, since then

[[zol] = [[e]] + [[do]] — 2[[edo]] (6)

Obtaining a sharing of dj is easy: indeed, since c is publicly known, so is ¢y, and therefore the parties
set [[do]] = [[ro]] if co = 0 and [[dp]] = 1 — [[ro]] otherwise. Regarding e, it is a comparison bit between a
publicly known value, ¢, and another value, 7, in which the parties hold sharings of each of its bits. In
Section 4.4 we explain how to compute sharings of such comparison bits. Finally, a sharing of edy, as
appears on the right hand side of Eq. (6), can be computed from [[dy]] and [[e]] by invoking SecureMult
(Section 3.3). Protocol 7 implements the above described computation.

At this point we are left with two “debts". How to compute a sharing in a random bit (the subprotocol
GenRndBitSharing in Line 2 of Protocol 7) and how to perform the secure comparison between a public
value and a bitwise-shared value (Bitwise_LessThan in Line 12 of Protocol 7). The former computation
is described in Subsection 4.3.1 (see Protocol 8 there), while the latter one is discussed in Section 4.4
(see Protocol 9 there).

4.3.1 Generating shares in a secret random bit

Here we describe a protocol that computes a sharing of a secret random bit b € {0, 1}. First, the parties
compute a sharing of a random r € Z,, as described in Section 3.2. They then locally compute a (2t—1, n)-
sharing of 72 and proceed to recover r2. If r? = 0 the parties select another random 7. Otherwise, they
compute, in polynomial time, a square root r’ of r2. As r2 has two roots in the field we infer that »/
can be either r or —r with equal probabilities. Next, the parties set [[b]] =271 - ((+')~1 - [[r]] + 1). Since
(r")~tr € {~1,1}, with a uniform distribution, it follows that b € {0,1} is a uniformly distributed bit,
as needed. Protocol 8 summarizes that computation.



Protocol 7: LSB: Secure computation of a sharing in the LSB of a shared secret
Input: [[z]] - a (¢, n)-sharing of z € Z,,
Parameter: s = [log, p]

1 forall0 <i<s—1do

2 The parties run [[r;]] < GenRndBitSharing()
3 forall j € [n] do

a | Pysets [[r]]; = 20 2 [r]

s (1) < [fa]] + (1]

6 The parties run Reconstruct([[c]],1;¢)

7 P; broadcasts c

8 if ¢g = 0 then

0 ‘1 [[do]] = [rol]

11 ‘ ] < 1—1[ro]]

12 [[e]] <—B1tw1se _ LessThan(c, {[[r:]]}o<i<s—1)
sa [[u]] + SecureMuls([[e]] [[40])

14 [[zo]] « [[¢]] + [[do]] — 2[[y]]

Output: A (¢,n)-sharing of [[zo]]

Protocol 8: GenRndBitSharing: Generating a (¢, n)-sharing of a random bit

Parameter: ¢ € [n] — the desired threshold
forall i € [n] do

P; generates a random r; € Z,

P; runs Share(r;, i;t)

forall j € [n] do

Py sets [[r]]; = 320, [[ri]l;
Py sets [[r?]]; < [[r]l; - [Ir]];
The parties run Reconstruct([[r
P, broadcasts 12

9 if 72 = 0 then

10 | go to Line 1

11 Compute a square root 7/ of r2
12 Compute (r’)~?

(o))« 25+ - ()" - ()] + 1)
Output: A (¢,n)-sharing of a secret random bit b € {0,1}

I 12t = 1)
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4.3.2 The distribution of the bit-generated random value in Z,

The procedure described earlier for generating a random r by selecting randomly each of its bits does
not produce a uniformly distributed random in Z,. Indeed, since r is defined through Eq. (5), the sum
Zf;ol 2ir; may be greater than p— 1. But then, after applying the modular reduction in order to produce
a value in Z,, each of the values in the range I; := [0,2° — p — 1] may be generated by two selections of
random bits, while each value in the range I5 := [2° —p, p — 1] can be generated only by a single selection
of bits. As a consequence, the probability of ending up with any r € I; is 27°*!, while the probability
of ending up with any r € I is 27°.

Example. Assume that p = 19. In that case s = 5 and p = 100115. Here, the two ranges in Zig are
I :=10,2°-19—1] = [0,12] and I, := [2° — 19,19 — 1] = [13,18]. Each value r € I; can be obtained by
two selections of s = 5 bits—the one that corresponds to the binary representation of r and the one that
corresponds to the binary representation of r + 19. Say, the value r = 3 will be generated either by the
selection (ry = 0,73 = 0,79 = 0,71 = 1,79 = 1) or by the selection (ry = 1,73 = 0,70 = 1,7y = 1,79 = 0).
On the other hand, any value r € Is will be generated only by the single selection of bits that correspond
to r’s binary representation. Consequently, the probability of obtaining any given r € I is % while that
of obtaining any r € I5 is 3% O

To mitigate that problem it is best advised to select a Mersenne prime, namely, a prime of the
form p = 2° — 1. In that case the range I; shrinks to I; = {0} and then the resulting entropy of r’s



distribution is s — 2 - 27° which is very close to the entropy of the desired uniform distribution, which
is logop = logy(2° — 1) =~ s — ﬁ -27% = s —1.44 - 27% Furthermore, since with such primes there is
only one selection of bits to rule out (ro = -+ = r4_1 = 1), the parties can simply compute shares of
a:= Zf:_& r; and then test securely whether a = s; such equality testing can be carried out by the IsZero
protocol that we describe in Section 5.1. If equality holds, the parties can discard that selection and try
a new one.

We note that a selection of a Mersenne prime is also advantageous in another manner, since it
is possible to perform modular multiplication in such fields without an expensive modular reduction.
Indeed, to compute z = zy mod p one may compute z = xy, which is an integer of up to 2s bits, and
then set

z1=2zADp, 2o = 2> 8;

namely, z; is the number represented by the lower s bits of z, while z5 is the number represented by
the higher bits of z, shifted by s positions to the right. Finally, one sets z = 21 + 2o, and if z > p one
updates its value to z = z — p. It can be easily verified that z = xy mod p.

4.4 Secure Bitwise Comparisons

Let a and b be two values in Z, with corresponding binary representations a = (as—1,...,a0)2 and
b= (bs—1,...,bp)2. Assume that a is publicly known, while b is given through (¢, n)-sharings of each of
its s bits, bg, ...,bs—1. The goal is to compute a (¢, n)-sharing of f = 1,<y.

Let us first solve the problem in the clear, and only then translate it to a cryptographic solution.
Define ¢ = a @ b; namely, ¢ = (¢s—1,...,¢)2 where ¢; = a; & b; for 0 < i < s — 1. The bits of ¢ indicate
the bit positions in which a and b differ. Next, define

di= \/ ¢, 0<i<s-—1.

i<j<s—1

Then d = (ds—1,...,do)2 = (0,...,0,1,...,1)s where the first 1 bit from the left indicates the most
significant bit in which a and b differ, or d = (0,...,0)2 in case a = b.

Next, set es_1 = ds—1 and then e; = d; — d;41 for all 0 < i < s — 2. It is easy to see that
e=(es—1,---,€0)2 = (0,...,0,1,0,...,0)2 where the 1-bit indicates the most significant bit in which a
and b differ, or e = (0,...,0)s if a = b.

Lemma 2. Define é := Zf;ol ei and set f:=¢é-(1— Zf;ol eia;). Then f=1,cp.

Proof. First, we observe that €é=0if a =band é =1 if a # b. In the first case we get f = 0, as desired.
In the second case we get f :=1— Zf;& e;a;. Let j be the unique index where e; = 1. If @ < b then
a; =0 (and b; = 1). Hence f = 1, which is indeed the value of 1, in that case. If, however, a > b then
a; =1 (and b; = 0). Hence f = 0, which is the value of 1,«; in that case. O

Example. Assume that p = 27 — 1 = 127 (i.e., s = 7) and that the two inputs, given by their
binary representations, are a = 01011002 and b = 01010102. Then ¢ = 0000110, and, consequently,
d = 00001115 and e = 00001003. Hence é =1 and then f=1-(1—-1-1°) =0 = 14<p. O

We proceed to discuss the secure implementation of the above comparison procedure. The computa-
tion starts with computing sharings of ¢;, 0 < i < s —1. Since ¢; = a; ® b; and a; is publicly known, the

parties set [[¢;]] = [[bi]] if @; = 0 and [[¢;]] = 1 — [[bi]] otherwise.

Next, computing sharings of d; is done from ¢ = s — 1 down to ¢ = 0. First, [[ds_1]] = [[¢s—1]]- Then,
for i = s—2,...,0, we have d; = diy1 V ¢; = dijp1 + ¢; — dip1 - ¢;. Hence, [[d;]] = [[dit1]] + [[ei]] —
SecureMult([[d;+1]], [[ci]]). As for [[e;]], its computation is local and simple: first, [[es—1]] = [[ds—1]] and
then, for i = s —2,...,0, [[e;]]] = [[di]] — [[dis1]]-

Afterwards, the parties compute [[¢]] = S35 [[e]]. Letting g := 1 — 32" e;a;, the parties compute
shares of g by [[g]] = 1 — Zf;ol [[ei]]a;; that computation is local since a; are publicly known. Finally,

the computation of shares of f = é - ¢ is carried out by [[f]] = SecureMult([[é], [[g]])-
Protocol 9 describes that computation.



Protocol 9: Bitwise_ LessThan: Computing a sharing in 1,.; where a is public and b is given
through sharings of its bits

Input: a € Z, and {[[b:]]}o<i<s_1, where b; € {0,1} and b= 35" 2b; € Z,

Parameter: s = [log, p]

1 forall0 <i<s—1do
2 if a; = 0 then

3 | [le]] = [[bil]

4 else

s | | lle]] & 1-[bi]]
6 [[ds—1]] < [[cs—1]]

7 [[es—1]] = [[es—1]]

8 foralli =s—2,...,0do
o | [[di]] < [[dis )] + [fes]] — SecureMult([[d1]), [ei])
0 | [le]] « [[di]] — [[di41]]
11 [[e]] Z o lled]]
12 Egn sl

1] = SecureMult([[e]], [[g]])
Output: A (¢,n)-sharing [[f]] of f := la<s

4.4.1 Discussion

The secure bitwise comparison algorithm that we described herein differs from the one in [21] in two
aspects.

The first one is in computing the bits d;, ¢ = s — 1,...,0. While [21] implemented a technique
due to [5] to compute all those bits in parallel in a constant number of rounds, we elected to perform
that computation in the simpler manner as described herein, bearing the price of O(s) computation
rounds. In Section 6.6 we present an experimental comparison between our simplified computation and
the approach proposed in [21].

The second one is in computing the final sharing of the comparison bit f = 1,.;. By Lemma 2,

=0

However, an alternative way to get f is through the equality

s—1
f= Z eib; . (8)
i=0

While [21] compute the sharing of f using Eq. (8), it is preferable to base that final computation on
Eq. (7). The reason is that a; are publicly known while b; are secret-shared. Hence, a computation
that is based on Eq. (7) invokes only a single call to SecureMult to compute the sharing of the final bit
f =é-g (Line 13 in Protocol 9) , while a computation of such a sharing on the basis of Eq. (8) entails
s invocations of SecureMult.

In Section 6.3 we illustrate the advantage, in terms of runtime, of using Eq. (7) instead of Eq. (8).

5 Other Computations

Here, we demonstrate how secure polynomial evaluation and secure comparison can serve as building
blocks for other secure computations, including equality testing, conditional branching, field inversion,
integer division, square root computation, bit extraction, Boolean evaluation, set-membership testing,
and computing statistics over secret-shared datasets.

5.1 Equality Testing

Assume the parties hold a (t,n)-sharing of a secret u. The IsZero protocol takes this sharing as input
and outputs a (t,n)-sharing of w = 1,—¢. Naturally, IsZero can also be used to test equality between



two secrets a and b by checking whether v := a — b = 0. Recall that by Fermat’s little theorem, if v # 0
then u?~! = 1. Hence, w = 1 — uP~!. Consequently, IsZero can be implemented by applying the square
and multiply algorithm and invoking the SecureMult protocol at most 2s times (recall that s = [log, p]).
Protocol 10 implements that computation.

Protocol 10: IsZero: Equality to zero

Input: [[u]] - a (¢, n)-sharing of u € Z,,
Parameter: ¢t — the threshold; p — 1 = (bs—1,...,bo)2 — the binary representation of the order of
Zy

[[=]] < [[1]]
foralli=s—1,...,0do

[[z]] < SecureMult([[z]], [[2]])

if b; = 1 then

| [[2]] ¢ SecureMult({[=]], [[u]])

([w]] < [[1]] = [[=]]

Output: A (¢,n)-sharing of w = 1,—¢

[ I T U

5.2 Computations with Conditional Branching

Assume that the parties hold secret sharings of uy, us, v1, and va. Then a sharing of

V1 if Uy = 0
wy = .
! vy otherwise

can be computed by the equality
wy = ly,—0 - v1 + (1 — 1y, —0) - v2.

Such a computation, that invokes the IsZero and SecureMult protocols, does not leak to the parties any
information on the inputs or the intermediate computed values, since all are secret-shared. Similarly,
the parties can compute shares in
wz:{ v if up < us
ve  otherwise
by
wa = Ly <y, 01+ (1 - 1u1<u2) t 2.

The latter computation can be used to compute sharings of w = min{uy,us} and of w = max{uy,us}.

Finally, if w is computed by a deeper conditional branching, it is possible to compute shares in it by
combining and nesting computations as described above. For the sake of illustration, assume that the
value of w is determined as follows:

If P; then w = Uy
Else If P> then W = Us
Else w=usg.

Then
wzl'Pl 'U1+(1—1P1)' [1772 "U,2+(1—17>2)"LL3] )

and that expression can be used to compute shares of w using the basic toolkit that we described earlier.

5.3 Secure Inversion

Here we describe a secure inversion protocol that computes from a sharing of u € Z) := Z, \ {0} a
sharing of v = u~!. The protocol starts by generating a sharing in a secret random field element, 7,
using Protocol 3 (Line 1). The parties then compute w = w-r (Lines 2-5). Since u # 0 and r is random,
w reveals no information on u. As there is a negligible probability of % that » = 0, the parties check
whether w = 0 and if so they return to generate a sharing of a new random (Lines 6-7). Finally, they
compute w! and each party P; multiplies its share [[r]]; by w™! (Line 8). The resulting shares constitute

a sharing of v = w™! - r = u~ L.

10



Protocol 11: Securelnv: Secure inversion
Input: [[u]] —a (¢,n)-sharing of u € Z)
[[r] = RNG(")
forall i € [n] do
| Py sets [[w]]; < [[ull; - [[]]:
The parties run Reconstruct([[w]], 1;2¢t — 1)
P; broadcasts w
if w =0 then
Go to Line 1
(o] - w - 7]
Output: A (¢,n)-sharing of v = u~

W g O A W N

1

5.4 Secure Division

A secure division protocol computes from the sharings of two secrets, v and v, sharings of the corre-
sponding quotient ¢ = | % | and remainder 7 = u mod v. We start by recapping the binary long division
algorithm. Assume that the binary representation of the numerator w is (us—1,...,up)2. Then Algo-
rithm 12 performs a binary long division between u and v. Protocol 13 is a secure implementation of
that algorithm. Note that, in view of our discussion in Section 5.2, Lines 5-6 in Protocol 13 implement
in a secure manner Lines 5-9 in Algorithm 12. Because the algorithm and protocol are straightforward,
we omit further explanation.

To the best of our knowledge, despite the fundamental nature of the secure division problem and its
applicability to many privacy-preserving distributed machine learning computations, no prior work has
presented such an algorithm. In particular, such a secure division protocol is essential to any privacy-
preserving implementation of fundamental algorithms that involve divisions, e.g. k-means clustering [17],
linear regression [9], collaborative filtering [10], or any algorithm that performs gradient descent. As the
numerator and denominator in such computations are real-valued, while secret sharing is performed
over a finite field, it is necessary to represent such real values by finite field elements. In order to
perform such computations with accuracy of, say, d digits after the decimal point, each real-valued secret
input x should be translated to an integer value that preserves its first d digits after the decimal point,
r+ & = [10% + 0.5], and then distribute a sharing of #. (Of course, the selection of p, the size of the
underlying field, should take into account both the estimated bound on all inputs as well as the rescaling
factor 10%.)

Algorithm 12: Binary long division

Input: u,v € Z, u € [0,p), v € (0,p); Us—1,...,up such that u = (us_1,...,up)2
q<+ 0
r+0
forall j=s—-1,...,0do
T4 21 + u,
if r < v then
R
else
q; < 1
T4—T—D
q<=2q+qj
Output: The quotient ¢ = | ] and remainder 7 = « mod v

© 0 N o A W N -

i
o

5.5 Secure Computation of Square Roots

Assume that the parties hold a (t,n)-sharing of a nonnegative integer u and they wish to compute a
sharing of its real root, /u. Since y/u is typically irrational, we describe here a method to compute a
sharing of its integer approximation, |y/u]. In order to get an answer that is accurate to within d bits
after the binary point, it is possible to apply the described method on 22%u.

Algorithm 14 is a classical algorithm for extracting square roots [14]. The input bits are scanned in

11



Protocol 13: Secure binary long division
Input: [[u]], [[v]], v € (0,p), and [[u,]], j € {0,1,...,s — 1}, such that u = (us—1,...,uo)2
1 [[q]] « [[0]]
r]]

0]
2 [[r]] [[0]]

3 forall j=s—1,...,0do

4 | [[r]] < [TH [y

5 | gl < [[1] - SecureCompare([[r]], [[])
6 | [[r]] « [[T]] SecureMult({[g;]], [[v]])

7 | [lall < 2[[gl] + [lg;]]

Output: A sharing of ¢ = [ %] and of r = v mod v, as well as sharings of ¢’s bits, gs_1,...,q0

pairs, from the most significant pair of bits, us_1,us—2, to the least significant pair, uy,ug (for the sake
of simplicity, we assume that s is even). The value of the square root is built into w, bit by bit, from
the MSB to the LSB, where in each iteration (namely, for each pair of bits in the input) a new bit is
appended to w. The value of r stands for the remainder. Both w and r are initialized to zero (Lines 1-2).
In each iteration, the next two input bits are appended from the right to the current value of r (Line
4). Then, we set y = 4w + 1 (Line 5) and check whether y can be deducted from 7. If so, then the next
bit in the root is 1. In that case, we deduct y from r and append the bit 1 to w (Lines 7-8). Otherwise,
we leave r unchanged and append the bit 0 to w (Line 10). At the end, w will hold the sought-after
rounded square root. The final value of r will be r = v — w?.

The advantage of Algorithm 14 over other algorithms, such as Newton Raphson or binary search
(that have the same time complexity, O(s)), is that it avoids divisions.

Algorithm 14: Bitwise extraction of roots

Input: v € Z, u € [0,p); us—1,...,up such that u = (us_1,...,up)2
1 w0
27+0
3 forall j =s—2,s—4,...,2,0do
4 74— 4+ 2u1 + oy
y<—4dw+1
if y <r then
rTT—y
w 2w+ 1
else
10 | w< 2w
Output: The rounded square root, w = |/u]

© o N O o«

Protocol 15 securely implements Algorithm 14. We believe that at this point it requires no further
explanation. We note that the value of the bit b that is computed in Line 6 in the j-th iteration is the
%—th bit in the output w. Hence, the protocol can issue not only a sharing of w but also a sharing of
each of its bits. Another observation is that the final value of r is the remainder u — w?. Hence, if at the
end of the loop the parties proceed to compute a sharing of the bit 1,—¢ it would indicate whether u is
a perfect square, without revealing any other information on wu.

5.6 Secure Extraction of Bits

Here we discuss the following problem: the parties hold a (¢, n)-sharing of u € Z, and they wish to com-
pute a (t,n)-sharing of u;, for some 0 < j < s—1, where u = (us—_1,...,up)2 is the binary representation
of u.

Nishide and Ohta [21] divised a protocol for concurrently computing (¢, n)-sharings of all u’s bits.
That protocol (see [21, Fig. 2]) is computationally demanding. (Interested readers are referred to [21]
for its description and the corresponding computational cost analysis.) Here, however, we focus on the
case where it is needed to extract a sharing of only one specific bit, u;, 0 < 7 < s — 1. To do so
without performing a full bit decomposition, the parties may run Protocol 13 with the given [[u]] and
[[v]] = [[27]]; the output [[q]] is a sharing of ¢ = [277u]| = (0,...,0,us_1,...,u;j)2. Running Protocol 7
on [[g]] will issue a sharing of go = u;, as desired.

12



Protocol 15: Secure bitwise extraction of roots
Input: [[u]], and [[u,]], 7 € {0,1,...,s — 1}, such that u = (us—1,...,u0)2

1 [[w]] < (0]
2 [Ir]] - [[0]

3 forall j =s—2,s—4,...,2,0 do

a | [[r]] 4[] + 2[[%“]] [[u;]]

s | [yl = 4{[w]] + [[1]]

6 | [[b]] « [[1] — SecureCompare([[r]], [[y]])
7 | [[r]] < [[r]] — SecureMult([[b]], [[y]])

8 | [[w] < 2[[w]] + [[0]]

Output: A sharing [[w]] of w = |u]

Note that since the denominator in the division is public in our case, v = 27, then Line 6 in Protocol
13 can be carried out locally, without invoking SecureMult, since the second multiplicand v = 27 is
publicly known.

5.7 Computing Boolean Expressions

If the parties hold sharings of two secret bits u and v, they can securely compute sharings of the following
Boolean expressions,
uVv=u+v—uv, uAv=wuww, —-u=1—u, (9)

using the previously described secure computation of affine combinations and multiplications. Hence, if
the parties hold secret shares of the inputs of any Boolean circuit they can securely compute a sharing
of the circuit’s output.

Assume that the parties need to compute (a secret sharing of) an m-ary OR, \/-, u;, or an m-ary
AND, A“, u;. They can do that sequentially over m — 1 rounds of computation. However, Nishide and
Ohta [21] devised a protocol that computes /], u; in a constant number of rounds. That protocol can
also be used to efficiently compute A", u; =1 — V2 (1 — w;).

Let f(z) = >.i", oz’ be the unique m-degree polynomial that satisfies f(1) = 0 and f(i) = 1 for
i=2,...,m+ 1. Hence, if

w:=1+ Z U; (10)

1€[m]

then f(w) = V.-, u;. Therefore, the parties need to compute f(w) where f is a public m-degree
polynomial and w is given in Eq. (10).

Protocol 16 does that. It starts by generating sharings in m randoms b; and their inverses ¢; = b; L
1 € [m] (Lines 1-3). The parties then compute, locally, a sharing of w, Eq. (10) (Line 4). Next, they
jointly compute, in the clear, the values e; := wbi,lbjl, 1 € [m], where by := 1 (Lines 5-10). Since the
definition of w, Eq. (10), implies that it is always nonzero, and b;, ¢ € [m], are nonzero randoms, the
values of e; reveal no information on w. Subsequently, they compute shares in w’ for all i = 2,...,m
(Lines 11-12) and then in the desired output v = f(w) (Line 13).

Lines 1-3 in Protocol 16 can be executed offline as they do not depend on the inputs. Lines 4-5 and
11-13 describe local computations. The parties interact only in the loop in Lines 6-10. The computations
in that loop can be parallelized and, hence, it can be executed over a constant number of rounds.

5.8 Set Membership Testing

Assume that D is an interval in Z,, namely D = [a,b] where 0 < a < b < p. Then u € D iff u > a and
u < b. Hence,

1ueD = luza . lugb = 1a<u+1 ' 1u<b+1 . (11)

The latter two bits can be computed using SecureCompare (Section 4). The interval endpoints a and b
can be publicly known or secret-shared. In case they are publicly known then a corresponding sharing

(to be used in the SecureCompare protocol) would be [[a]] = {[[a]]; = a : i € [n]}, and similarly for b.
If D is a discrete set of values, say D = {aq,...,ax}, then
1u€D - 1H (u a;)=0" (12)

13



Protocol 16: Computing an m-ary OR

Input: [[w]], i € [m] _
Parameter: f(z) => ", oz’
forall i € [m] do

[[b:]] - RNG(-)

[[ei]] + Securelnv([[b;]])
[[w]] = 1+ > [lui]]
[[bo]] < [[1]]
forall i € [m] do
4] « SecureMuls([[w]l, [b_1])
[[e:]] < SecureMult([[d;]], [[¢i]])
The parties run Reconstruct([[e;]], 1;t)
P; broadcasts e;
foralli=2,...,m do

[wi)) = (T e5) - (3]

[[v]] = 223 cil[w']]
Output: A sharing [[v]] of v = V¢, ui

© 00 N O ook W N
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Evaluating a sharing of 1,ep by Eq. (12) entails invoking SecureMult k — 1 times followed by one
invocation of IsZero.

Note that if D is an interval of short length then it is more efficient to compute sharings of 1,cp by
viewing D as a discrete set of b — a + 1 elements and then relying on Eq. (12), rather than using Eq.
(11).

Finally, if D is a union of intervals then a sharing of 1,cp can be computed by the above described
techniques and a computation of logical OR using Eq. (9) or Protocol 16.

5.9 Statistical Computations

Assume that the parties hold secret shares of the values in some dataset U = {uq,..., Uy}, and they
wish to compute statistics of U. The most basic statistics are the mean and standard deviation. Their
computation (or computing secret shares of them) is easy as it involves only arithmetic operations.
Hence, we focus in this section on computing other important statistics—quantiles. If ¢ > 1 is an
integer, the g-quantiles are ¢ — 1 values that partition U into ¢ “bins" of sizes b := | 2] and (if b < %)
also b + 1. The determination of those values reduces to finding the k-th ranked element in U for
ke K:={ki <--- <kg_1}, where k;, i € [¢— 1], are defined as follows. If m = ¢-b+r, where r € [0, q)
(i.e., b and r are the quotient and remainder, respectively, when dividing m by ¢), then the sequence of
indices k;, i € [q — 1], is:

_n. 1 _Jb+1 it i<y .
ko=0; ki=ki—1+A, where A_{ b i i iclg—1].
The size of the first r bins is b+ 1, while all other bins are of size b. Finally, the value of the k-th ranked

element in U is the smallest integer M}, for which
Hje[m]:u; < Mp—1} <k (13)

and
i€ [m]:u; < M} > k. (14)

(The median is M; when ¢ = 2.)

The value of My, for any given k, can be found easily once the parties sort the array U. Using
Merge Sort, it is possible to sort U, without disclosing the values in U, using O(mlog, m) invocations
of SecureCompare. Let V' = {v1,...,v} be the sorted array. Namely, v; = u;,, for all j € [m], where
(i1, ... ,1m) is the permutation of (1,...,m) that was computed by the sorting procedure and represents
the sorted order of U’s elements. At the completion of the secure implementation of Merge Sort the
parties will hold sharings of v; for each j € [m]. Finally, the k-th ranked element in U is simply vy, so

[M]) = [fow]

14



While the above strategy does not reveal the values in U, it does reveal their ranking. In some
application scenarios it might be necessary to prevent such information leakage. For example, if U
represents the salaries of employees in some organization, we would like to compute quantile statistics
over U without disclosing any information on those salaries. Therefore, if an employee might be associated
with her index j in U, revealing the relative position of her salary in the organization must be avoided.

Hence, we proceed to describe a protocol for computing M} that does not reveal any information on
U’s entries. Given k, the corresponding k-th ranked element Mj is found by a binary search over the
interval [0, M), where M is a known upper bound on all elements in U. Such an upper bound must be
known a priori in order to properly select the size p of the underlying field. For convenience, we will take
M to be a power of 2, say M = 2¢.

Algorithm 17 implements a binary search to find the k-th ranked element in U, when U is public
(as opposed to the setting which interests us, where U is secret-shared and has to remain secret). The
variable o will store the current guess for the value of Mj. It is initialized to the middle of the range
[0, M) (Line 1). Then a binary search begins (Lines 2-7). First, the algorithm counts the number k; of
dataset values that are at most « — 1 (Line 3). If o < Mj, where M}, is the sought-after k-th ranked
element, then that count would be smaller than k, as implied by Eq. (13). If, however, that count is
already greater than or equal to k, then a > M}. Hence, in the first case we increment a while in the
second case we decrement it (Lines 4-7). The value by which « is updated in iteration i is 2¢=! (Lines 5
and 7). At the end of the loop, we check the compliance of o with condition (14) and update its value
if necessary (Line 8-10). The final value of « is the k-th ranked element in U (Line 11).

Algorithm 17: Computing the k-th ranked element

Input: m — the size of the dataset; {u;};ecn) — the dataset; M = 2¢ — an upper bound on
{ujtjemy k € [m]
1o 2071
2 foralli=/—-1,...,1do
3 K1 < Zje[m] 1uj§a71
4 if k1 < k then
5 | o+ a+21
6 else
7 ‘ a+—a—21
8 k2 < Zje[m] 1“3 <a
9 if ko > k then
10 | a+a-1
11 My + «
Output: The k-th ranked element M),

Lemma 3. Algorithm 17 is correct and it performs (m -+ 1)¢ comparisons.

Proof. Line 3 is executed ¢ — 1 times and it involves m comparisons. Line 8 involves m additional
comparisons. Lines 4 and 9 involve ¢ additional comparisons. Hence, the overall number of comparisons
in the algorithm is as stated.

For each i =/¢ —1,...,1 let a; denote the value of « at the beginning of the i-th iteration. Assume
that in iteration ¢ Line 5 was executed. Then My > «;, as implied by inequality (13) and the fact that
k1 < k in that case. If, however, Line 7 was executed then M < «;.

Let us now denote by 3; the value of a; where j is the minimal index j € {£—1,...,i+ 1} such that
in iteration j Line 7 was executed, while if there is no such j then §; := 2¢. Similarly, we denote by 7;
the value of «; where j is the minimal index j € {¢ —1,...,7+ 1} such that in iteration j Line 5 was
executed, while if there is no such j then ; := 0.

We claim that

Vi S Mp<Biy, i=0-—1,...,1. (15)

To prove the upper bound in Eq. (15), we observe that initially 8; = 2¢ which is greater than all values
in U. On the other hand, if 3; equals «; in an iteration where Line 7 was executed then, as argued
above, M}, < o = ;. The proof of the lower bound in Eq. (15) is similar: it clearly holds for v; = 0
while if ; equals a; in an iteration where Line 5 was executed then v; = a; < Mj, as argued before.

(For the sake of clarity, we provide below this proof an example that illustrates the values of «;, 5;
and 7;.)
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Now we proceed to derive an upper (resp. lower) bound on M}, in iterations where Line 5 (resp.
Line 7) was executed. In case Line 5 was executed, we claim that M, < a; + 2° — 1 since a; + 2¢ = 3;
and, as argued earlier, M), < ;. On the other hand, if Line 7 was executed then M}, > a; — 2°~! since
a; — 271 = ~; and, as argued earlier, My > ;.

In summary, for each i = ¢ —1,...,1, if Line 5 was executed in iteration i then

i <My <a;+2'—1,

while if Line 7 was executed then _
Oéi—21_1 <M <a;—1.

Hence, at the completion of the loop, we have
ay < Mg <aog+1, (16)

if Line 5 was executed in the last iteration, or
ap — 1< M, <ay—1, (17)

if Line 7 was executed in that iteration. Note that if Line 5 was executed in the last iteration ¢ = 1 then
the final value of « is ay + 1, while if Line 7 was executed then the final value of « is a; — 1. Therefore,
in the first case, by Eq. (16), My € {« — 1, a}, while in the second case, by Eq. (17), M} = «. Finally,
the computation in Lines 9-10, which takes place only when in the last iteration Line 5 was executed,
updates the value of « to the correct value of M. O

Example. Assume that £ = 6 and that Line 5 was executed in iterations ¢ = 5,3, 1, while Line 7 was
executed in iterations i = 4,2. Then the values of o; and ; will be as shown in Table 1.

o Bi ~v; | Executed
25 =132 =641 0 Line 5
32 +2% =48 64 32 | Line7
48 — 23 =40 48 32 | Line5
40 +22 =44 48 40 | Line 7
44 — 21 =42 44 40 | Line 5

—| no| wof x| o .

Table 1: Illustrating the values of oy, B;, 7; in Algorithm 17.

Protocol 18 implements Algorithm 17 in a secure manner, namely, when the dataset is secret and is
given to the parties by secret sharings of its entries. It computes a sharing of the k-ranked element while
keeping all inputs and intermediate computed values secret.

The sharing of « is initialized in Line 1; specifically, each party P; sets [[a]]; + 2¢71 (recall that if a
is any publicly known value then [[a]] is the sharing in which [[a]]; = a for all i € [n]).

The main loop (Lines 2-7) emulates the main loop in Algorithm 17. For all j € [m] we compute
a sharing of z; := lu;<a—1 = lyj<a (Lines 3-4). These bits’ sharings are then added into a sharing
of k1 (Line 5) which is then compared to k (Line 6). Finally, the computation in Line 7 emulates the
if-then-else command in Lines 4-7 in Algorithm 17. The computation in Lines 8-10 at the end of the
main loop issues a sharing of ko, as in Line 8 in Algorithm 17. Consequently, the computation in Lines
11-12 emulates the final computation in Lines 9-11 in Algorithm 17.

Privacy. Since all values remain secret-shared and the only exchange of messages takes place in the
SecureMult and SecureCompare protocols that are perfectly secure, Protocol 18 is also perfectly secure
under our working assumption of honest majority.

Complexity. Protocol 18 involves (m + 1)¢ comparisons (Lemma 3), where £ = logo M, M being
the upper bound on all values in U. In comparison, the cost of an algorithm that finds the k-th ranked
element by first sorting U is O(mlog, m) comparisons. However, an algorithm that sorts U issues the
k-th ranked element for every k € [m], in contrast to Protocol 18 that must be executed for every query
for a k-th ranked element. (Say, if it is needed to compute all quartiles, the protocol would have to be
repeated 3 times.) That is the price of privacy in this context. Sorting is a possible solution in application
scenarios where the ranking of U’s elements may be disclosed (but not their actual values); if, however,
such an information leakage is prohibited, Protocol 18 offers a suitable solution
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Protocol 18: Computing the k-th ranked element in a shared dataset
Input: m — the size of the dataset; {[[u;]]};je(m] — a (t,n)-sharing of the dataset; M =2 — an
upper bound on {u;}jefm); k € [m]
Parameter: ¢t — the threshold

1 [[a]] + [[271]]
2 foralli=/¢—-1,...,1do
3 forall j € [m] do
a | | [fz;] + SecureCompare([[u;]], [[o]])
5| 1l & 5epmll]
6 [[A]] < SecureCompare([[x1]], [[k]}) ‘
7 | [[e]] « SecureMult([[A]}, [[e]] + [[2°71]]) + SecureMult([[1]] — [[A]], [[a]] — [[2']])
sfrallje[ ] do
o | [[j]] < SecureCompare([[u;]], [[a]] + [[1]])
10 [[r2]] <— > jetmyllz;]]
11 [[A]] ¢+ SecureCompare([[k]], [[+2]])
12 [[My]] < [[o]] = [[A]]

Output: A (¢,n)-sharing [[My]] of the k-th ranked element

6 Improving the Runtime of the MPC Protocols

In this section we discuss several manners in which the MPC protocols over secret-shared values can be

made more efficient, and we demonstrate the advantage of those improvements through experimentation.?

All of our experiments were carried out on three prime-order fields, with p; = 23! — 1, py = 261 — 1, and
127

pP3 = 2 —1.

6.1 Offline Computations in the Secure Multiplication Protocol

Protocol 4 for secure multiplication includes computations that can be carried out offline, before the
inputs are given. Specifically, the generation of two random sharings of the same random value may be
executed offline. To estimate the offline runtime versus the online runtime we performed the following
experiments.

First, we ran the full multiplication protocol (Protocol 4) 50 times and computed the average runtime;
we then repeated the same experiment when the two random value sharings are already given, namely,
under the assumption that Lines 1-8 in Protocol 4 were executed offline. We conducted the evaluations
described above for n € {5, 10,15, 20,25}, where n is the number of parties, and for p € {p1, p2, p3}. After
running the above described experiment and measuring the average runtime for a single multiplication
(the full computation versus the online part only) we repeated the same experiment also for batch
computations of multiplications. Namely, instead of performing a single multiplication we computed
a batch of 64 parallel multiplications and computed the average runtimes, for a single multiplication.
Figure 1 reports all results.

By preparing the random sharings before the online phase of the protocol, we achieve an improvement
factor close to n, both for the single multiplication and for the batch multiplication. To explain that
improvement factor, we observe that the runtime of Protocol 4 is affected mainly by the synchronization
points in the protocol, i.e., the places in the protocol where a party has to wait for inputs from all other
parties. The synchronization points in Protocol 4 are between Line 4 and Line 7 (namely, all messages
that are sent in the sharing procedure in Line 4 must be completed before Line 7 can be executed),
between Line 5 and Line 8, and then in Line 11, where P; can reconstruct z only after receiving the
shares of z from all other parties. Note that the first two synchronization points are n-fold, as each of the
n parties must wait for inputs from all parties, while the latter one requires only P; to wait for inputs
from all parties. As the former two synchronization points occur in the offline phase while only the latter
one occurs in the online phase, that explains the improvement factor, that is close to n, when comparing
the online runtime to the full runtime (both in the single multiplication mode and in the batch mode).

When comparing the batch runtimes to the single multiplication runtime, the batch computation is
more efficient, as it allows parallelization. The improvement factor here is also O(n).

2The authors plan to release the source code upon acceptance of the paper.
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Figure 1: Average runtimes (milliseconds) of a single multiplication in four modes: full execution vs
running the online part only (i.e., when all random sharings are already given), and a single multiplication
vs a batch computation.

As for the runtime’s dependence on the field size p, we see that it is minor, and noticeable mainly for
the larger values of n, as Python treats all of the p values that we experimented with as Biglnt.

6.2 Offline Computations in the Secure Comparison Protocol

The secure comparison protocol (Section 4) also performs computations that can be executed offline.
Those include all random sharings generation that are carried out within SecureMult (Lines 1-8 in Pro-
tocol 4), as discussed in Section 6.1 above, and also the generation of random bits (Protocol 8), as
discussed in Section 4.3. To compare the online runtime of the secure comparison to the full runtime
we performed similar experimentation as that reported in Section 6.1 above. Figure 2 shows the run-
time of the full SecureCompare (averaged over 50 repetitions) alongside the online runtime only, for
n € {5,10,15,20,25}, and p € {p1,p2,p3}. (Hereinafter, we focus on single computations, and do not
experiment with batch computations.)

The online runtime is faster than the full runtime, with the improvement factor increasing with n.
The average improvement factor (over all p’s) increases from 3.1 for n = 5 to 4.2 for n = 25. As for the
dependence on p, in this experiment, as opposed to the previous experiment with SecureMult, we see a
noticeable impact of p, since the computation in SecureCompare is more involved.

2,000 - |0 Online m—
0 Full
1,600 - -

1,200 - -
800 -

Y leada L]

1 P3 P1 P2 P3 P1 P2 P3 P1 P2 P3 P1 P2 P3
n=>5 n=10 n=15 n=20 n=25

Time (ms)

Figure 2: Average runtimes (milliseconds) of SecureCompare in two modes: full execution vs running
the online part only.

6.3 Efficient Secure Bitwise Comparisons

As noted in Section 4.4, the secure computation of the bit f = 1,; when a is publicly known while b
is known through secret shares of each of its s bits, can be done either by Eq. (8), as done in [21], or
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Figure 3: Average online runtimes (milliseconds) of SecureCompare using Eq. (7) vs Eq. (8).

by Eq. (7), as we suggest here. In our next experiment we evaluate the improvement offered by Eq. (7)
over the original computation in Eq. (8) (for general inputs).

Figure 3 shows the average online runtime over 50 executions of two versions of Protocol 5. One that
invokes Protocol 9 that uses the efficient computation in Eq. (7), and another that computes shares in
f using Eq. (8). As can be seen, the improvement factor in all settings was over 2.

6.4 Secure Comparison of Small Values

As noted in Section 4.1, the secure comparison protocol for computing shares of 1,., becomes much
simpler if the two compared values, u and v, are known to be smaller than %, since then the bits a and
b are known to be 1 and the parties need only to compute shares in the bit ¢ (see Eq. (2)). In our next
experiment we measured the runtime of computing shares in 1,<, when it is given that u,v < £ to the
runtime of computing shares in that bit when that information is not given. Namely, we compare the
runtime of Protocol 5 which executes only Line 3 for computing [[¢]] and then returns [[w]] =1 — [[¢]] to
the runtime of the full protocol. Figure 4 shows those runtimes for various values of n and p, averaged
over 50 repetitions. It can be seen that the improvement factor is roughly 3 since, as discussed in Section
4.1, when the two inputs are known to be smaller than ¥ it is needed to compute secret shares only in
the comparison bit ¢ and not in all three bits a, b, ¢ as needed in the general case.

2,0007|:| u’v<g m —

UAny u,v e Ly,
1,600 - -
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n=>5 n=10 n=15 n=20 n=25

Time (ms)

Figure 4: Average runtimes (milliseconds) for performing the full SecureCompare in two cases: when the

two compared values are known to be smaller than £ and when such information is not given.

6.5 Overall Improvement

Here we combine all the improvements considered in the previous sections. Namely, we compare the
runtime of the secure comparison protocol as presented in [21]—including all offline computations, for
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Figure 5: Runtimes (milliseconds) of SecureCompare, as single computation or as parallel batch, and for
online and full modes.

general inputs, and using Eq. (8)—to a secure comparison protocol that relies on given offline random
computations (Sections 6.146.2), for restricted inputs (Section 6.4), and with the improved computation
in Eq. (7) (Section 6.3). The average runtimes over 50 repetitions are shown in Figure 5 for a single
SecureCompare, when executed alone and when executed in the framework of a batch of 64 comparisons.
The improvement factor grows linearly with n. Specifically, for n = 5 the average improvement factor
(over all values of p) is approximately 9, both for the single mode and the batch mode, while for n = 25
it is approximately 54.

6.6 Parallel versus Sequential Computation of Prefix-Or Bits

Here we evaluate the cost in terms of runtime when performing the computation of the prefix OR bits
ds—1,...,do in the simplified sequential manner that we described in Section 4.4, versus the original
suggestion of [21] to compute all those s bits in parallel. The goal of this experiment is to see for
which input bit lengths s it is preferable to switch from the simplified computation to the more involved
computation. In Figure 6 we see the average runtimes (over 50 repetitions) to compute all s prefix-or
bits in the two methods, for various values of s that correspond to a Mersenne prime p; = 2° — 1, for
n = 10.

For the online computation (that assumes that all required random sharings are already given) the
simplified sequential manner is faster for smaller prime numbers, with diminishing returns for larger
primes numbers. While for s = 5 we have an improvement factor of 2.5, it reduces to 1.2 for s = 17,
and then, for s = 31 and s = 61 the parallel method becomes faster. Those findings are supported by
the theoretical analysis of the two methods. The simplified sequential method has a depth complexity
of s — 1 rounds with one SecureMult operation per round, while the parallel method [21] has a depth
complexity of 3 [1/s] + 2 rounds with O(,/s) SecureMult operations per round. By comparing the two
round complexities we see that the parallel round complexity becomes smaller for s > 15, in agreement
with our findings.

As for the full runtimes, the advantage of the parallel method begins to show only for s = 61, because
of the additional runtimes to generate the required random sharings.
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Figure 6: Average runtimes (milliseconds) for computing the s prefix-OR bits in the parallel and sequen-
tial methods, for different values of s, with n = 10.

7 Applications

In this section, we describe applications of MPC over secret shares in three domains: collaborative
filtering (the main technique used in recommender systems), distributed optimization platforms, and
e-voting infrastructures.

7.1 Collaborative filtering

Collaborative filtering (CF) is a central technique in recommender systems, where user preferences are
inferred by identifying similarities in rating behavior across a population. CF techniques typically rely on
collecting large amounts of user data—such as movie ratings or product purchases—and leveraging matrix
factorization or neighborhood-based methods to predict unknown preferences. However, despite their
effectiveness, CF algorithms pose serious privacy risks as users must share detailed, sensitive preference
data with a central service or among multiple parties.

To address these concerns, secure multiparty computation (MPC) frameworks have been proposed
as a way to implement CF algorithms without compromising user privacy. In such approaches, each
user secret-shares their private ratings among a set of computation parties. These parties then emulate
the CF algorithm—whether it involves matrix factorization, similarity computation, or other forms of
optimization—entirely on secret shares, revealing only the final recommendations or model outputs. This
strategy maintains the benefits of collective learning while ensuring that no single party gains access to
any individual’s raw data.

In their paper, Bickson et al. [3] tackle secure CF in a decentralized peer-to-peer environment. They
focus on item-based neighborhood models, in which a user’s unknown preference for some item is inferred
by aggregating ratings from similar items rated by the same user. Preserving privacy in such models is
challenging—sharing raw ratings leaks sensitive information, while centralized protocols may not scale or
may violate trust assumptions. The authors remedy this by using secret-sharing—based MPC protocols,
where each user splits their ratings into secret shares (using the Shamir threshold scheme) that are
distributed to neighbors. Mathematical operations—such as dot products between rating vectors and
similarity computations—are then performed collaboratively without revealing the raw data.

The implementation stands out for both its scale and realism. Instead of confining experiments to
small-scale testbeds, the authors simulate peer-to-peer networks with millions of nodes and hundreds of
millions of edges, applying their secure computation framework to perform recommendation tasks across
this vast topology. They show that their model achieves accuracy on par with a non-private baseline
while maintaining acceptable performance—demonstrating not only feasibility but also scalability, a
critical requirement for real-world recommender systems. Furthermore, they compare the runtime of
their secret-sharing-based MPC method to a homomorphic encryption-based alternative (specifically,
the Paillier cryptosystem [22]), showing that the former is several orders of magnitude faster.

Tassa and Ben Horin [28] present a scalable, privacy-preserving framework for item-based collabo-
rative filtering based on a distributed mediation model. Their protocol replaces the single semi-trusted
mediator used in [24] with multiple non-colluding mediators, improving both privacy guarantees and
computational efficiency. Using Shamir’s secret sharing, vendors distribute user-item rating data in a
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way that conceals the sensitive rating data. The mediators operate directly on these shares to compute
item similarities and generate personalized recommendations through secure multiparty protocols that
protect the privacy of both users and vendors. Compared to the single-mediator approach based on
costly homomorphic encryption that was proposed in [24], their secret-sharing-based method achieves
a runtime improvement of three to four orders of magnitude. It also offers stronger robustness: it tol-
erates collusion among any group of vendors and any minority subset of mediators—unlike the scheme
in [24], which relies on the assumption that the single mediator remains honest. The framework also
accommodates realistic, overlapping vendor-user-item distributions and includes mechanisms for secure
data updates and efficient top-h recommendation queries, making it a practical and scalable solution for
privacy-preserving collaborative filtering.

Collectively, these works demonstrate that MPC protocols based on secret sharing have evolved
into a robust and adaptable framework for addressing the privacy and scalability challenges inherent in
collaborative filtering.

7.2 Distributed Constraint Optimization

Distributed Constraint Optimization Problems (DCOPs) provide a foundational framework for modeling
cooperative multi-agent systems where each agent controls a variable and aims to collectively maximize
global utility (or minimize cost) subject to local constraints. Applications span diverse areas such as
distributed sensor placement, smart grid control, supply chain coordination, and multi-robot planning.
However, despite their distributed nature, classical DCOP algorithms often assume full trust between
agents or require them to reveal sensitive information such as utility functions, constraint structures, or
variable assignments during execution. This assumption limits their applicability in real-world environ-
ments where agents are autonomous, competitive, or privacy-constrained.

To address this, recent works have begun leveraging secret-sharing-based MPC to implement DCOP
algorithms in a privacy-preserving manner. This approach allows the agents to jointly emulate standard
DCOP solvers—such as branch-and-bound, inference-based message passing, or local search—without
ever revealing their private inputs. Each agent secret-shares its data among a set of untrusted com-
putation parties—either peer agents or external computing mediators—and the DCOP algorithm is
reformulated as a sequence of arithmetic or logical operations collaboratively executed over these shares.
The result is a secure emulation of the original algorithm, where intermediate states and agent-specific
data remain confidential, but the collective optimization outcome is still correctly computed.

The studies summarized below exemplify this paradigm across three major classes of DCOP solvers:
PC-SyncBB [27], which securely emulates the complete branch-and-bound algorithm [13]; MD-Max-
Sum [15], which applies the technique to an inference-based, message-passing solver [11]; and P-DSA [12],
which adapts a stochastic local-search method [31]. Each demonstrates how MPC over secret shares can
be used to preserve algorithmic fidelity and strong privacy guarantees in a collaborative optimization
setting.

The PC-SyncBB algorithm is a privacy-preserving, collusion-resistant extension of the classic SyncBB
algorithm [13]. SyncBB is a complete branch-and-bound solver where statically ordered agents explore
assignments while pruning the search using an upper bound on the optimal cost, inferred and updated
during execution. PC-SyncBB preserves this structure but replaces all sensitive exchanges with secure
MPC subprotocols that combine additive secret sharing and homomorphic encryption. When an agent
assigns a value, a secure protocol updates the cost of the current partial assignment with neighbors. Fi-
nally, when a full assignment is reached, another MPC subprotocol verifies whether it improves the global
optimum, by applying threshold secret sharing and then performing secure comparison, as described in
Section 4 herein. Through this design, PC-SyncBB perfectly emulates SyncBB, and it provides topology,
constraint, and decision privacy. PC-SyncBB is the first DCOP solver resilient to collusions of agents;
this resilience holds under the standard assumption that a strict majority of agents are honest.

The MD-Max-Sum protocol adapts the well-known Max-Sum inference-based DCOP solver [11] into
a privacy-preserving version using MPC over secret shares. Max-Sum relies on iterative message passing
between agents to propagate cost functions and compute optimal assignments. In MD-Max-Sum, all
utility messages are secret-shared across a set of computation parties (called mediators), who simulate
the summation and maximization logic in a privacy-preserving way, using MPC primitives described
herein. The original algorithm is emulated faithfully, while preserving topology, constraint, and assign-
ment/decision privacy. The emulation allows the Max-Sum solver to operate in untrusted environments,
enabling agents to collaboratively solve global optimization problems without leaking any private pref-
erences or structure.
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In contrast, P-DSA targets a different class of DCOP algorithms—incomplete solvers based on local
search—specifically, the Distributed Stochastic Algorithm (DSA) [31]. DSA allows agents to iteratively
propose and accept new assignments based on local utility improvements. P-DSA securely emulates this
process using secret-sharing and MPC to evaluate whether a proposed change yields an improvement
in the total global utility. As with the other protocols, individual utilities and constraint costs remain
private at all times. P-DSA enables agents to perform privacy-preserving optimization in dynamic or
scalable settings where complete exploration is computationally infeasible.

Together, these three frameworks illustrate how diverse paradigms of DCOP solving can be re-
engineered to operate securely through secret-sharing and MPC techniques, where each framework pre-
serves the logic of its original algorithm. By spanning this spectrum of solutions, the approach enhances
the practical applicability of DCOPs in sensitive domains where distributed agents must safeguard pro-
prietary information while still cooperating on global tasks. This highlights the flexibility and generality
of the secure emulation paradigm.

7.3 Voting Systems

Other representative examples of secure computation via secret sharing are the systems of [8] and [26],
which apply multiparty computation to securely implement score-based and order-based voting rules.
In these frameworks, voters distribute secret shares of their ballots—represented as a vector (for score-
based rules) or a matrix (for order-based rules)—across a set of talliers. The talliers first execute valida-
tion subprotocols to verify the legality of each ballot—ensuring compliance with the underlying voting
rule—without disclosing any information on its contents. They then apply aggregation subprotocols
across all valid ballots to compute the election outcome (e.g., determining the top-K winners, with or
without ranking).

A central technique is to represent the tallying logic using secure arithmetic and comparison opera-
tions over secret shares. By leveraging efficient MPC primitives in this setting, the talliers jointly validate
the legality of submitted ballots and compute election outcomes, while remaining oblivious to the ballots
themselves. This design achieves perfect privacy: under the assumption of an honest majority, talliers
learn nothing about individual ballots beyond their validity. This perfect privacy guarantee is strictly
stronger than anonymity, where ballots remain visible but cannot be linked to voters. By ensuring
stronger protection, perfect privacy enhances trust in the system and promotes both voter participation
and truthful preference reporting.

The secure implementation of the Copeland voting rule in [26] was adopted by the Gentoo Linux
project®—a community-driven project with a decentralized governance model—for the election of their
council (interested readers are referred to [26, Section 7.2]).

These works demonstrate how well-established social choice mechanisms can be re-engineered as
secure distributed protocols that retain correctness, scalability, and fault tolerance. By preserving the
semantics of the original voting rules and simultaneously providing provable privacy and verifiability,
they illustrate the power and generality of secret-sharing-based MPC as a tool for privacy-sensitive
domains.

8 Conclusion

This work systematizes key techniques for secure multiparty computation (MPC) over secret-shared
values, with a focus on efficient and composable protocols for secure arithmetic and comparison. By
providing a unified and self-contained presentation of these protocols, along with a range of fundamen-
tal computations that build upon them, we aim to make the core techniques of secret-sharing-based
MPC more accessible and practically applicable. Additionally, we introduce optimizations that reduce
communication and online computation costs, contributing to the effort of narrowing the gap between
theoretical frameworks and real-world deployment.

Looking ahead, several directions warrant further investigation. First, efficient support for real-valued
computations, including floating-point operations and fixed-point arithmetic with precision guarantees,
remains a critical challenge for privacy-preserving data science. Second, automated generation of op-
timized MPC circuits tailored to specific applications could improve both performance and usability.
Third, integrating secret-sharing-based MPC with hybrid models (e.g., combining secret sharing with

Shttps://www.gentoo.org/
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homomorphic encryption or garbled circuits) may offer better tradeoffs in mixed trust or adversar-
ial settings. Finally, putting these protocols to use in real-world, large-scale systems—particularly in
healthcare, finance, and federated learning—continues to present valuable opportunities that have yet to
be fully explored.

We hope this work serves as a valuable reference and catalyst for advancing secure computation over

shared secrets in both research and practice.
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