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Abstract. The interest in verifiable credential systems has gained traction as eIDAS
2.0 Regulation has been published. This regulation instructs EU member states to
provide their citizens with digital identity wallets (EUDI Wallet) that must store
the credentials and enable privacy-preserving presentation of identity information to
relying parties. This new digital identity system requires defining new protocols and
procedures to perform tasks involving the disclosure of identity information. One of
such procedures is the delegation of attestation, as is reported in the EUDI Wallet
Reference Implementation Roadmap.

In this work, we address the problem of constructing secure processes for the delega-
tion of verifiable presentations derived from both verifiable and anonymous creden-
tials. Our goal is to enable a credential holder (the delegator) to securely delegate
another party (the delegatee) to present a credential on their behalf. We introduce
the notion of a verifiable presentation delegation scheme, formalizing the core algo-
rithms, namely delegation issuance, delegated presentation, and presentation verifica-
tion, and defining the relevant security properties that such a scheme should satisfy:
the correctness, the unforgeability, and, when the scheme is built on top of anony-
mous credentials, even the unlinkability. We present two concrete instantiations of
delegation schemes: the first is built on top of mdoc verifiable credentials, the cre-
dential format currently supported by the EUDI Wallet Architecture and Reference
Framework (EUDI ARF), while the second is built on top of BBS anonymous cre-
dentials. Finally, we discuss and analyze the security of our constructions in terms of
the security properties we have introduced.
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This work is an extended version of the paper [28] presented at|3rd International Workshop
on Trends in Digital Identity (TDI 2025). It includes additional technical details, extended
security proofs, and new results that were not part of the original conference publication.

1 Introduction

The eIDAS 2.0 regulation (electronic IDentification, Authentication and Trust Services)[26]
aims to regulate electronic identification and trust services in the EU’s internal market
and to improve cross-border interoperability across Europe by introducing a new digital
identity system that will be adopted by each member state. The regulation explicitly requires
that this digital identity system provide citizens with the ability to selectively disclose the
attributes certified in their credentials and to perform unlinkable authentications, with the
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goal of protecting their privacy by reducing the amount of information they discloseﬂ and
to prevent tracking of their activities by colluding relying parties (and issuers).

The solution proposed to achieve these goals is the adoption of verifiable credentials
(VCs) stored in a digital wallet called the EUDI Wallet [I]. VCs are the digital analogue of
physical credentials, and their security relies on the use of cryptographic techniques. VCs
are issued by issuers who sign them and deliver them to the credential holders. The holder
of a VC stores it and can use it to prove specific claims (or statements) about their identity
to a werifier by creating a verifiable presentation (VP). In general, roles are dynamic and
context-dependent, allowing a user to function as a holder, verifier, or issuer based on the
specific operations they wish (or are allowed) to perform. For example, an organization
acting as a verifier in one transaction can assume the role of an issuer in a subsequent
transaction.

Main credential formats. One pivotal decision regarding the design of the EUDI Wallet
concerns the choice of types of VCs it should support, enabling the selective disclosure of
attributes and the unlinkability of presentations. So far, the community has highlighted
two main approaches for the VC format [II7]. The first approach describes VCs designed
exploiting the properties of hiding commitments and standard signatures [3], which we refer
to as mdoc VCEL while the second approach describes VCs whose design relies on signature
schemes that support Non-Interactive Zero-Knowledge Proofs (NIZKPs) derived from sigma
protocols, referred to as anonymous credentials (ACE Although both ACs and mdoc VC
support selective disclosure of attributes [30], ACs offer stronger privacy guarantees enabling
the generation of predicate proofs (e.g. range proofs) and pseudonyms [3738/39], but most
of all by ensuring that multiple presentations of the same credential are unlinkable even
against an adversary who corrupts both the issuer and the verifiers. This property is often
referred to as multi-show unlinkability. Clearly multi-show unlinkability is not achieved by
mdoc VCs since every presentation always reveals information that identifies the credential
used to generate it. To achieve a similar level of privacy for users, mdoc VCs rely on the
batch issuance of single-use credentials. This countermeasure protects the holder against
corrupted verifiers, but it does not protect the user’s privacy if the verifiers collude with the
issuer (or if the verifier is the issuer). Additionally, the batch issuance of credentials naturally
presents relevant complications for secure deployment. Recently, an approach based on the
use of SNARKS has been proposed to provide mdoc VCs with multi-show unlinkability [32].

Delegation of VPs The introduction of this digital identity system, based on the use of
verifiable credentials, presents both technical challenges and opportunities to improve au-
thentication security. In this work, we focus on one of the features that the use of verifiable
credentials can enable: the ability to delegate the presentation of verifiable credentials to
a different holder without involving any trusted third party, in a cryptographically verifi-
able manner. The relevance of this feature is attested by its inclusion in the EUDI Wallet
Reference Implementation Roadmap [2].

A credential holder (the delegator), using its VC or AC, can create a delegation that
instructs another holder (the delegatee) to act on its behalf to execute a specific and pre-
determined operation while interacting with a verifier. VP delegation is developed as a

! In accordance with the privacy principles required by the GDPR. [25]

2 This name refers to the mobile driving license described in the standard ISO/IEC 18013-5|35].

3 In particular the focus is on ACs designed following the framework of Camenisch and Lysyanskaya,
[15].
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mechanism allowing one to cover use cases such as: someone authorizes a family member
to pick up a prescription from the pharmacy, an older adult authorizes their adult child to
represent them in a public online service, or a person delegates an intermediary to perform
financial operations on their behalf.

For simplicity, in this work, we consider a system in which every user is provided a “main
credential”’, such as an ID card, by a trusted issuer that every holder can use to delegate
to other holders. Our definition of a VP delegation scheme builds on top of such a VC or
AC scheme. In particular, we describe a delegation mechanism that allows a delegator to
generate delegations that must specify:

— the delegatee identifier, a statement that the identity (or the VC/AC) of the delegatee
must satisfy. For example, the delegatee identifier could be “the delegatee is over 187,
then any over 18 holder would be allowed to present such delegation, or more specific
statements such as “the delegatee name is Name and their surname is Surname”, in such
a case only a holder named Name Surname would be allowed to present such delegation.
This identifier is sent by the delegatee to the delegator before the latter produces the
delegation;

— the scope for which the delegation is being created. This might include a period of
validity, an identifier of the verifier to which it must be presented, and an identifier of
the operation that the delegatee must perform;

— the delegator payload, a statement about the delegator’s identity that contains (at least)
the information the verifier would request from any holder to perform the operation
specified in the scope;

— a proof that the delegator identity (or VC/AC) satisfies the delegator payload.

The delegatee, holding the delegation, interacts with the verifier to present the delegation
and executes the operations specified in the scope. The delegatee proves to be an autho-
rized delegatee by showing, using its own credential, that it satisfies the delegatee identifier
information specified in the delegation. Finally, the verifier checks that the delegation and
the presentation of the delegation are valid and accepts (or rejects) the delegated presenta-
tion, allowing the delegatee to perform (or preventing the delegatee from performing) the
operation specified in the scope.

Our Contribution. Unlike the delegation of issuance of anonymous credentials, a topic widely
studied in the cryptographic literature, for instance [2008/9T322/33], to the best of our
knowledge, delegation of VPs has not been formalized in the existing literature. However, in
order to ensure the secure deployment of the delegation of VP functionality, it is necessary
to formally define both its syntax and the security properties that it must satisfy to enable
a security analysis of its instantiations. For this reason, we fill this gap and provide a
formal definition of VP delegation scheme as an extension that is built on top of a verifiable
credential scheme.

We define the syntax of a VP delegation scheme and we identify the security proper-
ties that it must satisfy, namely the correctness, that guarantees that legitimate delegators
can delegate third parties to perform a presentation on their behalf; the unforgeability of
delegated presentations, that captures that an adversary should not be able to present a
delegation for which it is not a legitimate delegatee, and should not be able to generate a
delegation for a delegator payload that is not certified by the credentials it controls; finally
the unlinkability that captures the ability to generate delegations, and delegated presenta-
tions that can not be linked to a specific credential issued by the issuer. Then, we describe
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a VP delegation scheme that can be applied to mdoc VCs and another one that can be
applied to ACs: for the sake of concreteness, the VP delegation scheme is instantiated with
BBS anonymous credentials [I443JTT], but it can be easily generalized to any AC. We prove
the security of our VP delegation schemes according to our security notion. We prove the
unforgeability of both schemes (in particular, we observe that the proof of the scheme based
on anonymous credentials is remarkably simpler than the one based on mdoc VCs) and
we prove the unlinkability of the scheme based on AC. To conclude, we briefly discuss the
compatibility of our scheme in the context of the EUDI and EBSI frameworks.

Structure of the paper. In Section [2] we provide the necessary background by introducing
some preliminary concepts. Section 3] provides a detailed overview of some relevant verifiable
credential schemes — specifically the mdoc VC scheme and the BBS AC scheme — for
which we will explicitly define a VP delegation scheme in Section [d] The security notions of
VP delegation scheme is introduced in Section [4] formalizes the security definitions that a
delegation scheme must satisfy; specifically, for verifiable credentials, we define correctness
and unforgeability, while for anonymous credentials we also require unlinkability. Section [5]
provides concrete instantiations of our VP delegation framework over the credential systems
introduced in Section [3| resulting in two constructions: one based on mdoc VC and the
other based on anonymous credentials derived from BBS signatures. Section [f] contains the
security analysis of both constructions, including formal proofs of correctness, unforgeability,
and unlinkability as defined in Section [4] Finally, in Section [7} we discuss how our protocol
can be integrated into real-world ecosystems, such as EBSI and EUDI.

2 Preliminaries

In this section, we provide the notation and the necessary background, including the def-
inition of Digital signatures, Sigma protocols, Non-Interactive Zero-Knowledge Proofs and
Commitment schemes.

2.1 Notation

Let A denote the security parameter. The issuer’s private and public keys are denoted as
skis and pk, respectively. The set of messages or attributes is denoted by a = (a;)ie[,
where [I] represents the set {1,...,l}.

When presenting a VC/AC supporting selective disclosure, a subset of attributes, whose
indices are denoted by Hid, can be hidden, while the set of indices of the disclosed attributes
is Rev = [I] \ Hid. We denote by stmt the set of revealed attributes, and by S the set of
possible statements.

The delegator, delegatee, and verifier are indicated by D, A, and V, respectively. The
delegatee identifier is indicated by Ajp, the delegator payload is indicated as DP, while the
delegation scope is referred to as scope.

For simplicity, we assume each party is provided with a single VC/AC. The delegator’s
credential is represented as credp, and the delegatee’s credential is denoted as cred 5.

In the security definitions, we will define the following tables: a credential table CT, a
presentation table PT, and a delegation table DT. Finally, we consider a function f : N — R
to be negligible if, for every ¢ > 0, there exists an integer ny € N such that for all n > ny,
f(n) = O(1/n°). This notation will be used throughout the paper to formalize the schemes
and algorithms presented.
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2.2 Digital signatures

Digital signatures are cryptographic primitives that ensure the authenticity and integrity of
messages. They allow a sender to produce a signature on a message such that any verifier,
given the sender’s public key, can check its validity (see [12] for more details).

Definition 1 (Digital Signature Scheme). A digital signature scheme DS consists of
four efficient algorithms = (Setup, KeyGen, Sign, Vf) such that:

Setup pp < Setup(\): this algorithm takes as input the security parameter \ and outputs

the public parameters pp used by the scheme.

— Key Generation (sk, pk) < KeyGen(pp): this algorithm takes as input the public param-
eters pp and outputs a pair (pk,sk), where sk is the secret signing key, and pk is the
public verification key.

— Signing o « Sign(m,sk): A probabilistic algorithm that, given a secret key sk and a
message m, outpuls a signature o.

— Verification (accept/reject) < Vf(o,m, pk): A deterministic algorithm that, given a pub-

lic key pk, a message m, and a signature o, outputs either accept or reject.

A digital signature scheme must satisfy correctness and unforgeability.

— Correctness: for all key pairs (sk, pk) output by KeyGen, and for all messages m, any
signature o generated by Sign must be accepted by V. Formally,

Pr [Vf(o, m, pk) = accept] = 1.

— Unforgeability (informal): if an adversary is able to obtain valid pairs
{(m1,01),...,(mg,or)}, they still cannot output a valid message-signature pair (m, o)
for some new message m. Digital signatures that satisfy this property are said to be
unforgeable under a chosen message attack (UF-CMA security).

— Strong Unforgeability (informal): if an adversary is able to obtain valid pairs
{(m1,01),...,(mg,o%)}, they still cannot output a valid message-signature pair (m, o) #
(my,0;), Vi € [k]. Digital signatures that satisfy this property are said to be strongly
unforgeable under a chosen message attack (SUF-CMA security).

The formal definitions of unforgeability and strong unforgeability for digital signature
schemes are given in Appendiz[]]

2.3 Sigma Protocols

Sigma protocols are a class of interactive proofs that allow a prover to convince a verifier of
the validity of a statement while satisfying specific security properties.

Definition 2 (Sigma protocol). Let R C X x Y be a NP relation. A Sigma protocol IT
for R is an interactive proof system consisting of two algorithms:

— The prover P, which is a probabilistic algorithm that takes as input a pair (xz,y) € R,
where x s the witness and y is the associated statement.

— The verifier V, which is a probabilistic algorithm that takes as input the statement y € Y
and outputs either accept or reject.

The interaction between P and V follows a three-step protocol:
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1. The prover generates a commitment ¢t and sends it to the verifier.

2. The verifier chooses a random challenge ¢ from a finite challenge space C and sends it
to the prover.

The prover computes a response z based on ¢, and sends it back to the verifier.

The wverifier uses transcript (t,c,z) and the statement y to calculate a deterministic
decision: accept or reject.

> e

Note that the verifier’s behavior is deterministic, except for the random choice of the
challenge c.

A sigma protocol must satisfy three security properties: correctness, special soundness,
and honest-verifier zero-knowledge (see [12] for formal definitions).

2.4 Non-Interactive Zero-Knowledge Proofs

Definition 3 (Non Interactive Zero-Knowledge Proof). Let R C X x Y be an NP
relation. A Non Interactive Zero-Knowledge Proof (NIZKP) for R consists of two algorithms
(P,V), where P has in input a witness-statement pair (x,y) € R, while V only has in input
the statement y. The prover algorithm outputs a proof m + P(z,y) which is sent to the
verifier who can verify it running reject/accept < V(y, 7).

The algorithm must satisfy the following properties:

1. Completeness: For (z,y) € R, V(P(x,y),y) = 1;

2. Zero-Knowledge: For any PPT distinguisher D, there exists a PPT simulator Sim such
that, for any statement y chosen by D, the following two distributions are computation-
ally indistinguishable:

{m <+ P(z,y) : (v,y) € R} =~. {7’ < Sim(y)}.

In other words, even without knowing the witness x, the simulator can generate a proof
7w’ for y that is indistinguishable from a proof m honestly generated by a prover who
knows x;

3. Knowledge Soundness: There exists a probabilistic polynomial-time (PPT) algorithm
Ext, called the extractor, such that for any PPT adversary A, if A can produce a valid
proof w for some statement y with non-negligible probability, then given y and rewindable
oracle access to A, the extractor Ext can extract a witness x such that (x,y) € R with
non-negligible probability.

The Fiat-Shamir transform can be used to convert a sigma protocol into a non-interactive
zero-knowledge proof.

Definition 4 (Fiat-Shamir NIZKP). Let IT = (P,V) be a sigma protocol for a NP rela-
tion R C X'x). Assume that the transcripts (t,c, z) belong to TXCxZ. Let H : YXT — C be
a cryptographic hash function. The Fiat-Shamir transform converts I into a non-interactive
zero-knowledge proof as follows:

1. Given an input (x,y) € R, the prover generates a commitment t € T ;

2. The prover computes the challenge as ¢ = H(y,t), then they compute a response z € Z;
finally, the prover sends (t,z) € T X Z to the verifier;

3. Gwen (y,(t,z)) € Y x (T x Z), the verifier computes ¢ = H(y,t) and checks whether
(t,c, z) is an accepting transcript for y.

In certain settings, the challenge ¢ can be sent to V instead of the commitment t (or part
of it), provided that the protocol admits a deterministic reconstruction of the commitment,
thus reducing the communication cost.
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2.5 Commitment schemes

A commitment scheme allows a party (the committer) to commit to a message m by gener-
ating and sending a commitment value com, while satisfying the following properties:

— Hiding (informal): The commitment com does not reveal any information about the
message m.

— Binding (informal): It is computationally infeasible for the committer to generate a
commitment com that can be opened to two distinct messages m and m/'.

For formal definitions of the hiding and binding security experiments, see [36].

Definition 5 (Commitment Scheme). A (non-interactive) commitment scheme consists
of three algorithms, Gen, Com and Open, and operates as follows:

1. The key generation algorithm Gen(\) takes as input the security parameter A in unary
and outputs the public parameters pp.

2. To commit to a message m € {0,1}*, the sender selects a uniformly random value r,
computes the commitment com = Com(pp, m;r), and sends com to the receiver.

3. To open the commitment, the sender reveals (m,r) to the receiver.

4. The receiver runs the algorithm Open(pp, m,com;r) and outputs accept or reject.

A secure commitment scheme can be easily constructed using a cryptographic hash
function H. The commitment based on a hash function H is defined as follows: to commit
to a message m, sample a random salt & {0,1}* and compute com = H(m/||salt). To open
a commitment com, it is necessary to reveal the message-salt pair (m,salt), and the verifier
can check if com = H(m||salt) (equivalently, Open(m, com;salt) = accept). This commitment
scheme can be proved to be hiding and binding.

3 Verifiable Credential schemes

In this section, we introduce the verifiable credential schemes that we analyze in this work
and for which we provide an explicit description of a VP delegation scheme.

A wverifiable credential scheme is defined by a set of algorithms and protocols that estab-
lish secure processes to issue, present and verify digital credentials [30].

Definition 6 (Verifiable Credential Scheme). A verifiable credential scheme is defined
by the following algorithms:

— Issuer Setup ({pp, (skjss; PKiss) } & IssuerSetup(A) ): this algorithm is executed by the is-
suer, and it generates the public parameters pp for the verifiable credential scheme to-
gether with the issuer key pair (skieg, PKigs)-

— Credential Issuance (cred & Credlssuance({a;}icp), skiss) ): The issuer evecutes this algo-
rithm to generate a verifiable credential cred for the attributes {a;}ic(-

— Credential Presentation (pres & CredPresentation(cred, stmt) ): This algorithm is exe-
cuted by the holder to generate a proof (the presentation pres) that it possesses a cre-
dential cred that satisfies a statement stmil]

* The presentation can allow the holder to selectively disclose the attributes of the credential,
revealing only the attributes in stmt.
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— Presentation Verification ({0,1} & PresVer(pres, stmt, pk,) ): The verifier executes this
algorithm to verify the validity of the presentation provided by the holder, ensuring that
it satisfies stmt.

A VC scheme must satisfy two fundamental security properties. The first one is correctness,
which ensures that a verification protocol succeeds if and only if the prover presents a valid
credential that was previously issued by a recognized issuer through the designated issuance
protocol. The second is unforgeability, meaning that no adversary should be able to generate
a valid presentation for a statement which is not satisfied by any of the credentials it was
previously issued.

In this work, we focus on the class of VCs schemes that are currently adopted in the EUDI
Wallet Architecture Reference Framework (ARF) [I, Annex 2, Topic 12|, or are considered
for possible future adoption. According to the EUDI ARF, the supported VC schemes must
have one of the following formats: mdoc, described in [35[3], SD-JWT, described in [27],
or W3C VCDM, described in [42]. These different verifiable credential formats are based on
the same cryptographic mechanism that we abstract in this section, and, for simplicity, we
will refer to it as mdoc VC, as previously mentioned. The VC scheme considered for pos-
sible future adoption by the EUDI ARF is the BBS anonymous credentials [I1/14], as also
advised in [7], which has recently attracted significant attention in the cryptographic liter-
ature, with papers that analyse its security [43/T9/18], that build distributed variants from
it [24U34/4029], and papers that presenting efforts to make it eIDAS compliant [23UT7U3T].

We now describe these two verifiable credential schemes. In the rest of this work, the
public parameters pp are omitted from the input of most described algorithms for notational
simplicity.

3.1 mdoc VC scheme

The cryptographic primitives used to design mdoc VCs are (1) hiding commitments based
on hash functions and (2) digital signature schemes DS = (Setup, KeyGen, Sign, Vf). The
digital signature scheme DS can be any SUF-CMA secure digital signature scheme.

Definition 7 (mdoc VC scheme). Let DS = (Setup, KeyGen, Sign, Vf) be a digital signa-
ture scheme and H a cryptographic hash function. The mdoc VC scheme can be described
as follows:

— Issuer setup: {pp, (skiss, PKss) } & IssuerSetup(\).
The issuer executes the IssuerSetup algorithm which consists in executing the Setup and
KeyGen algorithms of the underlying digital signature scheme DS. This algorithm gen-
erates:
e the public parameters: pp & Setup(\);

o the issuer key pair: (sKie, PKjss) & KeyGen(pp).

— Credential issuance: cred < Credlssuance({a; }ic[i), SKiss)-
The issuer executes the following operations:

o sample uniformly at random salts salty, .. ., salt, & {0,1}*;
e compute com; < H(a;||salt;) Vi € [I];
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o generate (SK. eds PKered) & KeyGen(pp);
e sign the commitments and the public key of the credential ({com;}ieny, PKeed) com-

puting o & Sign(({com; }icpi)s PKered) > SKigs) 5
e set cred < ((o, {com;}icpy, PKered)s 1@ tien, {Salti}ie[l]aSkcredﬂ'
— Credential presentation: pres & CredPresentation(cred, stmt, nonce).
The statement stmt = {a; }icrev 18 given by the set of attributes that the holder wants to
reveal Rev C [l], and the nonce nonce is sent by the verifier to the holder to guarantee
the freshness of the presentation. The holder performs the following operations:
d ComPUte pres’ — ((U’ {Comi}ie[l]7 pkcred)’ {Salti}iEReva {ai}iERev; nonce);
e sign pres’ computing o’ & Sign(pres’, skered) s
e set pres + (pres’,o’).
— Presentation Verification: {0,1} & PresVer(pres, stmt, pk, ).
The verifier performs the following operations:
e parse pres — (pres’,o’) and then
pres’ — ((07 {Comi}ie[l]a PKered)s {salti}ieRew {ai}iERew nonce);
e werify the signature of the issuer: 1 < Vf(o, ({com;}icn), PKered)s PKiss) 5
e check that com; = H(a;||salt;),Vi € Rev;
o verify the signature of the holder: 1 < Vf(o’, pres’, pk  eq)-
If the previous checks are satisfied, the verifier accepts and outputs 1, otherwise it outputs
0.

Privacy Concerns for mdoc VCs. This kind of VC offer limited privacy protection because
each presentation of the same credential can be linked to the original credential (e.g. the
signature of the issuer, or the public key of the credential must be always revealed). This
linkability implies that repeated use of the same credential may allow verifiers to track and
correlate different interactions, thereby undermining user privacy. For this reason the EUDI
ARF currently instructs the member states to implement batch issuance of these VCs that
must be considered as single-use credentials. However, even if these credentials are used only
once, if the verifier colludes with the issuer, or it is the same issuer who generated the VC,
then the VC presentation can be easily linked to its issuance.

3.2 BBS AC scheme

Anonymous credentials [2IIT5] are the tool recommended for addressing the linkability prob-
lem of mdoc VCs. The privacy-preserving property that guarantees that multiple presenta-
tions of the same credential can not be linked is referred to as unlinkability, and in the case
of BBS anonymous credentials [TTIT4/43] (as for all the schemes that follow the framework
of Camenisch and Lysyanskaya [15] like [4T/T6T4]), the unlinkability is achieved through the
use of NIZKP that allow the prover to demonstrate possession of a valid credential while
revealing no information beyond the disclosed statement.

In Appendix we provide a general description of the algorithms for an anonymous
credential scheme constructed according to the framework of Camenisch and Lysyanskaya

5 To ensure a secure binding between a credential and the device storing it, the secret key of the
credential (sk..q) is stored within a hardware security module (HSM) or a trusted execution
environment (TEE) embedded in the device.
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[15]. Here, we explicitly describe the algorithms for the BBS anonymous credential scheme
as described in [43].

Let G1 = {(g1), G2 = (g2), and G be groups of prime order p. A pairingﬂe 1 Gy x Gy —
Gr is a map that satisfies the following properties:

— Bilinearity: e(gf,93) = e(g1,92)"Y Va,y € F;.

— Non-degenerate: e(g1, g2) # 1.

— Efficient computability: the pairing e can be computed in polynomial time with respect
to the bit length of the security parameter \.

The BBS signature scheme is defined as follows.

Definition 8 (BBS signature scheme). The signature scheme is defined as follows:

- pp & Setup(\): Outputs a bilinear group given by Gi,Gs, G, and the pairing e : Gy x
Gy — Gr as defined above, and random (g1, g2,h = (h)icq) & Gl1+2.

— (sk, pk) & KeyGen(pp): Sample uniformly at random x & Zy, compute X = g5 € G,
and set sk =x and pk = X.

— (4,¢) & Sign(a, sk = x): On input messages a = (a;);cp), sample uniformly at random

el Z,, and compute

! e
A= <91 11 h[i]a[il> :
i=1

Output the signature (A,e).
— 0/1+ Vf((A4,e),a,pk = X): compute C(a) = g; Hi:1 h[i]2ll and check if

e(4, Xg5) = e(C(a), g2)-
Return 1 if the check is correct, and 0 otherwise.

On top of this digital signature scheme it is possible to define the following anonymous
credential scheme.

Definition 9 (BBS AC scheme).
The BBS anonymous credential scheme is defined by the following algorithms.

— Issuer setup: {pp, (skies, PKiss) } & IssuerSetup(\).
The issuer executes the lssuerSetup algorithm which consists in generating the public
parameters pp for the BBS signature (Def. @ scheme along with the key pair of the
issuer (skie, PKigs) -

{pP, (skiss, PKiss)} < IssuerSetup(\),
$ T
where pp = (gla (hi)éng% pklssve)f skiss = 2 4= Zy, and pki, = X3 = g3.

6 The most efficient implementations of the BBS signature are based on the curve BLS 12-381 [6]
which defines a pairing such that there is not an efficient isomorphism between G, and G2, and
where computations in G; are more efficient than the computations in Gs.
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— Credential issuance: cred < Credlssuance({a;}icp), Skiss)-
The issuer executes this algorithm to generate a BBS anonymous credential. It takes

as input the attributes (ai,...,a;) and the issuer’s private key sk, samples e & L,
computes

_1_
x+te

A= ngh(zll ’

i€l

and outputs a credential cred:

$
cred = (o,{ai}icy) = ((4,e),{ai}icy) < Credlssuance({a; }icp, Skiss)-

This credential cred includes the attributes (ay,...,a;) and its signature (A, e) obtained
using the BBS signature scheme with secret key sk, = x.

— Credential presentation: pres & CredPresentation(cred, stmt, nonce).
The statement stmt = {a; }icrev S given by the set of attributes that the holder wants
to reveal Rev C [l], and the nonce is sent by the verifier to the holder to guarantee
the freshness of the presentation. To produce a presentation, the holder executes the
CredPresentation algorithm described in Figure [1:

pres = (A, B, ¢, s,t, (u;)ichid) & CredPresentation(cred, stmt, nonce),

— Presentation Verification: {0,1} & PresVer(pres, stmt, pk)-
The verifier executes the the PresVer algorithm described in Figure[1: if the checks are
satisfied, the verifier accepts and outputs 1, otherwise it outputs 0.

The CredPresentation and PresVer algorithms are illustrated in Figure [, which provides
an overview of the non-interactive zero-knowledge proof (NIZKP) construction for BBS
credentials.

In [43], it was proved that this NIZKP is secure since it is derived from a sigma protocol
to which is applied the Fiat-Shamir transform. In [43] the authors show that the sigma
protocol satisfies correctness, special soundness, honest-verifier zero-knowledge. Moreover, it
is easy to see that the sigma protocol has a large challenge space and high first message
min-entropy; therefore, the derived NIZKP is secure [4].

4 VP Delegation Scheme: Definition and Security Notions

In this section, we define the notion of a VP delegation scheme, which is built on top of a
VC scheme, as defined in Definition [f] A VP delegation scheme must define the following
algorithms: (1) a delegation issuance algorithm, to allow the delegator D to create a dele-
gation del, (2) a delegation verification algorithm to check the validity of a delegation, (3)
a delegation presentation algorithm, to allow the delegatee A to present del to a verifier,
generating a presentation pres, and (4) to verify the delegated presentation pres.
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Prover P (A, e, a,pp) Verifier V (pp)
r <« Z,
A« A", B+ C(a)A~°
a,B <+ Zp, 6+ Zp, Vie€eHid
U« A*B° ] nli*
i€Hid
c+ H(A,B,U)
s—a+rte-c
n«pBf4+rt-c

i < 0; —afi Vi € Hid A1 B
u [iJe Vi I A, B,c,s,m, (ui)icHid

U« A°B" [] hli]“ Crev(a)™*
i€Hid

c= H(A, B,U)
e(4, Xz) £ e(B, g2)

Fig. 1. NIZKP for BBS credentials. The value pp represents a set of public parameters known both
to P and V.

VP Delegation Scheme. We formally define the input-output specifications of each algorithm
that constitutes a VP delegation scheme.

Definition 10 (VP delegation scheme). A VP delegation scheme VPDS, built on top
of a VC or AC scheme (IssuerSetup, Credlssuance, CredPresentation, PresVer ), is defined by
the the following algorithms:

— Delegation issuance: (Ap, scope, DP, mpp) & Deleglssuance(credp, DP, scope, A\p), where:

del
e Ap is the delegatee identity which is a statement that must be satisfied by the

delegatee presenting del (and its credential). Ap represents a set of attributes with
the associated indices that the delegatee must reveal when presenting the delegation.
With a slight abuse of notation we can say that, being {a;};cp) the attributes in the
credential, Aip = {a; bieap;

e scope is the delegation scope, describing the operation that can be performed by the
delegatee interacting with specified verifiers El,

o DP is the delegator payload containing the attributes that the delegator must disclose
about its identity (e.g. it is entitled to withdraw a specific drug) when it creates its
delegation. As for Ap, we write DP = {a;};cop;

e 7pp is a proof that the holder knows a credential credp for the claims in DP. The
proof must be bound to scope and Ap.

See Section[1] for a better intuition about the semantic meaning of these fields.

7 Note that these information must be encoded using a dictionary or schema which subsequently
allows verifiers of delegated presentations to verify it. A more detailed analysis of this aspect is
out of scope and will be treated in a future work.
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— Delegation verification: {0, 1} & DelegVer(del, pki)-
This algorithm is executed by a delegatee (or by a verifier) to verify the validity of the
delegation.

— Delegated presentation: (del, mqe) & DelegPres(del, cred o, nonce).

——
pres

The verifier sends to the delegatee a random nonce which is used to guarantee the fresh-
ness of the delegated presentation. After parsing del as (Ajp,scope, DP,mpp), the dele-
gatee computes g which is a proof of knowledge of a credential creda satisfying the
delegatee identity Ap included in del.

— Delegated presentation verification: {0,1} & DelegPresVer(pres, pk)-
This is the verification algorithm executed by the verifier. Parse pres as (del, m4e1). Upon
receiving the proof mgel and the delegation del, the verifier checks that
e 1 < DelegVer(del, pk,);
® T4e 1S a valid proof for the value Ap in del;
e scope included in del, which is part of pres, is satisfied.
If these checks pass, the delegated presentation is accepted, and the algorithm outputs 1.

Figure [2] describes the interaction flow between the delegator D, the delegatee A and
the Verifier V.

Interaction framework among Delegator, Delegatee, and Verifier

Delegator D(credp) Delegatee A(creda) Verifier V
Ap €S
Aip

del < Deleglssuance(credp, DP, scope, Ajp)
del

nonce < {0,1}*

nonce

pres < DelegPres(del, creda, nonce)

pres

DelegPresVer(pres) 3, {0,1}

Fig. 2. Interactions between the delegator D, the delegatee A, and the Verifier V. According to
the scenario, the delegatee might send to the delegator some information Ajp about its identity, so
that the delegator can use it as an input for the algorithm Deleglssuance.

We now define the security properties for VP delegation schemes.

Correctness Property. The correctness property specifies that a delegation algorithm always
allows an honest delegator (who generates a delegation for a DP consistent with its identity),
to generate a delegation del and delegate another user. Then, if the user is an honest delegatee
(its identity satisfies Ap), it can always present del satisfying scope to a verifier.
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Definition 11 (Correctness of VP delegation scheme). Given a VP delegation scheme
VPDS = (Deleglssuance, DelegVer, DelegPres, DelegPresVer),

we say that the scheme is correct if 1 < DelegPresVer(pres) whenever:

~del & Deleglssuance(credp, DP, scope, Aip) where credp satisfies the statements con-
tained in DP (which is contained in del);

— pres & DelegPres(del, cred o, nonce), where cred s satisfies the statements contained in
A|D.

Unforgeability Property. We consider two notions of unforgeability: the unforgeability of the
delegation algorithm Deleglssuance, which means that an adversary cannot forge a delegation
from a credential it does not possess, and the unforgeability of the delegation presentation
algorithm DelegPres, which means that an adversary cannot present a delegation that is not
issued to its identity (i.e., its identity does not satisfy Ap). We capture these two notions
of unforgeability in a single experiment.

The experiment captures that an adversary A, after receiving the public key of the issuer
pkss, the public parameters pp, and performing a training, cannot forge a delegation presen-
tation. The training considers an adversary that can learn information from the system in
the following ways: it can (1) corrupt a polynomial number of users, (2) receive a polynomial
number of delegations from users it does not control, and (3) verify a polynomial number
of delegated presentations (i.e., receive a polynomial number of presentations of its choice).
These operations are modeled by allowing A to query a polynomial number of credentials
to the oracle Ojss, of delegations to the oracle Og4e and of presentations of delegations to the
oracle Opyes.

Note that in a system supporting the delegation of VPs, the adversary can see not only
delegated presentations, but also presentations of verifiable credentials (generated using
the algorithm CredPresentation(cred, stmt)). However, we omit the queries for credentials
presentations because we assume that credentials presentations can be seen as delegated
presentations associated to an empty delegation (del, nonce) = (L, 1).

Experiment 1 (Expaelpresunforgeab'l'ty(1)‘)) The experiment consists of the following phases.

Setup phase A receives from the challenger of the experiment the public key pky, of the
issuer and the public parameters pp of the underlying VC or AC scheme.

Training phase A can interact with random oracles Oiss, Ogel and Opres, to which it can
send a polynomial number of issuing queries. Each query has the following input-output
specification:

1. Issuing queries to Oiss: A can query for the issuance of a credential for a set of at-
tributes {a; };cp) of its choice; the oracle computes cred < Credlssuance({a; } e, SKiss)
stores cred to the credential table CT and sends it to A.

2. Delegation queries to Oge: A can query Oge for the issuance of a delegation for
(Aip, scope, DP) of its choice; the oracle computes del < (Aip, scope, DP, mpp), stores
del in the delegation table DT and sends it to A.

3. Delegated presentation queries to Opres: A can query for the presentation of a delega-
tion for the values (del, nonce) of its choice; the oracle Opes generates a presentation
pres for (del,nonce), stores pres to the presentation table PT and sends it to A.

Forgery phase A eventually outputs a delegated presentation pres* = (del™, mge+ ).
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Winning conditions Parse pres* = (del*, mqeir) as (Ap*,scope*, DP*, mpp+, Tdel* )-
The adversary wins the experiment if 1 < DelegPresVer(pres*) and at least one of the
following conditions is satisfied:
1. forgery of the delegation: del* = (Ap*, scope*, DP*, mpp+) is forged, i.e.
— 4t is not a delegation queried by A to Oge, i.e. del* & DTEI;
— del* is not generated using any credential issued to Aﬂ
2. forgery of the delegated presentation: mye~ is forged, i.e.
— Vpres € PT, pres = (del,wdd), Tdel 75 Tdel* 5
— Tdeix 48 not generated using any credential issued to A.

Definition 12 (Unforgeability of VP delegation scheme). We say that a VP delega-

tion scheme is unforgeable if for any PPT adversary A executing Expaelpresunfwgeabi“ty(1)‘),

Pr| A wins EXpE‘elPresUnforgeability(1)\)] < I/()\),
where v(X) is negligible in the security parameter .

Unlinkability Property. We consider two notions of unlinkability. The first concerns the
Deleglssuance algorithm, ensuring that, given a delegation generated from one of two possible
delegator credentials, an adversary cannot distinguish which credential was used. The second
relates to the DelegPres algorithm, which guarantees that, given a delegated presentation
generated from one of two possible delegatee credentials, an adversary cannot determine
which credential produced it. We formalize these two notions of unlinkability through two
corresponding experiments.

EXperiment 2 ( ExpaeleglssuanceunIinkabiIity(1)\))

1. The adversary A generates the public parameters pp for the verifiable credential scheme
together with the issuer key pair (sk, PKiss) and send pp and pk to the challenger.

o

The challenger samples a random bit b & {0,1}.

A generates and sends to the challenger Ap, DP, scope and credp, and credp,, satis-
fying DP.

The challenger runs del,, & Deleglssuance(credp,, DP, scope, Ajp).

The challenger sends del, to A.

A outputs a bit b'.

A wins if b = 0.

o

NS G

If the adversary has access to a random oracle (according to the VP delegation scheme
definition), it can send random oracle queries before sending to the challenger del, nonce,
credp, and credp, .

8 In the constructions we will present, this implies that mpp+ is different from any mwpp generated
by Ogel.

9 It might not be fully clear at this stage what this sentence means. The specific operations to
perform this check change according to the kind of VC scheme we are considering. When we
analyse the security of our VP delegation scheme, we provide more details.
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Definition 13 (Unlinkability of the delegation). A VP delegation scheme satisfies un-

linkability of the delegation if for any PPT adversary A executing Expieleglssua"CeU"“"kabmty(1A),

- 1 1
Pr |:A wins ExpieleglssuanceUnlmkablllty(1)\)} _ 2‘ — ‘Pr[b — b/] _ 2’ < l/()\),

where v(X\) is negligible in the security parameter A.

Experiment 3 ( ExpielegPresUnIinkability(1)\))

1. The adversary A generates the public parameters pp for the verifiable credential scheme
together with the issuer key pair (sk, PKiss) and send pp and pk to the challenger.

2. The challenger samples a random bit b & {0,1}.

3. The adversary A generates and sends to the challenger del, nonce and creda, and creda,,
satisfying Ap.

4. The challenger runs pres, & DelegPres(del, cred 5, , nonce).

5. The challenger sends pres, to A.

6. A outputs a bit b.

7. A wins if b=Db.

If the adversary has access to a random oracle (according to the VP delegation scheme
definition), it can send random oracle queries before sending to the challenger del, nonce,
creda, and credp, .

Definition 14 (Unlinkability of the delegated presentation). A VP delegation scheme

satisfies unlinkability of the delegated presentation if for any PPT adversary A executing
ExpaelegpresUnlinkability(1A)

Pr {.A wins EXpJDL‘eIegPresunIinkabiIity(1)\):| _ ;’ _

Pr[b=b] — 2’ <wv(A),

where v(X) is negligible in the security parameter \.

5 VP Delegation Schemes from mdoc VCs and BBS ACs

In this section, we first create an instance of a VP delegation scheme according to Definition
[10] that is built on top of the mdoc VC scheme, as described in Definition [7} Then, we apply
the same design choices to create an instance of a VP delegation scheme built on top of the
BBS AC scheme, as described in Definition [9}

VP Delegation Scheme from mdoc VCs. In the former case, the delegator and the delegatee
each have a VC issued by the issuer of the following form:

credp = ((0D7 {ComDyi}iE[l]v pkcredD)a {aDJ}iE[l]a {SaltD,i}ie[l]a SkcredD) s

credy = ((O—Aﬂ {ComAJ}iE[l]? pkcredA)7 {aA,i}ie[l]a {SaltAﬂ'}iE[l] s SkcredA) .

Note that in this case all the proofs introduced in Definition [10]| are digital signatures.
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In the latter case, instead, the delegator and the delegatee each have a BBS credential
issued by the issuer of the following form:

credp = (op, {ap,i}tic) ;

creda = (04, {aniticn) -

where op = (Ap,ep) and 0o = (Aa,ea). In this case, all the proofs are non-interactive
zero-knowledge proofs.

Definition 15 (mdoc VP Delegation Scheme). Given the mdoc VC scheme defined in
Definition[7, which uses the digital signature scheme DS and a cryptographic hash function
H, we can define the following VP delegation scheme (see Definition @)

— Delegation issuance: (Ajp,scope, DP, mpp) & Deleglssuance(credp, DP, scope, Ap).

del
On input (credp, DP, scope, Ap), the delegator computes mpp as a variant of a presen-

tation of credp which is bound to DP but also to scope and Ap:
e pres’ + ((op, {ComD,i}ie[l]7 PkcredD), {saltp ; }iepP);
oo & Sign((pres’||DP, scope, Aip) , sk.,eq,) and mpp < (pres’,o’);
o return del + ((Aip, scope, DP,WDP))ﬁ
— Delegation verification: {0,1} & DelegVer(del, pki)-
To verify the delegation, parse:

del — (Ap,scope, DP, mpp), mpp — (pres’,o’),

pres’ — ((op, {comp i }icp), PRereds ) {5altp,i ficp)-

Then, perform the following checks:

e Verify the signature of the issuer: 1 < Vf(op, ({comp i}icp), PKered,)s PKiss) - This
means that the delegation is created from a valid VC issued by pke;

o Check that comp; = H(ap ;||saltp;), Vi € DP. This means that the delegation has a

DP consistent with the credential used to generate it;

e verify the signature o’ of pres’ using the public key pk

credp *

1 + Vf(o’, (pres’||[DP, scope, Aip), PKereds, )-

This means that the delegation (for scope and Ap) was created by the holder of the
associated credential. g
— Delegated presentation: (del, m4e) <= DelegPres(del, cred o, nonce).
——
pres
After parsing del — (Ap, scope, DP, mpp), the delegatee computes w4l as a presentation
of Ap using cred o which is bound to del:
o compute pres” < ((0.a, {coma i}tien), PKered, )> 15altA i ic A, NONCE);

e the delegatee signs pres’ computing o & Sign((pres”||del), sk
(pres”, o’ and returns pres + (del, 7qer).

creds)s SEtS Tdel

10 Note that 7mpp is structured as a presentation of the mdoc VC which is bound, via ¢’, to the
specific DP, scope, Ajp that will be part of the delegation del.
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— Delegated presentation verification: {0,1} & DelegPresVer(pres, pk,)-
Parse pres — (del, mgel), where mge — (pres”,o”’) and
pres’” — ((0a,{comai}tien), PKered )5 15alta i fie A ), nonce). The verifier checks that
e the delegation is valid, i.e. 1 + DelegVer(del);
® T4e 1S a valid presentation of creda for the attributes in Aip specified in del, i.e.:
1. the signature of the issuer is valid: 1 <= Vf(oa, ({comai}ticn, PKered, )s PKiss) -
2. comp ; = H(aA,iHsaItA,i)Vi € Ap;
3. the signature 0" of pres” is valid using pke.eq .- 1 <= VF(o”, (pres”||del), pkeeq , );
o the value scope included in del is satisfied according to the associated verification
procedure.
If these checks pass, the delegated presentation is accepted, and the algorithm outputs 1.

VP Delegation Scheme from BBS ACs. To clearly define the instantiation of our BBS-based
delegation scheme, and to explicitly describe the attributes revealed and kept hidden by the
delegator and the delegatee, we introduce the following notation:

— Revp as the set of indices of the attributes disclosed by the delegator, identified by DP.
— Hidp = [¢]\ Revp as the set of indices corresponding to the delegator’s hidden attributes.
— Rev, as the set of indices of the attributes disclosed by the delegatee, identified by Ap.
Hida = [¢]\Rev as the set of indices corresponding to the delegatee’s hidden attributes.

Definition 16 (BBS VP Delegation Scheme).
Given the BBS AC scheme defined in Definition[9, we can define the following delegation
scheme (see Definition [10).

— Delegation issuance: (Ajp, scope, DP, mpp) & Deleglssuance(credp, DP, scope, A|p).

del
On input (credp, DP, scope, Ap) the delegator D computes a non-interactive zero-knowledge

proof wpp, which is bound to DP, scope and Ap, to prove that DP is included in
anoncredp:
1. generates the commitment of the underlying sigma protocol (Ap, Bp,Up):
® I < Z;,
° AD — Ag, BD — C(aD)TIABeD,'
° 011,51 < Zp, (51’1' — Zp Vie HidD,'
* Uo A3 By [Ticmig, bl
2. computes the challenge ¢, + H(Ap, Bp, Up, DP, scope, Ap);
8. computes a response z:
® 51 < a1 +T1_1-€D~C1,‘
® N (—,81—1—7"1_1 < C1;
® Uy, 5171' — aD[i] cp Vie HidD,'
o 21 ¢ (81,71, (}Ll,i)ieHidj_zi_|
4. sets mpp < (Ap, Bp,c1,21)
5. returns del < (Ap, scope, DP, mpp).
— Delegation verification: {0,1} & DelegVer(del, pki)-
To verify the delegation, parse:

del — (Aip,scope, DP,mpp), mpp — (Ap, Bp, c1,21).
Then, the delegatee:

1 Note that from AD, BD, c1 and z; the verifier can reconstruct Up.
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1. computes Ub

UD %AélBgl H h[i]ul’iCRevD(aD)_cl;
1€Hidp

2. checks if

¢ z H(Ap, Bp,Up, DP, scope, Ap),

?

e(Ap, X5) = e(Bp, g2).

— Delegated presentation: (del, 7qe) & DelegPres(del, cred A, nonce).
———

pres

After receiving the nonce, the delegatee computes a non-interactive zero-knowledge proof
Tdel, Which is bound to del, to prove that Ap is included in cred o, in the following way:

1. generates the commitment of the underlying sigma protocol (Ax, Ba,UA):

Ty <— Z;,
Ap ATAQ, B C(aA)”AZeA;
ag, B < Ly, 062 Z, Vi€ Hida;

Ua ¢ A% BY [Lieria, Bl

2. computes the challenge cy < H(Aa, Ba,Ua,del, nonce);
3. computes a response za:

-1
Sog &~ Qo +Ty €A Coy
1
Ng < Ba + 1y - co;
U, < (5271' — aA[i] ca Vi€ HidA,'
23 < (52,12, (U2,i)icHid ) -

4. sets Tge < (Aa, Ba, ca, 22)
5. returns pres < (del, Tel).

— Delegated presentation verification: {0,1} & DelegPresVer(pres, pk, ).

Parse

pres — (del, mge1), del = (Ajp,scope, DP, mpp),

TDP — (ADaBD;Cth)’ Tdel = (AA7BAa027Z2)-

The verifier checks that
1. the delegation is valid, i.e. 1 < DelegVer(del, pk,s);

2. Tdel

is a valid proof for the attributes in Ap specified in del:

o computes Up:

Un e A5%B% T hlil" Crev,s (aa) "
i€Hid A

e checks that

o = H(AA,Ba,Ua,del, nonce),

2

e(Aa, X3) = e(Ba, g2).

3. the value scope included in mpp is satisfied according to the associated verification
procedure.

If these

checks pass, the delegated presentation is accepted, and the algorithm outputs 1.
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6 Security Analysis

In this section, we show that both the scheme built on top of mdoc VCs (Definition and
BBS ACs (Definition satisfy the correctness and unforgeability propertieﬂ (Definition
and Definition respectively). Then we show that the VP delegation scheme built on
top of the BBS ACs also satisfies the unlinkability of the delegated presentation property
(Definition [14). The unlinkability of the delegation issuance (Definition can be proved
using a similar argument.

6.1 Correctness

Theorem 1. The delegation scheme described in Definition[13 instantiated using the digital
signature DS is correct, assuming that the digital signature DS is correct and that H is
modeled as a random oracle.

Proof. 1t is easy to see that the VP delegation scheme is correct. In fact, the delegator always
computes a proof mpp to include in del, and, since the digital signature DS is correct, del
is a valid delegation. Then, if the delegation is presented by a delegatee whose identity
matches with the identity 4Ap included in del, the delegatee can always successfully present
the delegation, again because DS is correct.

Theorem 2. The delegation scheme described in Definition[16 instantiated using the digital
signature BBS is correct, assuming that H is modeled as a random oracle.

Proof. In this case, the correctness follows directly from the correctness property of the
underlying NIZKP for BBS signatures.

6.2 Unforgeability

We observe that in the definition of the Experiment [T} it is not well defined what we mean by
del* (or mge+ ) “is not generated using any credential issued to A”. In fact, this sentence has
a different meaning according to the amount of information a presentation reveals about
the credential used to generate it. More specifically, if we consider the delegation of pre-
sentation designed on top of mdoc VCs (as defined in Definition , the presentation and
delegation contain an identifier of the VC used to generate them, namely pk,,.q, and all the
commitments to the attributes. Therefore, in this case, we say that the presentation is not
generated using any credential issued to A if the information that identifies the credential
used to generate the presentation does not match any of the credentials issued to A. For the
delegation of anonymous presentations, as those built on top of BBS credential (as defined
in Definition , the meaning is different: since the presentation hides the credential used
to generate it, and the only link between the presentation (or delegation) and the credential
used to generate it are the issuer of the credential pk,, and the attribute revealed, we say
that a forgery has not been generated using any credential issued to A if the adversary has
never been issued a credential by pk, for the attributes revealed in the forgery.

In the security proof of unforgeability of the delegation scheme for mdoc VCs (as defined
in Definition |15)), we must introduce a technicality that simplifies the description of our

12 In this regard, it is worth noting how the analysis to prove the unforgeability proof for the
delegation scheme for BBS ACs is way simpler than the analysis presented for mdoc VCs.
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reduction. In particular, we show that the adversary A to the unforgeability of the VP
delegation scheme can be used to build a reduction to a variant of the strong unforgeability
under chosen message attacks (SUF-CMA) of the digital signature DS. In this variant, which
we refer to as v-SUF-CMA, the reduction can open a polynomial number of sessions of
standard SUF-CMA experiments (each associated with a different public key with the same
public parameters pp), and the reduction wins the v-SUF-CMA experiment if it produces
a forgery for at least one of the public keys provided by the challenger of the experiment.
Informally, the queries that the adversary can make are (1) queries for the opening of a
new session identified by a counter i, for which it receives a public key pk;, and (2) signing
queries specifying a message and one of the public keys it has previously received (m, pkj),
for which it receives a valid signature o of m under the public key pk;. It is easy to see that
an adversary who can win the SUF-CMA experiment can be turned into an adversary of the
v-SUF-CMA experiment, and the success probability remains the same. However, it is also
easy to see that an adversary of v-SUF-CMA can be used as a subroutine for a reduction
to the SUF-CMA with a loss in the probability of success proportional to the number of
sessions the adversary can open.

This technicality is needed to capture that an adversary of the delegation scheme for
mdoc VCs could win the experiment by forging the public key of the issuer, or by forging
the credential public keys, for which it does not know the secret counterpart, that it sees
during the unforgeability experiment training (for example the public keys included in the
delegations queried to Oge and in the presentations queried to Opres). Therefore, this issue
does not arise when evaluating the security of the delegation scheme for BBS anonymous
credentials (where 74l and mpes are NIZKP of a BBS credential under pk,, and do not
contain any other pk), because it reduces to the strong unforgeability of the BBS signature
scheme instantiated with the public key pk. This remarkably simplifies the security analysis
of VP delegation schemes built on top of BBS ACs, compared to the mdoc VCs.

Theorem 3. The delegation scheme described in Definition [15 is unforgeable according to
Deﬁnitz’on assuming that the digital signature DS is strongly v-UF-CMA (v-SUF-CMA)
unforgeable and that H is a collision resistant cryptographic hash functioﬁ,

Proof Sketch. We prove that if there exists an adversary A of Experiment [I] who can win
the experiment with non-negligible probability, then we can use A to build a reduction B
to the v-SUF-CMA experiment for the underlying digital signature scheme DS, which wins
the experiment with non-negligible probability, or that breaks the collision resistance of the
underlying hash function.

Setup B sends a query for a new public key in the v-SUF-CMA experiment. C sends to 55
a public key pk and public parameters pp. B sets pk,, < pk, and forwards (pp, pk;s) to
the adversary A.

Training phase We show how B answers to the queries A can send during the training
phase.

— Queries to Ojs: A sends in input a set of attributes {a; };c[j. B performs the following
operations:

13 To prove unforgeability we need the commitment scheme used in mdoc VCs (Definition [7)) to be
binding. The hiding property is useful to enable the selective disclosure of attributes.



22 A. Flamini et al.

1. it generates a key pair (sK.eq, pkcred)ﬂ the salts {salt; };c[], computes a commit-
ment com; = RO(a;||salt;) (where RO is a random oracle programmed by B) to
a;, Vi € [l];

2. it sends a signing query to C with input (({com;}icp), PKered) pk,ss)lﬂ: C returns
a signature o of ({com; }ici); PKereq) USING skg.

3. sends to A the credential

cred < ((07 {comi}ie[l]7 pkcred)7 {ai}ie[l]’ {salti}iG[l] ) SI(cred)

and adds cred to CT.
— Queries to Oge: A can query for a delegation for the values (Ajp,scope, DP) of its
choice. Upon receiving a query B performs the following operations:

1. generates a set of random attributes {aD,i}ie[l] which satisfies DP, and com-
putes the commitments com; as before generating the salts and programming
the random oracle;

2. opens a new session of SUF-CMA with C from which it receives a public key
PKeredp, and sends a signing query (({comp i }ie[), PKereds )s PKiss) for a signature
with sk of ({comp i}iep), PKeredy)s and receives from C the signature op;

3. sends a signing query ((pres’, DP,scope, Ap), pkeeq,) to C for a signature with
SKeredp Of pres’ = ((op, {comp i }icpi); PKeredy )> {5alt i ficpp). C returns the signa-
ture o’ ;

4. B sets mpp = (o’, pres’) sends to A the delegation del = (Ajp, scope, DP, mpp)
and adds del to DT.

Observation 1 [t is important that the reduction B does not choose the secret key
SKeredp, Of the credential used to create the delegation del because the adversary A
might create a forgery using the same public key pkieq and the reduction must be
able to exploit that forgery.

— Queries to Opyes: A can query for a delegated presentation giving in input (del, nonce)
of its choice. Upon receiving a query B performs the following operations:

1. generates a set of random attributes {GA,z'}ie[l] which satisfies Ap, and com-
putes the commitments com; as before generating the salts and programming
the random oracle;

2. opens a new session of SUF-CMA with C from which it receives a public key
PKered,, and sends a signing query (({coma i}icp), PKered, ) PKiss) for a signature
with sk of ({coma i}ticq); PKered,, )s and receives from C the signature o;

3. B sends a signing query (pres”||del, pk..q,) to C or a signature with sk, of
pres” = ((0a,{comai}ticq], PKered )5 153lta i fieAp, nONCe). C returns the signa-
ture o',

4. B sends pres = (del, (6", pres”)) to A and stores pres in PT.

Note that B knows only the secret keys associated to the credential issued to A. The
other sk are not known neither to B, nor to A. Therefore if A manages to forge the
corresponding public keys pk,y that are included in the delegations or delegated pre-
sentations, the reduction can re-use such forgeries to win the v-SUF-CMA experiment.

4 For clarity of presentation, the subscripts D (delegator) and A (delegatee) are omitted in the
notation. The credential issuance procedure is the same for both roles and can be applied to
either party.

15 Note that this is the format for a signing query in the v-SUF-CMA experiment, given by the
message to be signed, and the public key that will verify the signature.
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Forgery Phase A sends to B a delegated presentation pres* = (del*, mqei+) as its forgery.
We argue that this presentation is a forgery, i.e. it satisfies at least one of the winning
conditions of Experiment [I}

Instantiation and analysis of the winning condition of Experiment 1 We now focus on the
winning condition of Experiment|[I] and we rewrite it considering the experiment instantiated
with the ARF-Compliant VP delegation Scheme in Definition

The adversary’s output is pres* = (del*, mge+ ), with del® = (Ap*, scope*, DP*, mpp+). We
recall the structure of the proofs mpp+ and mge+ .

1. mpp+ is a presentation of a credential for the attributes specified in DP* containing also
scope* and Ap”* :

Top+ = <((UD7 {comb,i }icp), PKeredy )» {5alto,i icop+), o’ = Sign((pres’, DP*, scope”, AlD*)>SkcredD)>‘

pres’

with ¢’ being the signature of pres’ using the secret key associated to pk and op is
the signature of ({comp i }ie, PKered,) (Part of credp) using skig.
2. T}y is a presentation of a credential cred for the attributes in Ajp bounded to del* and

nonce*, in particular:

credp

el = (((047 {coma,i}iep)s Pherea 5 )s {5alta i tic ap, nonce™), o = Sign((pres”,deI*),skcredA))‘

pres’/

with o’ being the signature of pres” using the secret key associated to pk and oa

is the signature of ({coma i }icp]; PKered,,) (Part of creda) using sky.

cred A

We make the following observation.

Observation 2 The challenger of the unforgeability experiment (Experiment|l]) generates
public keys pkeeq and signs them (together with a set of commitments {com;};cp) using sk
as a consequence of:

1. issuance queries: in this case, the challenger also gives to the adversary the associated
secret key and adds the credential to CT;

2. delegation queries: in this case, the challenger also signs pres’ in mpp using the secret
key skeeq associated to pk adds the delegation to DT, and does not reveal sk g to
the adversary.

3. delegated presentation queries: in this case, the issuer also signs pres” in mge using the
secret key sk.eq aSsociated to pk adds the delegation to PT, and does not reveal sk
to the adversary.

cred’

cred’ cred

Note that the challenger of Ezperiment never signs public keys it has not generated E

The adversary wins the experiment if 1 < DelegPresVer(pres*) and at least one of the
following conditions is satisfied:
1. forgery of the delegation: del* is forged, i.e.

16 For the sake of clarity, note that in the security proof, the challenger of Experiment [1]is the re-
duction B. The reduction does not know the secret key sk, but can ask for signatures of messages
of its choice using sk, sending queries to C, the challenger of the v-SUF-CMA experiment.
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— it is not a delegation queried by A to Oge, i.e. del* & DT;
— del* was not generated using the credentials issued to .A meaning that

Given del* = (Ap*, scope*, DP*, mpp+ ) with

Tpp* = (pres’*7 o'* = Sign((pres’, DP*, scope*, AID*)vSk:redD)>’
pres” = (05, {comp ; Fie(1): PKered, ): {SaltD s FicoP)-

we say that del” was not generated using any credential issued to A if Vcred € CT, cred =
((UD’ {comD,i}iE[l]’ pkcredD)a {aD,i}iE[l]v {SaltDJ}iE[l]’ SkcredD)7

(pres’*, DP ' # ((GDa{ComD,i}ie[l]ypkcredD)v{SaltD,i}ieDP*a{QD,i}iEDP*) )

because these are the information of the credential used to generate a delegation that
appear in the delegation itself.
The public key pkZ .4 in del* has been generated either by A, by B, or by C.

credp
pklreq, is generated by A. In this case none of the credentials issued to A is related to
Pkred, - This means that the signature oy of ({comp ; }iejr)s PKered, ) Must be a forgery

of pk, because C signs with sk, only public keys generated by B or C (according
to our reduction definition);
pPkired, is generated by B. pkl 4 was included in a credential issued by Ojs, but the
delegation del” is not generated using this credential. This means that one of the
following events happens:
(a) the commitments {comp ;}icy # {compi}icyy V 0 # op : in this case the
adversary has broken the v-SUF-CMA of the pk;
(b) DP* # {ap,; }icpp+: in this case it is possible to reduce to the binding property
of the commitment scheme (and hence to the collision resistance of H);
(c) {saltp ;}iepp # {saltp,i}icpp are different, and in this case it is possible to reduce
to the collision resistance of H.
pklreq, is generated by C. pkZ .4 has been generated by C during the generation of
the pk, or to generate the response to queries to Ogel or Opres. Then, neither A nor B
know the secret counterpart sk.,q . Since del* & DT, the challenger has never signed
with skfeq, the message ((op, {comp; }ic(): PKeredy )> {52ltp,i Ficpp+ , DP, scope*, Aip®),
therefore o', included in mpp+, is a forgery of pkg.eq, -
In this way we have shown that our reduction can reduce to the v-SUF-CMA of the
signature scheme, to the binding property of the commitment scheme or to the collision

resistance of the underlying hash function.

2. forgery of the delegated presentation: mye+ is forged, i.e.
— it is not a presentation queried by A, i.e. pres* & PT;
— Tge+ Was not generated using the credentials issued to A.
Given

Tdel* = (pres”, O'N = Sign((presna 7de|*)’ SkcredA)) ’
pres” = ((0a, {ComAJ}iE[l]’ pkcredA ), {saltﬂ7i}i€A|Dv nonce),

17 Depending on the context, DP* denotes either the set of revealed attributes appearing in the
delegation or the corresponding set of indices selecting those attributes.
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we say Tqex was not generated using any credential issued to A if Vcred € CT,
cred = ((0a, {coma i }icp), Phered,y ) {aa,i i), {salta,i i Skered s ) »
defining pres” removing nonce* from pres”,

(pres", AlD*) 7& ((047 {ComA,i}iE[Z]v pkcredA)a {Saltﬂ,i}iGAm* ) {G‘A,i}iGAln*) .

Using a similar observation, it is possible to show that even in this case our reduction can
reduce to the v-SUF-CMA of the underlying signature scheme or the binding property
of the commitment scheme or the collision resistance of the hash function used to define
the commitment.

This allows us to prove that an A winning the unforgeability of the delegation scheme
experiment with non-negligible probability, can be used as a subroutine for a reduction
winning one of the following experiments with non-negligible probability:

— the strong v-UF-CMA experiment of the underlying signature scheme or
— the collision resistance of the underlying hash function used to instantiate the random
oracle.

means that at least one of the public keys that B has received by C, corresponding to
the sessions opened in the v-SUF-CMA experiment, has been forged. Therefore B win the
v-SUF-CMA experiment, and this concludes the security proof.

Theorem 4. The delegation scheme described in Definition [16 is unforgeable according to
Deﬁmtion under the assumption that BBS is strongly unforgeable. |E|

Since in this case the proofs included in the delegations and delegated presentations are
NIZKPs bound to a specific context (for delegations (Ap, scope, DP), whereas for delegated
presentations a delegation del), we can leverage on the existence of a simulator that, by
programming the random oracle can generate proofs that are indistinguishable from real
proofs. Therefore, in this case, there is not need for the reduction to generate the credentials
used to generate the proofs mpp and mge. This remarkably simplifies the security analysis
making it more linear, and enabling the design of a reduction to the unforgeability of the
BBS signature scheme.

Proof Sketch. We prove that if there exists an adversary A of Experiment [I] who can win
the experiment with non-negligible probability, then we can use A to build a reduction B to
the SUF-CMA experiment of the BBS signature scheme, which wins the experiment with
non-negligible probability. The reduction B interacts with the challenger C of the SUF-CMA
experiment and simulates the challenger of Experiment

Setup B receives the public parameters pp and the public key pk, of the BBS signature
scheme from the challenger C of the SUF-CMA experiment. 53 forwards (pp, pkj) to the
adversary A.

Training phase We show how B answers to the queries A can send during the training
phase.

'8 Which holds under ¢-Strong Diffie-Hellman assumption [43]. For further details, see Appendix

3
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— Queries to Ojss: A sends in input a set of attributes {a;};c. B performs the following
operations:

1. it sends a signing query to C with input {a;};cp): C returns a signature o of
{ai}ieqp) generated using skig.

2. B sends to A the credential cred < (o, {a;};cp)) and adds cred to CT.

— Queries to Oge: A can query for a delegation for the values (Ap,scope, DP) of its
choice. Upon receiving a query B performs the following operations:

1. runs the simulator, generating a proof mpp = (Ap, Bp, c1, z1) for the statement
DP by programming the random oracle H on the input (Ap, Bp, Up, DP, scope, Ajp).
This operation overwrites the random oracle only with negligible probability be-
cause the values Ap, Bp, Up generated by the simulator have super-logarithmic
min-entropy [43].

2. B sends to A the delegation del = (Ap, scope, DP, mpp) and adds del to DT.

— Queries to Opyres: A can query for a delegated presentation giving in input (del, nonce)
of its choice. Upon receiving a query B performs the following operations:

1. runs the simulator, generating a proof mqe = ([147 By, ¢, z9) for the statement
Aip by programming the random oracle H on the input (AA, Ba,Ua,del). This
operation overwrites the random oracle only with negligible probability because
the values Ax, Ba, U generated by the simulator have super-logarithmic min-
entropy [43].

2. B sends to A the presentation pres = (del, 74¢1) and adds pres to PT.

Forgery Phase A sends to B a delegated presentation pres* = (del*, mqei+) as its forgery.
To be a valid forgery, this presentation must satisfy at least one of the winning conditions
of Experiment [T}

Instantiation and analysis of the winning condition of Experiment 1 Note that, since
we are describing a VP delegation scheme that is built on top of an anonymous credential
scheme, the proofs generated by delegator and delegatee hide the anonymous credential
used to generate it. Therefore, in this case the statement “del” (or mqe+) is not generated
using any credential issued to A” means that none of the issued credentials can be used
to generate the associated proof mpp (or indeed mge< ) included in del* (or in pres*), i.e.
none of the credentials issued to the adversary satisfy the statements, or set of attributes
in DP (or App).

We consider separately the two cases:

1. del* is forged, i.e. del* & DT and Vcred € CT, being A the set of attributes in cred,
then DP* € A.
Since the proof mpp+ is a NIZKP obtained by applying the Fiat-Shamir transform
to a sigma protocol, it is possible to run the Fiat-Shamir extractor and extract a
BBS signature. This is done by rewinding A to the moment it has sent the random
oracle query associated to the challenge associated to the proof mpp+, and changing
the associated digest. With non-negligible probability A will produce another valid
forgery returning two transcript of the sigma protocol for the same first message but
two different challenges. From this B can extract a witness, i.e. a BBS signature o*,
for the statement DP. But the adversary was never issuer a BBS signature for the
attributes in DP and this means that B has never received from C the signature o*
and can win the SUF-CMA experiment for BBS signatures by sending o* to C.

2. Tgelx 18 forged, Vpres € PT, pres = (del, Tdel), Tdel # Tdelx and Vcred € CT, being A
the set of attributes in cred, then Ap* € A. This follows from a similar argument
as the previous item. It is possible to show that the reduction can extract a BBS
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signature o* for the attributes in Ajp that were never issued to A, and therefore it
was not generated by C. This means that B can win the SUF-CMA experiment for
BBS signatures by returning to C the signature o*.

6.3 Unlinkability

In this section, we focus on proving the wunlinkability of delegated presentations for the
delegation scheme described in Definition We note that the unlinkability of the dele-
gation issuance proof follows from the same argument, since the interactive proof used in
Deleglssuance employs the same building blocks as the one used in DelegPres.

Intuitively, the proof is presented showing the existence of a probabilistic polynomial-
time simulator & that can generate a simulated presentation indistinguishable from that
produced by an honest delegatee holding a valid BBS credential. In fact, if such a simulator
exists, this implies that no adversary can distinguish between two honest delegated presen-
tations derived from different credentials, as long as they are consistent with the same Ajp.
We formalize this argument by explicitly describing an indistinguishability experiment and
the associated security definition.

This explicit formalization is useful to relate two kinds of definition of unlinkability
that are used in the literature: one stronger, which requires the existence of a simulator
that generates presentations that are indistinguishable from honestly generated ones, and a
weaker one where the adversary generates and sends to the challenger two credentials and
it must guess which of the two credentials was used to generate a presentation it receives
from the challenger.

Indistinguishability Fxperiment and Definition. The goal of this experiment is to ensure that
the delegated presentation generated using a real anonymous credential is indistinguishable
from one generated by a simulator & that does not possess the credential. The existence of
such a simulator implies that the delegated presentation does not reveal any information
about the underlying credential. In particular, we will show that if no efficient adversary can
win the indistinguishability experiment with non-negligible advantage, then no adversary
can win the unlinkability experiment with non-negligible advantage — that is, no adversary
can distinguish which of two credentials was used to produce a given delegated presentation
with probability significantly greater than %

E . Indistinguishability /4 )\

xperiment 4 (Exp (1*)
1. The adversary A generates the public parameters pp for the verifiable credential scheme
together with the issuer key pair (ski, pkiss) and send pp and pk to the challenger.

S

The challenger samples a random bit b’ & {0,1};
3. The adversary A generates and sends to the challenger del, nonce and cred o satisfying

AlD; E
4. The challenger computes pres as follows:
— If b =0, computes pres & S(del, nonce)
— If ¥ =1, computes pres & DelegPres(del, cred o, nonce).
19 The challenger verifies that: del is valid, and that cred A satisfies Ajp and is valid under pk,. The

verification algorithm for a VC is not defined in this work, however every VC scheme that we
consider has a natural associated algorithm to verify the correct issuance of the credential.
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5. The challenger sends pres to A.
6. A outputs a bit b'.
7. A wins if ¥ =b'.

If the adversary has access to a random oracle (according to the VP delegation scheme
definition), it can send random oracle queries before sending to the challenger del, nonce and
creda. In that case, if ¥’ = 0 the random oracle will be simulated by S, otherwise the queries
are sent to a real random oracle.

Definition 17 (Indistinguishability of Delegated Presentations). A VP delegation

scheme satisfies indistinguishability of the delegated presentation if for any probabilistic
polynomial-time (PPT) adversary A executing the experiment Exp'ﬁd's“"g“'smb"'ty(1)‘),

Pr |:.A wins Exp!zdlstmgmshablllty(1)\)i| _ 2’ _

- 1
Pr[b/ = b/] — 5

<o
where v(A) is a negligible function in the security parameter \.

We now prove that our VP delegation scheme built on top of the BBS AC scheme satisfies
the security notion of indistinguishability of delegated presentations.

Theorem 5. The delegation scheme described in Definition[16 satisfies indistinguishability
of the delegated presentation as defined in Definition [I7

Proof Sketch. We construct a simulator S that emulates the delegated presentation by pro-
gramming the random oracle RO.

— Input. The simulator S takes as input the public parameters of the system, the issuer’s
public key pk, and a pair (A., B.) that satisfies the relation A% = B, [14143].
— Random Oracle queries. At the beginning, the internal hash table HT is empty.
Whenever a query is made to the random oracle RO:
e If the input has already been queried, the simulator returns the corresponding value
stored in the hash table HT;

e If the input z is new, the simulator samples a random value ¢ & Zy, stores (z,c)
in HT, and returns x.

The simulator S proceeds as follows:

Sample a random exponent 7y & L.
— Compute:

A« A, B« BJ.
— Sample random values:
3 3 . .
5,1 < Zp, u; < Zp Vi€ Hid.
— Set the randomness vector:
z < (5,1, (Ui)icHid)-

— Sample a random challenge:
C < Lyp.
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— Compute:

U« A*-B"- [] hli]" - Crev(a) ™.
i€Hid

The simulator S then programs the random oracle RO on the tuple (A, B, U, del, nonce),
by storing ((A, B, U, del, nonce), ¢) in HT. This ensures that any future query with the same
input will consistently return the fixed challenge c. In Appendix[4] we analyze the conditions
under which the simulation fails. We compute the probability of this event and show that
it is negligible in the security parameter A.

The simulator S then constructs the proof and the corresponding delegated presentation
as follows:

— It sets the proof mge to:

Tgel < (A, B, ¢, 2);
— It assembles the final presentation pres as:
pres < (del, wyel)
and sends it to the adversary.

Note that the simulator S is constructed to ensure that the output presentations are
correct and distributed as real presentations.
In particular,

ASkiss — ( Az)skuss =( Azkuss)v =B)=8B

therefore, the pairing check
e(A, X>) = e(B, g2)

remains satisfied after randomization, and the pair (A, B) is distributed uniformly at random
as in real presentations. In addition, the first message U is chosen uniformly at random as
a consequence of the sampling of the responses z and the challenge ¢

U=A*-B"- [] hli]" - Crev(a)™".
i€Hid

and since the simulator programs the random oracle on input (A, B, U, del, nonce) to ¢, the
verification still holds. Consequently, all verification checks are satisfied, and the simulated
presentation is indistinguishable from a real one. This means that, in Experiment ] an
adversary trying to distinguish a simulated presentation (obtained running S) from a real
one (obtained running DelegPres) cannot succeed with probability greater than 3. Therefore,

2
it satisfies the indistinguishability of delegated presentations as defined in Definition

Now we show that a VP delegation scheme that satisfies the indistinguishability of del-
egated presentation (Definition also satisfies the unlinkability of delegated presentation
(Definition . The same clearly holds for the unlinkability of delegation issuance, even if
it is not explicitly described.
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Theorem 6. The delegation scheme described in Definition satisfies unlinkabilitﬂ of
the delegated presentation as defined in Definition [T}

We prove the theorem via a reduction. Specifically, we assume that there exists a probabilistic
polynomial-time adversary A that wins the unlinkability experiment Expie'egpresu"I'"kab'l'ty(1>‘)
with non-negligible probability. We then construct a reduction R that uses A to win the
indistinguishability experiment Exp;%d'St'"g”'Shab'l'ty(1>‘) with non-negligible probability. This

would contradict the result proven in Theorem [5

Proof Sketch. Consider the probabilistic polynomial-time simulator S introduced in the
proof of Theorem [bl which, given as input del and nonce, outputs a simulated delegated
presentation pres* that is computationally indistinguishable from a real delegated presenta-
tion pres generated by an honest delegatee using a valid anonymous credential anoncred 5,
ie.,

S(del, nonce) — pres* =, DelegPres(del, cred o, nonce).

oot TTTTTTT TS T T T T T :7 77777 \ EXPO :
! b {0, 1)) v & 0,1} !
I
| del, creda,, creda, | | del, creda, N =0 pres < S }
Il Il I
A R c |
res | res P
| P ! T : P T S 7 pres < DelegPres |
| ! |
) | l ,
1 b ‘ ? 7z Exp, !
o o ) |
DelegPresUnlinkability ] ‘
XPa Exp;%distinguishabmty

Fig. 3. Overview of the interaction between the adversary A, the challenger C, and the reduction
R. The reduction R first chooses a bit b to select one of the two credentials provided by A. It then
receives either a simulated presentation (if & = 0) or a real presentation (if b’ = 1) corresponding to
the chosen credential. The adversary A tries to guess the bit b based on the presentation received.
Based on A’s guess b, the reduction R outputs its own guess & for b': if b = b, R guesses that the
presentation is real (b’ = 1); otherwise, it guesses simulated (b’ = 0).

Assume, by contradiction, that there exists an adversary A that wins Exp
with probability % + €, where € is non-negligible in the security parameter A. Recall from
Experiment [3|that this corresponds to the setting where the presentation is always generated
from a real credential.

20 Tn the delegation scheme described in Deﬁnition unlinkability does not hold for delegations and
delegated presentations. Specifically, the delegator’s and delegate’s presentations are structured
as

presl — ((UDv {comD,i}iE[l]v pkcredD)7 {SaltD,i}iEDP)y
pres” <~ ((UA’ {ComAﬂ;}iE[l]a pkcredA )7 {SaltA,i}iEA“), nonce) .

Since pres’ and pres” include PKered, and pk respectively, multiple presentations by the same

party are trivially linkable.

cred p 9

DeIegPresUnIinkability(1,\)
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. . . ——DelegPresUnlinkability
We now introduce a variant of the Experiment , denoted by Exp 4 , in

which the presentation pres may be either real or simulated depending on a random bit &/,
as illustrated in Figure [3] The formal description of this variant is given in the following
experiment.

— DelegPresUnlinkabilit
Experiment 5 ( Epreeg e IIy(1>‘))

1. The adversary A generates the public parameters pp for the verifiable credential scheme
together with the issuer key pair (ski., pkiss) and send pp and pk to the challenger.
The challenger samples a random bit b & {0,1}.

. A generates and sends to the challenger del, nonce and creda, and creda,, satisfying

A|D. s
. C samples a random bit b’ < {0,1} and computes pres as follows:

— If b =0, computes pres & S(del, nonce).

IS

B

— Ifb¥ =1, samples a random bit b and computes pres & DelegPres(del, cred 5, , nonce).
5. C sends pres to A.
6. A outputs a bit b.
7. A wins if b=0.

If the adversary has access to a random oracle (according to the VP delegation scheme
definition), it can send random oracle queries before sending to the challenger del, nonce,
creda, and creda, .

. . ——DelegPresUnlinkability
Next, we proceed to compute the probability that the adversary A wins Exp 4 :

. DelegPresUnlinkability —
Pr | A wins Exp 4 =Prb=1b] =

=Pr[b=b|b =0]-Pr[t =0]
+Prb=b|t =1]-Pr[t =1] =
=Pr[b=b|b =0] %

+Pr [.A wins ExpielegPresUnllnkabll|ty] . % _

_ 1.1 1 1
=335t(3+e) 3
=5+535.

This reflects the fact that adversary A has an advantage ¢ only when & = 1, since
otherwise it guesses at random.

N

Next, consider the probability that the bit b’ =1 conditioned on the event that A guesses
correctly, i.e., b = b. By Bayes’ theorem, we have

_Pr[6:b|b’: }Pr[b’:l]_

Pr [B:b}
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Since € is non-negligible and positive, and since

€
1+4+e€

N~

> < V 0<e<
2

we obtain that

€

Za

which is strictly greater than % by a non-negligible quantity.

- 1
Prit) =1]|b=0b] > =
P =11b=8]> 1+
Consequently, R can define its own guess for b’ as

. {1 ifb=b,
0 ifb+#b.
Finally, we compute the probability that R wins Exp;gdiSti"g“iShab”ity:
Pr [R wins Exp!’r%distinguishability} — Pr [E/ _ b/] _
=Pr[t/ =0V =0]-Pr[t =0]
+Pr[p/ =10 =1]-Pr[t =1] =
=Pr[b#b|V =0] 3
+Prb=b|V =1] 5=
=Pr[b#b|V =0] 3
L Pr [A wins EXpE\elegPresUnlinkabiIity] 1

2

TRNCRRRE S

N |—=

+

N|—=
[

Therefore, any non-negligible advantage € that A has in winning ExpE‘elegpresunlinkability

implies an advantage of § for an adversary R in winning Exp;'%dis“"g“ismb”ity. This contradicts
the fact that, as proven in Theorem 5] the simulator S produces presentations that are com-
putationally indistinguishable from real ones. We therefore conclude that our VP delegation
scheme achieves unlinkability of delegated presentations.

Analogously, the unlinkability of the delegation issuance phase can be established using
the same proof strategy. This is because the underlying zero-knowledge protocol used during
delegation issuance is structurally identical to the one employed in delegated presentations,
allowing for a simulator to generate indistinguishable transcripts.

7 Instantiation of Our VP Delegation Scheme for mdoc VCs in
the EUDI and EBSI Frameworks

In this section we focus on the VP delegation scheme described in Definition [15] since mdoc
VCs are the credentials supported by the EUDI ARF at the time of writing. The VP del-
egation scheme for mdoc VCs that we have described and analyzed can be integrated into
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existing ecosystems such as the EUDI or EBSI frameworks, without defining new data struc-
tures, only new verification procedures. We sketch some considerations describing possible
solutions for that.

The delegation del can be a VC issued by the delegator that has as attributes the compo-
nents we have described, namely scope, Ajp, DP and npp. The delegator signs this credential
(as an issuer) using the same secret key used to generate the mpp as specified in Definition
This additional signature on the whole delegation is needed for compatibility reasons,
because every VC must be signed by the issuer, in this case the delegator. This special cre-
dential must also contain the pkg.q of the credential that the delegatee will use to present
the delegation. In this sense, the delegatee must choose in advance the single-use credential
it will use to generate the presentation.

When the delegatee creates a delegated presentation, it presents del (which is structured
as a VC) disclosing all its attributes, namely, scope, Ajp, DP and mpp; the delegatee then
creates a verifiable presentation mqe using its own VC, associated to pk.q communicated
to the delegator, revealing the attributes included in Ajp. The outcome of the delegated
presentation is derived from the combination of these two presentations. The only modifi-
cation to the verification protocol is that the verifier must check that wpp is indeed a valid
presentation of the statement DP and that the presentation mye created by the delegatee is
a valid presentation of Ap.

In EBSI, the only entities entitled to issue credentials are legal persons whose DID (a
reference to, at least, their public key) is registered in the Trusted Issuer Registry (TIR)@
This means that credential holders who are physical persons are not allowed to issue cre-
dentials and therefore cannot generate the delegation as we have mentioned above. If the
delegator is only a physical person we must consider two cases:

— the delegatee is a legal person: in this case, the delegator can generate the attributes for
the delegation VC scope, Ajp, DP and mpp and sends them to the delegatee who generates
the VC containing this information and signs it in turn. Note that this signature is only
useful to guarantee the compatibility with the credential format and to create a VC
issued by an entity registered in the TIR. The delegatee can choose not to sign it, which
is perfectly fine, but cannot change the information sent by the delegator because mpp
is cryptographically bound to scope, Ajp and DP.

— if the delegatee is also only a physical person, the delegator must have the delegation VC
signed by a third party registered in the TIR, which may be the issuer of the credential
used to generate the delegation or a third party with this specific role.
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Appendix

.1 Unforgeability and Strong Unforgeability

Unforgeability. The notion of wunforgeability for digital signature schemes is defined via the
following experiment between a challenger and an adversary A:

Setup: The challenger runs the key generation algorithm KeyGen to obtain a public key pk
and a private key sk. The adversary is given pk.
Queries: The adversary requests signatures on at most ¢g messages of its choice My, ..., My, €
{0, 1}* under pk. The challenger responds to each query with a signature o; + Sign(sk, M;).
Output: The adversary outputs a pair (M, o) and wins the game if:
1. M is not equal to any of My,..., M;
2. Vf(o, M, pk) = 1.

We denote by SigAdv 4 the probability that adversary A wins the above experiment, over
the randomness of both A and the challenger.

Definition 18 (Unforgeable signature scheme). A signature scheme (Setup, KeyGen, Sign, Vf)
is said to be unforgeable if, for all probabilistic polynomial-time adversaries A, there exists
a negligible function negl(:) such that

SigAdv 4 < negl()),

where X\ is the security parameter.

Strong Unforgeability. The notion of strong unforgeability for digital signature schemes [10]
is defined via the following experiment between a challenger and an adversary .A:

Setup: The challenger runs the key generation algorithm KeyGen to obtain a public key pk
and a private key sk. The adversary is given pk.
Queries: The adversary requests signatures on at most g messages of its choice M, ..., My, €
{0, 1}* under pk. The challenger responds to each query with a signature o; < Sign(sk, M;).
Output: The adversary outputs a pair (M, o) and wins the experiment if:
1. (M, o) is not equal to any of (Mi,01),...,(Mys,04s);
2. Vf(o, M, pk) = 1.

We denote by StrongSigAdv 4 the probability that adversary .4 wins the above experi-
ment, over the randomness of both A and the challenger.

Definition 19 (Strongly unforgeable signature scheme).

A signature scheme (Setup, KeyGen, Sign, Vf) is said to be strongly unforgeable if, for all
probabilistic polynomial-time adversaries A, there exists a negligible function negl(-) such
that

StrongSigAdv 4 < negl()),

where X\ is the security parameter.
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.2 Anonymous Credential Scheme

An anonymous credential scheme is defined by a set of algorithms and protocols that estab-
lish secure processes to issue, present and verify the AC.

Definition 20. Let DS = (Setup, KeyGen, Sign, Vf) be a digital signature scheme and H a
cryptographic hash function. An anonymous credential scheme is defined by the following
algorithms:

— Issuer setup: {pp, (skie, Pkiss) & IssuerSetup ().
The issuer executes the IssuerSetup algorithm which consists in executing the Setup and
KeyGen algorithms of the underlying digital signature scheme DS. This algorithm gen-
erates:
e the public parameters: pp & Setup(\);

o the issuer key pair: (sk, PKiss) & KeyGen(pp).

— Credential issuance: cred < Credlssuance({a; }ici], SKiss) -
The issuer executes the following operations:
e sign the attributes {a; } ;e[ using their private key sk, computing o & Sign({ai }iep), Skiss) s
e set cred < (0, {a;}iep)-

— Credential presentation: & CredPresentation(cred, stmt, nonce).

The statement stmt = {a; }icrev S given by the set of attributes that the holder wants
to reveal Rev C [I], and the nonce is sent by the verifier to the holder to guarantee the
freshness of the presentation. The holder constructs a non-interactive zero-knowledge
proof m that demonstrates that the attributes {a;}icrev are included in anoncred. To do
that, the holder:

o given (0,{a;i}icp), generates a commitment t;

e computes the challenge ¢ < H (t,nonce);

e computes a response z, and set m = (t,2).

— Presentation Verification: {0,1} & PresVer(m, stmt).
The verifier performs the following operations:
e computes ¢ = H(t,nonce);
e checks whether (t,c,z) is an accepting transcript for {a;}icrev-
If the previous checks are satisfied, the verifier accepts and outputs 1, otherwise it outputs

0.

.3 g-Strong Diffie-Hellman Assumption

In Theorem [] proving the unforgeability of the delegation scheme described in Defini-
tion [I6] we rely on the strong unforgeability of BBS signatures, which holds under the
¢-SDH assumption in bilinear groups. For completeness, we recall the definition of the ¢-
Strong Diffie-Hellman (¢q-SDH) assumption [5].

Definition 21 (¢-Strong Diffie-Hellman (q-SDH) Assumption). Let (G, Gz) be cyclic
groups of prime order p with generators g1 € G1 and g2 € Ga, and let e : G; X Go — G be
an efficiently computable bilinear pairing. The g-Strong Diffie-Hellman (q-SDH) problem in
(G1,Gz) is defined as follows: Given the (g + 2)-tuple

2
(91792795793 7"'7g§q) € Gl X Gg""l
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for some randomly chosen secret x € Zy, compute a pair (A, c) such that
ATte = g1 where A€ Gy, c€ Z;;.

We say that the (q,t,¢)-SDH assumption holds in (G1, G3) if no algorithm running in time
t has advantage at least € in solving the ¢-SDH problem in (G, Gs).

.4 Collision Handling in the Random Oracle Simulation

In the proof of Theorem [5] we constructed a simulator S that emulates the delegated pre-
sentation by programming the random oracle RO. The correctness of this simulation relies
on the ability of S to consistently answer all random oracle queries without overwriting
previously assigned outputs in the internal hash table HT. The purpose of this section is to
rigorously analyze this event and to show that the probability of such a collision occurring
is negligible in the security parameter \.

Probability of Collision The adversary A is allowed to make a polynomial number of queries
to RO. For each new random oracle query for input  made by A, the simulator S samples

a random digest ¢ & Z, and stores the pair (z,c¢) in a hash table HT. Also, during the
simulation of a delegation presentation, the simulator S generates a random digests that
will be the challenges ¢ € Z,, used to generate the simulated proof and gives it as an input to
the HVZK simulator of the sigma protocol for the presentation to compute the first message
U. Once U is computed, S programs the random oracle setting HT (A, B, U, del, nonce) = c.
If A has previously queried RO with this exact input, and the random oracle has already
assigned a different value ¢’ # ¢ to this input, then the simulator S fails in simulating the
unforgeability experiment the hash table and the simulation fails.

Let Q1,...,Q, denote the ¢ distinct queries made by A to RO (with ¢ polynomial
in ). The simulator fails if, for some j € [g], the an input Q; = (4;, B;, U;,del;, nonce;)
matches the tuple (A’, B/, U’ del’, nonce’) constructed by the simulator in the simulation of
the presentation.

Since del and nonce are chosen by the adversary, while A/, B’,U’ are generated by the
simulator, the probability that the simulator generates a tuple that matches one of the
adversary’s previous queries can be bounded computing the probability that the adversary
guesses A’, B',U’.

In the simulation A’ is distributed uniformly in G, B’ is uniquely determined by A’, U’
is again distributed uniformly at random in G4, |G| = p,

Pr[Simulator fails in a presentation query] < Pr[(A, B,U,del,nonce) = Q] <

-

4
p2

j=1

Since ¢ = poly(A) and p is exponential in the security parameter A, the probability that the
Simulator fails is negligible in A.
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