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Abstract

Secure multi-party computation (MPC) enables IV parties to jointly evaluate any function
over their private inputs while preserving confidentiality. While decades of research have pro-
duced concretely efficient protocols for small to moderate numbers of participants, scaling
MPC to thousands of parties remains a central challenge. Most of the existing approaches ei-
ther incur per-party costs linear in IV, due to pairwise computations, or rely on heavy crypto-
graphic tools such as homomorphic encryption, which introduces prohibitive overheads when
evaluating Boolean circuits.

In this work, we introduce a new lightweight approach to designing semi-honest MPC pro-
tocols with per-party, per-gate computation and communication costs that are independent of
N. Our construction leverages the Sparse Learning Parity with Noise (Sparse LPN) assumption
in the random oracle model to achieve per-gate costs of O(k? - ¢()\)) computation and O(c()))
communication, where k is the sparsity parameter for the Sparse LPN assumption and c(X)
is an arbitrarily small super-constant in the security parameter A. Assuming Sparse LPN re-
mains hard for any super-constant sparsity, this yields the first semi-honest MPC protocol in
the dishonest-majority setting with per-party per-gate costs bounded by an arbitrarily small
super-constant overhead in .

Structurally, our MPC instantiates a Beaver style MPC with the required correlations gen-
erated efficiently. Departing from prior approaches that generate Beaver triples silently (Boyle
et al., 2019; 2020; 2022) or using homomorphic computation (Damgard et al., 2012) for Beaver
style MPC, the focus of this work rests on efficiently generating a weaker correlation. In par-
ticular, using Sparse LPN we show that if we relax the correctness requirement in generating
random Beaver triples to permit a tunably small inverse-polynomial error probability, such
triples can be silently generated with arbitrarily small super-constant per-party computation.
We then show that such correlations can be used in an efficient online phase similar to Beaver’s
protocol (with a tiny super-constant factor blow-up in communication).
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1 Introduction

Multi-party computation (MPC) [Yao82, GMW87] allows N parties to jointly and securely com-
pute any function f(z1,...,zn) of their private inputs (z1,...,zx). Motivated by applications in
Al, data analytics, and cross-organization collaboration, there is a rapidly growing demand for
protocols that remain efficient in the large-party setting—ranging from cross-silo collaborations to
federated learning scenarios involving thousands of participants [KMA 21, BIK*17].

Large Party Challenge. While protocol design has made remarkable progress, achieving effi-
ciency (even) in the semi-honest model with a large number of parties remains challenging. In
many of the most well-known paradigms, such as GMW protocol [GMW87], the per-party cost
per gate is O(NV), which directly reduces efficiency as N grows. While Beaver’s protocol [Bea92]
can achieve O(1) per-party computation’, efficiently generating the required Beaver triples re-
mains a challenging problem. Even with more refined ways of generating Beaver triples—such as
via OT extension [ALSZ13, KPR18] or pseudorandom correlation techniques [BCGI18, BCG*19,
BCG*20b, BCG'22]—the protocols still incur either O(N) computation or expensive pairwise cor-
relation costs. Very few lightweight techniques are known that avoid this O(NN) barrier without
resorting to heavy cryptographic tools such as fully homomorphic encryption (FHE) [Gen(09] or
indistinguishability obfuscation (:0) [GGH'13], which, although asymptotically independent of
N still incur large poly(\) overheads in the security parameter and remain far from practical. This
motivates the following question:

Can we design light-weight semi-honest MPC protocols that achieve substantially better per-
party, per-gate computation costs in the large-party setting?

In this work, we present a new semi-honest protocol that surpasses all previously known ap-
proaches in terms of computation cost, while maintaining low overall communication. In particu-
lar, our protocol achieves per-party, per-gate computation and communication of O(c())), where ¢
is an arbitrary small super-constant function of the security parameter A\. Our construction builds
on a new way of leveraging the well-studied Sparse Learning Parity with Noise (Sparse LPN) assump-
tion, which has been investigated extensively as a standard hardness assumption in cryptography
[Ale03]. We refer to Table 1 for a comparison of the computation and communication profiles of
representative semi-honest MPC protocols from different approaches.

In a nutshell, our protocol—like other lightweight MPC methods that rely on Beaver corre-
lations [DPSZ12, ALSZ13, KPR18, BCGI18, BCG"19, BCG"20b, BCG*22]—first generates Beaver
correlations and then executes Beaver MPC. However, unlike programmable PCG-based approaches,
which suffer from the cost of pairwise PCG evaluations, our protocol’s per-party, per-gate compu-
tation is independent of IV, yielding an O(NN)-fold speed-up in computation while incurring only
a c-factor increase in communication, where c is an arbitrarily small super-constant in the secu-
rity parameter . In contrast to approaches that generate Beaver correlations via homomorphic
computation [DPSZ12], our protocol improves both computation and communication by at least
polylogarithmic factors, making it potentially attractive for low-latency applications in large party
settings. The following theorem summarizes our main result:

Theorem 1.1. (Informal) Assume k-Sparse LPN assumption, given a reusable initial preprocessing, there
exists a semi-honest MPC protocol in the random oracle model for N parties and N — 1 corruptions that

'In the semi-honest model with point-to-point channels, Beaver’s protocol achieves O(1) per-party computation
per gate if one party (rotated in a round-robin manner) aggregates the masked shares and returns the result, instead of
requiring all parties to broadcast.



Computation | Communication
Approach (per party / gate) | (per party/ gate) Assumption
GMW [GMW87] | O(N) | O(N) | oT
Beaver’s MPC with Beaver triple O(1) O(1)
correlation [Bea92]
Beaver triples via HE [DPSZ12] | polylog(A+ N)* | polylog(A+ N) | Ring LWE
Beaver triples via OT [ALSZ13, O(N) O(A-N) OoT
KPR18]
Beaver triples via programmable O(N) o(1)® LPN variants
PCGs/PCFs [BCG™19, BCGT20b,
BCG*22]
HSS-based protocol [DIJL23] ‘ poly(}) ‘ o(1)¢ ‘ Sparse LPN
FHE-based MPC [Gen09, GHS12] | poly(\)d | o(1)° | LWE variants
iO-based MPC [GGH*13] | poly(A) | o(1)¢ | i0
Our protocol 7S orectTrile | Ok e\ O(c(N) | k-Sparse LPN & ROM
Our protocol 7f2ultTolerance | Ok e(N) | O(c(N) | k-Sparse LPN & ROM

2 In [DPSZ12], the authors only claim O(N) per-party computation for the preprocessing phase that
generates Beaver triples, as their focus is malicious security. Using the same technique without
MACs and proofs yields the stated computation and communication costs.

b Using non-programmable PCGs/PCFs for OT requires O(N) communication, as in the GMW pro-
tocol.

¢ [DIJL23]’s MPC protocol achieves this communication on layered circuits. In certain cases, it can
trade computation for communication, yielding only a small super-constant computation overhead
(see Section 1.2).

4 [GHS12] achieves O(poly log(A+ N)) performance for circuits with bounded width. But for general
circuits, the computation runs in poly(\) time.

¢ In this case, the communication cost depends on the number of inputs and outputs rather than on
the overall circuit size.

f ¢()) is an arbitrarily small super-constant factor in A.

Table 1: Comparison of per-party computation and communication costs (per gate) for representa-
tive semi-honest MPC protocols. Here, A denotes the security parameter, N the number of parties,
and the reported costs are measured in bits when evaluating Boolean circuits. (See Section 3 for
details on the computational and communication models.)

securely evaluates any Boolean circuit C with per-party, per-gate computation cost O(k? - ¢()\)) and com-
munication cost O(c(X)), where c(\) is an arbitrarily small super-constant in the security parameter \.
Importantly, these costs are independent of the number of parties N.

By making the assumption that Sparse LPN remains hard for any k¥ € w(1), we obtain the
tirst semi-honest MPC protocol in the dishonest-majority setting with only an arbitrarily small
super-constant overhead.



1.1 Owur Results

Our main contribution is a new notion of pseudorandom correlation function (PCF) called a noisy
PCF. In this work, we show that noisy PCFs are easier to design than standard PCFs, especially in
the large-party setting, and they offer substantially better efficiency as a function of the number
of parties. We construct such a noisy PCF by devising new techniques based on LPN and sparse
LPN. The difference from prior PCFs is that a noisy PCF may output faulty correlations with a
tunable inverse-polynomial probability e. In addition, we show that the noisy nature of our triples
can be overcome by working with a slight modification of Beaver MPC with an arbitrarily small
super-constant overhead. We now go over all our contributions in more detail.

Result 1: Noisy PCF for Multi-Party Beaver Correlations. We formalize and construct from the
Sparse Learning Parity with Noise assumption the notion of a noisy PCF for Beaver correlations.
These are PCFs that output pseudorandom sharings of Beaver triples. However, unlike regular
(non-noisy) PCFs, each triple, with a small tunable inverse-polynomial probability ¢, might be
faulty. In other words, with € probability the triple might correspond to the form (a,b,a - b+ €)
where a, b are random bits but e could be non-zero and potentially known to the corrupted parties.

There are several advantages of considering our noisy PCFs, especially in the multi-party set-
ting over standard PCGs and PCFs. First and foremost, noisy PCFs can directly be designed to
support any number of parties with an evaluation time that is independent of IV, unlike all prior
programmable PCGs which suffered from pairwise evaluation. Moreover, as we show, noisy
PCFs can be constructed from well-studied assumptions such as Sparse LPN, or even standard
LPN, while some prior PCGs/PCFs [BCG'19, BCCD23, BCG*22, CD23, BCM*24] rely on novel
assumptions or special code assumptions. Thirdly, as described shortly, the noisy nature of our
PCFs can be overcome by designing Beaver-MPC-style protocols with a very small super-constant
overhead.

We explain the nuances of this new definition in the Technical Overview 2, and the formal
details can be found in Definition 5.1. Our Theorem shows:

Theorem 1.2 (Informal). Let A be the security parameter. Let the number of parties N = N () be any
polynomial of \. Assume that Sparse LPN with polynomial dimension n(\) and sparsity parameter k(\),
noise probability € = €(\) is secure. Then, there exists a noisy PCF scheme for N — 1 out of N corruptions
for Beaver correlations with triple error probability e = Q(N - €) and evaluation time O(k?).

We show two different MPC approaches to use such a noisy PCFE.

Result 2: Beaver MPC via Fault-Tolerant Circuits. As the first approach, we show how to di-
rectly use faulty triples in a Beaver-MPC-style protocol to securely compute functions in the online
phase. One can observe that in Beaver MPC, if one uses a noisy triple instead of a noiseless one,
such a triple corresponds to evaluating a faulty multiplication gate (faulty with error probability
€). Thus, if the parties first encode the circuit that they want to compute into its fault-tolerant
version using classical results by Von Neumann and others [VN56a, Pip85], they can still compute
the desired function. If € is a constant, any circuit C' of size s can be compiled into another circuit
robust against an e-fraction of faulty gates, with size O(slogs). In our case, where ¢ is inverse
polynomial, one can construct fault-tolerant circuits of size O(s). This yields a linear per-party
communication and computation overhead in the size of the circuit.

There is, however, one subtle challenge. At the conclusion of the computation, the output
must be securely opened, as in standard Beaver-based MPC. In our fault-tolerant setting, the final
output may still contain a small but inverse polynomial probability error. While simply repeating
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the evaluation of the computation a super-constant times yields the correct output, the revealed
noise might depend on the internal state of the computation, potentially jeopardizing security.

We show a lemma that before opening if the parties compute a small (super-constant) number
of layers of iterated majority circuits, the resulting output can be securely opened and the error
leakage provably does not leak any sensitive information about the internal computation. An
overview of this idea can be found in Technical Overview section, with full details provided in
Section 7.2.

Result 3: Error Correction and Security Amplification. Beyond fault tolerance, we also develop
a general method to correct errors and amplify security. Specifically, we design a simple two-
message protocol that consumes & triples and identifies one that is correct with probability at least
1—O(€").

These correct triples, however, satisfy only a weak security guarantee. Concretely, with prob-
ability at least 1 — O(€") , each triple is indistinguishable from a uniformly random Beaver triple.
However, with a small (inverse-polynomial) probability, the triple may instead correspond to
pseudorandom shares of (a, b, a - b) in which one of the inputs, a or b, is slightly biased.

Such triples can then be used to evaluate any circuit that is resilient to side-channel attacks,
or equivalently, any circuit compiled into a leakage-resilient form using prior techniques [GR12,
ISWO03, IS24]. Better leakage compilers would directly yield more efficient protocols in our ap-
proach.

Instead of relying on a generic leakage compiler, we provide a very simple and concrete alter-
native. In this process, every multiplication gate is replaced by a security-amplified multiplication.
Namely, instead of computing = - y from shares of = and y, each party locally generates random
shares of random values z1, . .., x3 for some parameter 3 subjectto x = x1+...+z3 (and similarly
Y1, .., yp for y). The parties then compute shares of x - y by computing shares of (3_, x;) - (3_; v;)
using 32 correct but weakly secure triples.

In terms of asymptotic overhead, this process requires - 32 noisy PCF triples to perform
one multiplication. Relying on LPN/Sparse LPN assumptions with sufficiently small inverse-
polynomial noise, one can choose both «, 3 to be arbitrarily small super-constant factors, thereby
obtaining standard negligible security.

This approach is described further in the Technical Overview, with full details in Section 7.1.

Result 4: New Ways to Leverage LPN and its Variants. Our results are enabled due to a new
way to leverage the LPN assumption. Namely, we consider indistinguishability of the distribution
of the following kind:

{ai, (ai, s1) + €1, (ai,82) + €2, (@i, 81) - (@i, 82) + €3 }icim]

~
~c

{ai, 71,4+ €1,4,724 + €24,T14 T2 + 83,i}i€[m]a

where a;’s are chosen random coefficients according to the LPN assumption and r’s are random
bits. We show that the above indistinguishability follows from LPN. In fact, the coefficient vectors
can be chosen according to any variant of LPN, e.g., Sparse LPN. We believe that these new tech-
niques to use LPN may find use in other applications. These LPN-related lemmata can be found
in Section 4.



Result 5: Extensions to Our Noisy PCF Beyond our core construction, we also investigate sev-
eral refinements that further improve efficiency in different practical scenarios. These extensions
highlight the flexibility of our approach in adapting to both the structure of the participating par-
ties and the nature of the computation.

For instance, when only a constant fraction of parties may be corrupted, we reduce the storage
requirements from growing quadratically in /V to be independent of N by introducing a novel
pseudorandom zero-sharing technique. We also show that our framework extends naturally to
other small prime modulus greater than 2, demonstrating that it is not confined to Boolean circuits.
Finally, in settings with an honest majority (which is common in settings related to blockchain),
we present additional optimizations that substantially reduce resource requirements both in com-
putation and communication.

Taken together, these refinements expand the applicability of our techniques and underscore
their potential in a broad range of multi-party computation deployments. Details about these
extensions can be found in Section 6.

1.2 Related Works

Current PCG/PCFs Pseudorandom correlation generators (PCGs) expand short correlated seeds
into long streams of correlated randomness without further interaction between parties [BCGI18,
BCG™'19, BCCD23]. Boyle et al. later introduced pseudorandom correlation functions (PCFs) [BCG'20a],
which generalize PCGs by allowing parties to derive arbitrarily many correlations from a single
setup.

Our primitive, a noisy PCF, differs from prior PCFs in both motivation and design. Whereas
earlier constructions emphasized producing exact correlations—often in the two-party case and
only secondarily extended to many parties—our focus is scalability. We trade a small amount
of noise for significantly reduced per-party overhead in large-party settings. This divergence in
goals yields distinct benefits: noisy PCFs are efficient and scalable, while traditional PCFs provide
exactness where accuracy is critical. Thus, the two approaches are best seen as complementary
rather than directly comparable.

Multi-party Homomorphic Secret Sharing [DIJL23] proposed a multi-party homomorphic se-
cret sharing (HSS) scheme from Sparse LPN, yielding a sub-linear MPC protocol (see Table 1).
Under the hardness of k-Sparse LPN for super-constant k, their HSS supports computation with
arbitrarily small super-constant overhead for a constant number of multiplication rounds. Thus, if
restricted to a constant number of layers per round—rather than log log(|C) layers—their protocol
achieves efficient evaluation for most of the circuit.

In contrast to ours, however, two bottlenecks limit their efficiency. First, the parties must
run an auxiliary MPC that evaluates majority gates per output, incurring a poly(A, N') overhead.
This overhead arises because even small output errors could compromise secret keys, whereas
our protocol remains secure regardless of how outputs are revealed. Second, their evaluation
homomorphically implements majority gates at each step, costing O(k*>+¢(\)) per gate, while even
addition gates remain non-free. Together, these constraints prevent their protocol from achieving
the small per-party, per-gate overhead that our approach attains.

MPC with Small Computational Overhead [IKOS08] showed that secure two-party computa-
tion can be achieved with constant-factor overhead in the semi-honest model, using randomized
encodings and OT extensions. Building on this, [BCG'23] constructed a constant-overhead PCG



for OT under constant-sparsity LPN, enabling constant-overhead MPC even against malicious
adversaries. However, both results remain limited to the two-party setting.

Our protocol, while in general achieving only super-constant overhead, is designed to address
the core challenges of the N-party setting. Notably, under constant-sparsity LPN (and other pa-
rameters also constant), our construction can in principle attain constant overhead. In this case,
however, the number of gates that can be evaluated is bounded by a polynomial, and the final
output inherits an inverse-polynomial error rate.

2 Technical Overview

In this section, we give an overview of the techniques used in this work. All our results are based
on new methods for leveraging Sparse LPN (and, more generally, standard LPN and its variants).
The use of Sparse LPN is required to ensure that the per-party computation needed to evaluate a
gate in MPC is sub-logarithmic/super-constant in the number of parties. We begin by presenting
the new techniques and then proceed to the formalisms for noisy PCF and MPC in Sections 2.2
and 2.3.

Before presenting the techniques, we first describe our computational model (see Section 3
for details). Like prior work on constant overhead cryptography [BCG*23], computations are
represented as circuits, and the cost is measured by the circuit size. In this model, computing the
inner product between a public k-sparse vector a and a secret vector s incurs computational cost
O(k). Furthermore, because ours and many prior protocols require one time preprocessing step
to distribute initial correlated randomness, the computation of this is not counted for the cost if it
can be reused in many executions of the protocol.

2.1 New Techniques for Leveraging Sparse LPN and LPN Variants

Our core technique for obtaining noisy Beaver triples that are useful for multi-party computation
relies on a new way to exploit the structure hidden within the Learning Parity with Noise (LPN)
assumption. Recall that the LPN assumption posits indistinguishability of randomly generated
noisy linear samples of the form

(a,s) +e,

where a is randomly sampled coefficient vector, s is fixed but randomly generated secret vector,
and e is a noise bit, typically sampled from a Bernoulli distribution. In this work, we primarily
consider the field of operation as the Boolean field F, however the LPN assumption naturally
generalizes to any prime field.

The key insight behind our work is that the hardness of distinguishing perturbed random
linear equations extends further: when the modulus ¢ is small, LPN implies that one can postulate
hardness of distinguishing noisy random rank-one quadratic equations to an appropriate random
distribution. This opens the door to constructing pseudorandom noisy triples.

Basic idea. Recall that Beaver triples, consist of correlations of the form (u, v, w) where u and v
are random bits and w is their product. In this work, we consider a natural relaxation where w
only equals u - v with high probability.

Toward this, a natural starting point is to represent u and v as LPN samples:

u={a,s1)+e, v=/{(a,ss)+es,



where s1, s5 are independent secrets and e1, ez are Bernoulli noise bits. The challenge is to obtain
a corresponding w that behaves like the product u - v. If we naively multiply these expressions,
we obtain:

u-v=((a,s1)+e1) ((a, s2)+e2).

Note that this expands as a quadratic function of the secrets and the error vectors. While the purely
linear terms in the secrets s; and sy as well as the terms (a, s1) - (a, s2) is secret-sharing friendly,
it is not clear how to deal with the error related terms as they need to be distributively generated.
Distributed point functions can help [GI14], but they lack efficient instantiations in the large party
setting. Indeed, all known constructions of multi-party point functions pay a polynomial compute
overhead in the number of parties.

In this work, we let go of the requirement to distributively compute a perfectly correct Beaver
correlation. In other words, we will generate shares of correlations (u, v, w) where u, v are random
but w = u - v but only with high probability.

Namely, instead of generating shares of w as shares of u - v where u and v are LPN samples as
above, we generate shares of w where w is a noisy quadratic function of the secrets:

w=(a®a, s1 s3)+e3,

where e3 is an independent Bernoulli error. This construction guarantees that, with all but small
probability, w coincides with u - v.

The remaining question is whether such a quadratic variant of LPN still preserves security.
At the first sight this assumption may look unfamiliar, or even suspicious: after all, it involves
leakage that is quadratic in the secret. The key contribution of our work is to show that this
quadratic assumption is not a new hardness assumption at all, but rather can be reduced back to
the standard LPN problem. In other words, quadratic LPN is simply LPN in disguise. This insight
forms the starting point for our construction, and is formalized later in Lemma 2.1.

Lemma 2.1 (Informal). Assume that the LPN assumption with dimension n holds. Then for randomly
chosen sy and sy from Fy, the following distributions are indistinguishable:

{ai, (ai,s1) +e1i, (ai,s2) +e2i, (@i, s1)-(ai, s2) + e3i}icim]
%C

{ai, i+ e, T2 + €2, 71,72 + €3 Yicm]

where a; are randomly chosen LPN coefficient vectors, and each of the errors {e ;, €2, egyi}ie[m] are
sampled as i.i.d Bernoulli with some probability € € (0,1), and 11 ;, r2; are uniformly random bits.

Looking ahead Lemma 2.1 is the conceptual core of our noisy PCF construction. We will re-
turn to describing on how to construct a noisy PCF based on the above Lemma and our MPC
framework shortly. For now, we describe how the proof of the above Lemma goes through.

Proving the LPN with Noisy Product Leakage. We now describe how to prove Lemma 2.1. The
intuition of our first step is to remove one of s; or sy while still showing hardness. Suppose
we gradually move from the first “planted” distribution in the equation to the second “random”
distribution by considering following changes.

1. Replacing (a;, s1) with uniformly random bits for different a;.

2. Then, replacing the second inner product (a;, s2) with uniformly random bits for different
a;.



For arguing the indistinguishability of the first change described above, we need to argue that
the following distributions are indistinguishable:

{ai, (@i, s1) +e14, (@i, 82) + e, (@i, s1) - (i, 82) + €3 bicm);

{ai,r1i + e, (ai, 82) + 24,710 - (@i, 82) + €3 ficm)-

We claim that even if s; is leaked (i.e., known to the adversary), these two distributions remain
computationally indistinguishable under an appropriate LPN assumption.

For indices i € [m] where (a;, s2) = 0, the tuple reduces to reasoning about samples of the
form {a;, (a;, s1) + €1,i,e3,}. The first component consists of standard LPN samples with noise
probability ¢, while the last term e3 ; is an independent Bernoulli variable that can be simulated.

For indices i where (a;, s2) = 1, security follows if we can argue the following indistinguisha-
bility:

{ai, (ai, 51) +e1,(ai, 81) + €3 }icim]

~
~e

{ai,rii+eyir + e3,i}i6[m]

We denote this indistinguishability as the 2LPN assumption (short for “two-copy LPN”), which
states that repeated LPN samples with the same coefficient but independent errors are indistin-
guishable from a canonical distribution. This assumption is the crux of our argument and forms
the basis for the security of our construction. The second indistinguishability mentioned earlier
follows in a similar manner.

Two Copy LPN is as secure as LPN: At first glance, 2LPN might look insecure, since we sam-
ple twice with the same a; but fresh noise. If e; ; and e3; are independent Bernoulli errors with
probability ¢, then taking the two copies and outputting their agreement (and otherwise guess-
ing) seems to reduce the noise to O(£?). Indeed, the event e1,; = e3; has probability 24+ (1—-¢)?,
and conditioned on equality the probability that both errors are 1 is p = = 0(g?), so

agreement is biased toward 0. Nevertheless, the joint distribution

e
e2+(1—¢)?

{ai7 (a;, s1) + e, (ai,s1) + 63,2'}

can be generated from a single LPN sample b; = (a;, s1) + e; where ¢; is a Bernoulli error with
probability p: output (b;,b;) with probability €2 + (1 — €)?, and otherwise output (b;,b; + 1) or
(b; + 1, b;) with equal probability. Hence 2LPN is no easier than LPN, up to replacing ¢ by O(£?).

Connection to Noise-Smudging. Another useful perspective is to view 2LPN as a “smudging
lemma” for LPN, analogous to the smudging lemma for LWE. Suppose we are given two LPN
samples

{az‘, (a, s) + €1, (@, s) + 62,z‘}ie[m]-

At a minimum, we must hide s under LPN hardness. Observe that the adversary’s view can
already be simulated if one knows

{az’, (a;,s) +e1y, e1; + 62,i}i€[m].

In the LWE setting, where errors are discrete Gaussians, one argues that given the sum e;; + e2;
the conditional distribution of e, ; is still Gaussian, and thus indistinguishable [GMPW20]. In our
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setting the errors are Bernoulli. Here too, conditioning on e; ; + ez ; yields a Bernoulli distribution
for eq; (with a parameter depending on the sum). This shows that the two-sample view can be
reduced back to the standard LPN assumption.

This “smudging” viewpoint is insightful because it lets us reason about more general error
distributions. In particular, later we will consider noise where (e ;, €2 ;) are not fully independent.
Although such distributions may look contrived, they preserve correctness of our PCF scheme
while enabling a tighter reduction to LPN with higher error probabilities.

Different Noise-Distributions and Sparse LPN A subtle issue arises in the proof of our basic
construction. In particular, the reduction incurs a quadratic loss: Lemma 2.1 holds with target noise
rate ¢ only if we assume hardness of LPN with noise rate O(¢2). This mismatch is problematic,
since it requires starting from an artificially smaller noise parameter than is necessary for our
nPCF. Concretely, this leads to a quadratic blow-up in the dimension of the underlying LPN
instances, which in turn has a significant impact on storage efficiency.

To address this, we introduce a correlated noise distribution, denoted D2(¢), designed to elim-
inate the quadratic degradation. The distribution is defined as follows:

1. Sample control bits ¢y, co independently from the Bernoulli distribution Ber(e).

2. Sete; = 01if ¢; = 0, otherwise sample e; uniformly at random. Similarly, set ez = 0 if ¢ = 0,
otherwise sample e; uniformly at random.

3. For ez, set it to 0 if both ¢; and ¢y are 0, and otherwise sample e3 uniformly at random.

4, Output (61, €9, 63).

We claim that Lemma 2.1 still holds when the noise terms are sampled from the distribution D2(¢),
and the proof goes in a similar way. Furthermore, a careful inspection shows that our proof strat-
egy could work with any variant of LPN not necessarily standard LPN, for instance, Sparse LPN.
For details, one can refer to Section 4.

2.2 Construction and Definition of Noisy Pseudocorrelation Function

We start by giving our construction below followed by our definitional framework for noisy PCE.

As the reader can perhaps guess, our construction is really intuitive and works as follows.
In the setup phase, we simply issue to each party P; an additive secret share [s;], of secret s;,
[s2]; of s2, and the share of the tensor product [s; ® s2]. Then, during the evaluation, each party
invokes the random oracle to obtain a sparse vector a, then compute and release (a, [s1],) + ;1
Aa,[s2];) + €i2, (a ® a,[s1 ® s2]) + e;3, where the error terms are privately sampled from the
above mentioned distribution (the one in which ey, e, e3 are chosen in a dependent manner using
control bits). By applying a variant of Lemma 2.1, and under the Sparse LPN assumption, we can
securely generate noisy Beaver triples in this manner.

To formalize our constructions, we introduce the notion of noisy pseudorandom correlation func-
tions (noisy PCFs). A noisy PCF is specified by two algorithms, nPCF.Gen and nPCF.Eval. The
randomized setup algorithm nPCF.Gen takes as input the security parameter A, the number of
parties N, and a corruption threshold ¢. It generates and outputs a collection of keys {k;};c[n),
one for each party. The deterministic evaluation algorithm nPCF.Eval is then run locally by each
party. On input its key k; and a string «, party ¢ outputs a vector y;. A noisy PCF should have the
following properties:



¢ Correctness: Let € be the noise rate of the noisy PCF, then the correctness property requires
the noisy PCF to generate correct Beaver correlations with at least 1 — € probability.

* Weak pseudorandomness: This property requires that, for any adversary corrupting ¢ parties,
the resulting shares from each evaluation are computationally indistinguishable from ran-
dom shares of (u,v, w) + e, where the corrupted shares are fixed and the honest shares are
uniform subject to consistency with them. Here, (u, v) are uniform bits, w = u - v, and the
error vector e is generated by a PPT simulator (denoted as noise indicator 1 4) that takes the
keys {k;}icr of the corrupted parties .

A natural question is why our definition requires a noise indicator that depends on the adver-
sary’s keys, rather than allowing the error to be sampled independently. Indeed, such indepen-
dence would be the most natural and strongest extension of the original PCF definition. Unfortu-
nately, the noise-smudging technique in our construction prevents this independence: The error
vector e = (eq, e2, e3) is the sum of the error contributions from all parties. If the corrupted parties
introduce non-zero errors, then with high probability the aggregate error will also be non-zero,
creating a bias that necessitates the need for a relaxed definition.

Nevertheless, this relaxed notion still suffices for MPC. In fact, our formulation is more general,
encompassing a broader class of noisy PCFs and ensuring that our transformations remain widely
applicable.

With minor modifications to the protocol for generating noisy Beaver triples described above,
, it can be naturally cast within the framework of noisy PCFs. (see Section 5 for details). We em-
phasize that when sampling a from the k-sparse vector distribution, only O(k?) bit operations are
required for one evaluation, yielding an efficient method for producing noisy triples. However,
the noise rate of nPCF is at least (V - £), where ¢ is the noise rate under the Sparse LPN assump-
tion. To maintain a fixed noise rate, and given the standard tradeoff between dimension n and ¢ in
Sparse LPN, the dimension must scale linearly with the number of parties, which in turn implies a
quadratic storage cost. In Section 6, we present an optimization that reduces this storage overhead
under the assumption of a constant corruption fraction. Before that, we describe two approaches
to achieving secure MPC using only a small super-constant number of noisy triples per gate.

2.3 MPC Path 1: Error Correction+ Security Amplification

If the error rate of a noisy PCF is already negligible, then its output triples can be treated as ideal
Beaver triples. When this is not the case, our first idea is to apply error correction to further reduce
the error rate. This approach unfolds in two steps:

¢ Error detection. We design a protocol that identifies triples which, with overwhelming prob-
ability, contain no error. Concretely, the protocol takes a “target” triple together with s noisy
“test” triples (each with error probability €), and it detects whether the target triple is faulty.
The protocol ensures that the target triple is correct except with probability O(e®).

¢ Security amplification. Even after correctness is ensured, the resulting triples may still suf-
fer from security issues: with inverse-polynomial probability, an adversary can learn partial
information by observing when an error term was non-zero in the above detection proce-
dure. This can jeopardize the security of the target triple. To address this, we conservatively
treat such triples as potentially insecure, and then show how to transform them into fully se-
cure triples by combining many correct-but-weak triples through a security amplification
step.
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We begin by outlining the intuition behind the first step. Suppose the parties share a target
noisy triple («, 3,7) where v = a - 8 + p for some (potentially non-zero) error term y, and they
wish to determine whether this triple is a correct Beaver triple. If the parties had access to a secure
Beaver triple (a, b, ¢), they could easily test correctness by computing ;1 = v— - § and reconstruct-
ing p. In our setting, however, all available triples are themselves noisy, which prevents a direct
and error-free test. Instead, when using a noisy triple (a,b,c) for testing, the parties effectively
learn p + ¢ — a - b rather than the desired p. While this introduces additional noise, the situation
can be remedied: by performing multiple such tests in parallel and aggregating the outcomes via
a local majority. If we execute x € w(1) tests, then the parties can reliably infer the true value of n
with overwhelming probability.

Although this first step allows the parties to predict whether the target triple is correct, it can
inadvertently compromise the security of that triple. During the test, the parties learn the error
terms e; = ¢; — a; - b; of all test triples {(a;,b;,c;)},. Recall, however, that our nPCF construction
does not guarantee independence between the error term e; and the pair (a;, b;). In particular, in
our construction, if a corrupted party contributes a non-zero noise term in its Sparse LPN samples
(which act as the shares of test triples), then whenever the resulting error term e; is revealed, the
adversary may detect a statistical bias in the values of a; and b;. Such bias can propagate and
undermine the security of the target triple («, 3,7), preventing us from using this approach to
obtain pseudorandom Beaver triples.

However, an important observation is that the probability of obtaining a triple with non-zero
noise terms is low, meaning that in most executions the parties will be working with correct and
secure triples. To leverage this fact, we propose a security amplification technique for comput-
ing an AND gate. Concretely, given input bits z,y, the parties first apply the above procedure
to identify 32 correct (though potentially insecure) triples from the noisy ones, for some param-
eter 5 € w(1). Next, each party locally generates shares of § random values 1, ..., 23 such that
P, xi = =, and similarly y1, ..., ys with @, y; = y. Observe that

P Pyi=Pwi-vi=x-v,

so the parties can compute each product z; - y; with the correct triples generated before, and then
combine the results to obtain additive shares of = - y. Let (a; j, b; j, ¢; ;) denote the triple used to
compute z; - y; for i,5 € [3]. If any party introduces a non-zero noise term—either directly in
(@i j,bij,ci ;) or in one of the test triples used to validate it—then the triple (a; ;, b; ;, ¢; ;) becomes
insecure. Fortunately, the vast majority of triples do not suffer from this issue and remain safe
to be used as random Beaver triples. A key observation is that it suffices for security if there
exists at least one special row index i and one special column index j such that all triples of
the form (a; ¢, b; ¢, c;i¢) (for £ € [B]) and (arj,be;,co ;) are secure. In this case, the amplification
method described above guarantees a correct and secure multiplication. When 5 = w(1) and the
probability that each triple is bad is only inverse-polynomial, the existence of such indices holds
with overwhelming probability.
The details can be found in Section 7.1.

Connection to Leakage Compilers and Side Channel Attacks. An important point to note is
that the step of doing secure multiplication may not be the only way to implement the circuit
securely. Each time an insecure but correct triple is used, it results in a leakage of the state for
evaluating that multiplication gate. However, these leakages are random and occur with a small
inverse polynomial probability. Therefore, if the circuit is already resilient to such leakages, this
step may be skipped. This will save approximately 3% overhead in our final MPC.
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In the future, it might be possible to design highly efficient leakage compilers [GR12, ISW03,
IS24], and moreover, studying side channel attacks on cryptographic circuits such as AES [OMPRO5]
is an important area on its own. We believe that such a study will help advance efficient MPC
through our framework.

2.4 MPC Path 2: MPC via Fault Tolerance

On the other hand, noisy Beaver triples generated by our nPCF might still be helpful even without
special preprocessing. If we forget about security for a minute, a natural idea is to use these
correlations as in the Beaver MPC, as if these form correct triples, but, to compute a fault-tolerant
version C of the same circuit C. Recall that a fault-tolerant circuit produces with high probability
the same output even if some small fraction € of the wire values are corrupted at random. Classical
works in 1950s [VN56b] showed that any circuit C' of size s can be compiled to its fault-tolerant
version C with size O(s log s) provided e is a small constant. In our case, € is inverse polynomially
small, and in this case C' can even be of size O(s).

Note that this is enabled because if one used a Beaver triple (a,b,c) where ¢ = a - b + e as
in Beaver MPC to compute a multiplication gate on input bits « and y, it can be seen that the
computed output becomes z - y + e. Therefore, a faulty Beaver triple amounts to computing a
faulty multiplication gate with an added error e. The fault-tolerant circuit guarantees that the
computed output is correct with large probability. To guarantee overwhelmingly correct output,
however, we might have to run w(1) copies in parallel and take a majority vote at the end.

What about security? Indeed, as we described previously working with noisy triples, one
needs to be a bit careful as whenever (e, e2, e3) is partially guessable to the adversary, learning
if a triple is correct or not, can create a bias on the triple values. When a circuit computed and a
multiplication gate is ‘opened’, one might learn if the triple was correct or not, and based on the
educated guess on (e, ez, e3) by the adversary can compromise on the security of the protocol.

We note that, however, for the most part of the evaluation this is never a problem. The reason is
that in Beaver MPC, the output of internal multiplication gates are never opened in the clear. They
are always masked with one of the first two coordinates of a fresh Beaver triple. In our setting,
note that in the ideal correlation, the triples are of the form (a+e1, b+ ez, a-b+e3) where (e, ez, e3)
are independent of random bits a and b. This means that the marginal distribution of the first two
coordinates, even given (ej, e2, e3) is random. Therefore, in the ideal world, the entire transcript
coming out from the honest parties, until the very end, is statistically distributed as random.

The problematic part now becomes: how do we securely learn the computed outputs at the
end? Recall, that we are running x = w(1) executions of Beaver MPC on the fault-tolerant circuit
C in parallel. Opening the  output bits computed this way at the end could be dangerous for
security because this will leak information about which of the executions is noisy, which could
lead to attacks in the same spirit as the attack described previously or at the very least make it
unclear on how to arrive at a security proof.

Decoding via Iterated Majority Our fix for this issue is a very neat fix. The idea is that we do
not open the x computed outputs, as above, but pass it through a /3 layers of majority circuit on s
bits. To be precise, each layer takes « input bits z € {0, 1}" and outputs (Maj(z), ..., Maj(z)).

K times

These layers are evaluated as before using noisy triples generated by nPCF. Although this
does not change the accuracy guarantees that more than half of the « repetitions hold the correct
value throughout the computation, it helps a lot in security. In particular, we show that after these
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B layers, the x output bits of the final layer can be opened, exactly as in Beaver MPC, without
compromising security.

This is proven in Theorem 7.2. We describe the idea only at an intuitive level here. The idea
relies on a chaining/coupling type argument. Namely, one can show that the distribution of errors
(if the output of an execution is correct or not) only depends on the function output C(z). The
intuition is to find one layer of iterated majority, so that all sensitive information is concealed after
the layer. The condition that we are looking for such such a layer is that all Beaver triples involved
are secure and correct triples.

This is because one can show that with overwhelming, for each of the layers, the « (noisy)
outputs have a stable majority of C'(x). Because of this, when all triple correlations are secure
and correct, the output of this layer will consist of « shares of the correct function output C(z).
Moreover, because the Beaver triple correlations are secure, the shares held by honest parties will
appear random to the adversary and will be independent of the noise in the s executions of C(x).
Since the noise information in the x executions of C'(z) is concealed, the subsequent computations
and the final output cannot reveal any sensitive information. Therefore, if there exists a layer of
iterated majority that uses only secure Beaver triples, directly opening the output bits after the
entire iterated majority computation will preserve security. In one layer of the iterated majority
computation, the x majority gates with « inputs are evaluated, requiring poly(x) Beaver triples for
the computation. Since & is relatively small and the noise rate of nPCF is sufficiently low, there
is a reasonable probability that all Beaver triples involved are secure, i.e. 14 outputs zero vectors
for all triples. Given that there are j layers of iterated majority, with overwhelming probability, at
least one layer will consist entirely of secure Beaver triples, ensuring the security of the protocol.

The details can be found in Section 7.2.

2.5 Extensions

We now discuss several extensions of results offering efficiency advantages in different useful
settings.

¢ Constant Fraction of Corruptions (Appendix 6.1). Our basic construction from Sparse LPN
suffers from quadratic storage in N: because the effective noise rate is n = O(e/N), the
dimension must grow linearly with N, and storing the tensor s ® s incurs an N2 overhead.
This bottleneck disappears if only a constant fraction of parties are corrupted. In this regime,
pseudorandom zero sharing (PRZS) enables parties to mask outputs so that only the global
sum needs to form a valid Sparse LPN sample. From the adversary’s perspective, distin-
guishing then reduces to Sparse LPN with error rate O(e- (1 — «)) for a-fraction corruptions,
instead of O(e/N). Consequently, the storage costs become independent of the number of
parties. Furthermore, PRZS can be instantiated using a sparse random graph: if each party
holds keys for only w(log A) edges, then with high probability the honest subgraph remains
connected, ensuring pseudorandomness while keeping per-party computation independent
of N.

¢ Polynomial-size Fields (Appendix 6.2). Our framework extends naturally from F5 to polynomial-
size fields F,. The construction remains unchanged, with noise analysis adjusted to the
larger field. This allows applications where computation over larger fields is more natural.

* Honest Majority (Appendix 6.3). In the honest-majority setting, quadratic storage can be
avoided via Shamir secret sharing over F, with ¢ > N. Its multiplicative property enables
computation without storing s ® s, reducing computation to O(k) field operations (plus
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PRZS and PRF calls). For Boolean circuits, we can use extension fields and project outputs
back to Fs.

3 Preliminaries

Notation. LetN = {1,2,...} be the natural numbers, and define [a, b] to be the set {a,a+1,...,b},
and we abbreviate [1, n] as [n]. Our logarithms are in base 2. We denote the characteristic function
as [(z), which maps a boolean variable to 1 if true, and 0 otherwise. For a finite set S or distribution
D, we write x < S or z + D to denote uniformly sampling « from S or D. We denote the
security parameter by \; our parameters depend on A, e.g. n = n(\), and we often drop the
explicit dependence. We abbreviate PPT for probabilistic polynomial-time. Our adversaries are
non-uniform PPT ensembles A = {A)}xcn. We write negl()) to denote negligible functions in
A. Two ensembles of distributions {Dy}ren and {D) } \en are computationally indistinguishable
if for any non-uniform PPT adversary A there exists a negligible function negl such that A can
distinguish between the two distributions with probability at most negl()\). For ¢ € N that is a
prime power, we write F, to denote the finite field with ¢ elements. We write vector and matrices
in boldcase, e.g. v € F™ and A € F"*". We denote the Bernoulli distribution over a finite field F,
with noise rate ¢ € (0, 1) by Ber(F,, ¢); this distribution gives 0 with probability 1 —¢, and a random
non-zero element of F, with probability . The field element will be omitted when working with
the binary field

Communicational Cost. Throughout the paper, we work in the setting with private point-to-
point channels, where the communication network forms a complete graph (i.e., every pair of
parties can communicate directly). No broadcast channel is assumed. The per-party communica-
tional cost is measured by counting the sum of bits received and sent by the party. Note that in
this model, aggregation of an additive share can still be done in amortized O(1) cost, by letting
one party (rotated in a round-robin manner) aggregate the shares and return the result.

Computational Cost. We adopt the computational model from [BCG*23], which has also been
used in several prior works (e.g., [IKOS08, FLY22, HR22]). In this model, protocols are represented
as Boolean circuits with bounded fan-in gates. The circuits take as inputs the parties” internal
states and incoming messages, and produce as outputs the messages sent to other parties. The
computational cost is then defined as the number of gates in these circuits. The per-gate cost is
defined as >, ¢ pounas) [Cil/|C], where C; denotes the circuit corresponding to the i-th round of
the protocol, and C'is the original circuit to be evaluated. A reusable preprocessing phase is not
included in the per-gate computational cost, provided that it runs in poly(\, V) time and remains
independent of the circuit size |C|. Since our protocols are analyzed in the random oracle model,
and all inputs to the oracle consist of public information, we assume that the circuits are defined
relative to the outputs of the random oracle.

3.1 Learning Parity with Noise

Using the Bernoulli distribution, we now define the core assumption used throughout this paper:
the LPN assumption. We begin by introducing the LPN distribution and then formally state the
assumption as follows.
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Definition 3.1 (X-LPN distribution). Let A\ € N be the security parameter, n = n(\) be the dimension,
m = m(\) € N the number of samples, ¢ = q(\) € N the field size, and ¢ € (0,1) the noise rate.
For distribution X = {X\} over Fy, we define the X-LPN distribution Dypny e q(X) to be output
distribution of the following process:

* Sample s < Iy uniformly at random.
e Sample a; < X forall i € [m).
o Sample e; < Ber(Fy,¢) forall i € [m].

e Compute b; = (ai, s) + ¢; for all i € [m]. Output {a;, bi}ie[m]~

Similarly, we define DY < o(X) to be identical to the distribution Dyipny,m e q(X) except that for all
i € [m], b; is chosen uniformly at random from F,. Besides, when we mention A € F"*™ in the context
related to LPN, we refer to the matrix obtained by concatenating {a; }, e’
Assumption 3.1 (The (¢, ¢, n, m, X)-LPN Assumption). We say that the (¢, q, n, m)-LPN assumption
holds if the following two distributions are computationally indistinguishable:

{DLpNm,m, o (X) } ren Re {D[a*;ﬁ"vm”q(x)}xel\f

Remark 3.1. When U/ denotes the uniform distribution over Fy, the U/—LPN distribution is called
the standard LPN distribution. Accordingly, the (e, ¢, n, m)-LPN assumption under U is referred
to as the standard LPN assumption. When the distribution X" is omitted, it is understood to mean
the standard LPN setting.

LPN is a standard assumption, and there have been lots of analysis [EKM17, BCGI18] for its
security and concrete parameters. For LPN assumption, hard noise regimes include error rate

between Q(1) and w (107% "), where best known attacks require 20(n) time. Moreover, if the noise

rate n~¢ for constant ¢ < 1, the LPN assumption can support up to subexponential number of
samples.

3.2 Sparse Learning parity with Noise

Now we introduce sparse learning parity with noise (SLPN) assumption, which is a specific case
of X-LPN assumption. sLPN is a natural variant of the LPN assumption, where each column of
the public matrix is k-sparse for a parameter k. First introduced by Alekhnovich [Ale03], who
used it for obtaining hardness of approximation results, variants of the sLPN assumption were
subsequently used for constructing local pseudorandom generators [AIK08], cryptography with
constant computational overhead [IKOS08], public-key encryption schemes [ABW10], pseudoran-
dom correlation generators [BCGI18] and more.

Definition 3.2 (Sparse LPN distribution). Let A\ € N be the security parameter, n = n(\) be the
dimension, m = m(\) € N the number of samples, k = k() < n the sparsity parameter, ¢ = q(\) € N
the field size, and = (\) € (0, 1) the noise rate. Let X be the uniform distribution over k-sparse vectors in
IFy. Then, we define the sparse LPN distribution Ds pNy, m k,.q 10 b€ DLpNp m, o(X). Similarly, we define

rand rand
D BN k..q 10 0 DEN, . o(X)-

We now state our Sparse LPN assumption,
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Assumption 3.2 (The (¢, q, k,n,m)-sLPN Assumption). Let A € N be the security parameter, ¢ =
e(A) € (0,1) be the noise rate, and k = k(X) € N be the sparsity parameter. ¢ = q(\) is a sequence of
prime powers computable in poly(\) time, n = n(\) serves as the dimension and m = m(\) represents
the number of samples. We say that the (¢, q, k,n, m)-sLPN holds if for the following two distributions are
computationally indistinguishable:

~ rand
{DSLPNn,m,k,E,q}AGN ~c {IDSLPNn,m,k,E,q})\GN .

When using this assumption, we typically choose £ = w(1) to be a super-constant. Formula-
tions of Sparse LPN are well-studied and believed to be hard over F, when k > 3 is a constant
(See for example [Fei02, Ale03, ABW10]). However, Sparse LPN with constant sparsity can only
support at most m = n*/2 samples, which is a fixed polynomial and does not align with our desire
of having arbitrary polynomial number of samples.

4 Useful Results on Learning Parity Noise

In this section, we present several results that serve as foundational components of our construc-
tion. Beyond their immediate relevance to this work, these results hold significant potential for
applications in other contexts.

We start by recalling the definition of LPN distributions shown in definition 3.1, where D py(&X)
describes the distribution:

{aia b; = <a'i7 S> + ei}ie[m] )

where s < Fy and for all i € [m], a; < X, e; < Ber(Fy,¢). Besides, D[%‘,Q(X ) describes a similar
distribution except the inner product (a;, s) is replaced by uniformly random values.

Now, we state an assumption that is equivalent to the X-LPN assumption when the field size
is small. For the same parameters, the two-copy LPN distribution Doy pnyy i ¢ o(X) is defined as:

{ai,bii = (ai,s) + €15, bai = (@i, 8) + €2} e

where s < [y and for all i € [m], a; +- X, e1,e2; < Ber(Fy, ¢). Similarly, we let DEE’LTSNn,mjgjq(X)
be identical to the distribution D5\ pny, i, - , €Xcept that for all i € [m], we replace the inner product
(a;, s) with a value chosen uniformly at random from F,. The new assumption with parame-
ters (e, ¢, n, m) simply states that Dy pny, 4 is indistinguishable from D;’L”FS‘Nmm@q, which holds
under LPN assumption as shown by the following Lemma 4.1.

Lemma 4.1. Let \ be the security parameter. For modulus q = 2, noise rate ¢ = £(\), dimension
n = n(X) € poly(\) and number of samples m = m(X\) € poly(\), assuming that (¢', q,n,m, X)-LPN
assumption holds for ¢’ = #(21_5) then we have

{DatpNnm,eq(X) }/\eN Me {DEaLnF?Nmmva»q(X) }/\eN '

Remark 4.1. This lemma naturally extends to the case of non-constant modulus ¢, provided that
q is bounded by a polynomial in ), assuming the (¢’, ¢, n,m, X')-LPN assumption holds for ¢/ =
O(g%/q). However, since our work primarily focuses on the binary field, we present here a shorter
and clearer proof specialized to the case ¢ = 2.
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Proof. To prove the lemma, our goal is to reduce the distinguishing problem between DapNy, e, (X)
and DE?_rEan,m,s,q(X ) to the distinguishing problem of X-LPN. To demonstrate this reduction, we
construct an adversary A’ that can break the corresponding LPN assumption by invoking an ad-
versary A, which distinguishes between the distributions D pny, - 4(X) and Dg?_"PdNn’m’e,q(X ).

Specifically, we construct a simulator that, when input is sampled from distribution Dypny, 1y, ¢ 4(X),
the output follows distribution Do pny, e 4(X), and when input is sampled from distribution
Dﬁa",ﬂmm - 4(&X), the output follows distribution DEE‘L'ENmm o o(X). With this simualtor, the adver-
sary A’ can readily distinguish between the distributions. This is achieved by first invoking the
simulator to transform the distribution and subsequently executing the adversary A on the simu-
lator’s output.

The simulator operates as follows:

* Take {a;, b; }ic|m) as the input, which is either sampled from Dy pny, py o7 4 (X) OF D[ag‘,ﬂn,m,g,yq (X).

e Foreachi € [m]:

— Sample a bit from the Bernoulli distribution ¢; < Ber(IF3,2¢(1 — ¢)).
- If¢; = 1, set by ; to be uniformly random, and by ; =1 — b; 1.
- If C; = 0, set bl,i = bgﬂ' = bl

* Output {a;, b1, b2 }icim)-

Here, the bit ¢; serves as an indicator of whether b ; and by ; differ. The event by ; # by ; occurs
with probability 2¢(1 — ). Conditioned on this event, the symmetry between b; ; and bs ; ensures
that by ; is uniformly distributed over Fa. When instead by ; = by ;, the distribution DaLpny, 6,4 (X)
reduces to the X-LPN distribution with noise rate ¢’. This completes the proof.

U

Building on this, we can define and analyze the following variant of LPN, termed Quadratic
LPN (QLPN), which can be proven secure based on Lemma 4.1. The distribution Dqipn,, ,, ¢ ,(X)
is defined as:

DQLPN e g (X) = { @iy ui = (@i, 81) + €14, vi = (@i, 82) + e, wi = (@i ® @i, 81 82) + €31} i1

where s1, 82 < Fy, and for all i € [m], a; < &, with Bernoulli noise distribution ey ;, 2, €3, <
Ber(Fy, ).

We also define the distribution DSCgNn,m,e,q(X ) which is identical to Dqipn,, ,, ¢ ,(X), except
that the terms (a;, s1) and (a;, s2) are replaced with uniformly random values in F,.

By using Lemma 4.1, we can show that any polynomial time adversary cannot distinguish
between distributions Dqipn,, ,, . ,(X) and DSCSNn,m,E,q(X ) for ¢ = 2, assuming LPN assumption
with proper parameters. This underscores a critical insight underlying our main result: Even
with the introduction of a quadratic term, the security of the LPN assumption is preserved for
small field sizes. Specifically, this result allows us to generate pseudorandom noisy triples that are
indistinguishable from the tuple (1 + e1,72 + ea, 1172 + e3).

However, reduction used in the security proof would introduce a quadratic loss in the noise
rate, leading to a much larger dimension n, negatively impacting efficiency. To overcome this
issue, we propose an alternative noise distribution for the terms (e1 4, €23, €3,;). Instead of sampling
them as independent random values from a Bernoulli distribution, we let them follow a joint
distribution denoted as D3.
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Definition 4.1 (Customed noise distribution D3). Distribution D3(F, ¢) that samples three elements in
IF is defined as generated by the following process:

1. Sample control bits ¢y and co independently from the Bernoulli distribution Ber(FFa, €).

2. Set ey = 0if ¢y = 0, otherwise sample ey uniformly at random from F. Similarly, set e; = 0 if
co = 0, otherwise sample ey uniformly at random from F.

3. Then, set e3 = 0 if both c; and cy are 0, otherwise sample es uniformly at random from F.
4. Output (61, €9, 63).

We set I = [F; when the field is not explicitly specified. With this noise distribution, we now de-

. . . . d / d /
fine the distributions Dqrpny, ,,, - ,(X) and DQUPN . q(X). DQLPNy, mc.4(X) and DGy, me q(X)
are identical to distributions DQLPN e, q( ) and DSCSNn,m,E,q(X ), respectively, except that the

noise (ey,,ea4,e3;) is drawn from D2(¢) for all i € [m]. Under this new noise distribution,
Lemma 4.2 shows that the reduction loss from the LPN assumption is mitigated.

Lemma 4.2. Let X be the security parameter. For modulus q = 2, noise rate ¢ = €(\), dimension n =
n(A) € poly(X), distribution X = {X\}, and number of samples m = m(\) € poly(\), assuming that the

(¢',q,m,m, X)-LPN assumption holds for e' = =5, then the following holds:

/ ~ d !
{DQLPNn7m757q(X)}/\€N Re {DSCPNn,m,E,q(X)},\eN '

Corollary 4.1. Let X\ be the security parameter. For modulus ¢ = 2, noise rate ¢ = €(\), dimension
n = n(\) € poly(X), sparsity parameter k = k(\), and number of samples m = m(\) € poly(\),
let X denote the uniform distribution over k-sparse vectors in Y, assuming that the (¢',q,n, m,)-sLPN

assumption holds for ' = =, then the following holds:

/ ~ d !
{DQLPNmm,s,q(X)})\GN Re {DSCPNn7m,€7q(X)}/\EN.

Proof. To prove this lemma, we invoke a proof by contradiction. That is, assuming the existence
of an adversary that distinguishes the distributions DQLPNn e and DS‘CSN; meq W€ are able

to construct an adversary for the LPN assumption. We conclude this proof by estabhshmg the
following three claims.

Claim 4.1. There exists a hybrid distribution Dyyy, such that if an adversary A can distinguish the hybrid
distribution from either DQLPN;7m787q(X ) or DS{_‘,‘%N/ e q(X ), then for a specific distribution B, there
exists a polynomial time adversary A’ that can dzstmguzsh the following two distributions by invoking A:
D1(B) = {ai, (ai, s1) + e, bi + €24, (@i, 81) - bi + €3t »
Dy(B) ={a;,r1i+e1i,bi+exs,rii-bi+ 83,i}i€[m] ,
where sy < Fy, for i € [m], a; < X, (e14,€2,4,€3,) < D3(¢), r, < o, B is a publicly known
distribution of {b;} ¢, and b; may depend on a;.

Claim 4.2. Let B be any distribution over {b;};c(,,; that can be efficiently sampled, where b; may depend
on a;. Let D2 (e) be the distribution defined as generated by the following process:

1. Sample a control bit c from the Bernoulli distribution Ber(Fs, ¢).
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2. Set ey and ey to zero if ¢ = 0, otherwise sample ey and eo uniformly at random in F.
3. Output (e1, e2).

If an adversary A can distinguish distributions D1(B) and Dy(B), then there exists a polynomial time
adversary A’ that can distinguish the following distributions by invoking A:

D3 = {ai, (@i, s) +€);,¢5,} Dy ={airi+e\ e}

1€[m]’ 1€[m]”’

where (€ ;, € ;) is sampled from the distribution D (e).

Claim 4.3. If an adversary A can distinguish D3 and Dy, then there exists a polynomial time adversary A’
that can distinguish the LPN distributions DipNgs gy m,x a1d D[aPnlﬂe/,q,n,m, + by invoking A.

It is straightforward to observe that by combining the claims together we can establish the
proof of this lemma.

O
Proof of Claim 4.1. We consider the sequence of hybrids:
® Hyb, : This hybrid is identical to distribution DQLPN;’m’ N q(X ).
* Hyb, : This hybrid is the distribution Dy, = {a;, r; + €1, (@i, s2) + €2, (@i, s2) - 15 + 63’Z‘}i€[m],

where a;, s2,7; are sampled uniformly at random, and (e; ;, €2, €3 ;) is sampled from D3(e).

* Hyb, : This hybrid is identical to distribution DSCSN;,m,E,q(X )

If the theorem does not hold, indicating an adversary can distinguish Hyb, from Hyb,, then it
must also be able to distinguish between either Hyb, and Hyb,, or Hyb; and Hyb,.

¢ If the adversary can distinguish Hyb, and Hyb,, we complete the proof of Claim 4.1 by spec-
ifying the distribution B over {b;} to be the same as that of {(a;, s)}, where s is sampled
uniformly in F5. It is straightforward to verify that by replacing b; with (a;, s), the distribu-
tion D; (B) becomes identical to Hyb,, while Dy (5) matches Hyb;, .

¢ If the adversary can distinguish between Hyb; and Hyb,, then due to the symmetry between
s1 and sy, an adversary can also distinguish the following distribution from Hyb,:

Dhyp = {@i, (@i, 81) + €1, 7i + €25, (@i, 81) i + €30} iy -

Thus, we can complete the proof by specifying the distribution B over {b;} to be the same as
that of {r;}.

O]

Proof of Claim 4.2. To prove this claim, we need to construct a simulator such that the output dis-
tribution of this simulator is identical to D; () when it receives inputs from distribution D3, and
the output distribution matches D, (B) when given inputs sampled from distribution D4. The
simulator works as the follows:

* Take as input a sample {ai, b, eé’i}ie[m] either from Dj or Dj.

* Sample {b;},c[,, from B with respect to {a;} ;-
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e Foreachi € [m]:

— Sample a control bit ¢3 ; from Ber(IFy, €).

- If co; = 1, set the i-th entry of the output to (a;, b}, 1,,72,:), where ri; and ry; are
sampled uniformly at random.

- If ca; = 0, set the i-th entry of the output to (a;, b;, bi, b; - b; + €5 ;). Namely, if b; = 1, the
entry is (a;, b}, 1,b; + € ;), and if b; = 0, the entry is (a;, b}, 0, €5 ;).

We now justify why the simulator works. In the simulator, the bit ¢y ; represents the second
control bit in the the distribution D3 used by i-th entry, either in D;(B) or in Dy(B) that we aim
to simulate. We treat the noise €5 ; as e3; in these distributions. To argue the correctness of the
simulator, we focus on showing that the output of this simulator follows D; (5) when given inputs
from Ds. A similar argument applies for Dy (B) and D,. We consider the following three cases:

* Case cp; = 1: In this case, the noise terms es; and e3; are uniformly random and mask all
information about the last two terms. Thus, the simulator sets these terms to be uniformly
random. The correctness follows from the fact that the second terms of D; (53) and D3 follow
identical distributions.

* Case cy; = 0 and b; = 0: Here, since ¢z ; = 0, both e ; and e3; are determined by the control
bit ¢;;. The conditional distribution of (ej;,e3;) is precisely D?(¢). When the simulator
receives inputs from Ds, it generates (a;, b}, (a;, s) + €] ;,0, €y ;) for (¢} ;, €5 ;) ~ DZ(e), which
matches the desired distribution.

* Case cp; = 0 and b; = 1: This case is similar to the previous one, with the only difference
being in the last term. The simulator outputs (a;, b;, (ai, s) + €7 ;,1,(a;, s) + ¢} ; + e5;) for
(€1 €5;) ~ D2(e), given inputs from D3. Notably, the pair (€1 €1, + ey;) also follows the
distribution D?(¢), confirming the correctness.

Similar to the proof of Lemma 4.1, we can directly construct an adversary adv’ based on ad-
versary A by first invoking the simualtor, and then executing A on the simulator’s output, which
completes the proof.

U

Proof of Claim 4.3. For the last claim, we once again adopt the proof strategy of Lemma 4.1. This
involves constructing another simulator such that the output distribution of this simulator is iden-
tical to D3 when it receives inputs sampled from the distribution Dy pn, ¢ 4, and matches D, when

given inputs sampled from the distribution Dﬁ!‘,ﬂmm’e’q. The simulator is outlined as the follows:

* Take {a;, b;}ic|m) as input, where the input is drawn from either Dy pny, 7 4 OF D[aglﬂn,m,s/,q-

e Foreachi € [m]:

— Sample €] < Ber(e¢/2).
- If e = 1, set b, to be uniformly random.
- Ife, =0, setd] = b.

* Output {a;, b}, €g}ie[m}'
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The correctness of this simulator is derived from analyzing the marginal distribution of the
error terms. In this simulator, the “leaked noise” ¢} is sampled directly. It is straightforward to see
that e, = 1 occurs with probability /2, at which point ] should be uniformly random over F.
Conversely, when €, = 0, the distribution conforms to the X-LPN distribution with noise rate ¢’.
Thus, the simulator accurately simulates the distribution we want, and this construction implies
that D3 ~. D4 under the assumption that the (¢/,2, n, m, X')-LPN assumption holds. O

5 Noisy Pseudocorrelation Function for Beaver triples

With tools from Section 4 prepared, we now give the construction of a noisy PCF for Beaver triples.
In this section, we mainly focus on binary field 5.

A Beaver triple is a tuple (u, v, w), where u and v are randomly chosen values in given field
(IF2 in this section), and w is their product, w = u - v. Beaver triples are a fundamental resource for
secure multiparty computation: given shares of (u, v, w), the parties can multiply arbitrary secret
inputs by reducing the multiplication to linear operations combined with one use of the triple.
This allows secure multiplication without revealing the individual operands, while keeping the
communication complexity low. In the setting of correlation generation, we require these triples
to be pre-shared among the parties in such a way that they remain indistinguishable from truly
random correlations. Later on, we use Dgeaver(IF) to represent the truly random distribution of
Beaver triples, which samples u, v uniformly from F and obtains u,v,w = u - v.

The notion of pseudorandom correlation function, denoted as PCF, is proposed in [BCG*20a].
Now we give the tweaked definition for noisy PCF ( denoted as nPCF) that supports correlations
among more than two parties.

Definition 5.1 (Noisy Pseudorandom Correlation Function for Beaver Triples). A noisy PCF scheme
for Beaver triples consists of the following algorithms:

* nPCF.Gen(1*,1V,t € [0, N — 1], €) is a probabilistic polynomial time algorithm that takes security
parameter 1%, number of parties 1N, upper bound of corrupted parties t and noise rate e as input, and
outputs N evaluation keys ki, --- , kn.

* nPCF.Eval(Kj;, ) is a deterministic polynomial time algorithm that take the evaluation key K; as-
signed to party i and input value x, and outputs y; = (u;, v;, w;) € F3, the portion of the correlation
held by party i.

Let N,t and e be functions of \, and let X = {X\} describe a family of distributions parameterized
by X\. We say that (nPCF.Gen, nPCF.Eval) is a (N, t)-noisy pseudorandom correlation function for Beaver
triples in IF with respect to input distribution X with noise rate e if the following condition holds:

* (N, t)-Weak pseudorandomness with respect to input distribution X'. There exists a PPT noise
indicator function 14 : {0,1}* — F3 associated with the nPCF scheme, such that the following holds:
For any PPT adversary A, there exists a negligible function negl that for any A € N, N = N () and

t = t(\), the adversary A’s advantage in experiment Expffjﬁ,'l x, (A) (shown in Figure 1) is bounded

by negl(N).

* e-Error Probability. For the noise indicator 14 associated with the nPCF scheme, there exists a
negligible function negl such that, for any A\ € N and set of corrupted parties T C [N (\)] with |T'| =
t(A), the following holds with probability at least 1 — negl(X) over the choice of keys {Ki};c(ny <
nPCF.Gen(1*, 1V, ¢, €): the noise rate indicated by the noise indicator is bounded by e, i.e.,

Pr [Ia(T,{Ki}ier,®) # 0| 3 < X3] < e(A) + negl(N).
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4[ Experiment Expi‘fﬁz X()\)}

o A(1*,1¥.t) chooses a set of corrupted parties 7' C [N] of size ¢.

* The challenger samples b <« {0,1}, then generates the keys {K}, .y <«
nPCF.Gen(1*,1V ¢, ¢) and sends keys of corrupted parties {K;}, - to A.

e Anow makes arbitrary oracle queries. For each query, the challenger replies by the follow-
ing steps:

- Sample input value x uniformly at random from distribution X'

- Compute y; o < nPCF.Eval(K;,z) foralli € T.

- If b = 0, compute y; o < nPCF.Eval(Kj;,z) foralli ¢ T.

- If b = 1, sample y; ; for i ¢ T with the following simulator Simpcg: Simpcr first evaluates
the noise indicator 14 (7, {K;},cr ) to obtain a noise term e = (e, e, e3) € F3. Then,
Simpcr samples Beaver triple y = (u,v,w) < Dgeaver(F), and sample shares of honest
parties {y;,1},, uniformly at random, conditioned on 3 ;e yio + > g7 ¥in =y + €.

- Reply z and {yi7b}i¢T to A.

e Aoutputs a bit b'. The advantage of A is |2 x Pr[b = b] — 1|.

Figure 1: Experiment in (NN, t)-Weak pseudorandomness definition

Remark 5.1. We adapt the notion of a noisy PCF by requiring the simulator Simpcr to have a spe-
cific form that contains a noise indicator. For a standard PCF, the noise indicator always outputs 0.
For a noise indicator satisfying the e-Error Probability, the condition of (N, t)-Weak pseudorandom-
ness ensures that the Beaver triples are simulatable from the adversary’s perspective, while the
results of the nPCF evaluation remain consistent with the Beaver triple correlation in most cases
(when the noise indicator outputs 0). The condition should occur with probability 1 — € by the
e-Error Probability property.

5.1 Construction of Noisy PCF

We now provide our construction of a nPCF scheme based on the sparse LPN assumption, as
defined in Assumption 3.2. Then, we will provide the security proof and analyze the computation
efficiency.

Ingredients, Notations and Parameter Settings. The construction makes use of the following
primitives:

* )\ is the security parameter, F is the finite field, IV is the number of parties, and ¢ is the
corruption threshold. N should be a polynomial of ), ¢ is set to be N — 1, and F is typically
.

* n,k,e correspond to the dimension, the sparsity parameter and the noise rate of sparse LPN.
In the scheme, n, k should be polynomials of A, and ¢ is an inverse polynomial of .

* PRF is a pseudorandom function from {0, 1 = {0,1}.
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4[ Noisy PCF for Beaver triples}

e nPCF.Gen(1*,1V ¢, ¢) — {Ki}icn)- Oninput 1,1V and ¢,

- Sample two secret vectors s; < F", sy < F" uniformly at random and generate the
additive shares of s1, s2 and s;®s. Let the shares be denoted by [s1], [s2] and [s1 ® s2].
— Generate PRF keys PRF.K; + PRF.Gen(1%) for i € [N].

- Let K; = (PRF.Kj, [s1]; , [s2]; , [s1 ® s2];) and output {Ki};c(yy-

e nPCF.Eval(K;, ) — y; € F3. Oninput K;, z,

Parse K as (PRFKZ, [[Sﬂ]i , [[SQ]]Z» R [[81 ® SQ]]Z-).

Interpret input z as a vector a € F" and a bit string r € {0,1}*.
Evaluate PRF to obtain r; < PRF.Eval(PRF.K, r).

Sample noise terms (e; 1,¢€;2,¢;3) < D3(F,n) using randomness r;, where 7 satisfies
(1—n)2N > 1 — eand D3(F, ) is the distribution in definition 4.1.

- Compute u; = (a, [s1];) + €i1,vi = (a, [s2];) + €2, w; = (a ® a, [s1 @ s2],;) + € 3.

- Output Y; = (ui, Vs, ’UJZ)

* Noise indicator 14 (T, {K;},cq,z) — e € F3,

Fori € T, parse K; as (PRF.Kj, [s1]; , [s2]; , [s1 @ s2];).

Parse input z as a vector a € F” and a bit string € {0,1}".
Fori € T, evaluate r; < PRF.Eval(PRF.K;, r).

for i € T, samples noise terms (e; 1, €; 2, €;,3) < D3(F,n) using randomness 7;.

For i ¢ T, sample noise terms (e; 1, €; 2, €;,3) < D3(FF, n) with fresh randomness.

- Compute €] = Z’LE[N] €i1,€2 = ZZE[N} €i2,€3 = ZlE[N] €i,3.

— Output e = (e, €2, €3).

Figure 2: Construction of PCF for noisy Beaver triples

* ¢ is the noise rate of noisy PCF. In the scheme, we will set € to satisfy ¢ > 1 — (1 - 11625)

* X is the input distribution of the noisy PCF that samples vector a uniformly from k-sparse
vectors in F} and bit string  uniformly from {0, 1}*.

The construction of the noisy pseudorandom correlation function is shown in Figure 2, where
we omit the details of sampling from D3(F,n) for clarity. Recall that this distribution reduces
to Bernoulli sampling (Definition 4.1). For global noise rate ¢ and IV parties, the local rate is
n = ¢/N, so naive sampling would require O(log N —log ¢) random bits per term. To remove the N-
dependence, we instead generate error terms in blocks of A terms. For each block, we first sample
the number of non-zero entries; by a Chernoff bound, this is at most O(log A) with probability
1 — 2~ ogN)?) allowing larger outcomes to be ignored. Specifying the x error positions then
costs log A bits each. Overall, the procedure uses only poly log(\) random bits for A terms, and its
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runtime is independent of N.

Proof of Security. We now provide the proof of the following theorem.

Theorem 5.1. Consider the parameter settings described in paragraph 5.1. Assume that (e,2, k,n,m)-
sparse LPN assumption holds for all polynomials m(\) € poly(X). Then, the scheme shown in Figure 2 is a
(N, t)-noisy pseudorandom correlation function for Beaver triples in Fo with respect to input distribution
X with noise rate e. Moreover, each nPCF evaluation requires O(k?*) computational steps, along with a
PRF evaluation.

Remark 5.2. In the construction of Figure 2, we employ PRF to ensure that the Eval function is
deterministic on its input. However, when using this nPCF in semi-honest MPC protocols, each
party could instead generate the noise with fresh local randomness, as the determinism via PRF
is not required for security in this setting, but only serves to simplify the formal definition.

Remark 5.3. When analyzing the computational cost of nPCF.Eval, we count only its preprocessed
input complexity by treating it as a circuit defined with respect to the input xz, rather than as
a circuit that explicitly takes z as input. This perspective aligns better with our computational
model, since later we will incorporate public randomness as inputs.

Proof. We begin by considering the error probability determined by the noise indicator I 4, where
the noise term is in form of the summation of {(e;1,e;2,€;3)} i€ [N]" By the pseudorandomness
property of PRF, the triple (e; 1, €;2, €;3) sampled using randomness from PRF should be compu-
tationally indistinguishable from one sampled directly from the distribution D3(n), thus the error
probability would be indistinguishable from the case that all triples (e; 1, €; 2, €;3) follow the dis-
tribution D2 (n). In this case, each tuple (e; 1, €i 2, €;,3) will be zero with probability at least (1 — n)?,
and by the choice of 1 according to the construction, all noise terms will be zero with probability
at most e. This establishes the desired e-error probability.

To prove that the scheme satisfies (NN, t)-Weak pseudorandomness, as defined in Definition 5.1,
we consider the case where the adversary corrupts ¢ = N — 1 parties. The proof proceeds via a
sequence of hybrid experiments:

* Hybg: This hybrid corresponds to the experiment Expf&c\{t’ x(A) with b = 0.

* Hyb,: This hybrid is identical to Hyb,, except that when computing y; o <— nPCF.Eval(kK;, z)
for the honest party, the noise vector e; is generated using fresh randomness, rather than
derived from the PRF evaluation randomness ;.

Since the PRF key K; is hidden from the adversary, and the probability that the adversary
queries the same PRF input is negligible, the outputs remain pseudorandom. Hence, by the
pseudorandomness property of the PRF, the adversary cannot distinguish Hyb, from Hyb; .

* Hyb,: This hybrid is identical to Hyb,, except that the oracle query responses are reformu-
lated as follows:

- Letu = (a, s1), v = (a,s2),and w = (a ® a, s1 ® s2). Sample (ey, e2, e3) independently
from D3 ().

— For the honest party i, define

U = U — Z<a, [[Slﬂi/>+el7 Vi =0V — Z(a’v [[SQHi’>+€27

i'eT i eT
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w; = W — Z(a ®a,[s1 ® 82]]1") +e3.
€T

- Reply to the adversary with y; o = (u;, v;, w;).
This change is purely representational. Thus, Hyb, is identical to Hyb; .

Hybs: This hybrid is identical to Hyb,, except that (u,v,w) in oracle responses is now sam-
pled directly from Dgeayer (F2).

If the adversary makes m oracle queries, then distinguishing between Hyb, and Hyb; reduces
to distinguishing between the following two distributions:

{aj, (a’,s1)+e], (@, s2)+e), <a3®a3781®82>+e§} Re {a], w'+-e, v e, w“reé} ,

Jjeim] J€m]

where s, s2 are uniformly random vectors, a’ is sampled from the set of k-sparse vectors,
(7, €}, €}) are drawn from D2(n), and (u/, v/, w?) are sampled from Dgeayer(F2).

By Lemma 4.2, this indistinguishability holds whenever ;75 > ¢ assuming (e, 2, k,n, m)-
sLPN assumption. In fact, the left-hand side matches Dqipn;, ,, , - and the lemma reduces
the claim to proving

DSCSNn7m7n72 ~e {aj, w +e), v+ el wl eg}je[m],
where (4,07, W) « Dpeaver(F2) and (¢], ), €}) « D3 ().

By the definition of DSCgNn,m,n,Q’ these two distributions are identical. Moreover, the condi-
tion ﬁ > ¢ is always satisfied whenevere > 1 — (1 — lf%)ﬂv, and we assume sparse LPN
assumption for all polynomial m € poly()A). Hence, we conclude that Hyb, ~. Hyb;.

Hyb,: This hybrid corresponds to the experiment Expf&%’l r(A) withb = 1.

Compared with Hybs, this is again only a representational change. Thus, Hyb; and Hyb, are
identical.

With these hybrids, we complete the proof of this theorem.
O

Remark 5.4. In this construction of nPCF, each evaluation requires O(k?) time plus a single PRF
call, and importantly, this cost is independent of the number of parties. Our design does not
exploit any special structure of sparse LPN samples. In fact, a construction based solely on the
standard LPN assumption is also possible, but it incurs substantially higher costs, with evaluation
time growing with the quadratic of the dimension, which can be related to the number of parties.
As we show in later sections, when only a constant fraction of parties is corrupted, relying purely
on the standard LPN assumption still yields secure and efficient results.

6 Extensions

In this section, we present several extensions to our scheme aimed at improving performance and
enhancing functionality.
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6.1 Working with Constant Fraction of Corruption

In Section 5, we presented a construction of a nPCF that supports efficient multi-party computation
and illustrates our core technique for generating Beaver triples. Although the computation is
efficient, storage becomes the main bottleneck for scalability: to keep the nPCF noise rate below ¢,
we require Sparse LPN with noise rate approximately ¢/N. This, in turn, forces the LPN dimension
to grow proportionally with NV in order to maintain concrete security. While the evaluation cost
remains modest, the storage required to support large NV quickly becomes prohibitive.

We now show how to overcome this issue in settings where only a constant fraction of parties
are corrupted. Such assumptions naturally arise in large-scale systems, such as blockchains. In
this setting, our new construction largely follows the same outline as before, but apart from Sparse
LPN, it also leverages a new pseudorandom zero-sharing (PRZS) scheme. We prove that, under
constant-fraction corruption, a PRZS scheme with computation time and storage complexity in-
dependent of N, combined with the Sparse LPN assumption, yields a nPCF whose computation
and storage are both independent of V.

6.1.1 Tool: Pseudorandom zero sharing

The first ingredient we require is a pseudorandom zero-sharing scheme, denoted by PRZS and
introduced in [CDIO5]. In this work, we focus primarily on the PRZS scheme in the context of
additive secret sharing under the assumption that only a constant fraction of parties may be cor-
rupted. We will show that in this setting we can construct a przs scheme where shares can be
computed by making O(log \) calls to the PRF.

Our definitions, however, are stated in full generality, allowing the corruption threshold ¢ to
be set arbitrarily during setup. It is specifically when ¢ < « - N for some constant o € (0, 1) that
our construction achieves improved efficiency over prior work.

Definition 6.1 (Pseudorandom Zero-Sharing). Let (PRZS.Gen, PRZS.Eval) be a pair of two polynomial
time algorithms defined as follows:

* PRZS.Gen(1*,1V,t € [0, N — 1)) is a probabilistic polynomial time algorithm that takes security
parameter 1, number of parties 1V and upper bound for number of corrupted parties t as input, and
outputs N evaluation keys K1,--- , Ky.

* PRZS.Eval(K;,z € {0,1}") is a deterministic polynomial time algorithm that takes the key K;
assigned to party i and input value x, and outputs a value z;.

We say that (PRZS.Gen, PRZS.Eval) is a pseudorandom zero sharing scheme for N () parties for field
IF that resists up to t(\) corruptions, if the following properties hold:

e Correctness. Forany A\, N € Nandt € [0, N — 1],
N {Ki}icin) < PRZS.Gen(1*, N, t)

Pr Zzi:() z « {0,1}* =1
= zi - PRZS.Eval(K;, z),Vi € [N]

* (N,t)-Pseudorandomness. For polynomials N (\),t(\) € [0, N(X\) — 1], for any PPT adversary
A, we have that there exists a negligible function negl such that for any X € N, N = N(X) and

t € [0,t(N\)], the adversary’s advantage in experiment Expi&%’st()\) (shown in Figure 3) is bounded

by negl(N).
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4[ Experiment Expiﬁﬁi()\)}

» Execute A(1*, 1V t) to get a set of indices T C [N] satisfying |T'| < t.

* Now the challenger samples b < {0,1}, then evaluates the key generation {K;},cy; <
PRZS.Gen(1*,1%,t) and sends keys of corrupted parties {K;}, ., to A.

¢ A now makes arbitrary oracle queries. For each query, the challenger receives a distinct
(previously not queried) input value = € {0, 1}* and reply by the following steps:

- Compute y; o < PRZS.Eval(Kj;, z) for all i € [N].
~ Sample y; 1 € F for all i ¢ T uniformly conditioned on 3,7 41,0 + > ;g7 i1 = 0.
- Send x and {yivb}i¢T to A.

e Aoutputs a bit ¥’. The advantage of A is |2 x Pr[b’ = b] — 1|.

Figure 3: PRZS Security Experiment

Construction of Pseudorandom Zero-Sharing with logarithmic calls to the PRF We now present
a pseudorandom zero-sharing construction with improved efficiency based on a PRF. The full con-
struction is detailed in Figure 4. The proposed PRZS is compatible with any field IF,, provided that
the PRF generates values in F,. In this work, we primarily focus on the field [Fy.

Remark 6.1. The construction in Figure 4 is the same as in [CDI05] if p is set to be 1.

Theorem 6.1. For any N (X),t(\) bounded by polynomials in A, if p is set to w (%) and PRF outputs
values in IF, then the scheme shown in Figure 4 is a pseudorandom zero sharing scheme for F satisfying
the definition 6.1 that supports N parties and resists up to t corrupted parties, and each party evaluates

O(p - N) PREF calls for one zero sharing.

Proof. As evident from the scheme, for each zero sharing, the share obtained by each party is a
linear combination of PRF evaluations. Formally, we have

z= Y  PRFEval(PRF.K,,,2)— Y  PRF.Eval(PRF.K,,,z).

(u,v)€€,v=i (u,v)e€u=i

Denote z = (z1, ..., 2n) as the vector of PRZS evaluations. Using the notation r to represent the
vector of PRF evaluations, we have z = M - r for some matrix M If we model the parties as
vertices and model the pairs in £ as edges, then it becomes a graph and the matrix M is exactly
the oriented incidence matrix of the graph.

With this observation, we invoke hybrid arguments to prove the lemma.

® Hyby: This hybrid is the experiment Expi'?]%,’st()\) with b = 0.

® Hyb,: This hybrid is the same as Hyb,, except that for all PRF keys PRF.K,, ,,, if parties u, v are
both uncorrupted, the challenger will use random values to replace the evaluation results of
PRF.Eval(PRF.K,, z). The indistinguishability between Hyb, and Hyb, comes directly from
the security of PRF.
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4[ Pseudorandom Zero—Sharing}

e PRZS.Gen(1*, 1V, t) — {Ki}ic(n)- Oninput 1,1V and ¢,

— Let £ be a set of index pairs that is empty initially, and independently puts pair (u,v)
into £ with probability p for all u,v € [N] pairs satisfying u < v. Here, p is a parameter
used to balance the efficiency and error probability.

- Generate a PRF key PRF.K,, , for each pair in &.
— Fori € [N], let K; be the set of PRF keys {PRF.K,,, | (u =1V v =1) A (u,v) € £}.
= Output {Ki} ;e -

e PRZS.Eval(K;,z) — z. Oninput K;, z,
— Parse K; as {PRF.KW,}(
- For (u,v) € E;, compute Zj (uw) < PRF.Eval(PRF.Ky ,, 7).
- Output z; = Z(u,v)eEi(—1)H(“:i)zi,(u,v).

u,v)eER;”

Figure 4: Construction of PRZS

® Hyb,: This hybrid is the experiment Expi'?]%,’st()\) with b = 1. To show the indistinguishabil-
ity between Hyb, and Hyb,, we try to argue that with high probability over the generation

of keys and the choice of T, for each oracle query, < v, 5 are uniformly random con-
)i

ditioned on 3,y ¥ o = 0. Here, y; ; represents the value obtained from the evaluation of
PRZS.Eval(Kj, z), except that random values are used in place of PRF evaluations if PRF. K, ,,
satisfies the condition that both u and v are not corrupted, as in Hyb;.

By expanding y; ,, we have

Yo = > (—1)"“=)PRF Eval(PRF.K, ., z) + > (=) @=Dp,
(u,v)EE;,s.tuc€TVveT (u,v)€E;,s.tuvgT
where {r,,} are all uniformly random values.

We now focus only on the second summation part. That is, we want to show {y.} igr 1S @
uniformly random zero-sharing, where y; only computes the second summation:

y; = Z (_1)H(UZi)Tu,va

(u,v)ER;,s.t.uvgT

If we use a vector ¢’ to represent {y;} i¢7 and use a vector r’ to represent {1y}, , o7, thenwe
also have y' = M’ - v/, where M’ is the incidence matrix of the induced subgraph formed
from vertex set [N]/T.

As well known in graph theory, the oriented incidence matrix has row rank |V| — 1 if the
undirected graph is connected, where V' is the set of vertices. Combined with the fact that
D igT yi = 0, it is easy to see that if the subgraph induced by set [N]/T is connected, we
would have y’ uniformly sampled at random conditioned on ;.7 y; = 0.
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Lemma 6.1 ([ER60]). For a graph with vertex set V and each edge appears with probability p inde-

pendently, if p > Blo‘gv'Yl , then the probability that the graph is connected is 1 — O(n=P).

In our case, the edge appears with probability p € w (%S’?), and the probability that the

subgraph is disconnected is bounded by
9] ((N — t)_w(ﬁz'%)) < g~wllogh),

which is negligible. Therefore, Hyb, and Hyb, are computationally indistinguishable, com-
pleting the proof.

O]

6.1.2 Construction of Noisy PCF from PRZS

We now present the construction of nPCF in Figure 5, which essentially augments the output val-
ues with a pseudorandom zero-sharing. (For succinctness, the noise indicator remains unchanged
and is omitted from the figure.) The key point is that this modification allows us to establish the
following theorem.

4[ Noisy PCF for Beaver triples with constant fraction of corruption}

nPCF.Gen(1*, 1V t) — {Ki}icpn)- Oninput 1%, 1V and ¢,

- Sample secrets s; < F", s <— " uniformly at random and generate the additive shares
of s1,s2 and s; ® sy, denoted by [s1], [s2] and [s; ® s2].

— Generate PRZS keys {PRZS.K;},c(y) < PRZS.Gen(1*, N, ).

- Generate PRF keys PRF.K; + PRF.Gen(1?*) for i € [N].

- Let K; = (PRZS.K;, PRF.K;, [s1]; , [s2]; , [s1 ® s2];) and output {Ki}c -

nPCF.Eval(K;, z) — y; € F3. On input K;, ,

Parse K; as (PRZS.K;, PRF.K;, [s1]; , [s2]; , [s1 @ s2];).
Interpret input « as a vector a € F” and a bit string r € {0, 1},
Evaluate PRF to obtain r; <— PRF.Eval(PRF.Kj;, ).

Sample noise terms (e; 1, €;2,€;3) < D3(n) using randomness r;, where 7 satisfies (1 —
n)2N > 1 — e and D3(F,7) is the distribution in definition 4.1.

For j € {1,2,3}, compute z; ; < PRZS.Eval(PRZS.K;, (z, j)).

- Compute u; = (a, [s1];) + €1 + 2i1,vi = (a, [s2];) + €i2 + zi2, w; = (a ®a, [s1 ® s2];) +
€i,3 + Zi,3-

- Output Y; = (ui, Vi, U}Z)

Figure 5: Construction of PCF for noisy Beaver triples
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Theorem 6.2. Consider the same parameter settings as in Theorem 5.1, with the following difference:

* {(\) is any function in [0, N(\) — 1].

2N/(N—t)
1+2€) :

* The noise rate e of nPCF is set to satisfy e > 1 — (1 — i

* PRZS is a pseudorandom zero-sharing scheme.

Assume that (e, 2, k,n, m)- sparse LPN assumption holds for all polynomials m(\) € poly(X). Then, the
scheme shown in Figure 5 is a (N, t)-noisy pseudorandom correlation function for Beaver triples in Fy
with respect to input distribution X with noise rate . Moreover, each nPCF evaluation requires O(k?)
computational steps, along with a PRF evaluation and PRZS evaluation.

Corollary 6.1. Assume for n € poly(X), the (g,2,n, m)-LPN assumption holds for all polynomials m(\).

For any polynomials N (X), t(A\) € [0, N(X)—1] and noise rate e(\) satisfyinge > 1— (1 — 11626) 2D
for all X\ € N, the scheme shown in Figure 2 is a (N,t)-noisy pseudorandom correlation function for
Beaver triples in Fy with respect to input distribution X with noise rate €, where X describe the uniform
distribution over F% and bit string r uniformly from {0,1}*. Moreover, each nPCF evaluation requires
O(n?) computational steps, along with a PRF evaluation and PRZS evaluation, which is independent of

N(X) in the case of constant fraction corruption.

Proof. Clearly, e-error probability holds for the same reason as in the prior construction.
To prove the scheme satisfies (N, t)-Weak pseudorandomness in definition 5.1, we rely on the
following sequence of hybrid arguments:

* Hyb,: This hybrid corresponds to the experiment Expféfjc\{t’ x(A) withb = 0.

® Hyb;: This hybrid is identical to Hyb,, except that when computing y; o <— nPCF.Eval(K;, x)
for the honest party, the noise vector e; is generated using fresh randomness, rather than
derived from the PRF evaluation randomness ;.

Since the PRF key K; is hidden from the adversary, and the probability that the adversary
queries the same PRF input is negligible, the outputs remain pseudorandom. Hence, by the
pseudorandomness property of the PRF, the adversary cannot distinguish Hyb,, from Hyb; .

® Hyb,: This hybrid is the same as Hyb; except that for an oracle query, .A would receive =
and {y;},47, instead of {y; 0}, Here, y/ is sampled uniformly at random, conditioned on
2 igr Yi = 2igr Yio-
For the indistinguishability between Hyb; and Hyb,, we leverage the pseudorandomness of
PRZS. Suppose A can distinguish Hyb; and Hyb,, then the following adversary A’ can break
the pseudorandomness of PRZS:

- Simulate the experiment in Hyb; by acting as the challenger with the following modifi-
cations:
+ Instead of generating keys for PRZS itself, A" would receive keys {PRZS.K;},
from the challenger in Expi%vs’t by choosing the same index set T" as A.
+ When nPCF.Eval(Kj;, z) should be invoked for i ¢ T, generate z; ; by querying the

challenger in Expiﬁﬁ%t with input (z, j).
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- Without loss of generality, assume A distinguishes Hyb,, Hyb, by outputting b’ = 1 with
higher probability in Hyb,. Then A’ outputs ¥’ = 1 if and only if A outputs ¥’ = 1 in the
simulated experiment.

One can easily verify that if b = 0 in Exp5; A N ., the simulated experiment is the same as Hyb;.

whileif b = 1in Expi'?%v ., the simulated experiment is the same as Hyb,. Thus A’ can break

the pesudorandomness of PRZS if A has non-negligible advantage, which implies Hyb; and
Hyb, are indistinguishable. TODO: here

Hybs: This hybrid is identical to Hyb,, except that the oracle query responses are reformu-
lated as follows:

- Letu = (a, s1),v = (a, s2), and w = (a ® a, 81 ® s2). Sample (e, €2, e3) independently
from D3 (1), where 7 satisfies ' = 1 — (1 — n)N =171,

- Let
u’:u—Z( ,[s1];) +ex, v—v—z s [s2];) + e2,
i eT el
w =w— Z(a ® a,[s1 @ s2];) + es.
€T

- Sample y; uniformly at random for honest parties ¢ ¢ 7', conditioned on 3.7 y; =
(u', v w').
- Reply to the adversary with y. for i ¢ T.

This change is purely representational, as we only clearly write out the formula for 3,1 yi 0.
Thus, Hybs is computationally identical to Hyb,.

Hyb,: This hybrid is identical to Hybs, except that (u,v,w) in oracle responses is now sam-
pled directly from Dgeayer (F2).

If the adversary makes m oracle queries, then distinguishing between Hyb, and Hyb; reduces
to distinguishing between the following two distributions:

{aj, <aj,31>+e]i, <aj,32>+e%, <aj®aj,31®32>+e§}‘

R {aﬂ, u!+el, vi+eld, wj—i-eg} :
j€lm]

J€[m]
where s, s2 are uniformly random vectors, a’ is sampled from the set of k-sparse vectors,
(1, €}, €}) are drawn from D2(1y'), and (u/, v?, w’) are sampled from Dgeayer (F2).

By Lemma 4.2, this indistinguishability holds whenever 4_7’—;77, > ¢ assuming (¢, 2, k,n, m)-
sLPN assumption. In fact, the left-hand side matches DQLPN’n’mm,Q, and the lemma reduces
the claim to proving

rand j j J j 7 j J
DQLPNnmn/ ) {a], u +ep, v+ ey, w! + eg}je[m},

where (u7, v, w7) < Dgeaver(F2) and (€7, €3, €3) < D3(1/).
By the definition of Dg‘[‘g,\,n o these two distributions are identical. Moreover, the condi-

i 2/
. - . (1 _de \2N/(N-t)
tion a7 > ¢ is always satisfied whenever e > 1 (1 T +2€) ,and we assume sparse

LPN assumption for all polynomial m € poly()). Hence, we conclude that Hybs ~. Hyb,.
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¢ Hybs: This hybrid corresponds to the experiment Expf&c\{t’ r(A) withb = 1.

Compared with Hyb,, this is again only a representational change. Thus, Hyb, and Hyb; are
identical, which completes the proof.

O]

6.2 Working with Polynomial-size Field

We also demonstrate that our scheme can generalize to fields with polynomial size, rather than
only binary fields. To achieve this, we claim that we can directly use the prior construction shown
in Figure 2, with the only modification of using IF,. We formally state this result as the follows:

Theorem 6.3. For n,k,q € poly(\), assume the (e, q, k, n, m)-sLPN assumption holds for all polynomials
m(\) and PRZS is a pseudorandom zero sharing scheme. For any polynomials N (), t(X) € [1, N(X\)] and

2N

noise rate €()) satisfying & > 1 — <1 - (1‘1_—21 que) N forall X € N, the scheme shown in Figure 2 is a

(N, t)-noisy pseudorandom correlation function for Beaver triples in F, with respect to input distribution
X with noise rate e, where X describe the distribution that samples vector a uniformly from ¥y and bit

string r uniformly from {0,1}™.

Remark 6.2. The extension to large field can be combined with the former extension that utilizes
sparse LPN assumption to achieve improvement in performance.

By examining the proof for Theorem 6.2, we can find that the property of Fy is never used
except invoking Lemma 4.2. Thus, despite the difference in fields, we can still adapt the proof
with modification only in parameters, provided we can establish a lemma similar to Lemma 4.2.
Here, we give a generalized version of this lemma to address the issue.

Lemma 6.2. Let \ be the security parameter. For modulus polynomial ¢ = q(\), noise rate ¢ = e(\),
dimension n = n(\) € poly(X), sparsity parameter k = k(\) € poly(\) and number of samples m =
_ (a=De/q

m(A) € poly(X), assuming that the (5’ = n,m)-LPN assumption holds, then for the same

parameters n = n(\) and m = m(\):
/ ~ rand /
{DQLPNn,m,E,q}AGN Re {DQLPNnym,E’q})\GN‘

The proof of Lemma 6.2 follows the original proof. It can be verified that, prior to the proof of
Claim 4.3, the proof does not utilize the properties of field Fy. Therefore, it suffices to address the
issue of reducing the LPN assumption to distinguishing between the following two distributions:

D1 = {(a;,{a;,s) + €145 627i)}ie[m] , Do ={(as,ri + €1,i, eQ,i)}ig[m] )

where a;, s are uniformly sampled from [y, i are uniformly random values in F,, and (e1,i,€2,)
are sampled from the distribution D?(F,,¢). Using a technique similar to the one in the original
proof, which analyzes the marginal distribution of e; ; conditioned on different values of e, ;, we
can deduce the following:

¢ Wheney; # 0, e1; is uniformly distributed.
* Wheney; =0, e;; follows a Bernoulli distribution Ber(F, £’).
By constructing the adversary in the same way as in the original proof, we can conclude the de-

sired result.
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6.3 Reduced Storage in Honest Majority Setting

We note that our scheme can achieve a significant performance boost in the honest-majority set-
ting, when the field size is large enough to support Shamir secret sharing, i.e., ¢ > N. The key idea
is to replace additive secret sharing with Shamir secret sharing for the Sparse LPN secrets. This
allows us to exploit the multiplicative properties of Shamir sharing to compute inner products of
the form
(a®a,[s1® s2]).

Concretely, we first compute [z1] = (a,[s1]) and [z2] = (a, [s2]). Shamir secret sharing then
guarantees that [z;] - [z2] is a valid sharing of z; - 22 = (a ® a, s1 ® s2), provided the degree of
the sharing polynomial satisfies d < N/2.

In this way, when an honest majority is available, we no longer need to explicitly store shares
of 51 ® s3, yielding a substantial reduction in storage requirements. Moreover, the computation
per evaluation involves only O(k) field operations—together with calls to PRZS and PRF—where
k is the sparsity parameter.

If one wants to provide Beaver triples for Boolean operations, we may instantiate I, as an
extension field over the binary field, with ¢ = 2M°&2N1. The protocol operates over F,, while
shares can be projected back to the base field (e.g., via the constant coefficient of the polynomial
representation) to recover Boolean outputs when needed. This ensures compatibility with Boolean
circuit evaluation while retaining the efficiency benefits of large-field secret sharing.

7 MPC Protocols with Small Super-Constant Overhead

In this section, we introduce two methods that utilize the noisy Beaver triples to achieve scalable
multi-party computation with semi-honest security.

MPC Security Definition. Here, we focus on the dishonest majority setting. Let t < N be an
integer. Let F be a secure function evaluation functionality. A semi-honest adversary .A can cor-
rupt at most ¢ parties, learn the internal randomness of corrupted parties, and receive all messages
sent to corrupted parties.

Real World Execution. In the real world, corrupted parties interact with honest parties. At the
end of the protocol, the output of the real world execution includes the outputs of honest parties
and the view of the adversary A.

Ideal World Execution. In the ideal world, a simulator Sim simulates honest parties and interacts
with corrupted parties. Furthermore, Sim has one-time access to the functionality F, which gives
the evaluation result of F given the correct inputs from all parties. The output of the ideal world
execution includes the outputs of honest parties and the view of the adversary A.

Semi-honest Security. We say that a protocol 7 computes F with computational security if for all
semi-honest PPT adversary .4, there exists a simulator Sim such that the distribution of the output
of the real world execution is computationally indistinguishable from the distribution in the ideal
world execution.

MPC functionality. We now describe the functionality Fupc as shown in Figure 6, which
models the task of secure computation and represents the core functionality we aim to implement.
The functionality interacts with N parties that hold input shares and carry out the computation.

7.1 MPC Protocol using Security Amplification

Since our nPCF only generates noisy triples, it is essential to handle the errors in order to en-
sure the correctness of the protocol. Here, we present a protocol that first derives correct triples
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4[ Functionality Fy PC}

Let C : {0,1}%" — {0, 1}*" be a Boolean circuit. Let z € {0,1}"" be the input, and each party
holds the share of z, denoted as [z], for party 1.

Each party sends its share [z]; to Fumpc. Fmpc evaluates y < C(z) and returns the result
y € {0,1}" to each party.

Figure 6: Functionality of secure computation

from the noisy ones and then uses them to achieve secure MPC. The protocol is presented in
Figures 7, 8. In this protocol, the parties will invoke the Correct and SecurityAmplify procedures to
generate secure and correct Beaver triples. The triples produced by the Correct procedure are guar-
anteed to be correct, though there is a small probability that they may be insecure. Subsequently,
the SecurityAmplify procedure will enhance the security of triples by leveraging the output of the
Correct procedure. The resulting Beaver triples will be secure with overwhelming probability. For
simplicity, we omit the details of reconstructing a value from its secret shares in the figure. In
the semi-honest setting, this can be done by designating a single party - rotated in a round-robin
fashion - to aggregate the masked shares and return the result. This ensures that the amortized
computation and communication per party remain O(1).

Theorem 7.1. Let N, t, ¢, , 3 be functions of the security parameter \, where N,t € [0, N —1] are bounded
by polynomials in \, e < %, and k, 8 € w(1)NO(log \). We assume the existence of an (N, t)-noisy PCF for
Beaver triples in Fo with noise rate €, and that nPCF keys have been distributed to enable repeated protocol
evaluations. Let X be the input distribution required by nPCF, and let O be a random oracle whose out-
put follows X. The protocol mupc, as described in Figure 8, with parameters N (\), t(X), e(X), k(N), B(N),
securely instantiates the functionality Fyvpc with semi-honest security against adversaries capable of cor-
rupting in most t parties, with per-gate per-party computation cost O(c - 5% - Time(PCF.Eval)) and com-
munication cost O(a - B?).

Corollary 7.1. Let N, t, €, K, B be functions of the security parameter \, where N, t € [0, N—1] are bounded
by polynomials in X\, e < 1/X\, k € w(1) N O(log \), and B € w(1). Under the (e,2, k,n, m)-sparse LPN
assumption required in Theorem 5.1, we obtain a semi-honest MPC protocol in the random oracle model
with once-for-all preprocessing. The protocol is secure against adversaries corrupting up to t parties, and
achieves per-gate, per-party computation cost O(« - 82 - k?) and communication cost O(a - 52).

Proof. We first argue that our protocol correctly implements the Fypc functionality. Specifically,
we claim that the Correct procedure generates correct Beaver triples, thus the same holds for the
SecurityAmplify procedure. This ensures the overall correctness of our protocol.

Claim 7.1. There exists a negligible function negl such that for any A € N, let ([u] , [v] , [w]) be the shares
of triple generated by invoking Correct, then with probability 1 — negl(\), w is equal to u - v.

Proof. By examining Correct procedure and And procedure, we can observe that ¢/ is equal to
(w? —u? - v7) — (w! —ul - v'). Thus, to achieve the condition that e/ = 0 for all j € [2, x], either all
triples are correct, or all triples are incorrect.

By e-Error Probability of nPCF, with probability 1 — negl()), the probability that a triple is incor-
rect is bounded by €(\) + negl(\) for some negligible function negl. Combined with the fact that
inputs of nPCF come from random oracle O and are independent, we conclude the probability

. . . .. 1
that all triples are incorrect is negligible when x € w(1),¢e < 1. O
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. CorrectTripIew
‘[ Procedures in pI‘OtOCOl TMPC

Parameters: Number of parties N, the upper bound of corrupted parties ¢, noise rate ¢, the
number of triples for correction ~ and the number of shares for security amplification 3.
Setup: For i € [N], party i holds nPCF.K;, where {nPCF.K;},.(y| are generated by

nPCF.Gen(1*,1" ¢, ¢). Each party holds a random oracle O such that the output of O fol-
lows the input distribution X of nPCF.

e Xor([z], [y]): For values x,y € Fy that parties hold the shares of them:

— For i € [N], party i locally evalutes [z], = [z]; + [v],-
— Let [2] be the result of computation.
e And([z], [y]): For values x,y € F; that parties hold the shares of them:

— Let ([u] , [v], [w]) be the share of a triple provided when invoking this procedure.
For i € [N], party i evaluates [A,]; = [z]; — [u], and [A,], = [y]; — [v];-

— Parties reconstruct value A, and A, by collecting the shares.

- For i € [N], party i locally evalutes [z], = Ay - Ay + Ay - [v], + Ay - [u],; + [w];, and
set [2] to be the result of computation.

e Correct():

— Let cnt be a counter known by all parties, and increase cnt by « after this procedure.

— For i € [N], party i locally evalutes nPCF.Eval(nPCF.K;, O(cnt + j)) to obtain the
share of triple ([u/],, [v/],, [w'],) for j € [~].

— For j € [2, k], parties invoke And([u'] , [v']) with Beaver triple ([u/] , [v7] , [w’])
to obtain [[w’j]], and let [e/] = Hw’jﬂ — [w'].

— The parties reconstruct ¢/ for j € [2,k]. If ¢/ = 0 for all j € [2,k], set

([u'] . [v'] . [w']) to be the result of this procedure. Otherwise, rerun this pro-
cedure from the beginning.

 SecurityAmplify():

— Parties locally sample random values to obtain random shares ([a'], -, [o’]),
(- "D

— For i,j € [p], parties invoke Correct() to obtain triple ([u™’], [v*/], [w*’]) and
invoke And([a’] , [¢7]) with triple ([u™] , [v"7] , [w™’]) to get [¢].

— Parties locally evaluate [a] = 35,5 [a’], [ = YXicps [0], [e] = i jeis [€]-
Let ([a] , [8] , [c]) be the result of this procedure.

Figure 7: Procedures in MPC with noiseless triples

Now we move to the security of the protocol. We will construct a simulator Simypc to simulate
the behaviors of honest parties. Before describing the simulator, we first introduce the following
notations: Let T represent the corrupted parties and 7' denote the honest parties. We say that a
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CorrectTripIew
‘E Protocol 7y J

Parameters: Number of parties IV, upper bound of corrupted parties ¢, noise rate ¢, the num-
ber of triples for correction x and the number of shares for security amplification .
Parties evaluate the circuit gate by gate:

- For a Xor gate with inputs z,y, let [z], [y] be the corresponding shares. Evaluate [z] =
Xor([z], [y]) to obtain the result of this Xor gate.

- For an And gate with inputs z, y, let [z] , [y] be the corresponding shares. Parties invoke
SecurityAmplify() to obtain triple ([u], [v], [w]) and then evaluate [2] = And([z], [y])
with this triple to obtain the result of this And gate.

For the output with corresponding share [z], parties directly reconstruct this share to receive
the final result of computation.

Figure 8: MPC protocol with noiseless triples

Beaver triple correlation is perfectly simulated if there exists a fresh Beaver triple (u, v, w), and the
shares held by the honest parties are uniformly sampled, conditioned on the shared triple being
(u,v,w). If we replace a shared triple with a perfectly simulated Beaver triple, we are referring
to sampling a fresh Beaver triple (u,v,w), and then sampling the shares of the honest parties
conditioned on their summation equaling the corresponding values. Note that the nPCF simulator
Simpcr gives perfectly simulated triples when noise indicator I 4 gives 0.

The simulator Simypc works as the follows:

¢ Invoke the ideal functionality Fupc to obtain the output y <+ C(x).

¢ For Correct procedure, simulate the honest parties by simulating the evaluation of nPCF as
described in the simulator Simpcg of nPCF. 1If all triples from nPCF are noiseless in one
procedure, i.e. the noise indicator I4 of nPCF always outputs 0, Simypc replaces the result
triple with a perfectly simulated Beaver triple correlation.

* For SecurityAmplify procedure, Sim replaces the share of the result triple with a perfectly
simulated Beaver triple correlation.

¢ For And procedure and Xor procedure in the gate-by-gate evaluation, replace the messages
from honest parties with random values uniformly sampled in F.

e For the final output with the corresponding share [z], Simypc replaces it with a perfectly
simulated share, i.e., it samples the honest parties” shares uniformly, conditioned on the
value inside this share being z, and allows the parties to reconstruct the share instead.

We prove that the view of the adversary A in the real world execution is indistinguishable
from the view in the ideal world execution by invoking hybrid arguments.

* Hyb,: This hybrid is identical to the real world execution.

® Hyb,: This hybrid is identical to Hyb,, except that the shares of Beaver triples generated
by nPCF.Eval(K;,-) for i € T are replaced with shares generated by simulator Simpcr in
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the experiment of nPCF. The indistinguishability between Hyb, and Hyb, follows from the
(N, t)-weak pseudorandomness of nPCF.

* Hyb,: This hybrid is identical to Hyb; except that for Correct procedures that all triples sam-
pled from nPCF are noiseless, i.e. the noise indicator I4 outputs 0, we replace the result
triples of these Correct procedures with perfectly simulated Beaver triple correlations.

It is not hard to observe that Hyb, is actually the same as Hyb; by viewing ([u/] , [v/]) for
j € [2, k] as one-time pad for perfect Beaver triple correlation ([u'], [v'], [w']).

® Hybs: This hybrid follows Hyb,, except that we replace the result triples of SecurityAmplify
procedures with perfectly simulated Beaver triple correlations.

According to Claim 7.1, the output of SecurityAmplify should be the share of a correct Beaver
triple with overwhelming probability. Thus, to show the indistinguishability between Hyb,
and Hybg, we are left to demonstrate that the shares and the values of the resulting triple are
randomly sampled from the adversary’s perspective, with overwhelming probability.

For each SecurityAmplify procedure, we attempt to find an index i such that the triples in-
volved in the And([a’] , [#7]) procedure for j € [4] are all perfectly simulated Beaver triple
correlations. Similarly, we attempt to find an index j such that the triples involved in the
And([[a'] , [t’]) procedure for i € [§] are all perfectly simulated Beaver triple correlations.

Note that a triple correlation from Correct will be a perfectly simulated Beaver triple correla-
tion with probability at leastby 1 — k- € > 1 — £, so the failure rate in finding such indices ¢

B
and j is bounded by 2 <%) , a negligible function in A.

By the property of perfectly simulated Beaver triple correlations, a’,b’, ¢/, together with
their shares held by the honest parties, are random from the adversary’s perspective. This
implies that the output ([a] , [0] , [c]) appears random to the adversary, thus forming a per-
fectly simulated Beaver triple correlation.

® Hyb,: This hybrid is identical to Hybs, except that in the And procedure during the gate-
by-gate evaluation, the messages from honest parties are replaced with random values uni-
formly sampled from F,, and the output phase is simulated as described in the simulator
SimMpc.

The Beaver triples used in these And procedures are perfectly simulated Beaver triple corre-
lations generated by the SecurityAmplify procedure. By treating the Beaver triples as one-time
pads, it follows that all messages from honest parties are uniformly random. Additionally,
by examining the And procedure, we can observe that the shares of the computation result
held by honest parties will be uniformly random when using perfectly simulated Beaver
triple correlations. Consequently, the shares held by honest parties involved in the Output
reconstruction will be uniformly random conditioned on their summation. Therefore, Hyb,
is indistinguishable from Hybs.

Note that Hyb, is the ideal world execution, thus we complete the proof with this hybrid
argument.

Finally, the computation and communication costs amount to at most O(« - 42) invocations of the
And and Xor procedures, together with « - 32 evaluations of nPCF. O
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7.2 MPC Protocol via Fault tolerance

Here we present another solution that leverages majority functions for fault tolerance, as shown
in Figure 9, 10. In this protocol, for each value on the wire, the parties hold « shares correspond-
ing to that value, and we guarantee that the majority of the shares are correct. After each And
procedure, a majority function is applied to correct the errors introduced by the noisy triples. The
majority function is also implemented using noisy triples; however, as long as the noise rate re-
mains sufficiently low, we can ensure that the majority circuit will still function correctly. As in
the construction of Figure 8, secret reconstruction is performed by designating one party to collect
all shares and output the result.

Theorem 7.2. Let N, t €, k,[3 be functions of the security parameter X\, where N,t € [0, N — 1] are
bounded by polynomials in A, e < 5, and k € w(1) N O(logA), B € w(1). We assume the existence
of an (N, t)-noisy PCF for Beaver triples in Fo with noise rate €, and that nPCF keys have been dis-
tributed to enable repeated protocol evaluations. Let X be the input distribution required by nPCF, and
let O be a random oracle whose output follows X. The protocol mypc, as described in Figure 10, with
parameters N (X),t(\), €(N), k(N), B(N), securely instantiates the functionality Fypc with semi-honest se-
curity against adversaries capable of corrupting at most t parties, with per-gate per-party computation cost
poly(x) - Time(nPCF.Eval) and communication cost poly (k).

Proof. We first focus on the correctness of this protocol. The correctness can be directly implied by
the following claim:

Claim 7.2. There exists a negligible function negl such that for any A € N, with probability 1 — negl()),
for any wire in the circuit C, let y be the value in the wire when input is x and let [y'] ,--- , [y*] be the
corresponding shares in the protocol, the number of k € [k] that y* # vy is bounded by [r/2] — 1.

Proof. We prove the claim by induction, proceeding in topological order, gate by gate.
For any gate, let = and y denote the values on the input wires. Assume the corresponding
shares { [2*] };e[s) and {[¥*] }ic(x) are correct, except for at most [£] — 1 shares on each wire.
Next, we examine the share of the computation result { [2*] } kels] before invoking the Reshare

procedure. The value of [2*] will be erroneous only if [z*] or [y*] is incorrect, or if the gate is
an And and at least one noisy Beaver triple is involved in the computation. Since the noise rate of
nPCFis e < 1 and x € w(1) by the choice of parameters, the probability that more than [£] — 1
And procedures are affected by noisy Beaver triples is negligible, by the Chernoff bound.

Combining this with the assumption that the shares corresponding to = and y have at most
[%] — 1 errors, we conclude that with probability 1 — negl, the result of either the Xor or And
procedure will contain no more than [4| — 1 erroneous shares.

We now consider the Reshare procedure. If no more than [4| — 1 shares are incorrect, the
majority gate will yield a correct share, provided that all Beaver triples involved are noiseless.
Since k € O(log A) by the choice of parameters, there exists a construction for the majority function
such that the number of And procedures involved is in poly(x) € polylog(\), and the number
of Beaver triples involved is similarly polynomial, as shown in [Val84]. Again, by the Chernoff
bound, the probability that more than [#£] — 1 And procedures are affected by noisy Beaver triples
is negligible. This completes the induction step.

O

Thus, our protocol correctly implements the functionality Fypc.
Then, we construct a simulator Simypc to simulate the behaviors of honest parties. Recall the
notation we used in the proof of Theorem 7.1: Let T" represent the corrupted parties and 7" denote
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FaultToIerancew

4[ Procedures in protocol m;

Parameters: Number of parties NV, upper bound of corrupted parties ¢, noise rate ¢, the num-
ber of repetitions « and the repetition parameter for Output procedure 5.
Setup: For i € [N], party i holds nPCF.K;, where {nPCF.K;},.(y| are generated by

nPCF.Gen(1*, 1V ¢, ¢). Each party holds a random oracle O whose output follows the input
distribution X of nPCF.

e Init: For the share of input = € {0, 1}6m, parties copy the share x times: [[a:’“]]l = [z], for
k € [K].

e Xor([z], [y]): For values x,y € F, that parties hold the shares of them:

- For i € [N], party i locally evaluates [z];, = [z], + [v];-
— Let [2] be the result of computation.
e And([z], [y]): For values x,y € Fs that parties hold the shares of them:
— Let cnt be a counter known by all parties, and increase cnt by one after this proce-

dure.

— For i € [N], party ¢ locally evalutes nPCF.Eval(nPCF.K;, O(cnt)) to obtain the share
of triple (linearshareu;, [v], , [w],). Then, party i evaluates [A,], = [z], — [u]; and
[[Ayﬂi = [[?/]]Z - [[U]]z

— Parties reconstruct value A, and A, by collecting the shares.

— For i € [N], party i locally evaluates [2], = AydotA, + A, - [v]; + Ay - [u]; + [w],,
and set [[z] to be the result of computation.

* Reshare([z'] ,-- -, [2"]): For x shares held by parties,

— Let MAJ be a Boolean circuit consisted of And gates and Xor gates that evaluates
the majority function of « inputs.

— Parties evaluates MAJ([z'] ,- -, [z"]) for x times, by invoking And and Xor prode-
cure as above, to obtain [z'] -+, [2"].
- Let ([2'],---,[2"]) be the x shares of the computation result.

* Output([z'],---,[z"]): For x shares held by parties,

- Iteratively invoke Reshare prodecure on ([z!'],---,[2*]) for 3 times to obtain
([ =D
— Parties reconstruct the shares and locally computes the majority of « values, setting
it to be the result.

Figure 9: Procedures in fault-tolerant MPC protocol
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FaultToIerancew
4[ Protocol my5¢ )

Parameters: Number of parties N, threshold ¢, noise rate ¢, the number of repetitions x and
the parameter for Output gate 3.
Parties first invoke Init procedure. Then parties evaluate the circuit gate by gate:

- For a Xor gate with inputs z, y, let { [+*] }, o [v*1}, [ De the corresponding shares.

Evaluate [2*] = Xor([z*], [y*]) for k € [k]. Then invoke Reshare([z'],---,[2"]) to
obtain the result of this Xor gate.

- For an And gate with inputs z,y, let {[[:nk]] } ke [s] ,{[[yk]] } ke [s] be the correspond-

ing shares. Evaluate [z*] = And([z*],[y*]) for & € [k]. Then invoke
Reshare([[z'] ,- -+, [2"]) to obtain the result of this And gate.
For the output with corresponding shares { [2*] }, <[ Parties invoke Output( [« .-, [="])

to receive the result of computation.

Figure 10: Fault-tolerant MPC protocol

the honest parties. We say that a Beaver triple correlation is perfectly simulated if there exists
a fresh Beaver triple (u,v,w), and the shares held by the honest parties are uniformly sampled,
conditioned on the shared triple being (u, v, w).

The simulator Simppc works as follows:

e Invoke the ideal functionality Fupc to obtain the output C(z).

¢ For procedures before Output, Sim simulates the behavior of the honest parties by replacing
all the messages of the honest parties with uniformly random values in Fs.

¢ For the Output procedure, Simypc first simulates the shares of Beaver triples held by honest
parties by invoking the simulator Simpcf in the (N, t)-weak pseudorandomness experiment of
nPCF.

Next, among the § layers of the Reshare procedure, Simypc attempts to identify a Reshare
procedure such that all Beaver triples used in the procedure are perfectly simulated. The
result of this Reshare procedure is set to be x perfectly simulated shares of C(z), i.e., the
shares held by the honest parties are randomly sampled, conditioned on their sum with the
shares held by the corrupted parties equaling C(z).

For the part of the Output procedure before the specific Reshare procedure, Sim simulates the
behavior of the honest parties simply by replacing all messages from the honest parties with
random values. For the part of the Output procedure after that specific Reshare procedure,
Sim follows the protocol honestly, starting with the perfectly simulated shares of C(x) as
described above, except that the Beaver triples are simulated using Simpcr.

We prove that the view of adversary .4 would be indistinguishable in real world execution and
ideal world execution by invoking hybrid arguments.

* Hyb: This hybrid is identical to the real world execution.

40



® Hyb,: This hybrid is identical to Hyb,, except that shares of Beaver triples generated by
nPCF.Eval(K;, ) for i € T are replaced with Beaver triples simulated by Simpcg. The indis-
tinguishability between Hyb, and Hyb, is implied by the weak pseudorandomness of nPCF.

® Hyb,: In this hybrid, we will try to find the specific Reshare procedure in which all Beaver
triples involved are perfectly simulated, i.e., the noise indicator I4 outputs 0. The hybrid
Hyb, is identical to Hyb,, except that the result of this specific Reshare procedure is replaced
with perfectly simulated shares of C(x), as described in the simulator Simpypc.

The noise rate is € < §, and the total number of Beaver triples involved in any given Reshare
procedure is poly(log A), as discussed in the proof of Claim 7.2. Since there are 5 € w(1)
Reshare procedures in the Output procedure, the probability that noisy Beaver triples are
involved in every Reshare procedure is negligible. By Claim 7.2, with probability 1 — negl, the
correct result of a majority function should be C(x). Therefore, as long as the Beaver triples
are noiseless, with probability 1 — negl, the result of a Reshare procedure will be perfectly
simulated shares of C'(z), due to the property of those perfectly simulated triples. This
implies that Hyb, is statistically close to Hyb;.

* Hybs: This hybrid is identical to Hyb, except that all messages from honest parties before the
specific Reshare procedure are replaced with random values uniformly sampled in Fo. Note
that this hybrid is identical to the ideal world execution.

To show that Hyb; is indistinguishable from Hyb,, we introduce a series of more detailed
hybrids. Let m denote the number of And procedures invoked throughout the protocol, and
let Hyb, ; be identical to Hyb,, except that the messages from honest parties in the last j
And procedures are replaced with random values for j € [0, m]. Clearly, Hyb, ; is identical to
Hyb,, and since all messages from honest parties before the reconstruction of the final output
are within And procedures, it follows that Hyb, ,,, is equivalent to Hybs. Therefore, to prove
that Hybs is indistinguishable from Hyb,, it suffices to demonstrate the indistinguishability
between Hyb, ; and Hyb, ;_; for each j.

We now show that Hyb, ; and Hyb, ;_; are indeed identical. For the j-th from the last And
procedure, since all messages from honest parties after this procedure, but before the specific
Reshare procedure, are random, and the messages after the specific Reshare procedure are
completely independent of previous information, we conclude that the information about
this Beaver triple (u, v, w) in the current And procedure remains concealed. Since v and v are
uniformly distributed, independent of whether the triple contains noise, the messages from
honest parties will also be uniformly distributed. Thus, Hyb, ; = Hyb, ;_;.

With these hybrid arguments, we showed the real world execution is indistinguishable from
the ideal world one, which completes the proof. O

8 Concrete Efficiency

To better illustrate the concrete efficiency of our nPCF scheme and the resulting MPC protocol, we
analyze in this section the number of bit operations required for a single nPCF evaluation and,
subsequently, for a single gate MPC evaluation.

Recall that in the nPCF construction (Figure 2), each evaluation involves the following steps:

¢ Two inner products between a k-sparse vector and the secret vector, and one inner product
between a k2-sparse vector and the secret vector.
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* Noise sampling from D2 (7).
* A PRF evaluation.

In the most straightforward implementation, computing the inner products requires k? + 2k
bitwise AND operations, along with the same number of bitwise XOR operations. Moreover,
in the honest-majority setting, the expensive inner product involving a k*-sparse vector and the
secret can be avoided altogether. In this case, the computation reduces to just 2k 4 1 operations
over the extension field, yielding a substantial efficiency improvement.

As discussed in Section 5.1, noise sampling only requires poly log(\) random bits and the same
order of operations to sample \ error terms, resulting in an amortized O(1/)) overhead per eval-
uation. Hence, this cost can be neglected in the overall operation count.

For the PRF evaluation, we leave its cost unspecified for two reasons. First, the efficiency
varies significantly depending on the chosen implementation. Second, as noted earlier, in the
semi-honest MPC setting the PRF call can be entirely avoided by letting each party directly sample
the required random bits themselves.

For the MPC protocol 7, et ""P'® (Figure 8), the following operations are required for evaluat-
ing a single AND gate:

* 3%+ % k+1AND procedures, arising from the invocations of the SecurityAmplify and Correct
subroutines. Each AND procedure consists of two share reconstructions and three local
AND operations.

* 3%k calls to nPCF evaluations. Each nPCF evaluation further requires k calls to the random
oracle in order to generate its input.

Recall that $ denotes the number of shares used in SecurityAmplify, while « is the number of
triples used in Correct procedures. Thus, the total computation per gate per party is k% - 8% - &
bitwise operations and 32 - k random oracle calls, if ignoring the small order term. Let ¢ denote
the noise rate of nPCF. To ensure that the per-gate error rate does not exceed €yvpc, the parameters
B, k, and e must satisfy the following conditions:

* (¢/2)F - B2 < empc, guaranteeing correctness of the 32 triples employed in SecurityAmplify.
* 2.(¢/2 k- B)? < empc, ensuring the security of the procedure.

The additional factor of 1/2 in front of € reflects a property of our construction: a noisy Beaver
triple is incorrect with probability €/2, whereas this need not hold in general.

Here, we provide a table that gives out concrete number of operations given the targeted error
rate empc and nPCF noise rate, as shown in Table 2.

The focus of this work is primarily theoretical, and we leave a careful concrete security analy-
sis of Sparse LPN—together with a systematic implementation study of our protocol—for future
work in order to fully assess its practical efficiency. In this paper, our goal is not to provide precise
benchmarks, but rather to offer intuition about the potential efficiency of our approach. To that
end, we consider two natural settings of interest and provide rough ballpark estimates of the stor-
age requirements and the number of bitwise operations per gate. These estimates are illustrative
only, highlighting how the asymptotic improvements in our design could plausibly translate into
meaningful gains in practice once concrete implementations are developed.
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empc\€ ‘ 9-10 9-12 9—14 916

230 100(k =4,8=5) 48(k=3,8=4) 27(k=3,8=3) 18(k=2,8=23)
240 245(k =5,8="T7) 100k =4,8=5) 48(k=3,8=4) 27(k=3,8=23)
270 | 726(k =6,8=11) 245(k=5,8=7) 100(k =4,8=5) 64(k=4,8=4)
2760 1 1372(k =7, =14) 486(k=6,8=9) 245(k=5,8=17) 100(k =4,8=15)

Table 2: Estimated values of 5% - « for various target error rates eypc (rows) and noisy PCF error
probabilities € (columns).

Case Study 1: 5-Party MPC with Target Per-Gate Error 2730. As a first illustrative example, we
consider a small-scale deployment with 5 parties. We target a per-gate error probability of 27,
which ensures a negligible overall failure rate for circuits of moderate size. Using the parameter
analysis in Table 2, together with the attack landscape surveyed in the concurrent work [BCM*25],
we instantiate the parameters (k, n, €, 3, k, €) to satisfy both correctness and 80-bit security require-
ments while keeping the computational overhead within a practical range.

In this setting, the chosen parameters are k = 30, n =~ 3.1 x 105, e =270, 3 =5, and k = 4.
These values yield approximately 100 noisy PCF evaluations per multiplication gate and allow
the noisy PCF to support at least 2°° independent evaluations. Each evaluation requires about 960
operations and 690 random bits to sample coefficient vectors (that can be generated using random
oracle calls or shared random tapes). Taken together, this leads to a per-gate cost of roughly 96,000
operations, alongside corresponding randomness generation with about 69,000 random bits.

The dominant overhead in this setting, however, is storage. Each party must store approx-
imately n? tensor-product terms, leading to a storage requirement of about 1.118 terabytes per
party.

If we extend our construction to the constant-fraction corruption setting, as shown in Sec-
tion 6.1, we can support up to 800 corruptions out of 1000 parties by incorporating a PRZS layer
into the outputs of nPCF. In this case, our PRZS construction requires approximately 130 PRF calls
(vielding 3 bit per call) per nPCF evaluation, which amounts to an additional 39,000 random bits
generated via random oracle queries.

If we further assume that the circuit is resilient to random leakages occurring with probability
279, the performance improves by a factor of 52, reducing the cost to just 3,840 operations and
4,320 random bits per gate.

Although these figures are only rough ballpark estimates, they indicate that our construction
can achieve practically reasonable computation performance in small-party scenarios, though at
the expense of substantial storage requirements.

Case Study 2: 1000-Party MPC with Honest Majority and Target Per-Gate Error 2730, As a
second example, we examine a large-scale setting with 1000 parties under an honest-majority as-
sumption. We again fix the per-gate error probability to 2730 which guarantees negligible error
accumulation for circuits of substantial size. Following the same parameter analysis, we instanti-
ate (k,n, e, 5, K, €) to balance correctness, security, and efficiency.

Here, we obtain parameter values of k = 20, n ~ 108, e = 2716, 3 = 3, and k = 2. These
parameters yield 18 noisy PCF evaluations per multiplication gate, while still supporting at least
200 independent evaluations. Each evaluation requires about 40 field operations in the extension
field Fgyi0, 740 random bits from random-oracle calls, and one PRZS evaluation. For the PRZS
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construction, each party performs about 28 PRF calls (each of length 30 bits). Aggregating these
costs, the total per-gate requirement is about 720 field operations and 28, 440 random bits from
random oracle queries. If the evaluated circuit is resilient to leakages with probability 2716, we
can set 5 = 1, yielding a 9x performance improvement and reducing the cost to just 80 operations
and 3,160 random bits per gate.

The per-party storage in this case is about 240 MB, representing a substantial improvement
compared to the terabyte-scale overhead of the 5-party setting. This reduction is primarily due to
optimizations available in the honest-majority regime.

While still approximate, these estimates suggest that our approach scales favorably even in
the thousand-party regime. The honest-majority assumption plays a key role in keeping both
computation and storage within feasible bounds, highlighting the potential practicality of our
protocol in such settings.
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