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Abstract. The transition to post-quantum cryptography involves bal-
ancing the long-term threat of quantum adversaries with the need for
post-quantum algorithms and their implementations to gain maturity
safely. Hybridization, i.e. combining classical and post-quantum schemes,
offers a practical and safe solution.
We introduce a new security notion for hybrid signatures, Hybrid EU-
CMA, which captures cross-protocol, separability, and recombination at-
tacks that may occur during the post-quantum transition, while encom-
passing standard unforgeability guarantees. Using this framework, we
adapt the Fiat-Shamir (with or without aborts) transform to build hy-
brid signature schemes that satisfy our notion from two identification
schemes. Compared to simple concatenation of signatures, our construc-
tion (i) has no separability issues, (ii) reduces signature size, (iii) runs
faster, and (iv) remains easily implementable.
As a concrete application, we propose Silithium, a hybrid signature com-
bining the identification schemes underlying EC-Schnorr and ML-DSA.
Implementing Silithium requires only an ML-DSA implementation sup-
porting the “external µ” option during verification and an elliptic curve
library. In the security analysis, we show that our scheme can be safely
used along with ML-DSA and either EC-Schnorr or ECDSA. A proof-
of-concept OpenSSL implementation demonstrates its practicality, sim-
plicity, and performance.
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1 Introduction

The ongoing transition to post-quantum cryptography presents one of the most
delicate challenges in modern security engineering. While post-quantum algo-
rithms are progressively being standardized, their deployment in real-world in-
frastructures requires careful planning to mitigate security risks. Although these
newly standardized algorithms have undergone at least a decade of analysis,
the confidence and maturity gained through cryptanalysis, implementation, and
deployment cannot yet compare to that accumulated for classical factorization-



and discrete logarithm-based algorithms. This creates a tension between the
long-term threat posed by cryptographically relevant quantum computers and
the need for post-quantum algorithms to gain maturity through large-scale de-
ployment, all while maintaining the robust security assurances of established
classical schemes. For these reasons, several European security agencies—such
as ANSSI [1], BSI [9], and NLNCSA [26]—strongly recommend an intermediate
state known as hybridization: combining classical and post-quantum algorithms
in such a way that overall security is preserved as long as at least one algorithm
remains secure.

In the case of digital signatures, the most straightforward approach to hy-
bridization is concatenation—that is, forming a hybrid verification key, signing
key, and signature by concatenating the respective values of at least two schemes,
with verification checking both signatures independently and accepting only if
both succeed. This method guarantees unforgeability (EU-CMA security) of the
hybrid as long as one component remains unforgeable. However, it fails to en-
sure strong unforgeability (sEU-CMA) whenever one component is probabilistic,
due to attacks that exploit the independence of the component signatures. This
distinction is critical in practice, as sEU-CMA security is required in applications
such as authenticated key exchange [2,18], SSH [4], and cryptocurrencies [21].

As Table 1 illustrates, different transition strategies require distinct patterns
of key updates. A purely post-quantum transition involves a single key update,
whereas a “hygienic” hybridization approach requires two updates to ensure strict
separation between key lifecycles. In practice, however, users and systems are
more likely to adopt a minimal-overhead strategy, adding a post-quantum key to
an existing pre-quantum key and later phasing out the pre-quantum component.
In this scenario, achieving only EU-CMA security for the hybrid signature is
insufficient. Indeed, a concatenated signature can be stripped to yield a valid
component signature or recombined from independent component signatures to
form a valid hybrid. Such separability makes the scheme vulnerable to upgrade,
downgrade, and cross-protocol attacks, undermining the security guarantees of
the hybrid approach.

Strategy Key Updates
Post-Quantum only vk1 −−−−−−−−−−→ vk2
Hygienic Hybridization vk1 → (vk′1, vk

′
2)→ vk2

Expected Hybridization vk1 → (vk1, vk2)→ vk2

Table 1: Key usage during the post-quantum transition.

Non-separability. Previous works introduced the notion of non-separability to
capture the idea that access to a hybrid signature oracle should not facilitate
forgery against any of its components [7,5]. More concretely, a non-separable
hybrid scheme prevents an adversary from extracting valid component signa-
tures—or generating them for related messages—based on hybrid signatures ob-
tained for messages of their choice. As definitions evolved, it became clear that
non-separability is not a single property but rather a spectrum: from separability,
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to weak non-separability (WNS), which ensures that producing a component sig-
nature from hybrid ones leaves recognizable artifacts, and strong non-separability
(SNS), which unconditionally prohibits the reconstruction of any valid compo-
nent signature from hybrid ones.

These refinements, along with the broader design and security goals for hybrid
signatures, are discussed in two recent IETF PQC drafts [6] and [28]. The lat-
ter also introduces simultaneous verification (SV), an informal property which
ensures that an honest but sloppy verifier cannot prematurely terminate the
verification process after validating only one component. Together, SNS and SV
represent the most stringent design objectives for hybrid signatures, ensuring
that the hybrid behaves as a single, indivisible algorithm rather than two inde-
pendent ones. As discussed above, simple concatenation of signatures does not
satisfy these requirements.

Following the guidance of [6,28], an ideal hybrid signature scheme should
achieve the following goals:
Hybrid security. Its EU-CMA security should be at least as hard to break as

the strongest security assumption it relies on.
Transition security. SNS, SV, and resistance to cross-protocol attacks in the

transition scenario of Figure 1.
Advanced security. sEU-CMA security and Beyond UnForgeability Features

(BUFF) [11,13,14] to ensure usability across a wide range of real-world ap-
plications.

Efficiency. Computational and space requirements no worse than concatena-
tion, minimizing the operational cost of hybridization.

Implementation simplicity. Reusing existing standardized implementations
whenever possible to facilitate adoption and increase trust.

Generality. Instantiable with all schemes within a broad family, such as Fiat-
Shamir-based signatures, supporting cryptographic agility.

Proof composability. Leveraging the existing security proofs and cryptanal-
ysis of standardized components wherever possible.

Existing constructions. Several generic approaches to constructing hybrid
signature schemes have been explored in the literature. The most straightfor-
ward one is concatenation, in which component signatures are computed inde-
pendently and then concatenated. While this approach ensures unforgeability of
the hybrid as long as at least one component remains secure, it fails to preserve
strong unforgeability whenever any of the component is probabilistic. Moreover,
it does not satisfy SNS or SV. A concrete example is the Composite ML-DSA con-
struction defined in the IETF draft [28] which specifies concatenation between
ML-DSA and pre-quantum signature algorithms. In this design, a fixed prefix
is prepended to each message before both components sign it, a modification
that allows the scheme to achieve WNS, since the prefix serves as a recognizable
artifact of hybridization. However, SNS remains out of reach for this design.

To overcome these limitations, several works have proposed more sophisti-
cated hybrid constructions. A first line of research [7,16] investigates nested hy-
brids, where a message is first signed by one component, and the resulting pair
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consisting of the message and its signature is then signed by the second com-
ponent. This design preserves the strong unforgeability of the outer (second)
component. However, if the outer scheme is broken, the security of the construc-
tion collapses to that of simple concatenation. Furthermore, nested hybrids do
not achieve SNS—a limitation that is typical for hybrid schemes making black-
box use of one of their components. Indeed, the hybrid verification algorithm
can be executed by anyone and it needs to verify the signature of the black-box
component at some point.

Bindel and Hale [5] propose a family of generic and semi-generic hybrid con-
structions based on the Fiat-Shamir (FS) paradigm. Their FS-FS hybrid com-
bines two FS signatures using a single hash computation, thereby improving effi-
ciency compared to concatenation while maintaining comparable signature sizes.
They also present semi-generic hybrids involving RSA [29], DSA, or Falcon [15].
All of their constructions are claimed EU-CMA secure in the Random Oracle
Model (ROM), but proofs are not available. Their FS-FS approach cannot be
instantiated with ML-DSA as it uses the Fiat-Shamir with aborts (FSwA) frame-
work, and it is unclear how to make sure that the two identification schemes have
the same challenge space, required by the construction. Moreover, they observe
that hybridization of signatures whose verification ends with a digest comparison
allows for means of mixing the two components to ensure SV.

A recent eprint by Janneck [19] introduces three new hybrids that use their
post-quantum component in black-box—aiming for FIPS compliance—and pre-
serve strong unforgeability if it holds for at least one component. However, as dis-
cussed previously, this black-box constraint makes their hybrids separable with
respect to the post-quantum component, thus preventing them from achieving
SNS. In addition, [19] formalizes a new security property called Random-Message
Validity, which serves to analyze the BUFF security properties of their schemes.

Despite these advances, the literature still exhibits gaps. Most hybrid sig-
nature constructions either fail to ensure strong non-separability for all com-
ponents, lack simultaneous verification, or do not provide proof composability
and generality across different signature families. Furthermore, existing works
do not consider adversaries in the Quantum Random Oracle Model (QROM),
limiting the relevance of their security guarantees in post-quantum settings. To
date, no existing construction simultaneously achieves strong non-separability
for both components, simultaneous verification, proof composability, and gen-
erality across signature families—while maintaining efficiency and ease of im-
plementation comparable to concatenation. In addition, the ongoing evolution
of formal definitions for non-separability, the lack of formal proofs for schemes
targeting these notions, and the insufficient consideration of cross-protocol at-
tacks highlight the need for a more rigorous and unified framework for hybrid
signature security. Such a framework should accurately capture the operational
reality of hybrid deployments during the post-quantum transition and facilitate
the writing of rigorous security proofs.
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1.1 Contributions and Technical Overview

We take the following steps to address the challenges identified in the literature.

Formalization. To accurately capture cross-protocol, separability, and recom-
bination attacks that may arise during the post-quantum transition, we introduce
in Section 3 a new hybrid unforgeability notion, denoted H-EU-CMAX, together
with its strong variant. Given signature oracles for a hybrid signature scheme ΣH

as well as for its two component schemes Σ1 and Σ2, the adversary must forge
a signature for ΣX. We illustrate this new notion in Figure 1.

If the target scheme is one of the two components, security under this notion
ensures that no adversary can separate hybrid signatures to create a forgery
against that component. When the target scheme is the hybrid one, the notion
guarantees that no adversary can recombine component signatures into a valid
hybrid signature. Our notion goes even further, allowing the adversary to mix
and match multiple signatures across all oracles.

Finally, we observe that our notion subsumes the standard (s)EU-CMA no-
tions: disabling the components oracles yields the traditional unforgeability game
for the hybrid scheme, while disabling the hybrid oracle and one component ora-
cle recovers the standard unforgeability notions for the remaining component. As
such, the H-EU-CMA security notion appears as the de facto definition for hybrid
signature schemes that simultaneously achieve goals Hybrid security and Tran-
sition security, except for SV. This unified definition provides the foundation for
the formal security proofs of our hybrid construction presented in Section 4.

Σ1.KeyGen

Σ2.KeyGen
A

Σ1.Sign
Oracle

ΣH.Sign
Oracle

Σ2.Sign
Oracle

vk1,vk2

query
µ
(i)

1

σ
(i)
1

query µ
(j)
H

σ
(j)
Hquery µ (k)

2

σ
(k)
2

Forgery

(µ∗
X, σ

∗
X)

Fig. 1: H-EU-CMAX security game. Adversary A wins if ΣX verifies σ∗ correctly
for message µ∗, and µ∗ was never queried to ΣX.Sign.

Construction. Throughout this section, the reader may keep in mind the exam-
ples of the Schnorr [31] identification scheme3 and that underlying ML-DSA. Our
3 An identification scheme is a three-message interactive proof, where a prover first

commits to a value, then responds to a challenge issued by the verifier, with the goal
of convincing the verifier of knowledge of a secret.
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construction, presented in Section 4, begins with two identification schemes that
share the same challenge space, where the second one may involve aborts. We
start with the following idea: concatenate the identification schemes, by merging
all prover messages while using a single challenge from the verifier, and then
convert the resulting protocol into a signature scheme using the FSwA frame-
work—an approach reminiscent of the hybrid construction of [5]. However, we
account for potential aborts and adopt the BUFF transform, in which the mes-
sage is first hashed together with a hash of the verification key to achieve the
related security notions.

Since only one protocol may abort, modifying the commitment of the other
one seems unnecessary. Therefore, we take this commitment out of the while
loop and generate it only once. We put it as a prefix to the message before the
BUFF hashing step, thereby minimizing the size of the hash input inside the loop
and improving efficiency. The resulting scheme is formally described in Figure 5
of Section 4 and satisfies the following properties.

Hybrid security and Transition security. We study the security of our hybrid
scheme with respect to the BUFF variant of the component signature schemes,
as these are the versions typically deployed in practice, particularly for post-
quantum schemes. We prove that our hybrid scheme is H-EU-CMAH-secure in
the ROM as long as one of the two underlying assumptions remains hard. Simi-
larly, it is H-EU-CMA1- and H-EU-CMA2-secure in the ROM as long as the cor-
responding underlying assumption holds. Simultaneous verification is achieved
because the verification of the second component inherently requires recovering
the commitment of the first scheme. Since the second scheme recomputes the
challenge, part of the verification for the first scheme is also performed in this
step. A lazy verifier may, at most, omit the final portion of the first scheme’s
verification if one exists, but simultaneous verification is otherwise ensured.

Advanced security: sEU-CMA. The aforementioned proofs can be extended to
the sH-EU-CMA setting. Moreover, since we can extract valid signatures for the
non-BUFF version of the second component, our scheme is sEU-CMA-secure in
the QROM as long as its second component is. However, the sEU-CMA security
of the scheme is as weak as the weakest out of the following three: breaking
the EU-CMA security of the hybrid scheme or breaking the sEU-CMA security of
any of the two components without breaking its EU-CMA security, i.e. being able
to produce new signatures for already signed messages but not for new messages.

Advanced security: BUFF. We prove that our construction satisfies the three
usual BUFF notions: exclusive ownership and message-bound signature result
from the collision resistance of the hash function used. Non-resignability is trick-
ier to prove, but the proof follows from standard arguments [13].

Efficiency. Our scheme is efficient: compared to the concatenation of the two
BUFF FS(wA) signature schemes, it saves one hash computation without in-
creasing the input sizes for the remaining hash computations. Other operations
remain unchanged.
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Implementation simplicity. As noted earlier, our scheme essentially makes calls
to the non-BUFF FS(wA) component signature scheme. In practice, this allows
us to use, for example, an “external µ” implementation of ML-DSA as a black-box.

Generality. Our construction can hybridize any post-quantum FS(wA) signature
with EC-Schnorr. This includes the NIST standard ML-DSA [27], nine of the
fourteen candidates from the NIST round 2 additional digital signature schemes
standardization process [24] as well as the South Korean standard Haetae [10],
demonstrating the flexibility and broad applicability of our construction. Sharing
a common challenge space is the case in practice: implementations convert the
output of a cryptographic hash function into the challenge with post-processing
(e.g., SampleInBall in ML-DSA). In Appendices A and B, we demonstrate how
to adapt the underlying protocols of ML-DSA and Schnorr to use the output set
of the hash function as their challenge space. While this adaptation must be
done for each scheme, it represents the only part that needs modification when
applying our hybridization technique.

Proof composability. Our proof strategy for H-EU-CMA security closely follows
existing proofs of EU-CMA security for FS(wA) signature schemes. Our QROM
proof is a direct reduction from the hybrid signature to the non-BUFF component
signature scheme, providing strong assurance that our hybrid scheme is at least
as secure as its components.

Comparison with previous schemes. While similar to [5], our scheme incorporates
the BUFF transform and accounts for potential aborts, resulting in stronger se-
curity guarantees and greater flexibility in instantiation. Compared to the BoP2
construction from [19], our approach slightly opens the black-box of the second
signature component, achieving SNS for both components rather than just one.
Additionally, our design computes one less hash for the second signature, which
could be costly depending on the instantiation. We give a comparison between
existing hybrid signatures constructions in Table 2.

Hybrid construction EU-CMA sEU-CMA SNS w.r.t. H-EU-CMA BUFF SV
Concatenation [28] none ?
Nested [7,16] none
FS-FS [5] † † all† ?
BoP2 [19] only one
This work all

†: no proof given.

Table 2: Comparison of existing generic hybrid signatures constructions. For
(s)EU-CMA, a mark indicates that the property holds as long as one component
remains secure, while an asterisk indicates that the property holds only if the
post-quantum component remains secure. Our stronger H-EU-CMA notion cap-
tures attacks linked to the transition scenarios of Fig. 1.
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Instantiation. In Section 5, we instantiate our construction with EC-Schnorr
and ML-DSA, yielding the Silithium signature scheme. The different challenge
space issue is solved in Appendices A and B, with a negligible security loss.
Our construction satisfies all security notions introduced above, though these
guarantees are stated with respect to the BUFF EC-Schnorr signature scheme,
which is not standard. We outline how our generic proofs can be adapted to the
case where Silithium is defined as a hybrid between ML-DSA and ECDSA. Since
ECDSA employs a different hash function than ML-DSA and Silithium, access to
an ECDSA oracle does not interfere with the random oracle management in our
proofs, yielding comparable security guarantees.

To demonstrate the simplicity of our approach, we implemented Silithium
within a fork of the popular OpenSSL open-source library. This integration
leverages OpenSSL’s support for both elliptic curve operations and the “exter-
nal µ” variant of ML-DSA. Our source code is available at https://github.
com/mguerrea/openssl-silithium.

Finally, to circumvent the limitations of ECDSA, Appendix C presents a
second instantiation hybridizing ML-DSA with EdDSA.

2 Preliminaries

Notations. Given a set X, we denote by U(X) the uniform distribution over X. For
any integer η, we let Sη denote the set {−η, . . . , 0, . . . η}. The statistical distance
between two distributions A and B is denoted by ∆(A,B). For two random
variables X and Y , let Supp(X) = {x|Pr(X = x) > 0}. We define the conditional
min-entropy of X given Y as H∞(X|Y ) = − log(maxx,y Pr(X = x|Y = y)).

We let R (resp. Rq) denote the ring Z[x]/(xn+1) (resp. Zq[x]/(x
n+1)) for n

a power of two. For any integers r and α, we define r mod +α (resp. r mod ±α)
as the unique integer r′ in [0, α− 1] (resp. (−α/2, α/2]) such that r = r′ mod α.

An algorithm A with oracle access to O is denoted AO. In the ROM (resp.
QROM), a hash function H : {0, 1}∗ → {0, 1}n is modeled as a random oracle if
its outputs are independently sampled from U({0, 1}n) and an adversary A can
query (resp. in superposition) an oracle to have access to H. For a probabilistic
algorithm f , we write f(·;x) to explicitly denote its random coins x.

2.1 Probabilities

Lemma 1. Let q > 0 be an integer. Let X1, . . . , Xq be i.i.d. discrete random
variables. For any probabilistic function f : Supp(X1)

q → [0, q − 1] ∩ Z with
random coins R, let Y = Xf(X1,...,Xq ;R). It holds:

H∞(Y |R) ≥ H∞(X1)− log(q).

Proof. For any k ∈ Supp(X1) and r ∈ Supp(R), we have

Pr(Y = k|R = r) ≤ Pr(∃i,Xi = k) ≤
q∑

i=1

Pr(Xi = k) = qPr(X1 = k).
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We recall the general forking lemma from [3] in a way such that the repro-
grammed value may not be chosen by the forking algorithm, which does not
change the probability computations from [3, Lemma 1]. We also note that it
can be applied in presence of oracles that are unrelated to the random oracle.

Lemma 2 (General Forking Lemma [3, Lemma 1]). For any algorithm A
making at most q queries to a random oracle H : {0, 1}∗ → C and outputting
a pair (i, σ), where 0 ≤ i ≤ q, we define the algorithm pair F = (F1,F2) in
Figure 2. Then, for any distribution D, the following holds:

Pr
x←↩D

(A(x)→ (i, σ) ∧ i > 0) ≤ q

|C|
+
√

q · Pr
x←↩D

(F(x)→ 1) .

If A also needs an access to an oracle that is independent of its random oracle,
the above still holds by assuming that F also has access to this oracle.

Game F(x):
1: st = (i, σ,S)← F1(x)
2: (⋆, c)← S[i− 1]
3: c′ ←↩ U(C \ {c})
4: (b, ⋆, ⋆) ← F2(x, c

′, st)
5: return b

F1(x):
1: Pick random coins ρ for A
2: S ← []
3: (i, σ)← AH(x; ρ)
4: return (i, σ,S)

F2(x, c
′, (i, σ,S)):

1: if i = 0 then
2: return (0, ε, ε)

3: (y, c)← S[i− 1]
4: S[i]← (y, c′)
5: S ← S[: i]
6: (i′, σ′)← AH(x; ρ)
7: if i = i′ then
8: return (1, σ, σ′)

9: return (0, ε, ε)

H(y):
1: if ∃k,S[k] = (y, c′)

then
2: c← c′

3: else
4: c←↩ U(C)
5: S.append((y, c))
6: return c

Fig. 2: Forking algorithm F = (F1,F2) and its random oracle. We use Python
syntax for list manipulations.

2.2 Security Assumptions

We recall the definitions of the collision game for hash functions [30], the Discrete
Logarithm problem (DL) [12], and the Module-Short Integer Solution (MSIS) and
the Module-Learning with Errors (MLWE) problems [23].

Definition 1 (Collision Game). Let H : {0, 1}∗ → {0, 1}n. For any adver-
sary A, we define AdvcolH (A) = Pr(A()→ (x, x′)|H(x) = H(x′) ∧ x ̸= x′).

Definition 2 (DL). Let G be a group with generator g and order p. For any
adversary A, its advantage in the DL problem is defined as:

AdvDL
G,g(A) = Pr

k←↩U(Zp)
(k ← A(gk)).

9



Definition 3 (MSIS). Let q, k, ℓ, B be four integers. For any adversary A, its
advantage in the MSISn,q,k,ℓ,B problem is defined as:

AdvMSIS
n,q,k,ℓ,B(A) = Pr

A←↩U(Rk×ℓ
q )

(Ax = 0 mod q ∧ ∥x∥∞ ≤ B|x← A(A)).

Definition 4 (MLWE). Let q, k, ℓ be three integers and let χ be a distribution
over Z, extended over R where each coefficient is i.i.d. following χ. For any
distinguisher A, its advantage in the MLWEn,q,k,ℓ,χ problem is defined as:

AdvMLWE
n,q,k,ℓ,χ(A) =

∣∣∣∣∣ Pr
A←↩U(Rk×ℓ

q )

b←↩U(Rk
q )

(1← A(A,b))− Pr
A←↩U(Rk×ℓ

q )

s,e←↩χℓ⊗χk

(1← A(A,As+ e))

∣∣∣∣∣.

2.3 Signature Schemes

We now briefly recall the formalism of digital signatures.

Definition 5. A signature scheme Σ is a tuple (Σ.KeyGen, Σ.Sign, Σ.Verify) of
probabilistic polynomial time (PPT) algorithms with the following specifications:

• Σ.KeyGen : 1λ → (vk, sk) takes as input a security parameter λ and outputs
a verification key vk and a signing key sk.
• Σ.Sign : (sk, µ) → σ takes as inputs a signing key sk and a message µ and

outputs a signature σ.
• Σ.Verify : (vk, µ, σ) → b ∈ {0, 1} takes as inputs a verification key vk, a

message µ and a signature σ and accepts (b = 1) or rejects (b = 0).

Σ is correct if for any µ and (vk, sk) in the range of Σ.KeyGen it always holds:

Σ.Verify(vk, µ,Σ.Sign(sk, µ)) = 1.

Definition 6 (EU-CMA). Let Σ be a signature scheme. For any adversary A
making at most Qs queries to a Σ.Sign(sk, ·) oracle O, its advantage against
the EU-CMA game is defined as:

AdvEU-CMA(A) = Pr
(vk,sk)←Σ.KeyGen(1λ)

(σ∗,µ∗)←AO(vk)

(
Σ.Verify(vk, σ∗, µ∗) = 1∧
µ∗ was not queried to O

)
.

If Qs = 0, the game is called EU-NMA instead. If the second condition is replaced
with “σ∗ is not a reply from O to a query for µ∗”, we call it sEU-CMA instead.

“BUFF-ing” signature schemes ensures security properties that go beyond
unforgeability. We recall the Fiat-Shamir version of this transform.

Definition 7 (BUFF transform). Let Σ be a signature scheme and H be a
collision-resistant hash function. We define BUFF(Σ) as:

• BUFF(Σ).KeyGen is exactly Σ.KeyGen (sk may optionally include H(vk)).

10



• BUFF(Σ).Sign, on input a signing key sk and a message M , first com-
putes µ = H(H(vk),M) and returns Σ.Sign(sk, µ).

• BUFF(Σ).KeyGen, on input a verification key vk, a signature σ and a mes-
sage M , first computes µ = H(H(vk),M) and returns Σ.Verify(vk, σ, µ).

We recall the properties targeted by this transform: exclusive ownership pre-
vents reusing a signature under a different key; message binding ensures a signa-
ture cannot be valid for two messages; and non-resignability prevents producing
a valid key and signature pair for an unknown signed message.

Definition 8 (Exclusive Ownership [8]). The advantage of an adversary A
against the malicious strong universal exclusive ownership property of a signature
scheme Σ is defined as:

AdvEOΣ (A) = Pr
(vk,vk′,m,m′,σ)←A

(Σ.Verify(vk,m, σ) = Σ.Verify(vk′,m′, σ) = 1∧vk ̸= vk′).

Definition 9 (Message Bound Signatures [8]). The advantage of an adver-
sary A against the message bound signatures property of a signature scheme Σ
is defined as:

AdvMBS
Σ (A) = Pr

(vk,m,m′,σ)←A
(Σ.Verify(vk,m, σ) = Σ.Verify(vk,m′, σ) = 1∧m ̸= m′).

Definition 10 (Non-Resignability [13]). The advantage of adversaries A, B
against the non-resignability property of a signature scheme Σ and a randomized
algorithm aux that, on input a message and a signing key, returns a so-called
hint is defined as:

AdvNRΣ,aux(A,B) = Pr
(vk,sk)←Σ.KeyGen(1λ)
m←B(sk)
σ←Σ.Sign(sk,m)
(vk∗,σ∗)←A(sk,σ,aux(m,sk))

(Σ.Verify(vk∗, σ∗,m) = 1 ∧ vk∗ ̸= vk).

2.4 Identification Schemes

We recall the definition of an identification scheme as they lie at the core of the
Fiat-Shamir transform, which we recall in the next section.

Definition 11 (Identification Scheme). An identification scheme is a tuple
of PPT algorithms ID = (Igen,P,V) such that:

- Igen: On input the security parameter 1λ, algorithm Igen outputs a verifi-
cation key vk and a secret key sk. We assume that vk defines the challenge
space C.

- P: The prover P = (P1,P2) is split into two algorithms: given sk, algo-
rithm P1 produces a commitment w (first message sent to the verifier) and
a state st; algorithm P2, on input (sk, w, st) and a uniformly random chal-
lenge c ∈ C sent by the verifier in response to commitment w, outputs an
answer z.
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- V: On input (vk, w, c, z), the deterministic verifier V outputs 1 or 0.

We let P(sk, vk)↔ V(vk) denote the transcript (w, c, z) of an interaction between
the prover and the verifier, as illustrated in Figure 3.

P2 may output z = ⊥, in which case we say that the identification scheme
aborts. The probability this happens is called the aborting probability of ID.

We say that ID has unique response if for any (w, c), there is at most one
value for z such that (w, c, z) is a valid transcript.

P(sk, vk) V(vk)
w−−−−−→
c←−−−− c←↩ U(C)
z−−−−→ Accept or Reject

Fig. 3: Interaction between P and V

We start by recalling completeness and commitment-recoverability, two proper-
ties which allow to define and prove the correctness of FS[ID, H].

Definition 12 (Completeness and commitment-recoverability). An id-
entification scheme ID = (Igen,P,V) is complete if for any (vk, sk) ← Igen(1λ),
for any challenge c ∈ C, we have:

Pr
[
V(vk, (w, c, z)) = 1 | (w, c, z)← (P(sk, vk)↔ V(vk)) ∧ z ̸= ⊥

]
= 1,

where the randomness is taken over the random coins of P.
In addition, ID satisfies commitment-recoverability if for any public key vk,

challenge c ∈ C, and answer z, there is at most one commitment w such that the
transcript (w, c, z) is valid, and there exists a PPT algorithm ID.Rec such that
w = ID.Rec(vk, c, z).

Unless otherwise specified, we only consider identification schemes satisfying
commitment-recoverability. The notions of honest-verifier zero-knowledge and
commitment min-entropy allow to reduce the EU-CMA game of FS[ID, H] to
its EU-NMA one.

Definition 13 (HVZK and commitment min-entropy). An identification
scheme ID = (Igen,P,V) is Honest-Verifier Zero-Knowledge (HVZK) if there
exists a PPT simulator Sim such that, conditioned on z ̸= ⊥:

∆
(
(w, c, z)← (P(sk, vk)↔ V(vk)) , Sim(c, vk)

)
= 0.

ID has α bits of commitment min-entropy if for any (vk, sk) in the range of IGen:

H∞

(
w|(w, c, z)← (P(sk, vk)↔ V(vk))

)
≥ α.

12



The EU-NMA problem is linked via the Forking Lemma to the 2-special-
soundness of the identification scheme, which asks an adversary to find two valid
transcripts starting with the same commitment. In the context of lattice-based
schemes, it is useful to introduce a lossy key generation algorithm, giving rise
to the lossy-2-special-soundness property. In this work, we actually use a weaker
notion: the adversary does not choose the second challenge. Looking ahead, this
relaxation allows our modified identification schemes in Appendices A and B to
satisfy this notion, while still allowing reductions to use the Forking Lemma.

Definition 14 (Soundness). Let ID be an identification scheme with challenge
space C and let LossyIGen be an algorithm that on input 1λ returns vk.

• For any distinguisher B, its advantage in the key-indistinguishability with
respect to LossyIGen game is defined as:

Advkey-indID (B) =
∣∣∣∣ Pr
vk←LossyIGen(1λ)

(B(vk)→ 1)− Pr
(vk,sk)←ID.IGen(1λ)

(B(vk)→ 1)

∣∣∣∣ .

• For any adversary A = (A1,A2), its advantage in the lossy-2-special-sound-
ness with respect to LossyIGen game is defined as:

Advlossy-2-ssID (A) = Pr
vk←LossyIGen(1λ)
(w,c1,z1,st)←A1(vk)
c2←↩U(C\{c1})
z2←A2(st,z2)

(V(vk, w, c1, z1) = V(vk, w, c2, z2) = 1).

If LossyIGen calls ID.IGen and returns vk, we call this game 2-special-soundness.

Finally, the notion of computational unique response (CUR) is necessary to
achieve strong unforgeability.

Definition 15 (CUR). Let ID be an identification scheme. For any adversary A,
its advantage in the CUR game is defined as:

AdvCURID (A) = Pr
(sk,vk)←ID.IGen(1λ)
(w,c,z,z′)←A(vk)

(V(vk, w, c, z) = V(vk, w, c, z′) = 1 ∧ z ̸= z′).

2.5 Fiat-Shamir with Aborts Transform

We now recall the Fiat-Shamir with Aborts (FSwA) transform in Figure 4,
which allows to transform a commitment-recoverable identification scheme into
a digital signature, even when the identification scheme has a nonzero aborting
probability. Essentially, it asks the signer to run as many times as necessary
a non-interactive version of the identification scheme, where the challenge is
sampled as the hash of the commitment w and the message to sign µ. The
signature is the first pair (c, z) such that z ̸= ⊥, which is verified by first recov-
ering w = ID.Rec(vk, c, z) and then by checking that c = H(w, µ). Finally, the
validity of the transcript (w, c, z) is verified.

The resulting signature is correct as long as ID is complete, and its HVZK
property allows to reduce the EU-CMA game to the EU-NMA game, as long as ID
has sufficiently high commitment min-entropy.
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KeyGen(1λ) :

1: (vk, sk)← ID.IGen(1λ)
2: return (vk, sk)

Sign(sk, µ) :

1: z ← ⊥
2: while z = ⊥ do
3: (w, st)← ID.P1(sk)
4: c← H(w, µ)
5: z ← ID.P2(sk, st, w, c)

6: return (c, z)

Verify(vk, (c, z), µ) :

1: w ← ID.Rec(vk, c, z)
2: if c ̸= H(w, µ) then
3: return 0
4: b← ID.V(vk, (w, c, z))
5: return b

Fig. 4: Fiat-Shamir with Aborts Signature FSwA[ID, H].

3 Hybrid Security for Signature Schemes

In practice, the usual EU-CMA notion or its strong variant are not sufficient for
hybrid signatures in the wild, as highlighted by existing non-separability notions.
We therefore introduce a new security notion, called Hybrid Unforgeability, for
hybrid signature schemes where an adversary is given access to signature oracles
for the hybrid signature and its two components, and must forge a signature for a
target scheme out of the three. The goal of this new notion is to capture the var-
ious attack vectors enabled by the post-quantum transition scenarios illustrated
in Figure 1 where a hybrid signature scheme coexists with its components.

Definition 16 (Hybrid Unforgeability). Let ΣH, Σ1, Σ2 be three signature
schemes such that ΣH.KeyGen(1

λ) calls (vki, ski)← Σi.KeyGen(1
λ) for i ∈ {1, 2}

and then returns vkH = (vk1, vk2) and skH = (sk1, sk2) (up to bijection).
Let X ∈ {H, 1, 2}. For any Y ∈ {H, 1, 2}, let OY(skY) denote the oracle that,

on input µ, returns ΣY.Sign(skY, µ). We define the H-EU-CMAX
Q1,Q2,QH

advantage
of an adversary A making QY queries to OY(skY), for any Y ∈ {H, 1, 2} as:

AdvH-EU-CMAX

Q1,Q2,QH
(A) = Pr

(vk1,sk1)←Σ1.KeyGen(1
λ)

(vk2,sk2)←Σ2.KeyGen(1
λ)

(σ∗,µ∗)←AOH(skH),O1(sk1),O2(sk2)(vk1,vk2)

ΣX.Verify(vkX, σ
∗, µ∗) = 1

∧
µ∗ was not queried to OX


.

We omit Q1, Q2, QH from the name of the game whenever clear from context.
If we replace the condition on µ∗ with “σ∗ was not OX’s answer to a signature
query for µ∗”, we instead denote the game with sH-EU-CMAX, standing for strong
hybrid unforgeability.

Remark 1. Conveniently, our new hybrid unforgeability notion subsumes several
existing ones. In particular, the H-EU-CMAH (resp. sH-EU-CMAH) game coincides
with the standard EU-CMA (resp. sEU-CMA) game of ΣH when Q1 = Q2 = 0.

Similarly, when Q1 = Q2 = QH = 0, the H-EU-CMAH game coincides with
the EU-NMA one for ΣH.
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4 Fiat-Shamir with Partial Aborts and Identification
Schemes Concatenation

Assuming that we have two identification schemes, of which at most one may
have aborts, we exhibit a variant of the BUFF Fiat-Shamir transform to turn
them into a hybrid signature scheme satisfying all three H-EU-CMAX security
notions, X ∈ {1, 2,H}. It can be seen as an application of the Fiat-Shamir trans-
form over the concatenation of the two identification schemes, with the following
tweaks. First, the commitment of the non-aborting protocol is not resampled
during the rejection phase of the aborting protocol. Second, it is included in the
BUFF hash of the message and not in the rejection loop to save time during
signing. Last, the two protocols share the raw output of the hash function, and
it is up to them to use it to deduce their respective challenge. Note that dur-
ing key generation, we restart if the verification keys are identical, which should
never happen in practice as different identification schemes usually have different
verification key sizes and verification keys have large entropy.

4.1 Description and Correctness of the Signature Scheme

Our main construction, denoted H-FSwA[ID1∥ID2, H], is presented in Figure 5.
The two signing algorithms shown are functionally identical and differ only in
the way they are written, see Figure 4 for further details. The signature scheme
relies on two hash functions H : {0, 1}∗ → {0, 1}ℓ and H : {0, 1}∗ → {0, 1}α.
The former is modeled as a random oracle in the proofs, while the security of
the scheme relies on the collision resistance of the latter.

Theorem 1 (Correctness). Let ℓ > 0. Let ID1 and ID2 be two complete iden-
tification schemes with ID1 (resp. ID2) having aborting probability 0 (resp. β),
and challenge space {0, 1}ℓ for both. The scheme H-FSwA[ID1∥ID2, H] defined in
Figure 5 is a correct signature scheme. Moreover, the runtime of Sign is at most
the sum of those of FS[ID1, H].Sign and BUFF(FSwA[ID2, H]).Sign.

Proof. For any i ∈ {1, 2} and genuine transcripts (wi, c, zi) such that z2 ̸= ⊥
and wi = IDi.Rec(vki, c, zi), it holds that IDi.V accepts this transcript, by com-
pleteness. In particular, the distribution of c does not matter. The runtime of Sign
is most easily analyzed using the second description of the algorithm, which
makes calls to FSwA[ID2, H].Sign. All remaining operations either correspond to
a call to H, included in BUFF, or are already present in FS[ID1, H].Sign. ⊓⊔

4.2 (s)H-EU-CMAH Security in the QROM

As a warm-up, we show that H-FSwA[ID1∥ID2, H] is at least as secure as the
signature scheme FSwA[ID2, H] in the QROM, even in the presence of additional
oracles for its components, whatever choice for Σ1 we make.
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KeyGen(1λ):
1: repeat
2: (vk1, sk1)← ID1.IGen(1

λ)
3: (vk2, sk2)← ID2.IGen(1

λ)
4: until vk1 ̸= vk2
5: tr ← H(vk1∥vk2)
6: return ((vk1, vk2), (tr, sk1, sk2))

Sign((tr, sk1, sk2),M):
1: (w1, st1)← ID1.P1(sk1)
2: µ← H(tr∥w1∥M)
3: z2 ← ⊥
4: while z2 = ⊥ do
5: (w2, st2)← ID2.P1(sk2)
6: c = H(w2∥µ)
7: z2 ← ID2.P2(sk2, c, st2)

8: z1 ← ID1.P2(sk1, c, st1)
9: return (z1, z2, c)

Verify((vk1, vk2), (z1, z2, c),M):
1: w1 ← ID1.Rec(vk1, c, z1)
2: µ← H(H(vk1∥vk2)∥w1∥M)
3: w2 ← ID2.Rec(vk2, c, z2)
4: if H(w2∥µ) ̸= c then
5: return 0
6: else if not ID1.V(w1, c, z1) then
7: return 0
8: else if not ID2.V(w2, c, z2) then
9: return 0

10: return 1

Sign((tr, sk1, sk2),M):
1: (w1, st1)← ID1.P1(sk1)
2: µ← H(tr∥w1∥M)
3: (z2, c)← FSwA[ID2, H].Sign(sk2, µ)
4: z1 ← ID1.P2(sk1, c, st1)
5: return (z1, z2, c)

Fig. 5: Hybrid Fiat-Shamir Transform H-FSwA[ID1∥ID2, H]. The two formula-
tions of Sign are functionally equivalent.

Theorem 2 (QROM Security). Let ℓ > 0. Let ID1 (resp. ID2) be an iden-
tification scheme satisfying HVZK, with aborting probability 0 (resp. β), α1

(resp. α2) bits of commitment min-entropy and challenge space {0, 1}ℓ. Let Σ1

be a signature scheme such that Σ1.KeyGen = ID1.IGen, up to bijection. Let ΣH =
H-FSwA[ID1∥ID2, H] as defined in Figure 5 and Σ2 = BUFF(FSwA[ID2, H]).

In the QROM, by modeling H as a random oracle, there exist adversaries
B1 and B2, explicitly given in the proof of this theorem, such that for any hash
function H : {0, 1}∗ → {0, 1}α, and adversary A, we have that:

AdvH-EU-CMAH

Q2,Q2,QH
(A) ≤ AdvEU-CMA

FSwA[ID2,H](B1) + AdvcolH (B2) .

where B1 and B2 make the same amount of quantum random oracle queries as A,
make Q2+QH classical signature queries and have essentially the same runtime
as A. Assuming that ID1 has unique response, we moreover have

AdvsH-EU-CMAH

Q1,Q2,QH
(A) ≤ AdvsEU-CMA

FSwA[ID2,H](B1) + AdvcolH (B2) .

Proof. The adversary B1, on input vk2, runs ID1.IGen to get sk1, vk1. It is then
able to run the rest of H-FSwA[ID1∥ID2, H].KeyGen(1λ) and calls A on (vk1, vk2).
It answers A’s queries in the following manner.

Hash queries. B1 forwards the query to its own random oracle and forwards
back the answer to A.

Σ1 signature. On input M , B1 is able to run Σ1.Sign(sk1,H(H(vk1)∥M)) and
returns the answer to A.
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Σ2 signature. On input M , B1 computes µ = H(H(vk2)∥M) and calls its sig-
nature oracle on µ. It returns the answer of its oracle to A.

ΣH signature. On input M , B1 first runs (w1, st1) ← ID1.P1(sk1), then com-
putes µ = H(tr∥w1∥M) and calls its signature oracle on µ to get (z2, c). It
then computes z1 ← ID1.P2(sk1, c, st1) and returns (z1, z2, c) to A.

When A outputs a forgery (z∗1 , z
∗
2 , c
∗) for message M∗, B1 outputs (z∗2 , c∗) as its

forgery, for the message µ∗ = H(tr∥ID1.Rec(vk1, z
∗
1 , c
∗)∥M∗).

We study the implications of the existence of a signature query for µi made
by B1 such that µ∗ = µi. This signature query was made in response to a
signature query made by A, for some message M . Let (z2, c) be the answer to
the query made by B1 and w∗1 = ID1.Rec(vk1, z

∗
1 , c
∗). Two cases arise.

(i) µi = H(tr∥w1∥M), i.e. B1 was responding to a ΣH signature query. There
are two subcases.
(a) w1∥M = w∗1∥M∗. In particular, w1 = w∗1 . Assuming that (z∗1 , z

∗
2 , c
∗) is

accepted by ΣH.Verify, due to the unique response of ID1, either c ̸= c∗

or (z∗1 , z2, c
∗) was the signature returned to A after its query for M .

(b) w1∥M ̸= w∗1∥M∗. As µ∗ = µi, we have two preimages for µ∗ with differ-
ent suffixes for H.

(ii) µi = H(H(vk2)∥M), i.e. B1 was responding to a Σ2 signature query. There
are again two subcases.
(a) tr = H(vk2). As vk2 ̸= vk1∥vk2, we have two preimages for tr for H.
(b) tr ̸= H(vk2). As µ∗ = µi, we have two preimages, with different prefixes,

for µ∗ for H.

In the H-EU-CMAH contexts, B1 wins only if (z∗2 , c∗) is a valid signature for µ∗
for FSwA[ID2, H] and µ∗ was not queried by B1. If A wins, then (z∗1 , z

∗
2 , c
∗) is a

valid signature for M∗ for ΣH and M∗ was not queried to its ΣH oracle. Then,
if A wins, (z∗2 , c∗) is a valid signature for µ∗ for FSwA[ID2, H], and B1 wins if it
did not query µ∗. Moreover, if A wins and µ∗ was queried, then we are in one
of the above cases, with the exception of case (i)a, as A did not make a query
for M∗ to its ΣH oracle. In all of those cases, we found a collision for H, and B2
is defined as running B1 and its challenger, and checking whether one of those
cases is realized. Then, if A wins, either B1 wins too or B2 finds a collision for H.

The sH-EU-CMAH context is identical with the exception of the case (i)a.
If A wins and case (i)a happens, we must have (z∗1 , z

∗
2 , c
∗) ̸= (z1, z2, c). It is then

impossible to have (z∗2 , c
∗) = (z2, c) as it implies that z1 = z∗1 , as shown above.

Hence, if A wins the sH-EU-CMAH game and we are in case (i)a, then B1 wins
the sEU-CMA game too, yielding the same conclusion.

⊓⊔

4.3 (s)H-EU-CMA Security in the ROM

We now show that our construction satisfies all H-EU-CMA security flavors in the
ROM. Our proof strategy follows from standard Fiat-Shamir security arguments:
we simulate the three signature oracles using the HVZK property of ID1 and ID2,
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while reprogramming the random oracle as needed. The main technical challenge
lies in bounding the probability that an input is reprogrammed more than once,
since all three signature oracles share the same random oracle—making this step
more intricate than in the standard EU-CMA setting. Once this issue is handled,
we can get rid of the signature oracles, and reduce the H-EU-CMAX security to
the EU-NMA security of ΣX.

Extending the proof to the strong variant adds an adversary against the CUR
property of ID1 and ID2, as is also the case for standard Fiat-Shamir signatures.

Lemma 3. Let ℓ > 0. Let ID1 (resp. ID2) be an identification scheme satisfying
HVZK, with aborting probability 0 (resp. β), α1 (resp. α2) bits of commitment
min-entropy and challenge space {0, 1}ℓ.

Let ΣH = H-FSwA[ID1∥ID2, H] as in Figure 5. Let Σ1 = BUFF(FS[ID1, H])
and Σ2 = BUFF(FSwA[ID2, H]). Let Oi(ski) be the oracle that on input M an-
swers with Σi.Sign(ski,M) for i ∈ {H, 1, 2}.

In the ROM, by modeling H as a random oracle, there exist PPT classical
adversaries B0 and B1, explicitly given in the proof of this theorem, such that for
any X ∈ {H, 1, 2} and hash function H : {0, 1}∗ → {0, 1}α, and PPT classical
adversary A making Qi queries to oracle Oi(ski) for i ∈ {H, 1, 2} and Qh queries
to the random oracle, we have that

AdvH-EU-CMAX

Q1,Q2,QH
(A) ≤ β

(1− β)2
·
(
QH · 2−α1−α2 +Q2 · 2−α2

)
+

(
Qh +Q1 +

Q2 +QH

1− β

)(
QH · 2−α1−α2

1− β
+Q1 · 2−α1 +

Q2 · 2−α2

1− β

)
+ AdvEU-NMA

ΣX
(B0) + AdvcolH (B1) . (1)

If A plays the sH-EU-CMAX game, there exist two more adversaries B2 and B3
explicitly given in the proof such that Equation 1 holds by adding AdvCURIDX

(B1+X)

if X ̸= H, otherwise AdvCURID1
(B2) + AdvCURID2

(B3) to the right-hand side.

Proof. First, we introduce intermediate oracles in Figure 6, where oracles Ou
X

for X ∈ {1, 2,H} replace the generation of the challenge c with a uniformly sam-
pled one. They patch accordingly the random oracle afterwards. The oracle Os2

H

moreover simulates the ID2 transcript using its HVZK simulator.
We consider the difference when A is given access to OH,O1,O2, H, i.e.

the H-EU-CMAX game and when it is given access to Ou
H,Ou

1 ,Ou
2 , H, which we

dub the GameX1 game. Let {si}i be the set of all bit strings of the form w1∥µ
or w2∥µ generated during oracle calls to O1,O2 or OH (resp. Ou

1 ,Ou
2 or Ou

H),
even the ones that are rejected, as well as bit strings sent by A to the random
oracle H. We consider the following event Bad: “∃i < j, si = sj and sj was not a
query from A to the random oracle”. Conditioned on this event not happening,
the oracles are strictly identical in both cases: no random oracle output is over-
written, all of them are chosen uniformly, and values that are not programmed
during rejected iterations are not accessed afterwards. As such, we have

AdvH-EU-CMAX

Q1,Q2,QH
(A) ≤ Adv

GameX1
Q1,Q2,QH

(A) + Pr(Bad).
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Ou
H(tr, sk1, sk2)(M):

1: (w1, st1)← ID1.P1(sk1)
2: µ← H(tr∥w1∥M)
3: z2 ← ⊥
4: while z2 = ⊥ do
5: (w2, st2)← ID2.P1(sk2)
6: c←↩ U({0, 1}ℓ)
7: z2 ← ID2.P2(sk2, c, st2)

8: z1 ← ID1.P2(sk1, c, st1)
9: Set H(w2∥µ)← c

10: return (z1, z2, c)

Ou
1 (sk1)(M):

1: µ← H(H(vk1)∥M)
2: c←↩ U({0, 1}ℓ)
3: (w1, st1)← ID1.P1(sk1)
4: z1 ← ID1.P2(sk1, c, st1)
5: Set H(w1∥µ)← c
6: return (z1, c)

Os2
H (tr, sk1, vk2)(M):

1: c←↩ U({0, 1}ℓ)
2: (w1, st1)← ID1.P1(sk1)
3: µ← H(tr∥w1∥M)
4: (w2, z2)← Sim2(vk2, c)
5: z1 ← ID1.P2(sk1, c, st1)
6: Set H(w2∥µ)← c
7: return (z1, z2, c)

Ou
2 (sk2)(M):

1: µ← H(H(vk2)∥M)
2: z2 ← ⊥
3: while z2 = ⊥ do
4: (w2, st2)← ID2.P1(sk2)
5: c←↩ U({0, 1}ℓ)
6: z2 ← ID2.P2(sk2, c, st2)

7: Set H(w2∥µ)← c
8: return (z2, c)

Fig. 6: Intermediary signature oracles.

We assess the probability of Bad happening in GameX1 by letting B
(H)
i (resp. B(2)

i )
denote the number of iterations necessary to answer the i-th Ou

H (resp. Ou
2 ) query

for i ≤ QH (resp. Q2). Note that B(H)
i and B

(2)
i are identically and independently

distributed and follow the geometrical law with parameter 1− β.
As oracle Ou

1 (resp. Ou
2 and Ou

H) sample a commitment for ID1 (resp. ID2)
and as this commitment has to match the begin of any recorded bit string, using
the union bound and the commitment min-entropy of ID1 and ID2, we end up
with the following upper bound:

Pr

(
Bad

∣∣∣∣∣B(H)
1 , . . . , B

(H)
QH

B
(2)
1 , . . . , B

(2)
Q2

)
≤ Q ·

(
Q1 · 2−α1 +

Q2∑
i=1

B
(2)
i · 2−α2 +

QH∑
i=1

B
(H)
i · 2−α2

)
,

where we let Q = Q1 +
∑Q2

i=1 B
(2)
i +

∑QH

i=1 B
(H)
i +Qh be the number of elements

in {si}i. The law of total probabilities with this bound gives:

Pr(Bad) ≤ E

(
QH∑
i=1

B
(H)
i

)
·

Qh +Q1 + E

 Q2∑
j=1

B
(2)
j

 · 2−α2

+Q1 ·

Qh + E

 QH∑
j=1

B
(H)
j

+Q1 + E

 Q2∑
j=1

B
(2)
j

 · 2−α1

+ E

(
Q2∑
i=1

B
(2)
i

)
·

Qh + E

 QH∑
j=1

B
(H)
j

+Q1

 · 2−α2

+ E

( QH∑
i=1

B
(H)
i

)2
 · 2−α2 + E

( Q2∑
i=1

B
(2)
i

)2
 · 2−α2 .
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We identify the mean and 2nd order moment of a sum of geometrical laws,
thus E(

∑QH

i=1 B
(H)
i ) = QH/(1− β), E(

∑Q2

i=1 B
(2)
i ) = Q2/(1− β), and

E

( QY∑
i=1

B
(Y)
i

)2
 =

(QY)
2

(1− β)2
+

β ·QY

(1− β)2
,∀Y ∈ {2,H}.

This gives the bound:

Pr(Bad) ≤ QH

1− β
·
(
Qh +Q1 +

Q2

1− β

)
· 2−α2

+Q1

(
Qh +

QH

1− β
+Q1 +

Q2

1− β

)
2−α1 +

Q2

1− β

(
Qh +Q1 +

QH

1− β

)
2−α2

+

(
(QH)

2

(1− β)2
+

β ·QH

(1− β)2

)
· 2−α2 +

(
(Q2)

2

(1− β)2
+

β ·Q2

(1− β)2

)
· 2−α2

=

(
Qh +Q1 +

Q2 +QH

1− β

)(
QH · 2−α2

1− β
+Q1 · 2−α1 +

Q2 · 2−α2

1− β

)
+

β

(1− β)2
·
(
QH · 2−α2 +Q2 · 2−α2

)
.

Os
H(vk1, vk2)(M):

c←↩ U({0, 1}ℓ)
(w1, z1)← Sim1(vk1, c)
µ← H(H(vk1∥vk2)∥w1∥M)
(w2, z2)← Sim2(vk2, c)
Set H(w2∥µ)← c
return (z1, z2, c)

Os
1(vk1)(M):
µ← H(H(vk1)∥M)
c←↩ U({0, 1}ℓ)
(w1, z1)← Sim1(vk1, c)
Set H(w1∥µ)← c
return (z1, c)

Os
2(vk2)(M):
µ← H(H(vk2)∥M)
c←↩ U({0, 1}ℓ)
(w2, z2)← Sim2(vk2, c)
Set H(w2∥µ)← c
return (z2, c)

Fig. 7: Simulation oracles.

Next, we replace the Ou
H oracle with Os2

H , and the Ou
2 oracle with Os

2 from
Figure 7. By the HVZK property of ID2, the resulting game GameX2 is such that

Adv
GameX1
Q1,Q2,QH

(A) = Adv
GameX2
Q1,Q2,QH

(A).

Similarly, we use the HVZK property of ID1, allowing us to replace Os2
H

with Os
H, and Ou

1 with Os
1. The resulting game GameX3 is such that

Adv
GameX2
Q1,Q2,QH

(A) = Adv
GameX3
Q1,Q2,QH

(A).

Finally, we note that the three simulated oracles do not use the signing key.
As such, we define an adversary B0 that only queries the random oracle H, and
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that calls A by simulating the three oracles Os
Y and random oracle H ′ which is H

except on inputs that were reprogrammed by the other oracles. When A outputs
a forgery σ∗,M∗, the reduction B0 outputs it as its own. It wins if A wins, and
it did not patch the random oracle on any input used during the verification
process. Reprogramming only happens whenever a call to an oracle is made.
Since A must output a message M∗ for which it did not query a signature for ΣX,
its forgery was either on an input not reprogrammed, or it found a collision for
the hash function H, as it implies that the associated µ∗ is identical to some µi

that appeared during some query to oracle OY with message Mi. We have:

Y = X. As Mi ̸= M∗, we have two preimages for µ∗ by H.
Y ̸= X. There are two subcases.

trX = trY. As vkX ̸= vkY, where vkH = vk1∥vk2, we have two preimages
for trX by H.

trX ̸= trY. As µ∗ = µi, we have two preimages for µ∗ by H.

The adversary B1 is defined as running B0 and its challenger, and returning such
a collision, if one is found. This gives the final bound.

In the strong unforgeability setting, we furthermore look into what happens
when M∗ = Mi. If the forgery is not on an input that was reprogrammed,
then this forgery is valid for the reduction B. Otherwise, there is a signature σi

generated by OX for Mi such that the challenges contained in σ∗ and σi are
identical, as well as the inputs of the random oracle recovered during verification.
We then have:

• If X = 1 or 2, then we extract an adversary BX+1 against the CUR prop-
erty of IDX, as we have two transcripts having common commitment and
challenge, but different answers, as the forgery differs from the signature.
• If X = H, we may have found a collision for H in the case where µ∗ = µi

but the ID1 commitments are different for the signature and the forgery.
Otherwise, we extract an adversary B2 or B3 against the CUR property of
either ID1 or ID2, as both the signature and forgery contain a valid transcript
for both ID1 and ID2, where those transcripts have common commitments
and challenges, and either the ID1 or ID2 transcripts have different answers.

This concludes the extension of the proof to the sH-EU-CMA setting. ⊓⊔

We show that one can swap Σ1 with any signature scheme not using H.

Corollary 1. Let everything as in Lemma 3, except that Σ1 is any signature
scheme such that Σ1.KeyGen = ID1.IGen and Σ1 does not use H.

In the ROM, by modeling H as a random oracle, there exist PPT classical
adversaries B0 and B1, explicitly given in the proof of this theorem, such that for
any X ∈ {H, 1, 2} and hash function H : {0, 1}∗ → {0, 1}α, and PPT classical
adversary A making Qi queries to oracle Oi(ski) for i ∈ {H, 1, 2} and Qh queries
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to the random oracle, we have that

AdvH-EU-CMAX

Q1,Q2,QH
(A) ≤ Advgame

ΣX
(B0) +

β

(1− β)2
·
(
QH · 2−α1−α2 +Q2 · 2−α2

)
+

(
Qh +

Q2 +QH

1− β

)(
QH · 2−α1−α2

1− β
+

Q2 · 2−α2

1− β

)
+ AdvcolH (B1) , (2)

where game is EU-NMA for X = 2, EU-CMA for X = 1 or H-EU-CMAH
Q1,0,0

for X = H. If A plays the sH-EU-CMAX game, there exist two more adver-
saries B2 and B3 explicitly given in the proof such that Equation 2 holds by
changing game to sEU-CMA if X = 1, or adding AdvCURID2

(B3) if X = 2, otherwise
adding AdvCURID1

(B2) + AdvCURID2
(B3) to the right-hand side.

Proof. Consider the same sequence of hybrid games as in the proof of Lemma 3,
with the difference that O1 is never replaced and we do not consider Ou

1 nor Os
1.

The bounds computed in the above proof are still valid, with Q1 = 0 as Σ1 does
not use H. This reduces the H-EU-CMAX

Q1,Q2,QH
game to the H-EU-CMAX

Q1,0,0

game. If X = 1, this is the EU-CMA game of Σ1. If X = 2, this game reduces
to the EU-NMA one of Σ2, by sampling (vk1, sk2)← ID1.IGen(1

λ) and managing
the Σ1 signature oracle. ⊓⊔

We conclude by showing that the EU-NMA security of H-FSwA[ID1∥ID2, H]
reduces to the special soundness of ID1 and ID2, which are also the base assump-
tions for FS[ID1, H] and FSwA[ID2, H]. In the proof, we show that the identifi-
cation scheme ID, that concatenates ID1 and ID2, has a Fiat-Shamir transform
whose EU-NMA game is equivalent to that of H-FSwA[ID1∥ID2, H], allowing us
to conclude using standard arguments, in particular Lemma 2.

Theorem 3 (EU-NMA Security of H-FSwA[ID1∥ID2, H]). Let everything as
in Lemma 3. Let two algorithms LossyIGeni, i ∈ {1, 2}. In the ROM, there exist
three adversaries explicitly given in the proof, B1 and B2 against the lossy-2-
special-soundness of ID1 and ID2 and B3 against the collision game of H, and two
distinguishers D1 and D2 against the key-indistinguishability of ID1 and ID2 such
that for any adversary A against the EU-NMA security of H-FSwA[ID1∥ID2, H]
making at most Qh random oracle queries:

AdvEU-NMA
H-FSwA[ID1∥ID2,H](A) ≤ min

i∈{1,2}

(
Advkey-indIDi

(Di) +
Qh + 1

2ℓ

+

√
(Qh + 1)

(
Advlossy-2-ssIDi

(Bi) + (2− i) · AdvcolH (B3)
))

.

Proof. We first consider the following three games.
Game0. This is the standard EU-NMA game.
Gamei, i ∈ {1, 2}. This is Game0 except that LossyIGeni replaces IDi.IGen. Di

is defined as taking vki as input, running vk3−i ← ID3−i.IGen(1
λ) and calling A
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on vk = (vk1, vk2). If A wins, Di returns 1, else it returns 0. We have

∀i ∈ {1, 2},Advkey-indIDi
(Di) =

∣∣∣AdvEU-NMA(A)− AdvGamei(A)
∣∣∣ .

Before defining the reductions to the lossy-2-special-soundness, we define the
algorithm A, that on input vk = (vk1, vk2) and access to the random oracle H
runs AH(vk) and records all random oracle queries made by it. When A out-
puts a forgery (σ∗ = (z∗1 , z

∗
2 , c
∗),M∗), let w∗i = ID1.Rec(vki, z

∗
i , c
∗), i ∈ {1, 2} as

well as µ∗ = H(H(vk), w∗1 ,M∗). Algorithm A checks whether A wins by com-
puting H-FSwA[ID1∥ID2, H].Verify(vk, σ∗,M∗), which entails querying once more
the random oracle. Algorithm A finally outputs (i, (σ∗,M∗)), where i is the rank
of the first random oracle query it made for w∗2∥µ∗, if A wins, otherwise (0, ε).

Applying Lemma 2 on A, we get an algorithm F = (F1,F2) that on in-
put vk may return (1, ((z∗1 , z

∗
2 , c
∗),M∗), ((z′1z

′
2, c
′),M ′)) with c′ ̸= c∗ chosen ex-

ternally. Letting w′i = IDi.Rec(vki, z
′
i, c
′), i ∈ {1, 2} and µ′ = H(H(vk), w′1,M ′),

we have w∗2 = w′2 and µ∗ = µ′.
Adversary Bi, i ∈ {1, 2}, playing the lossy-2-special-soudness of IDi, on in-

put vki, runs (vk3−i, sk3−i) ← ID3−i.IGen(1
λ) and runs F1 on vk = (vk1, vk2).

When it returns (i∗, (z∗1 , z
∗
2 , c
∗,M∗)), Bi returns (w∗i , c

∗, z∗i ) and gets c′ ̸= c∗.
It then runs F2(c

′, st). Assuming it returns (1, (z∗1 , z
∗
2 , c
∗,M∗), (z′1, z

′
2, c
′,M ′)),

if i = 1 and w′1 = w∗1 or if i = 2, Bi returns z′i. Otherwise, it aborts.
Adversary Bi then wins if and only if it did not abort, which is equivalent

to F2 returning something starting with 1 for B2. It is equivalent to F2 returning
something starting with 1 and w′1 = w∗1 for B1. However, if w′1 ̸= w∗1 we have
found a collision for H as we have two preimages for µ∗ = µ′, and we define B3
as running everything, and returning this collision, if found. We have the bound:

AdvGamei(A) ≤ Qh + 1

2ℓ
+

√
(Qh + 1) ·

(
Advlossy-2-ssIDi

(Bi) + (2− i) · AdvcolH (B3)
)

.

⊓⊔

Remark 2. If Σ1 is instead a signature scheme that does not use H, by consider-
ing LossyIGen1 = ID1.IGen, the same proof allows to reduce the H-EU-CMAH

Q1,0,0

game to a “2-special-soundness for ID1 with a Σ1 signature oracle” game. As the
signature oracle is independent from H, the forking lemma still applies.

4.4 BUFF Properties

We now turn to proving the BUFF properties of our construction.

Theorem 4 (EO Security of H-FSwA[ID1∥ID2, H]). In the standard model,
there exist adversaries B0 and B1, explicitly given in the proof of this theorem,
such that for any hash functions H : {0, 1}∗ → {0, 1}α and H : {0, 1}∗ → {0, 1}ℓ,
and any adversary A against the EO security of H-FSwA[ID1∥ID2, H], we have

AdvEOH-FSwA[ID1∥ID2,H](A) ≤ AdvColH (B0) + AdvColH (B1).
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Proof. We use the notations of Fig. 5. Let (vk, vk′,m,m′, σ) be A’s output. If A
wins the EO game, then σ is a valid signature for m (resp. m′) under vk (resp.
vk′). From line 4 of the verification algorithm in Fig. 5, it follows that c =
H(w2∥µ) = H(w′2∥µ′) where µ and µ′ are both α-bit strings. If µ ̸= µ′, this
directly yields a collision for H. Otherwise, by line 2, we have

H(H(vk1∥vk2)∥w1∥m) = H(H(vk′1∥vk
′
2)∥w′1∥m′). (3)

By the EO definition, A can only win if (vk1, vk2) ̸= (vk′1, vk
′
2). We directly obtain

a collision for H if H(vk1∥vk2) = H(vk′1∥vk
′
2). Else, Eq. 3 yields a collision for H

since both inputs have distinct α-bit prefixes. Finally, adversary B0 (resp. B1)
runs A and outputs the corresponding collision on H (resp. H), if any. ⊓⊔

Theorem 5 (MBS Security of H-FSwA[ID1∥ID2, H]). In the standard model,
there exist adversaries B0 and B1, explicitly given in the proof of this theorem,
such that for any hash functions H : {0, 1}∗ → {0, 1}α and H : {0, 1}∗ → {0, 1}ℓ,
and any adversary A against the MBS security of H-FSwA[ID1∥ID2, H], we have

AdvMBS
H-FSwA[ID1∥ID2,H](A) ≤ AdvColH (B0) + AdvColH (B1).

Proof. We use the notations of Fig. 5. Let (vk,m,m′, σ) be A’s output. If A wins
the MBS game, then σ is a valid signature for both m and m′ under vk. The
proof proceeds identically to that of Theorem 4 except that Eq. 3 now becomes

H(H(vk1∥vk2)∥w1∥m) = H(H(vk1∥vk2)∥w1∥m′). (4)

Since A can only win if m ̸= m′, we immediately obtain a collision for H if one
was not already found for H. Finally, both adversaries B0 and B1 run A and
output their respective collisions for H or H, if any. ⊓⊔

Analyzing the non-resignability of our construction requires introducing the
Hide-and-Seek game from [13].

Definition 17 (Hide-and-Seek). Let H be a random oracle. For any adver-
saries A and D, we define AdvHnSH (A,D) := Pr(x,z)←DH

x∗←AH(H(x),z)

(x = x∗).

Theorem 6 (NR Security of H-FSwA[ID1∥ID2, H]). In the ROM, where H :
{0, 1}∗ → {0, 1}α and H : {0, 1}∗ → {0, 1}ℓ are modeled as random oracles, for
any adversaries A and D against the NR security of H-FSwA[ID1∥ID2, H], there
exist adversaries Ā, D̄, such that

AdvNRH-FSwA[ID1∥ID2,H],aux(A,D) ≤ QA · AdvHnSH (Ā, D̄) + 1

2ℓ
+Qh ·QD · 2−α,

where A and Ā make at most QA queries to H, A makes at most Qh queries
to H and D makes at most QD queries to H.
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Games Game0 to Game1:
1: (vk, tr, sk)← Σ.KeyGen(1λ)
2: m← DH,H(sk)
3: σ ← Σ.Sign(sk,m)
4: (z1, z2, c)← σ

5: (vk∗, σ∗)← AH,H̄(sk, σ, aux(sk,m))
6: if vk∗ = vk then return ⊥
7: if Σ.Verify(vk∗, σ∗,m) = 1 then
8: return 1
9: return ⊥

Oracle H(y):
1: return H(y)

Oracle H̄(y):
1: if y = ·∥m then // Game1
2: abort // Game1
3: return H(y)

Fig. 8: Games Game0 to Game1 for the proof of Theorem 6.

Proof. We follow the first game hop of [13,19] as defined in Fig. 8.
Game Game0 is the NR game for Σ := H-FSwA[ID1∥ID2, H]. We define Game1

as Game0, except that H aborts whenever queried by A on an input with suffix
m (the message produced by D). Let H̄ denote this new oracle. There exist
adversaries Ā, B, and D̄, described in Fig. 9, against the HnS property of H,
such that

H∞
(vk,tr,sk)←Σ.KeyGen

m←DH,H(sk)

(m | H, sk, aux(sk,m)) ≤ H∞
(x,z)←D̄H,H

(x | H, z)

|Pr(1← GameA0 )− Pr(1← GameA1 )| ≤ QA · AdvHnSH (Ā, D̄)

Specifically, D̄ returns x = tr∥w1∥m and z = (sk, vk, st1, w1, aux(sk,m)).
On input ν = H(x) = H(tr∥w1∥m) and z, Ā samples a random index i ∈ [1, QA],
runs BH(ν, z) internally, inspects its i-th query to obtain (tr∗∥w∗1∥m∗i ), and
outputs (tr∥w1∥m∗i ). Moreover,

H∞(x | H, z)
(x,z)←D̄H

= H∞(vk,m,w1 | H, sk, st1, w1, aux(sk,m))
(vk,tr,sk1∥sk2)←Σ.KeyGen

m←DH,H(sk)
(w1,st1)←ID1.P1(sk1)

≥ H∞(m | H, sk, st1, w1, aux(sk,m))
[...]

≥ H∞(m | H, sk, aux(sk,m))
(vk,tr,sk)←Σ.KeyGen

m←DH,H(sk)

where the first inequality holds because min-entropy can only decrease when
fewer random variables are considered, and the second follows from independence
of m and (st1, w1). By construction, both D̄ and Ā preserve the efficiency of D
and A. Furthermore, Ā makes at most QA queries to H. Since A makes only
classical queries, the two games differ only if B queries an input on which H and
H̄ disagree. Hence,∣∣∣Pr(1← GameA0 )− Pr(1← GameA1 )

∣∣∣ ≤ Pr(∃i ∈ [1, QA] : m
∗
i = m)

≤ QA · AdvHnSH (Ā, D̄)
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D̄H,H:
1: (vk, tr, sk)← Σ.KeyGen(1λ)
2: m← DH,H(sk)
3: sk1∥sk2 ← sk
4: (w1, st1)← ID1.P1(sk1)
5: x← tr∥w1∥m
6: z ← (sk, vk, st1, w1, aux(sk,m))
7: return (x, z)

BH(ν, z):
1: (sk, vk, st1, w1, h)← z
2: sk1∥sk2, vk1∥vk2 ← sk, vk
3: (z2, c)← FSwA[ID2, H].Sign(sk2, ν)
4: z1 ← ID1.P2(sk1, c, st1)
5: σ ← (z1, z2, c)

6: (vk∗, σ∗)← AH,H̄(sk, σ, h)
7: return ⊥

Fig. 9: Reductions B and D̄ against the Hide-and-Seek property of H.

In Game1, we have the following inequality:

Pr(A wins) = Pr

(
A wins ∧

A queried H on w∗2∥µ∗
)
+ Pr

(
A wins ∧ A did not
query H on w∗2∥µ∗

)
≤ Pr(A queried H on w∗2∥µ∗) +

1

2ℓ

≤ Qh · 2−H∞(µ∗|view(A)) +
1

2ℓ
,

as H(w∗2∥µ∗)←↩ ({0, 1}ℓ) and where view(A) = (H, H̄, sk, σ, aux(sk,m), vk∗, σ∗).
Conditioned on D not querying H on H(vk∗)∥w∗2∥m, the value µ∗ is indepen-
dent from view(A) and its min-entropy is α. Conditioned on D querying H
on H(vk∗)∥w∗2∥m, we apply Lemma 1, where the Xi are the outputs of the
query of D to H and f runs the first five lines of Game1, using Xi as the answer
to D’s i-th query to H. It returns the index i such that the i-th query of D to H
was on vk∗∥w∗2∥m. Lemma 1 gives the min-entropy on µ∗ even with knowledge
of all random coins of the procedure, which includes view(A). ⊓⊔

Remark 3. While adapting this proof in the QROM is out of scope of this work,
[13] already explains how to adapt the first game hop.

5 Silithium: Instantiation with EC-Schnorr and ML-DSA

We now propose our main instantiation of the H-FSwA[ID1∥ID2, H] construction:
the Silithium signature scheme. We use ID1 = IDSchnorr as defined in Figure 11,
in Appendix A and ID2 = IDML-DSA as defined in Figure 14, in Appendix B.

5.1 Specification

In our specification, we consider a cyclic subgroup G of an elliptic curve with gen-
erator point G of order n. We assume access to a function ECCLib.RandomPoint
that outputs a pair (k,R), with an integer 0 < k < n and curve point R such
that k.G = R and k ←↩ U(Zn). We also assume access to an ML-DSA implemen-
tation supporting the “external µ” variant described in FIPS 204 [27]. Finally,
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following the specification of ML-DSA, H is instantiated as SHAKE256(·, 512)
and H as SHAKE256(·, 2λ), and we also require an implementation of SHAKE256,
where λ is the security parameter. The resulting scheme is described in Figure 10.

These aforementioned ingredients are enough to implement Silithium: they
allow to generate key pairs, and to update the hash of the verification key con-
tained in the signing key. During signing, the Schnorr commitment R is embed-
ded into the µ computation and then ML-DSA.Sign_mu is used as a black-box.
The verification procedure is performed in a similar way.

Note that it is also possible to embed R in the ML-DSA context string during
the signature, thus removing the need to compute µ externally. However, this
cannot be applied to verification due to our modification of tr.

On simultaneous verification. Verifying the IDML-DSA part of the signature im-
plies first recovering the IDSchnorr commitment. As the hash verification is com-
mon to the two schemes, this implies verifying the IDSchnorr component. More-
over, to verify the IDSchnorr part, one must first recover the IDML-DSA commitment.
One could however ignore the norm bound check for IDML-DSA. As this implies
rewriting an incomplete implementation of ML-DSA.Verify, we believe that a lazy
developer would not choose to go down this path.

KeyGen():
1: (vk1, sk1)← ECCLib.RandomPoint()
2: (vk2, sk2)← ML-DSA.KeyGen()
3: (ρ,K, tr, s1, s2, t0)← sk2
4: tr ← H(vk1∥vk2)
5: sk2 ← (ρ,K, tr, s1, s2, t0)
6: return ((vk1, vk2), (sk1, sk2))

Verify((vk1, vk2), (c̃, z,h, x),M):
1: if x < 0 or x ≥ n then
2: return 0
3: R← x.G− c̃.vk1
4: µ← H(H(vk1∥vk2)∥R∥M)
5: b← ML-DSA.Verify_mu(vk2, µ, (z, c̃,h))
6: return b

Sign((sk1, sk2),M): (external µ)
1: (r,R)← ECCLib.RandomPoint()
2: µ← H(tr∥R∥M)
3: (z, c̃,h)← ML-DSA.Sign_mu(sk2, µ)
4: x← r + sk1 · c̃ mod n
5: return (c̃, z,h, x)

Sign((sk1, sk2),M): (context)
1: (r,R)← ECCLib.RandomPoint()
2: (z, c̃,h)← ML-DSA.Sign(sk2,M,R)
3: x← r + sk1 · c̃ mod n
4: return (c̃, z,h, x)

Fig. 10: Silithium specification. Key generation updates the hash of vk2 in sk2.

5.2 Theoretical Analysis

Section 4, when instantiated with ID1 = IDSchnorr and ID2 = IDML-DSA, gives the
following results, that see Silithium as a hybrid between BUFF(FS[IDSchnorr, H])
and ML-DSA.
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Corollary 2 (EC-Schnorr+ML-DSA hybrid). Let Σ1 = BUFF(FS[IDSchnorr, H])
and Σ2 = BUFF(FSwA[IDML-DSA, H]) = ML-DSA. The scheme ΣH = Silithium
defined in Figure 10 is correct and:

• H-EU-CMAH (resp. sH-EU-CMAH) secure in the QROM as long as ML-DSA
is EU-CMA (resp. sEU-CMA) secure in the QROM,
• sH-EU-CMA1 secure in the ROM under the DL assumption in G,
• H-EU-CMA2 (resp. sH-EU-CMA2) secure in the ROM under both (resp. all

three) MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ (resp. and MSISn,q,k,ℓ,2ζ′) as-
sumptions,
• H-EU-CMAH secure in the ROM under the DL assumption in G or both

the MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ assumptions,
• sH-EU-CMAH secure under both the same assumptions as its H-EU-CMAH

security and the MSISn,q,k,ℓ,2ζ′ assumption,

where ζ and ζ ′ are defined in Lemma 7 and Lemma 6, respectively.

The above result seems artificial on the classical signature side. Indeed,
while EC-Schnorr is standard [17], it does not use SHAKE256 as its hash function.
We are interested in the case where Σ1 is chosen as ECDSA [25], as it is likely
to be the classical signature used in tandem with Silithium and ML-DSA.

Theorem 7 (ECDSA+ML-DSA hybrid). Let Σ1 = ECDSA and Σ2 = ML-DSA.
The signature scheme ΣH = Silithium defined in Figure 10 is correct and:

• H-EU-CMAH (resp. sH-EU-CMAH) secure in the QROM as long as ML-DSA
is EU-CMA (resp. sEU-CMA) secure in the QROM,
• (s)H-EU-CMA1 secure in the ROM as long as ECDSA is EU-CMA secure,
• H-EU-CMA2 (resp. sH-EU-CMA2) secure in the ROM under both (resp. all

three) MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ (resp. and MSISn,q,k,ℓ,2ζ′) as-
sumptions,
• H-EU-CMAH secure in the ROM under the hardness of ECDSA key-recovery

or both the MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ assumptions,
• sH-EU-CMAH secure under both the same assumptions as its H-EU-CMAH

security and the MSISn,q,k,ℓ,2ζ′ assumption,

where ζ and ζ ′ are defined in Lemma 7 and Lemma 6, respectively.

Proof. The correctness follows from Theorem 1. The first point is a direct ap-
plication of Theorem 2. The rest is an application of Corollary 1 and Remark 2.
Note that breaking the “2-special-soundness for ID1 with a Σ1 signature oracle”
implies recovering the signing key used by ECDSA.

5.3 Implementation Considerations

One of our claims is the relative simplicity of implementing Silithium, providing
that the following requirements are met:

• availability of an elliptic curve library;
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• availability of an ML-DSA implementation supporting the “external µ” fea-
ture described in FIPS 204 [27];

• familiarity with elliptic curve operations.

Note that familiarity with ML-DSA is not required, as the ML-DSA functions
are used in a black-box approach. Thus, our scheme is intended to be easy to
implement for software engineers with prior experience in implementing classical
(elliptic curve) cryptography.

Implementation approach. To meet the above requirements, we implemented
Silithium within (a fork of) OpenSSL’s default provider. The OpenSSL library
already includes both an ML-DSA implementation supporting “external µ” com-
putation and built-in elliptic curve operations. Silithium was implemented di-
rectly inside OpenSSL codebase, as access to internal elliptic curve functions
was required. While it could have been implemented as a third party provider,
embedding it within the default provider significantly sped up development. We
provide three Silithium instantiations, described in Table 3.

Variant ML-DSA Curve Signature Size

Silithium-44 ML-DSA-44 P-256 2420 + 32
Silithium-65 ML-DSA-65 P-384 3309 + 48
Silithium-87 ML-DSA-87 P-521 4627 + 66

Table 3: Silithium instantiations.

Implementation effort. The implementation was carried out by a developer fa-
miliar with OpenSSL internals and its elliptic curve API. The majority of the
effort was divided between implementing elliptic curve operations and integrat-
ing the resulting code into OpenSSL. The Silithium implementation itself boils
down to less than 500 lines of codes (excluding OpenSSL-related logic). The
total workload to produce a functional proof-of-concept amounted to roughly
one week. We emphasize that, although functionally correct, the provided code
is not production-ready and should not be used as-is. The workload estimate is
given only as an indication of the expected development cost of Silithium for an
average cryptography software engineer.

Performances. When comparing a single execution of Silithium to the succes-
sive execution of ECDSA (or EC-S-DSA) and ML-DSA, it can be observed that
Silithium performs one fewer call to the underlying hash function, which is SHA-
256 in our instanciation. This optimization yields only a marginal performance
gain for short messages, as the cost of SHA-256 (especially when accelerated via
the sha-ni instruction set) is negligible compared to that of ML-DSA. However,
the benefit becomes more noticeable when signing larger messages. Our exper-
iments confirmed that Silithium is as fast as the hybrid concatenation scheme,
although we do not report detailed benchmark results here, as precise hash
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benchmarking is out of scope of this work. Since our implementation is fully
integrated within OpenSSL, one can easily measure performance under various
conditions. Compared to the BoP-2 construction from [19], Silithium saves two
hash computations, and is therefore theoretically faster—though the lack of pub-
lished code does not allow for direct experimental comparisons. From a code-size
perspective, Silithium employs a single hash function and is thus more compact
than the hybrid concatenation scheme.

A note on masking. Although a masked implementation is beyond the scope of
this work, we note that masking Silithium is neither harder nor easier than mask-
ing its components, namely ML-DSA and the relevant elliptic curve operations.
In other words, if a developer has access to a masked implementation of ML-DSA
and a masked elliptic curve library, then masking Silithium is straightforward. In
particular, we emphasize that the computation of µ relies solely on public data.
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A Schnorr Identification Scheme with tweaked Challenge

Let G be a cyclic group with generator g and prime order p. We describe a
modification of Schnorr’s identification scheme, where the challenge is a bit-
string c ∈ {0, 1}ℓ. It is then up to the prover and the verifier to interpret it as
an integer in [0, 2ℓ − 1] and reduce it mod p to get the “real” challenge.

IGen(1λ):
1: sk←↩ U(Zp)
2: vk← gsk

3: return (vk, sk)

Rec(vk, z, c):

1: c′ ←
∑ℓ−1

i=0 ci2
i mod p

2: return gzvk−c′

P1(sk):
1: y ←↩ U(Zp)
2: w ← gy

3: return (w, st = y)

P2(sk, w, c, st):

1: c′ ←
∑ℓ−1

i=0 ci2
i mod p

2: z = y + c′sk
3: return z

V(vk, w, c, z):

1: c′ ←
∑ℓ−1

i=0 ci2
i mod p

2: if w ̸= gzvk−c′ then
3: return 0
4: return 1

Fig. 11: Schnorr identification scheme with ℓ bits challenge IDSchnorr.

Lemma 4 (Adapted from [31]). Let ℓ be an integer such that 2ℓ > p. The
scheme from Figure 11 is complete, commitment-recoverable, HVZK, has unique
response and for any adversary A against its 2-special-soundness, there exists
an adversary B against the discrete logarithm in G such that:

Adv2−ssIDSchnorr
(A) ≤ AdvDL

G,g(B) +
1

p
.

Proof. The completeness, commitment-recoverability and HVZK proofs are iden-
tical to the original description of the Schnorr identification scheme. Concern-
ing the 2-special-soundness property, we recall that given (w, c1, c2, z1, z2) such
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that gz1vk−c
′
1 = w = gz2vk−c

′
2 , the discrete log of vk is (z1−z2)·(c′1−c′2)−1 mod p

as long as (c′1 − c′2) is nonzero. For any c1 ∈ [0, 2ℓ − 1] and c2 ←↩ U([0, 2ℓ − 1],
the probability that c1 = c2 mod p while c1 ̸= c2 is such that:

Pr
c1 ̸=c2

(c1 = c2 mod p) = Pr(c1 = c2 mod p)− Pr(c1 = c2)

≤ ⌊(2
ℓ − 1)/p⌋+ 1

2ℓ
− 1

2ℓ
≤ 1

p
,

as at most ⌊(2ℓ−1)/p⌋+1 values in [0, 2ℓ−1] are sent to k when reduced mod p.
Finally, given four elements (w, c, z, z′) such that gzvk−c = w = gz

′
vk−c, it

implies gz = gz
′
thus z = z′ mod p, showing the scheme has unique response. ⊓⊔

B ML-DSA Identification Scheme with tweaked Challenge

We recall supporting algorithms for ML-DSA in Fig. 12. These algorithms are
extended on vectors by applying them coefficient-wise.

Power2Roundq(r, d):

1: r = r mod +q
2: r0 = r mod ±2d

3: return
(
(r − r0)/2

d, 2
)

MakeHintq(z, r, α):
1: r1 ← HighBitsq(r, α)
2: v1 ← HighBits(r + z, α)
3: return |r1 − v1|

Decomposeq(r, α):

1: r ← r mod +q
2: r0 ← r mod ±α
3: if r − r0 = q − 1 then
4: (r1, r0)← (0, r0 − 1)
5: else
6: r1 ← (r − r0)/α

7: return (r1, r0)

UseHintq(h, r, α):
1: m← (q − 1)/α
2: (r1, r0)← Decomposeq(r, α)

3: return r1 + h · sgn(r0) mod +m

HighBitsq(r, α):

1: (r1, r0)← Decomposeq(r, α)
2: return r1

LowBitsq(r, α):
1: (r1, r0)← Decomposeq(r, α)
2: return r0

Fig. 12: Supporting Algorithms for ML-DSA.

The inside-out Fisher-Yates shuffling algorithm is used in ML-DSA to sample
the challenge polynomial. We recall it in Fig. 13.

SampleInBall(τ, (ji, si)
n−1
i=n−τ ):

1: c← 0n

2: for i = n− τ to n− 1 do
3: ci ← cji
4: cji ← (−1)si

5: return
∑n−1

i=0 cix
i

Inputs: τ ≤ n, si ∈ {0, 1}, ji ≤ i,∀i ≤ n− 1
Outputs: ternary polynomial c with τ
nonzero elements.

Fig. 13: SampleInBall description.
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Lemma 5 (Adapted from [22]). Let 0 < τ ≤ n be two integers. For all
integers i ∈ [n− τ, n− 1], let si ←↩ U({0, 1}) and ji ←↩ U({0, 1, . . . , i}), then the
output of SampleInBall(τ, (ji, si)

n−1
i=n−τ follows U({x ∈ R|∥x∥∞ = 1∧∥x∥1 = τ}).

We propose the following tweak to the ML-DSA identification scheme, as
described in [20, Section 4]. Instead of using a challenge c that is a ternary
polynomial with fixed Hamming weight, we use a bitstring of length ℓ, the one
that is used to derive the inputs of SampleInBall in the ML-DSA signature scheme.
Turning the bitstring into a polynomial is left to both P2 and V.

IGen(1λ):

1: A←↩ U(Rk×ℓ
q )

2: s1, s2 ←↩ Sk
η × Sℓ

η

3: t = As1 + s2 mod q
4: (t1, t0) = Power2Roundq(t, d)
5: return vk = (A, t1), sk = (A, s1, s2)

V(vk,w1, c, z,h):
1: c′ ← SampleInBall(τ,H(c))
2: if ∥z∥∞ ≥ γ1 − β then
3: return 0
4: if w1 ̸= UseHint(h,Az−c′t1 ·2d, 2γ2)

then
5: return 0
6: return 1

P1(sk):

1: y←↩ S̃ℓ
γ1

2: w = Ay mod q
3: w1 = HighBits(w, 2γ2)
4: return w = w1, st = y

P2(vk, c,y):
1: c′ ← SampleInBall(τ,H(c))
2: z← y + cs1
3: r0 ← LowBits(w − cs2, 2γ2)
4: if ∥z∥∞ ≥ γ1 − β or ∥r0∥∞ ≥ γ2 − β

then
5: return ⊥
6: h← MakeHint(−ct0,w−cs2+ct0, 2γ2)
7: if ∥ct0∥∞ ≥ γ2 or ∥h∥1 ≥ ω then
8: return ⊥
9: return (z,h)

Fig. 14: ML-DSA identification scheme with {0, 1}ℓ challenge space IDML-DSA.

This change does not modify the following properties of the scheme.

Lemma 6 (Adapted from [20, Section 4.3]). The scheme from Figure 14 is
complete, HVZK and commitment recoverable. Let ζ ′ = max(2(γ1− β), 4γ2 +2).
For any adversary playing the key-indistinguishability game, there exists an ad-
versary against the MLWEn,q,k,ℓ,U(Sη) problem with the same advantage, with
respect to the LossyIGen algorithm that samples (A, t) ←↩ U(Rk×ℓ

q × Rk
q ) and

outputs vk = (A, t1) with (t1, t0) = Power2Round(t, d).
For any adversary playing the CUR game, there exists an adversary against
the MSISn,q,k,ℓ+1,ζ′ problem with the same advantage.

However, the change in the challenge space means that we have to adapt the
proof of the folklore lossy-2-special-soundness property.

Lemma 7 (Lossy-2-Special-Soundness). Let IDML-DSA be the identification
scheme from Figure 14. Let H : {0, 1}ℓ → X be a hash function modeled as a
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random oracle and where X is the input set of SampleInBall(τ, ·). Let A be an
adversary against the lossy-2-special-soundness of the scheme from Figure 14.
Let ζ = max(γ1 − β, 2γ2 + 1 + τ2d−1). There exists an adversary B against
the MSISn,q,k,ℓ+1,2ζ problem such that:

Advlossy-2-ssIDML-DSA
(A) ≤ AdvMSIS

n,q,k,ℓ+1,2ζ(B) +
1

2τ
(
n
τ

) .

Proof. Let (w1, c1, c2, z1, z2,h1,h2) with c1 ̸= c2 such that:

• max(∥z1∥∞, ∥z2∥∞) < γ1 − β,
• UseHintq(h1,Az1 − c′1t1 · 2d, 2γ2) = w1 = UseHintq(h2,Az2 − c′2t1 · 2d, 2γ2),

where c′b = SampleInBall(τ,H(cb)), b ∈ {1, 2}. For b ∈ {1, 2}, there exists ub ∈ Rk
q

such that 2γ2 ·UseHintq(h2,Azb−c′bt1 ·2d, 2γ2) = Azb−c′bt12d+ub and ∥ub∥∞ ≤
2γ2 + 1. We can thus rewrite Az1 − c′1t + u1 + c′1t0 = Az2 − c′2t + u2 + c′2t0.
Letting u′b = ub + c′bt0, we get:

(A|t|I) ·

z1 − z2
c′2 − c′1
u′1 − u′2

 = 0 mod q and ∥u′b∥∞ ≤ τ2d−1 + 2γ2 + 1 .

Thus, we have a candidate solution for a MSISn,q,k,ℓ+1,2ζ instance. This is indeed
a solution if it is nonzero, which is the case if c′1 ̸= c′2. As H is a random oracle,
we use Lemma 5 to conclude that for fixed c1 ∈ {0, 1}ℓ and c2 ←↩ U({0, 1}ℓ),
this happens with probability at least 1− 1/2τ

(
n
τ

)
. ⊓⊔

C Edilithium

This variant uses the curve edwards448. Nicknamed Edilithium, this is a hybrid
variant of both ML-DSA65 and EdDSA448, and is described in Figure 15.

Direct application of Corollary 1 and Remark 2 give the following result.

Theorem 8. Let Σ1 = EdDSA448, and Σ2 = ML-DSA-65. The signature sche-
me ΣH = Edilithium defined in Figure 15 is correct and:

• H-EU-CMAH (resp. sH-EU-CMAH) secure in the QROM as long as ML-DSA
is EU-CMA (resp. sEU-CMA) secure in the QROM,

• (s)H-EU-CMA1 secure in the ROM as long as EdDSA is EU-CMA secure,
• H-EU-CMA2 (resp. sH-EU-CMA2) secure in the ROM under both (resp. all

three) the MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ (resp. and MSISn,q,k,ℓ,2ζ′)
assumptions,

• H-EU-CMAH secure in the ROM under the hardness of EdDSA key-recovery
or both the MLWEn,q,k,ℓ,U(Sη) and MSISn,q,k,ℓ+1,2ζ assumptions,

• sH-EU-CMAH secure under both the same assumptions as its H-EU-CMAH

security and the MSISn,q,k,ℓ,2ζ′ assumption,

where ζ and ζ ′ are defined in Lemma 7 and Lemma 6, respectively.
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KeyGen():
1: (vk1, sk1)← EdDSA448.KeyGen()
2: (vk2, sk2)← ML-DSA-65.KeyGen()
3: (ρ,K, tr, s1, s2, t0)← sk2
4: tr ← H(vk1∥vk2)
5: sk2 ← (ρ,K, tr, s1, s2, t0)
6: return ((vk1, vk2), (sk1, sk2))

Verify((vk1, vk2), (c̃, z,h, x),M):
1: if x < 0 or x ≥ n then
2: return 0
3: R← x.G− c̃.vk1
4: µ← H(H(vk1∥vk2)∥R∥M)
5: σ ← (z, c̃,h)
6: b← ML-DSA-65.Verify_mu(vk2, µ, σ)
7: return b

Sign(sk = (sk1, sk2),M): (external µ)
1: (h0, . . . , h911) = SHAKE256(sk, 912)
2: r = SHAKE256(h456∥ . . . ∥h911∥M, 912)
3: R = r.G
4: µ← H(tr∥R∥M)
5: (z, c̃,h)← ML-DSA-65.Sign_mu(sk2, µ)
6: x← r + sk1 · c̃ mod n
7: return (c̃, z,h, x)

Sign(sk = (sk1, sk2),M): (context)
1: (h0, . . . , h911) = SHAKE256(sk, 912)
2: r = SHAKE256(h456∥ . . . ∥h911∥M, 912)
3: R = r.G
4: (z, c̃,h)← ML-DSA-65.Sign(sk2,M,R)
5: x← r + sk1 · c̃ mod n
6: return (c̃, z,h, x)

Fig. 15: Edilithium specification. Key generation updates the hash of vk2 in sk2.

36


	Compact, Efficient and Non-Separable Hybrid Signatures
	Introduction
	Contributions and Technical Overview

	Preliminaries
	Probabilities
	Security Assumptions
	Signature Schemes
	Identification Schemes
	Fiat-Shamir with Aborts Transform

	Hybrid Security for Signature Schemes
	Fiat-Shamir with Partial Aborts and Identification Schemes Concatenation
	Description and Correctness of the Signature Scheme
	(s)H-EU-CMA-H Security in the QROM
	(s)H-EU-CMA Security in the ROM
	BUFF Properties

	Silithium: Instantiation with EC-Schnorr and ML-DSA
	Specification
	Theoretical Analysis
	Implementation Considerations

	Schnorr Identification Scheme with tweaked Challenge
	ML-DSA Identification Scheme with tweaked Challenge
	Edilithium


