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Abstract
Anonymous tokens are cryptographic protocols for restricting the

access to online resources to eligible users. After proving eligibility

to the token issuer, the client receives a set of tokens. Later, it

can prove eligibility to a resource provider by sending one of the

tokens received from the issuer. The anonymous token protocol

ensures that the resource provider cannot link received tokens to

their issuance, even if it colludes with the token issuer. Recently,

Faut et al. (EuroS&P’25) introduced the concept of policy-based

anonymous tokens, in which an issuer provides a single pre-token

to a client, who can locally derive multiple tokens according to a

publicly announced policy. The major advantage of policy-based

tokens is that the communication complexity of the issuance phase

is constant. While the work of Faut et al. constitutes a promising

step in a new direction, their protocol still lacks several desirable

properties known from standard anonymous tokens – most notably,

the ability to bind a pre-token and all tokens derived from it to a

private metadata bit or a publicly known metadata string.

In this work, we present a new framework for policy-based

anonymous token schemes in the random oracle model. Our frame-

work includes two concretely practical constructions – one based

on equivalence class signatures and one on algebraic MACs – as

well as a communication-optimized, though less practical, construc-

tion based on zkSNARKs. All three constructions can be configured

to support private metadata bits, public metadata, or both. We for-

malize the notion of policy-based anonymous tokens with a private

metadata bit and public metadata, and we prove security of the

two primary constructions: the equivalence-class-signature-based

scheme and the algebraic-MAC-based scheme. Finally, we provide

an experimental evaluation and comparison of all our constructions

alongside the most relevant related work. Our results demonstrate

that our two primary constructions achieve significant efficiency

improvements over the scheme of Faut et al., both in terms of

computation communication.
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1 Introduction
Anonymous token schemes as introduced by [17] limit the access

to resources to eligible users without identifying the user upon

resource access. These schemes typically involve three parties: a

client, an issuer, and a verifier. Initially, the client engages in an

interactive issuance protocol with the issuer to obtain a token. Dur-

ing this protocol, the client proves that it is eligible to access the

protected resource, e.g., by proving human-hood via a CAPTCHA,

and the issuer issues a set of tokens. Later, the client presents the

token to the verifier in what is called the token redemption. The

verifier confirms the token’s authenticity and, if valid, grants access

to a particular resource or service. To prevent multiple uses of the

same token, the verifier usually checks whether a token has been

redeemed before. The two fundamental security requirements for

anonymous tokens are accountability and unlinkability: account-

ability guarantees that only tokens created by the legitimate issuer

are accepted as valid and unlinkability ensures that the issuer and

verifier cannot link the issuance and redemption sessions of a token.

A broad range of anonymous token schemes have been pro-

posed [1, 2, 4, 5, 10, 11, 17, 20, 21, 26, 27, 30, 37] offering different

feature sets and trade-offs. Some constructions [11, 17, 27] assume

the verifier and issuer to be the same party by requiring posses-

sion of the token issuance key for the token verification. Other

schemes [1, 2, 4, 5, 10, 20, 21, 26, 30, 37] support public verifiabil-

ity of tokens, allowing the separation between the issuer and the

verifier. Another line of work allows the inclusion of metadata into

tokens that can be public [1, 20, 37] or private [2, 4, 11, 27]. Pub-

lic metadata encodes additional information such as revocation or

usage policies, whereas private metadata allows issuers to embed

hidden flags – e.g., to silently invalidate a token request without

revealing rejection to the client. By hiding whether a token request

was successful, it becomes harder for adversaries to infer strategies

for bypassing the eligibility verification process. We note, however,

that the inclusion of metadata weakens the anonymity guarantees,

as a token’s anonymity set is limited to the other tokens that share

the same metadata.

Recently Faut et al. [21] introduced the concept of policy-based
anonymous tokens (PBAT). In PBAT schemes, the client receives a

single pre-token during the issuance phase from which it locally de-

rives several complete tokens. Each complete token is derived from

a specific tag. The verifier accepts a token only if the corresponding

tag is contained in a predefined policy, modeled as a list of allowed

tags. For example, a policy may allow each client to generate up

to ten tokens per day by including tags formed by concatenating
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the current date with a counter taking values from zero to nine.

PBAT schemes ensure that each pre-token produces one unique

token per tag such that clients can indeed only spend one token

per tag that is part of the policy. The major advantage of PBAT is

that the complexity of the token issuance is constant; in particular,

it is independent of the number of tokens that are derived from a

single pre-token. This property is particularly useful in settings,

in which there is a single token issuer but a multitude of token

verifiers, e.g., offering different services or resources. While the

work of [21] constitutes a first step into a promising new direction,

it lacks some desirable properties. Most importantly, it supports

neither public nor private metadata. The utilization of public meta-

data is particularly interesting for policy-based tokens, as there is

no inherent revocation date for pre-tokens, which can be added

with public metadata.

1.1 Contribution.
In this work, we extend the research on policy-based anonymous

tokens by proposing a framework of protocols offering public veri-

fiability, private metadata bits, public metadata or any combination

of these properties. More precisely, we present two primary con-

structions, one that is publicly verifiable and one that is not, and

extensions for both protocols allowing for private metadata bits

and public metadata. Furthermore, we discuss further extensions

augmenting the constructions with non-interactiveness and non-

transferability.

Following the approach of [21], we base our publicly verifiable

construction on equivalence class signatures (EQS) [22]. However,

we replace the token derivation and verification mechanism with

a simpler and more efficient alternative. Our second construction

employs the same token derivation and verification mechanism but

combines it with the algebraic message authentication code (MAC)

of [18]. While this construction sacrifices the public verifiability

property, it does not rely on bilinear pairings, the basic building

block of known secure instantiations of equivalence class signa-

tures. Therefore, it provides much better efficiency, both in terms

of communication and computation. In addition to the two primary

protocols, we include a third construction based on zkSNARKs

(zero-knowledge succinct non-interactive argument of knowledge)

into our framework. This protocol provides public verifiability, can

also be extended with private metadata bits and public metadata,

and offers significantly better communication complexity than our

EQS-based construction. However, due to the high computational

overhead of creating zkSNARKs, the zkSNARK-based construction

is not practical and, hence, constitutes just a theoretical result.

We formally define the notion of policy-based anonymous tokens
with private metadata bit and public metadata and prove security of

the two primary protocols (with the extensions for private metadata

bits and public metadata). As the security of the only known secure

instantiation of equivalence class signatures [22]
1
and the MAC

scheme of [18] only holds in the generic group model, it follows

that security of our two primary protocols only holds in the generic

group model as well. Furthermore, we require the random oracle

model to prove security.

1
It has been shown by [3] that equivalence class signature schemes cannot be proven

secure under standard assumptions.

We have implemented and benchmarked all our constructions –

with and without private metadata bits and public metadata – as

well as the most important related work for comparison. The latter

includes the state-of-the-art standard anonymous token scheme,

PrivacyPass, and the construction of [21]. Our benchmarks show

that our MAC-based construction is competitive with Privacy Pass

(which also does not offer public verifiability) and our EQS-based

construction outperforms the construction proposed by [21]. For

token redemption, our EQS-based construction reduces communi-

cation to below 45 % and runtime to below 50 % of those in [21].

1.2 Technical Overview
All our constructions follow the same blueprint. In the issuance

phase, the client samples a secret key sk𝑐
$← Z𝑝 and receives some

authentication information Auth[sk𝑐 ] for its secret key from the

issuer. The issuer does not learn sk𝑐 when issuing Auth[sk𝑐 ]. To
redeem a token for tag 𝜏 , the client hashes the tag 𝑇 = H2 (𝜏)
with a hash functionH2 modeled as a random oracle, derives the

token 𝛿 = sk𝑐𝑇 and computes a witness 𝜔 proving possession

of authentication information Auth[sk𝑐 ] and secret sk𝑐 such that

dlog𝑇 (𝛿) = sk𝑐 . The witness does not disclose any information

aboutAuth[sk𝑐 ] or sk𝑐 . Note that the token computation constitutes

a pseudo random function (PRF) evaluation on input 𝜏 under key

sk𝑐 . Our constructions differ in the realization of the authentication

information and the witness computation.

Construction based on digital signatures and zkSNARKs. As a
warm-up, we consider a simple construction based on digital sig-

natures and zkSNARKs. During issuance, the client sends a client

public key pk𝑐 = sk𝑐𝐺 to the issuer and receives a signature 𝜎 on

pk𝑐 , which represents the authentication information Auth[sk𝑐 ].
To authenticate the token 𝛿 = sk𝑐𝑇 the client computes a zkSNARK

that proves knowledge of a signature 𝜎 and a public key pk𝑐 such
that 𝜎 is a valid signature on pk𝑐 and dlog𝐺 (pk𝑐 ) = dlog𝑇 (𝛿).

As the issuer is trusted to issue tokens only to eligible clients,

it can also be trusted to perform the zkSNARK’s setups without

exploiting the toxic waste that falls off during the setup. This is

because the toxic waste only permits forging proofs – and thus

additional tokens – which can also be done with the issuer’s secret

key. While the resulting scheme offers public verifiability and is

highly efficient in terms of communication, it comes with a sub-

stantial overhead in terms of computation due to the utilization of

general-purpose zkSNARKs.

Construction based on equivalence class signatures. An alternative
to relying on zkSNARKs is to make use of equivalence class sig-

natures for the pre-token authentication mechanism. Equivalence

class signatures enable a signer to issue a constant-size signature 𝜎

on a message (𝑀1, 𝑀2, . . . , 𝑀𝑛) that can be re-randomized by the

signature holder into a signature 𝜎∗ on a message (𝑀∗
1
, 𝑀∗

2
, . . . , 𝑀∗𝑛)

such that𝑀∗𝑖 = 𝑟𝑀𝑖 for 𝑖 ∈ [𝑛] and 𝑟
$← Z𝑝 .

In the EQS-based construction, the client requests a pre-token by

sending a public key pk𝑐 = sk𝑐𝐺 to the issuer. The issuer generates a

messagemsg = (𝑣𝐺1, 𝑣 ·pk𝑐 ) with 𝑣
$← Z∗𝑝 , creates an EQS 𝜎 onmsg

and sends (msg, 𝜎) to the client. The tuple (msg, 𝜎) represents the
authentication information Auth[sk𝑐 ]. To redeem a token 𝛿 = sk𝑐𝑇 ,
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the client selects 𝑟
$← Z∗𝑝 , computes a re-randomized signature 𝜎∗

on message msg∗ = (𝑟𝑀1, 𝑟𝑀2) = (𝑀∗1 , 𝑀∗2 ) and sends (msg∗, 𝜎∗)
together with a zero-knowledge proof that dlog𝑇 (𝛿) = dlog𝑀∗

1

(𝑀∗
2
).

The re-randomization of the message and signature ensures that

the token cannot be linked to the issuance of its pre-token.

The EQS-based construction combines public verifiability with

high computational efficiency, as zero-knowledge proofs of equality

of discrete logarithms can be instantiated efficiently using gener-

alized Schnorr proofs [34]. Its main drawbacks are the reliance

on a bilinear pairing—which is less efficient than standard elliptic

curves—and a higher communication complexity compared to the

zkSNARK-based construction.

Construction based on algebraic MACs. We observe that it is pos-

sible to authenticate the client key sk𝑐 with message authentication

codes (MACs) instead of signatures if public verifiability of tokens

is not required. Therefore, we build a construction trading public

verifiability for increased efficiency that is based on the algebraic

MAC construction of [18]. To request a token, the client sends a

public key pk𝑐 = sk𝑐𝐺 to the issuer, who responds with a MAC

(𝑀1, 𝑀2) = (𝑣𝐺, (sk𝑠1 · 𝑣)𝐺 + (sk𝑠2 · 𝑣)pk𝑐 ), where (sk𝑠1, sk𝑠2) ∈ Z2

𝑝 is

the issuer’s secret MAC key and 𝑣
$← Z∗𝑝 is freshly sampled. Since

the client cannot verify the MAC in the same way it would verify

a signature, the issuer includes a zero-knowledge proof proving

that the MAC was generated correctly, i.e., using the issuer’s secret

MAC key. For this proof, it is necessary to establish a reference

to the intended MAC keys. To this end, the issuer publishes the

public key pk𝑠
2
= sk𝑠

2
𝐺 and a Pedersen commitment 𝐶 to sk𝑠

1
–

the value sk𝑠
1
𝐺 cannot be published for security reasons. For the

redemption, the client samples 𝑟
$← Z∗

𝑃
, re-randomizes the MAC

to (𝑀∗
1
, 𝑀∗

2
) = (𝑟𝑀1, 𝑟𝑀2) and the public key to pk∗𝑐 = sk𝑐𝑀∗1 ,

computes the token 𝛿 = sk𝑐𝑇 and a zero-knowledge proof for

dlog𝑀∗
1

(pk∗𝑐 ) = dlog𝑇 (𝛿). The client sends the re-randomized MAC,

the token and the zero-knowledge proof to the verifier. The veri-

fier can derive the re-randomized public key itself by computing

pk∗𝑐 =
1

sk𝑠
2

(𝑀∗
2
−sk𝑠

1
𝑀∗

1
). Equivalently to the EQS-based construction,

the re-randomization of the MAC ensures that the token cannot be

linked to the issuance of its pre-token. We note that all the zero-

knowledge proofs utilized by this construction can be instantiated

efficiently with generalized Schnorr proofs.

Including public metadata. All constructions can be modified to

incorporate public metadata without any increase in the commu-

nication complexity. In the zkSNARK-based construction, public

metadata is incorporated by appending the metadata to the client’s

public key before signing it.

In the EQS-based construction, we incorporate public metadata

by extending the message msg = (𝑀1, 𝑀2) with a third component

𝑀3 =H1 (md) ·𝑀1, using a hash functionH1 modeled as a random

oracle. This binds all tokens derived from a particular pre-token to

the pre-token’s metadata, as the EQS-signature authenticates only

messages of the form (𝑀∗
1
, 𝑀∗

2
, 𝑀∗

3
) = (𝑟𝑀1, 𝑟𝑀2, 𝑟𝑀3) for 𝑟 ∈ Z𝑝 .

For all these messages it holds that 𝑀∗
3
= H1 (md)𝑀∗

1
. We note

that is it not necessary to send 𝑀3 during token issuance or 𝑀∗
3

during token redemption. Since the metadata is public, it is possible

to compute 𝑀3 from 𝑀1 and 𝑀
∗
3
from 𝑀∗

1
. In the public metadata

extension of the MAC-based construction, we make use of a third

MAC key component sk𝑠
3
and publish pk𝑠

3
= sk𝑠

3
𝐺 . MACs are then

issued as (𝑀1, 𝑀2) = (𝑣𝐺, (sk𝑠1 + sk𝑠
3
· H1 (md))𝑅 + (sk𝑠

2
· 𝑣)pk𝑐 )

and verified accordingly. By designing the issuance proof to prove

correct issuance of MACs based on pk𝑠
3
without having to prove

knowledge of sk𝑠
3
, we avoid an increase in the communication com-

plexity during the issuance. Since, the verifier can compute the

metadata-dependent term itself and subtract it from𝑀∗
2
when com-

puting the re-randomized public key pk∗𝑐 , we also avoid additional

communication during the redemption phase.

Private metadata bit. To include a private metadata bit in the

zkSNARK-based construction, we extend the issuer public key,

which was just a digital signature key before, with two private

bit public keys pk0

pb = sk0

pb𝐺 and pk1

pb = sk1

pb𝐺 . When issuing a

token with private bit ok, the issuer samples 𝑣
$← Z∗𝑝 , computes

𝑅 = 𝑣𝐺1 and𝑋 = 𝑣pkokpb and appends (𝑅,𝑋 ) to the message that is to

be signed, i.e., the client’s public key and the public metadata. The

issuer then signs the message and sends (𝑅,𝑋 ) together with signa-

ture 𝜎 to the client. Since the client must be assured that (𝑅,𝑋 ) has
been computed correctly, the issuer also includes zero-knowledge

proof of knowledge attesting that it knows 𝑣 such that 𝑅 = 𝑣𝐺

and 𝑋 is either equal to (𝑣pk0

pb) or (𝑣pk
1

pb). During the token re-

demption, the client re-randomizes (𝑅,𝑋 ) to (𝑅∗ = 𝑟𝑅, 𝑋 ∗ = 𝑟𝑋 )
with 𝑟

$← Z∗𝑝 and sends (𝑅∗, 𝑋 ∗) together with its zkSNARK to the

verifier, which verifies whether 𝑋 ∗ = sk0

pb𝑅
∗
or 𝑋 ∗ = sk1

pb𝑅
∗
. In the

zkSNARK, the client additionally proves that it knows 𝑟 such that

the signature is valid with respect to ( 1

𝑟
𝑅∗, 1

𝑟
𝑋 ∗).

In the EQS-based construction, we also make use of two private

bit public keys pk0

pb = sk0

pb𝐺 and pk1

pb = sk1

pb𝐺 and include a

private bit tuple (𝑅,𝑋 ) into the signed message. However, we can

use the first message component𝑀1 = 𝑣𝐺 as 𝑅 and only add a single

element (𝑋 = 𝑣 · pk𝑏pb) as fourth element to the signed message. As

before, the issuer has to include a zero-knowledge proof ensuring

that 𝑋 is computed based on either pk0

pb or pk
1

pb. For redemption,

the client additionally transmits the re-randomized 𝑋 ∗ and the

verifier can check whether 𝑋 ∗ = sk0

pb𝑀
∗
1
or 𝑋 ∗ = sk1

pb𝑀
∗
1
.

In the MAC-based construction, the issuer samples two distinct

MAC keys, sk𝑠
0
= (sk𝑠

0,1, sk
𝑠
0,2, sk

𝑠
0,3) and sk𝑠

1
= (sk𝑠

1,1, sk
𝑠
1,2, sk

𝑠
1,3),

and uses sk𝑠ok to encode bit ok into the pre-token. The issuer pub-

lishes the public keys and commitments for both of the MAC keys

and proves for each MAC that it has been issued with either of the

two MAC keys. During redemption, the verifier attempts verifica-

tion using both sk𝑠
0
and sk𝑠

1
. If verification succeeds with sk𝑠ok, the

verifier outputs private bit ok.

1.3 Related Work
Anonymous tokens have been the subject of extensive research [1,

2, 4, 5, 11, 17, 20, 21, 26, 27, 30, 37]. One line of work [17, 27, 30, 37]

bases their constructions on Oblivious Pseudo Random Functions

(OPRFs). An OPRF is two-party protocol allowing a client to obtain

a PRF evaluation on its input computed with the server’s secret

key without disclosing the input to the server. Davidson et al. [17]

introduce the concept of anonymous tokens, without public verifia-

bility or any kind of metadata. In [27] and [37], the authors extend
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the work of [17] by incorporating the private metadata bit property

in both, and the public metadata property and public verifiability

in the latter. While the construction of [37] requires bilinear pair-

ings to provide public verifiability, the work of [30] proposes the

first OPRF-based construction offering public verifiability without

relying on bilinear pairings.

An alternative approach to OPRFs adopted by [1, 2, 4, 26] is to

base anonymous tokens on blind signatures as introduced by [13,

14]. In blind signature schemes, the signer issues a signaturewithout

learning the signed message. Anonymous tokens based on blind

signatures are inherently publicly verifiable. In [4], Benhamouda

et al. propose a construction with private metadata bits based on

blind Schnorr signatures [23, 34]. Karantaidou et al. [26] utilizes

blind BLS multi-signatures [6, 8, 9] and Snowblind [16] to build

anonymous tokens with a decetralized token issuance. Amjad et

al. [1] present a construction with public metadata that is based

on RSA signatures [33]. Baldimitsi et al. [2] proposes so-called

non-interactive anonymous tokens based on non-interactive blind

signatures [25]. Non-interactive anonymous tokens allow the issuer

of a token to issue tokens to known clients without requiring the

clients to send a token request.

Another line of work [11, 20] builds anonymous tokens without

public verifiability based on algebraic MACs. In both works, the

MACs are realized as BBS signatures [7] in a pairing-free group.

Chase et al. [11] identify a weakness in the definition of the private

bit property of [27, 37] and present a MAC-based construction

addressing the identified weakness. Durak et al. [20] propose a

non-transferable anonymous token construction that deters clients

from transferring tokens between each other by binding each token

to a valuable insurance secret that needs to be known for the token

redemption – a technique known from anonymous credentials [28,

31]. Their work can be extended to support public metadata and

public verifiability. For the latter, they use bilinear pairings.

Anonymous counting tokens [5] are a special type of tokens en-
suring that each user can only get one token per context and, hence,

enabling verifiers to count the number of users that redeemed a

token for a particular context. Benhamouda et al. [5] propose sev-

eral constructions for anonymous counting tokens based on OPRFs

or equivalence class signatures. We note that policy-based tokens

can be used to instantiate counting tokens by defining a single tag

for each context. However, the constructions of [5] cannot be used

to instantiate policy-based tokens as they require communication

per issued token, while policy-based tokens require the issuance

communication to be constant.

Policy-based tokens have been introduced by Faut et al. [21]. The

authors formally define the notion of policy-based anonymous

tokens, introduce a new cryptographic primitive called group veri-

fiable random function (GVRF) and show how policy-based tokens

can be instantiated generically from GVRFs. Group verifiable ran-

dom functions allow a group manager to issue distinct member

keys that can be used to evaluate a verifiable random function (VRF)

on behalf of the group. The GVRF ensures that different members

produce distinct yet valid outputs and that these outputs cannot

be linked to the issuance of the corresponding member key. Policy-

based tokens can be constructed straightforwardly from GVRFs by

issuing pre-tokens as member keys and deriving tokens as GVRF

evaluations on the tags permitted by the policy. The authors present

an instantiation of GVRFs based on equivalence class signatures [22]

and the Dodis-Yampolskiy VRF [19]. In their construction, mem-

ber keys are issued in form of equivalence class signatures on a

generator-public key pair (𝐺, 𝑥𝐺). To evaluate the function, the

generator-public key pair is re-randomized to (𝑣𝐺, 𝑥𝑣𝐺) and the

token is computed as a Dodis-Yampolskiy VRF on the tag under

secret key 𝑥 . The authors modify the VRF such that the evaluation

is verifiable with respect to the randomized public key (𝑣𝐺, 𝑥𝑣𝐺)
instead of the original one. The resulting policy-based anonymous

token scheme avoids the use of zero-knowledge proofs in the pre-

token issuance and token redemption, and can be proven secure

without relying on the random oracle model. Our publicly verifiable

construction utilizes EQS in the same way, i.e., to authenticate a re-

randomized generator-public key pair, but employs a simpler PRF

for token computation and achieves verifiability via a Schnorr-style

zero-knowledge proof. Although the PRF and the zero-knowledge

proof used in our construction can only be proven secure in the

random oracle model, our construction significantly outperforms

that of [21] (cf. Section 6). Additionally, our framework includes

extensions for private metadata bits and public metadata while [21]

does not offer such features. Although our construction implicitly

contains a GVRF, we chose to instantiate PBAT directly to keep the

presentation concise and simple.

2 Preliminaries
We denote the security parameter by 𝜆 ∈ N, the set {1, ..., 𝑏} by
[𝑏], and the set {𝑎, 𝑎 + 1, . . . , 𝑏 − 1, 𝑏} by [𝑎, 𝑏]. When considering

sets, we always assume them to be ordered multisets. We denote

the 𝑖-th element of a set S by S[𝑖], a negligible function by negl,
computational indistinguishability of two distributions by ≈𝑐 , prob-
abilistic polynomial time algorithms by PPT, the execution of a PPT
algorithmA on input 𝑏 by 𝑎 ← A(𝑏) and, finally, the execution of

a PPT algorithm A with fixed random tape 𝑟 by 𝑎 ← A(𝑏; 𝑟 ).
We consider both standard (pairing-free) and pairing-friendly

prime-order cyclic groups. Algorithm (𝑝,G) ← GGen(1𝜆) gener-
ates a standard group G of order 𝑝 , where 𝑝 is a 𝜆-bit prime. We

assume the decisional Diffie-Hellman (DDH) assumption to hold

for GGen. Algorithm (𝑝,G1,G2,G𝑇 , e) ← BGGen(1𝜆) generates
a bilinear pairing group, in which 𝑝 is a 𝜆-bit prime, G1,G2 and

G𝑇 have order 𝑝 , and e is an efficiently computable map such that

e(𝑎𝑈 ,𝑏𝑉 ) = (𝑎𝑏)e(𝑈 ,𝑉 ) for all (𝑈 ,𝑉 , 𝑎, 𝑏) ∈ G1×G2×Z𝑝 ×Z𝑝 and
e(𝐺1,𝐺2) ≠ 1 for all generators 𝐺1 ∈ G1 and 𝐺2 ∈ G2. We denote

by G∗ = G \ {1G} the set of all generators of G for G ∈ {G,G1,G2}.
In this work, we consider Type-2 or Type-3 pairings, i.e., pairings,

in which no efficient homomorphism from G1 to G2 is known.

We assume the external Diffie-Hellman (XDH) assumption to hold

for BGGen which implies that the discrete logarithm is hard in

groups G1,G2, and G𝑇 and the decisional Diffie-Hellman (DDH)

assumption holds for BGGen with respect to Diffie-Hellman tu-

ples sampled from G1. We denote the maximal advantage of an

adversary in distinguishing DDH tuples in G1 by Advddh.

2.1 Zero Knowledge Proofs of Knowledge
A zero-knowledge proof of knowledge enables a prover to convince

a verifier that it knows a witness 𝑤 for a statement 𝑠 of a NP-

language LR with associated relation R such that (𝑠,𝑤) ∈ R. We
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denote the proof relation by ZKPR = ZKP{𝑤 : R(𝑠,𝑤) = 1} and
define non-interactive zero-knowledge proofs in the random oracle

model as follows:

Definition 1. Let R be a NP-relation, LR = {𝑠 : (𝑠,𝑤) ∈ R} be
the associated NP-language andH be a global random oracle. A non-
interactive zero-knowledge proof of knowledge for relation R consists
of the following two polynomial time algorithms (Prove,Verify) with
access to a random oracleH .

• Prove(𝑤, 𝑠) → 𝜋 : a probabilistic algorithm that takes as input a
witness𝑤 and a statement 𝑠 , and outputs a proof 𝜋 .

• Verify(𝜋, 𝑠) → 0/1: a deterministic algorithm that takes as input
a proof 𝜋 and a statement 𝑠 , and outputs either 1 accepting the
proof or 0 rejecting it.

The algorithms satisfy the following properties:

• Completeness: For all 𝜆 ∈ N and (𝑠,𝑤) ∈ R, it holds that

Pr

[
Verify(𝜋, 𝑠) = 1 : 𝜋 ← Prove(𝑤, 𝑠)

]
= 1.

• Knowledge soundness: For every 𝜆 ∈ N, PPT adversary A and
random tape 𝑟 , there exists a PPT extractor E controlling oracle
H with black-box access to A and a negligible function negl such
that

Pr

[
Verify(𝜋, 𝑠) = 1

∧(𝑠,𝑤) ∉ R :

(𝑠, 𝜋) ← A(1𝜆 ; 𝑟 )
𝑤 ← EH,A (1𝜆, 𝑟 )

]
≤ negl(𝜆) .

We assume extractor E to return ⊥ if it is not successful, i.e., we
assume that𝑤 = ⊥ if (𝑠,𝑤) ∉ R.

• Zero-knowledge: There exists a PPT simulator S controlling oracle
H such that for every (𝑠,𝑤) ∈ R it holds that

{Prove(𝑤, 𝑠)} ≈𝑐 {SH (1𝜆, 𝑠)}.

For our MAC-based construction, we require an additional prop-

erty that we call statement-oblivious knowledge soundness. In

particular, we require that the extractor, which sees only the proof,

can extract the witness and the statement under which the proof

verifies (if any). Formally, we define this property as follows:

Definition 2. A zero-knowledge proof system as defined in Defi-
nition 1 satisfies statement-oblivious knowledge soundness if for every
𝜆 ∈ N, pair of PPT adversaries (A1,A2) and random tape 𝑟 , there
exists a PPT extractor EOb controlling oracleH with black-box access
to A1 and a negligible function negl such that

Pr


Verify(𝜋, 𝑠) = 1 ∧
((𝑠,𝑤) ∉ R
∨ 𝑠 ≠ 𝑠′)

:

(state, 𝜋) ← A1 (1𝜆 ; 𝑟 )
(𝑠′,𝑤) ← EH,AOb (1

𝜆, 𝑟 )
(𝑠) ← A2 (state)

 ≤ negl(𝜆) .

We assume extractor EOb to return (⊥,⊥) if it is not successful, i.e.,
we assume that (𝑠′,𝑤) = (⊥,⊥) if Verify(𝜋, 𝑠′) = 0 or (𝑠′,𝑤) ∉ R.

The intuition for this property in Fiat Shamir-transformed sigma

protocols is that the computation of the challenge requires a random

oracle query containing the statement, which is observed by the

extractor. As the random oracle samples the challenge randomly,

the probability of guessing a correct challenge for proof 𝜋 and

statement 𝑠 without querying the oracle is negligible in the oracle’s

output domain.

2.2 Equivalence Class Signatures
We employ equivalence class signatures as introduced by [22].

While we adopt most of their definition verbatim, we explicitly

specify a security game for the unforgeability property. Through-

out, we assume that all algorithms—except for public parameter

generation—implicitly take the public parameters as their first in-

put.

Definition 3. An equivalence class signature scheme (EQS) for
messages of size ℓ > 1 with relation

R = {(𝑈 ,𝑉 ) ∈ ((G∗
1
)ℓ × (G∗

1
)ℓ ) | ∃𝑎 ∈ Z∗𝑝 : 𝑉 = 𝑎𝑈 }

is defined via the following PPT algorithms:
• BGGen(1𝜆) → pp: a bilinear-group generation algorithm

that takes as input the security parameter 𝜆 and outputs the
public parameters, i.e., the description of a bilinear group
BG = (G1,G2,G𝑇 , 𝑝,𝐺1,𝐺2, e).

• ES.KeyGen(1ℓ ) → (sk, pk): a key generation algorithm that
takes as input the size of messages in unary and outputs a
key pair.

• ES.Sign(sk, 𝑀): a signature algorithm that takes as input a
secret key and a message array of length ℓ , and outputs a
signature 𝜎 .

• ES.ChgRp(pk, 𝑀, 𝜎, 𝑟 ): a re-randomization algorithm that
takes as input a public key, a message of length ℓ , a signature
and a scalar 𝑟 ∈ Z∗𝑝 , and returns a signature 𝜎∗ on message
𝑀∗ = 𝑟 ·𝑀 .

• ES.Verify(pk, 𝑀, 𝜎) → 0/1: a signature verification algo-
rithm that takes as input a public key, a message of length
ℓ and a signature, and outputs a bit encoding validity of the
signature.

• ES.VKey(sk, pk) → 0/1: a key verification algorithm that
takes as input a key pair and outputs a bit encoding consis-
tency of the keys.

We require an EQS scheme to satisfy correctness, existentially
unforgeability under adaptive chosen-message attacks (EUF-CMA),
and perfect signature adaption.

We define the security properties as follows:

Definition 4. An EQS scheme with length parameter ℓ > 1

is correct iff for all security parameters 𝜆 ∈ N and any bilinear
group BG← BGGen(1𝜆), key pair (sk, pk) ← ES.KeyGen(BG, 1ℓ ),
message𝑀 ∈ (G∗

1
)ℓ , and exponent 𝑟 ∈ Z∗𝑝 it holds that

Pr[ES.Verify(pk, 𝑀, ES.Sign(sk, 𝑀)) = 1] = 1 and

Pr[ES.Verify(pk, 𝑟𝑀, ES.ChgRp(pk, 𝑀, ES.Sign(sk, 𝑀), 𝑟 )) = 1] = 1.

Definition 5. An EQS schemeΠeqs with length parameter ℓ > 1 is
EUF-CMA secure iff for all security parameters 𝜆 and PPT algorithms
A there exists a negligible function negl such that

Pr[Expeqs-ufΠeqs,A,ℓ (𝜆) = 1] ≤ negl(𝜆)

where Expeqs-ufΠeqs,A,ℓ is defined as in Figure 1. We denote the maximal
advantage of an adversary in winning the security game by Adveqs-uf .

Definition 6. An EQS system with length parameter ℓ > 1 sat-
isfies perfect signature adaption if for all security parameters 𝜆 and
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Experiment: Expeqs-ufΠeqs,A,ℓ (𝜆)

(1) pp← BGGen(1𝜆 ), (sk, pk) ← ES.KeyGen(1ℓ ), Q ← ∅
(2) (𝑀∗, 𝜎∗ ) ← AOSig (pp, pk)
(3) if ∃(𝑟,𝑀 ) ∈ (Z∗𝑝 × Q) : 𝑀∗ = 𝑟𝑀 return 0

(4) if ES.Verify(pk, 𝑀∗, 𝜎∗ ) = 0 return 0

(5) return 1

OSig (𝑴 ) :

(5) Q ← Q ∪ {𝑀 }
(6) return ES.Sign(sk, 𝑀 )

Figure 1: EQS unforgeability (EUF-CMA) game.

Experiment: ExpMAC
A (𝜆)

(1) Q ← ∅, (𝑝,G) ← GGen(1𝜆 ),𝐺 ← G∗, (𝑥1, 𝑥2, 𝑥3 )
$← Z3

𝑝

(2) pk
2
← 𝑥2𝐺, pk3

← 𝑥3𝐺, (𝑦∗
2
, 𝑦∗

3
, (𝑀∗

1
, 𝑀∗

2
) ) ← AOMAC,OVf (pp, pk

2
, pk

3
)

(3) if (𝑦∗
2
, 𝑦∗

3
) ∈ Q ∨𝑀∗

1
= 0 ∨𝑀∗

2
≠ (𝑥1 + 𝑥2 · 𝑦∗

2
+ 𝑥3 · 𝑦∗

3
)𝑀∗

1

return 0

else return 1

OMAC (𝒚2, 𝒚3 ) :

(4) Q ← Q ∪ { (𝑦2, 𝑦3 ) }, 𝑀1

$← G∗, 𝑀2 ← (𝑥1 + 𝑥2 · 𝑦2 + 𝑥3 · 𝑦3 )𝑀1

(5) return (𝑀1, 𝑀2 )
OVf (𝒚2, 𝒚3, (𝑴1, 𝑴2 ) ) :

(6) if 𝑀1 = 0 ∨𝑀2 ≠ (𝑥1 + 𝑥2 · 𝑦2 + 𝑥3 · 𝑦3 )𝑀1 return 0 else return 1

Figure 2: MAC unforgeability (EUF-CMA) game.

each pp ← BGGen(1𝜆) and tuple (sk, pk, 𝑀, 𝜎, 𝑟 ) with 𝑀 ∈ (G∗
1
)ℓ ,

𝑟 ∈ Z∗𝑝 , ES.VKey(pk, sk) = 1, and ES.Verify(pk, 𝑀, 𝜎) = 1, it holds
that the outputs of ES.ChgRp(pk, 𝑀, 𝜎, 𝑟 ) and ES.Sign(sk, 𝑟𝑀) are
identically distributed.

2.3 Algebraic MACs due to [12, 18]
One of our constructions employs the algebraic MAC scheme in-

troduced by [18] and proven unforgeable under chosen message

attacks including a verification oracle in the generic group model

by [12]. In their construction the MAC keys are generated as (𝑥1, 𝑥2,

𝑥3)
$← Z3

𝑝 and a MAC on a message (𝑦2, 𝑦3) ∈ Z2

𝑝 is computed as

(𝑟𝐺, (𝑥1 + 𝑥2 · 𝑦2 + 𝑥3 · 𝑦3) · (𝑟𝐺)) for 𝑟
$← Z∗𝑝 . As we make use of

the internal structure of the MAC scheme, we cannot use a generic

MAC primitive in a black-box way, but make explicitly use of their

construction. Therefore, we state the following theorem, which is

straightforwardly implied by Theorem 2 of [12].

Theorem 1. Let GGen be as above. For every 𝜆 ∈ N and PPT
adversary A there exists a negligible function negl such that

Pr[ExpMAC
A (𝜆) = 1] ≤ negl(𝜆)

where ExpMAC is defined as in Figure 2.

3 Policy-based Anonymous Tokens with Private
Metadata Bit and Public Metadata

We merge the definition of policy-based anonymous tokens [21]

with that of anonymous tokens with private metadata bits and

public metadata presented in [1, 4, 11, 27, 37]. While we follow the

approach of [21] to model the policy as a list of allowed tokens, we

omit the policy update from the formal definition. Instead, we treat

the computation and distribution of the policy as an engineering

aspect to be addressed by real-world deployments, analogous to

maintaining the set of already spent tokens. Still, we note that,

more complex policies can be realized on the application layer by

implementing the policy via a predicate function checking validity

of a tag or a tag derivation function computing a list of allowed

tags for a given public system state. The system state could, for

example, include the current date, enabling policies to activate new

tags on a daily basis without requiring additional communication.

Definition 7. A policy-based anonymous token scheme with
private metadata bit and public metadata (PB-MD-pbAT) is a tuple
of the following polynomial time algorithms:

• Setup(1𝜆) → pp: a probabilistic algorithm that takes as in-
put the security parameter and returns the public parameters.

• SKeyGen(pp) → (sk, pk): a probabilistic algorithm that
takes as input the public parameters and generates a server
key pair.

• Req(pp,md, pk) → req/state: a probabilistic algorithm that
takes as input the public parameters, some public metadata
and the public key, and produces a pre-token request and an
intermediate client state.

• Issue(pp, req,md, ok, sk) → resp/⊥: a probabilistic algo-
rithm that takes as input the public parameters, the pre-token
request, the metadata, a private bit and the server’s secret
key, and responds with a special error symbol or an issuance
tuple that can be used by the client to generate a pre-token.

• Final(pp, resp, state) → 𝜌/⊥: a deterministic algorithm that
takes as input the public parameters, the server’s issuance
tuple and the client’s intermediate state, and returns a pre-
token or a special error symbol.

• Redeem(pp, 𝜌, 𝜏) → (𝛿, 𝜔): a probabilistic algorithm that
takes as input the public parameters, a pre-token and a tag,
and outputs a token-witness pair.

• Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) → {0, 1}: a deterministic algo-
rithm that takes as input the public parameters, a policy, a
token, a tag, the public metadata, a witness and the server’s
public key, and returns a bit indicating acceptance of the
token.

• ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) → {⊥, 0, 1}: a deterministic
algorithm that takes as input the public parameters, a policy,
a token, a tag, the public metadata, a witness and the server’s
secret key, and returns an error symbol if the token is not
valid or the private bit associated with the pre-token.

We require a PB-MD-pbAT scheme to satisfy correctness, fresh-
ness, one-more unforgeability, unlinkability and private bit privacy

which are defined as below.

In a real-world deployment, the issuer executes SKeyGen(·) and
publishes pk. To request a pre-token, a client executes Req(·), sends
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req to the issuer and stores state. Upon receiving req, the issuer
executes Issue(·) and returns resp to the client, which executes

Final(·) to derive the final pre-token. To redeem a token for a tag

𝜏 , the client executes Redeem(·) and sends (𝛿, 𝜔) to the respective

verifier. The verifier checks that 𝛿 has not been received before and

executes Verify(·) to validate the token or ReadBit(·) to read the

private bit. The latter requires access to the secret issuance key.

3.1 Correctness
Correctness states that a correctly generated token verifies suc-

cessfully and that the bit read from a correctly generated token is

the one used in the issuance of the corresponding pre-token. Un-

like [21], we allow a negligible failure probability. Alternatively, we

could disallow metadata that hashes to 0. Furthermore, we require

that the attempt to read a bit only fails if the token verification with

the same parameters fails. This property formalizes the implicit

assumption that the bit reading algorithm internally executes the

token verification and returns ⊥ only if the verification fails.

Definition 8. A PB-MD-pbAT scheme is correct if for all security
parameters 𝜆 ∈ N, meta-data sizes ℓmd = ℓmd (𝜆), tag sizes ℓ𝜏 = ℓ𝜏 (𝜆),
policy sizes ℓP = ℓP (𝜆), public parameters pp← Setup(1𝜆), server
keys (sk, pk) ← SKeyGen(pp), policies P ∈ {0, 1}ℓ𝜏 ×ℓP , tags 𝜏 ∈ P,
metadata md ∈ {0, 1}ℓmd , and private bit ok ∈ {0, 1}, pre-tokens
𝜌 ← Final(pp, resp, state) with (req, state) ← Req(pp,md, pk)
and resp ← Issue(pp, req,md, ok, sk), and each image (𝛿, 𝜔) of
Redeem(pp, 𝜌, 𝜏) it holds that there exists a negligible function negl
such that

Pr[Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 0] ≤ negl(𝜆) and
Pr[ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) ≠ ok] ≤ negl(𝜆),

and if for all (pp,P, 𝛿, 𝜏,md, 𝜔, pk, sk) it holds that
Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 1

⇔ ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) ≠ ⊥.

3.2 Freshness
In real-world deployments, verifiers prevent clients from spending

the same token multiple times by checking, for each received token,

whether it has already been redeemed. Consequently, we require a

freshness property, which guarantees that tokens generated from

different honestly produced pre-tokens or from different tags are

distinct. Formally, we define freshness as follows:

Definition 9. A PB-MD-pbAT scheme satisfies freshness if for
all security parameters 𝜆 ∈ N, meta-data sizes ℓmd = ℓmd (𝜆), tag
sizes ℓ𝜏 = ℓ𝜏 (𝜆), policy sizes ℓP = ℓP (𝜆), public parameters pp ←
Setup(1𝜆), server keys (sk, pk) ← SKeyGen(pp), metadata md1,

md2 ∈ {0, 1}ℓmd and private bits ok1, ok2 ∈ {0, 1}. there exists a
negligible function such that

Pr



𝛿0,0 = 𝛿0,1 ∨ 𝛿0,0 = 𝛿1,0 ∨ 𝛿0,0 = 𝛿1,1 :

P $← {0, 1}ℓ𝜏 ×ℓP , 𝜏0

$← P, 𝜏1

$← (P \ {𝜏0}),
(req𝑏 , state𝑏 ) ← Req(pp,md𝑏 , pk) for 𝑏 ∈ {0, 1},
resp𝑏 ← Issue(pp, req𝑏 ,md𝑏 , ok𝑏 , sk) for 𝑏 ∈ {0, 1},
𝜌𝑏 ← Final(pp, resp𝑏 , state𝑏 ) for 𝑏 ∈ {0, 1},
(𝛿𝑏,𝑡 , 𝜔𝑏,𝑡 ) ← Redeem(pp, 𝜌𝑏 , 𝜏𝑡 ) for 𝑏, 𝑡 ∈ {0, 1}


≤ negl(𝜆).

3.3 Unforgeability
We require that an adversary cannot produce more tokens for a

given combination of public metadata and private bit than permitted

by the policy for the number of pre-tokens issued for the given

combination. This notion does not only require that an adversary

cannot forge more tokens than permitted by the policy and the

number of issued tokens, as done in [21], but also requires that

a token generated from a pre-token issued for a combination of

public metadata and private bit can only be verified with respect

to the same combination. Formally, unforgeability is defined as

follows:

Definition 10. A PB-MD-pbAT scheme Π is unforgeable if for
all security parameters 𝜆 ∈ N, natural number 𝑛 > 0 and PPT
adversaries A there exists a negligible function negl such that

Pr[ExpufΠ,A,𝑛 (𝜆) = 1] ≤ negl(𝜆),

where ExpufΠ,A is defined as in Figure 3.

3.4 Unlinkability
Unlinkability requires that the redemption of a token cannot be

linked to the issuance of the token’s pre-token or the redemption

of another token derived from the same pre-token with a different

tag. Formally, we define a security game, in which the adversary

specifies a set of pre-tokens (via their indices) and a tag and receives

a challenge containing a position 𝑘 and a randomly permuted list

of all tokens generated by the specified pre-tokens for the given

tag. The adversary wins if it can find the index of the pre-token

that has been used to generate the token at the 𝑘-th position after

permutation. To ensure unlinkability between tokens generated by

the same pre-token, we grant the adversary access to a redemption

oracle, which provides the adversary with tokens generated with

arbitrary pre-tokens (identified via an index) and tags. Obviously,

the adversary is not allowed to query tokens that will end up in the

challenge. This notion constitutes an extension of the unlinkability

notion of [11].

Definition 11. A PB-MD-pbAT scheme Π is 𝜖-unlinkable if for
all security parameters 𝜆 ∈ N, integers 𝑛 > 0 and PPT adversariesA
there exists a negligible function negl such that

Pr[ExpulΠ,A,𝑛 (𝜆) = 1] ≤ 𝜖
𝑛
+ negl(𝜆),

where ExpulΠ,A,𝑛 is defined as in Figure 5.

The bound
𝜖
𝑛
stems from the fact that the issuer chooses the

private bit embedded into the pre-tokens and observes the bit of

received tokens. Consequently, the issuer can trivially reduce the

anonymity set of a received token to all pre-token issuances ex-

ecuted with the private bit observed in that token. Consider an

adversary in the security game that selects 𝑛𝑏 pre-tokens with bit

𝑏 for 𝑏 ∈ {0, 1} and let 𝑛 = 𝑛0 + 𝑛1 be the total number of selected

pre-tokens. The adversary extracts bit 𝑏∗ from the challenged token

(𝛿𝜙 (𝑘 ) ) and then guesses at random among the indices where bit

𝑏 = 𝑏∗ was used in the pre-token issuance. The adversary wins

with probability
𝑛0

𝑛
· 1

𝑛0

+ 𝑛1

𝑛
· 1

𝑛1

= 2

𝑛
. We require that guessing a

random pre-token in the set of pre-tokens issued with the private

bit embedded into the challenged token to be the best strategy and,

hence, focus on 2-unlinkability in this work.
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Experiment: ExpufΠ,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), (sk, pk) ← SKeyGen(pp)
(2) (P, ok∗,md∗, { (𝛿𝑖 , 𝜏𝑖 , 𝜔𝑖 ) }𝑖∈ [𝑛] ) ← AOIs,ORB (pp, pk)
(3) if ∃𝑖 ∈ [𝑛] s.t. ReadBit(pp, P, 𝛿𝑖 , 𝜏𝑖 ,md, 𝜔𝑖 , sk) ≠ ok∗ then return 0

(4) if | P | · 𝑖ok∗,md∗ ≥ 𝑛 or ∃𝑖 ≠ 𝑗 s.t. 𝛿𝑖 = 𝛿 𝑗 then return 0 else return 1

OIs (req,md, ok) :
(5) if 𝑖ok,md = null, then 𝑖ok,md ← 1 else 𝑖ok,md ← 𝑖ok,md + 1

(6) return resp← Issue(pp, req,md, ok, sk)
ORB (P, 𝜹, 𝝉,md, 𝝎 ) :
(5) return ReadBit(pp, P, 𝛿, 𝜏,md, 𝜔, sk)

Figure 3: Unforgeability security game.

Experiment: ExpulΠ,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), 𝑗 ← 0, Qredeem ← ∅
(2) (pk, 𝑠0 ) ← A(0, pp), (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(3) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(4) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(5) if Q contains duplicates return 0

(6) ∀𝑖 ∈ Q : (𝛿𝑖 , ·, 𝜔𝑖 ) ← Redeem(pp, 𝜌𝑖 , 𝜏 )
(7) 𝑘

$← Q, pick a random permutation 𝜙 of Q
(8) 𝑘∗ ← A(2, 𝑠1, 𝜙 (𝑘 ), {𝛿𝜙 (𝑖 ) , 𝜔𝜙 (𝑖 ) }𝑖∈Q )
(9) if 𝑘 = 𝑘∗ return 1 else return 0

OReq (𝒋,md) :

(10) 𝑗 ← 𝑗 + 1,md𝑗 ← md, (req𝑗 , state𝑗 ) ← Req(pp,md, pk)
(11) return req𝑗

OIs ( 𝒊, resp) :
(12) if state𝑖 = null ∨ 𝜌𝑖 ≠ null return ⊥
(13) 𝜌𝑖 ← Final(pp, resp, state𝑖 )
(14) if 𝜌𝑖 = ⊥ return 0 else return 1

ORd ( 𝒊, 𝝉 ) :
(15) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(16) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }
(17) return Redeem(pp, 𝜌𝑖 , 𝜏 )

Figure 4: Unlinkability security game.

3.5 Private Bit Privacy
We require that an adversary cannot distinguish the private meta-

data bit embedded into a pre-token. To formalize this property, we

adapt the definition of [11] to the setting of policy-based tokens.

Most importantly, we issue pre-tokens rather than plain tokens

and remove the token verification oracle, since tokens are publicly

verifiable via Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk).

Definition 12. A PB-MD-pbAT scheme Π is private bit private
if for all security parameters 𝜆 ∈ N and PPT adversaries A there
exists a negligible function negl such that

| Pr[ExppbpΠ,A,0 (𝜆) = 1] − Pr[ExppbpΠ,A,1 (𝜆) = 1] | ≤ negl(𝜆),

where Exppbp
Π,A,ok∗ is defined as in Figure 5.

Experiment: Exppbp
Π,A,ok∗ (𝜆)

(1) pp← Setup(1𝜆 ), (sk, pk) ← SKeyGen(pp), 𝑐 ← 0

(2) return AOIs,OCh,ORB (pp, pk)
OIs (ok,md, req) :
(1) return Issue(pp, req,md, ok, sk)
OCh (md, req) :
(1) if 𝑐 = 1 return ⊥
(2) 𝑐 ← 1, md∗ ← md
(3) return Issue(pp, req,md, ok∗, sk)
ORB (P, 𝜹, 𝝉,md, 𝝎 ) :

(1) if 𝑐 = 1 ∧md =md∗ return ⊥
(2) return ReadBit(pp, P, 𝛿, 𝜏,md, 𝜔, sk)

Figure 5: Private bit privacy security game.

3.6 Without Public Verifiability
Our definition requires tokens to be publicly verifiable, i.e., requires

the existence of a verification algorithm Verify that validates tokens
based on the issuer’s public key, without knowledge of the secret

issuance key. However, we also present a construction that sacri-

fices public verifiability in exchange for improved efficiency. To

adapt the definition of policy-based anonymous tokens with meta-

data to privately verifiable policy-based anonymous tokens with

metadata, one simply removes the verification algorithm Verify,
replaces all occurrences of Verify(. . . , pk) = 1 in the definitions

by ReadBit(. . . , sk) ≠ ⊥ and occurrences of Verify(. . . , pk) = 0 by

ReadBit(. . . , sk) = ⊥ and augments the private bit privacy security

games with a verification oracle that receives (P, 𝛿, 𝜏,md, 𝜔) and
returns 0 if ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) = ⊥ and 1 otherwise.

4 Publicly Verifiable Policy-based Tokens with
Metadata from Equivalence Class Signatures

Since we provide an extensive Technical Overview (c.f. Section1.2),

we will focus on the technical presentation of our construction

in the following. Furthermore, we present additional extensions,

i.e., for non-interactiveness, non-transferability and hidden tags in

Appendix A.

4.1 The Construction
We present our construction in Figure 6. The core idea is to encode

the pre-token’s relevant information, the client’s key sk𝑐 , the meta-

data md, and the private bit ok in a message (𝑅, sk𝑐𝑅,H1 (md) ·
𝑅, skokpb𝑅) that is signed via an equivalence class signature scheme.

For redemption, the client re-randomizes the signature and the

message. While the re-randomization prevents the server from

linking the re-randomized signature or re-randomized message

(𝑅∗, 𝑀1, 𝑀2, 𝑀3) to the original, it ensures that the discrete log-

arithm of 𝑀1, 𝑀2, and 𝑀3 to 𝑅∗ remains constant. Besides bind-

ing the message to the metadata and the private bit, this also al-

lows us to authenticate the token 𝛿 = sk𝑐 · H2 (𝜏) by proving that

dlog𝑅∗ (𝑀1) = dlogH2 (𝜏 ) (𝛿).
We note that the construction can straightforwardly be adapted

to remove support for the public metadata and the private bit. This

8



improves both communication and computation complexity. We

provide more details of the influence of the individual properties on

the construction’s complexity in Section 6. Interestingly, the zero-

knowledge proof of knowledge of sk𝑐 created by the client as part

of its request is only required for the private bit privacy property. A

scheme without a private metadata bit can be instantiated without

the request proof.

Finally, we note that clients can remove the variable 𝑋 ∗ from
the witness if they know that the verifier is in possession of the

secret issuance key, e.g., if the verifier can also read the private bit. A

verifier in possession of the secret issuance key can compute the two

possible 𝑋 ∗ candidates based on 𝑅∗ and perform two verifications,

one for each candidate.

4.2 Zero-knowledge Proofs
Our construction utilizes four different zero-knowledge proof of

knowledge systems. We introduce the proof systems in the fol-

lowing. If the underlying equivalence class signature scheme is

instantiated according to [22], all proof systems can be instantiated

with generalized Schnorr proofs [34] as detailed in Appendix D.

The server public key pk contains a zero-knowledge proof 𝜋pk
ensuring the clients that the equivalence class signature public key

pkeqs has been generated correctly or, to be more precise, that the

server knows the secret key skeqs corresponding to pkeqs. We define

the following proof relation

ZKPeqs = ZKP
{
skeqs : ES.VKey(pp, skeqs, pkeqs) = 1

}
and assume (ZKPeqs .Prove,ZKPeqs .Verify) to be a zero-knowledge

proof of knowledge for relation ZKPeqs.
To request a token token, the client sends a public key pk𝑐 =

sk𝑐𝐺1 to the server and proves in zero-knowledge that it knows

the corresponding secret key sk𝑐 . For this proof system, we define

relation

ZKPdlog = ZKP
{
sk𝑐 : pk𝑐 = sk𝑐𝐺1

}
and assume (ZKPdlog .Prove,ZKPdlog .Verify) to be a secure zero-

knowledge proof of knowledge for relation ZKPdlog.
If a malicious server is able to embed arbitrary private infor-

mation into the pre-token, it can use the information to break

unlinkability of tokens. Hence, we have to ensure that the private

information is just a single bit. Therefore, we require the server to

proof that it used one of the two public private bit labels pk0

pb, pk
1

pb
to generate a pre-token. Formally, we define the following proof

relation

ZKPeq-or = ZKP
{
(𝑣, 𝑏) : 𝑅 = 𝑣𝐺1 ∧ 𝑋 = 𝑣 · pk𝑏pb

}
and assume (ZKPeq-or .Prove,ZKPeq-or .Verify) to be a secure zero-

knowledge proof of knowledge for relation ZKPeq-or.
Finally, the client has to prove that the pre-token’s secret key sk𝑐

used for the token computation is the one that is authenticated by

the equivalence class signatures, i.e., equals the discrete logarithm

of the re-randomized message’s second component pk∗𝑐 to the basis
𝑅∗, which is the first component. We define the following relation

ZKPeq = ZKP
{
sk𝑐 : 𝛿 = sk𝑐𝑇 ∧ pk∗𝑐 = sk𝑐𝑅∗

}

Construction 1: EQS-based PB-MD-pbAT

Setup(1𝝀 ) :
(1) Output pp = (G1,G2,G𝑇 , 𝑝,𝐺1,𝐺2, 𝑒 ) ← BGGen(1𝜆 ) .
SKeyGen(pp) :
(2) Compute (skeqs, pkeqs ) ← ES.KeyGen(14 ) .
(3) Compute 𝜋pk ← ZKPeqs .Prove(skeqs, (pp, pkeqs ) ) .

(4) Sample sk𝑏pb
$← Z𝑝 and compute pk𝑏pb ← sk𝑏pb𝐺1 for 𝑏 ∈ {0, 1}.

(5) Define pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb )
and sk← (skeqs, sk0

pb, sk
1

pb, pk) .
(6) Output (sk, pk) .
Req(pp,md, pk) :
(7) If ZKPeqs .Verify(𝜋pk, (pp, pkeqs ) ) = 0, output (⊥,⊥) .

(This step is only executed once per server public key.)

(8) Sample sk𝑐
$← Z𝑝 and compute pk𝑐 ← sk𝑐𝐺1 .

(9) Compute 𝜋req ← ZKPdlog .Prove(sk𝑐 , (𝐺1, pk𝑐 ) ) .
(10) Output req = (pk𝑐 , 𝜋req ) and state = (sk𝑐 ,md, pk) .

Issue(pp, req,md, ok, sk) :
(11) If ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0, output ⊥.

(12) Sample 𝑣
$← Z∗𝑝 and define 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐 and 𝑋 ← 𝑣 · pkokpb .

(13) Compute 𝜋is ← ZKPeq-or .Prove( (𝑣, ok), (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) .
(14) Compute𝑚 ← H1 (md) and definemsg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ) .
(15) Compute 𝜎 ← ES.Sign(skeqs,msg) .
(16) Output resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )
Final(pp, resp, state) :
(17) If state = ⊥, output ⊥.
(18) Compute𝑚 ← H1 (md) and definemsg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ) .
(19) If pk′𝑐 ≠ sk𝑐𝑅, output ⊥.
(20) If ZKPeq-or .Verify(𝜋is, (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) = 0, output ⊥.
(21) If ES.Verify(pkeqs,msg, 𝜎 ) = 0, output ⊥.
(22) Output 𝜌 = (msg, sk𝑐 , 𝜎 ) .
Redeem(pp, 𝝆, 𝝉 ) :

(23) Sample 𝑟
$← Z∗𝑝 and computemsg∗ = 𝑟 · msg and 𝛿 ← sk𝑐H2 (𝜏 ) .

(24) Let (𝑅∗, pk∗𝑐 , 𝑀∗, 𝑋 ∗ ) =msg∗ .
(25) Compute 𝜎∗ ← ES.ChgRp(pkeqs,msg, 𝜎, 𝑟 ) .
(26) Compute 𝜋red ← ZKPeq .Prove( (sk𝑐 ), (pk∗𝑐 , 𝛿, 𝑅∗,H2 (𝜏 ) ) .
(27) Output (𝛿, 𝜏,𝜔 = (𝑅∗, pk∗𝑐 , 𝑋 ∗, 𝜎∗, 𝜋red ) ) .

Verify(pp, P, 𝜹, 𝝉,md, 𝝎, pk) :
(28) If 𝜏 ∉ P, output 0.

(29) Definemsg← (𝑅∗, pk∗𝑐 ,H1 (md) · 𝑅∗, 𝑋 ∗ ) .
(30) If ES.Verify(pkeqs,msg, 𝜎∗ ) = 0, output 0.

(31) Output ZKPeq .Verify(𝜋red, (pk∗𝑐 , 𝛿, 𝑅∗,H2 (𝜏 ) ) .

ReadBit(pp, P, 𝜹, 𝝉,md, 𝝎, sk) :
(32) If Verify(pp, P, 𝛿, 𝜏,md, 𝜔, pk) = 0, output ⊥.
(33) If 𝑋 ∗ = sk1

pb𝑅
∗
, output 1. Otherwise, output 0.

Figure 6: PB-MD-pbAT construction based on equivalence
class signatures.

and assume (ZKPeq .Prove,ZKPeq .Verify) to be a zero-knowledge

proof of knowledge for relation ZKPeq.

4.3 Security
With regard to security, we state the following theorem:
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Theorem 2. LetH1 andH2 be random oracles, let ES be a secure
equivalence class signature scheme as defined in Definitions 3-6 and
let (ZKPrel .Prove,ZKPrel .Verify) be a secure zero-knowledge proof
of knowledge for relation ZKPrel according to Definition 1 for rel ∈
{eqs, dlog, eq-or, eq}. Assume that the XDH assumption holds for
BGGen. Then, the construction described in Construction 1 (Figure 6)
is a secure PB-MD-pbAT scheme according to Definitions 7-12.

We present a detailed security proof determining the concrete

security of the construction in Appendix B.

5 Privately Verifiable Policy-based Tokens from
Algebraic MACs

In this section, we present our policy-based token scheme with

metadata based on the algebraic MACs construction of [18]. This

construction sacrifices public verifiability of tokens to increase the

efficiency, both in terms of communication and computation.

5.1 The Construction
The construction is presented in Figure 7.We encode the pre-token’s

information in a message (sk𝑐 ,H1 (md)) that is authenticated via an
algebraic MAC (𝑀1, 𝑀2) = (𝑣𝐺, (sk𝑠𝑏,1+sk

𝑠
𝑏,2
·sk𝑐 +sk𝑠𝑏,3 ·H1 (md)) ·

𝑣𝐺). To encode the private bit, we make use of two different MAC

keys, one for each bit 𝑏. As the client requesting a pre-token cannot

send sk𝑐 in clear, it sends a public key pk𝑐 = sk𝑐𝐺 and proves that it

knows dlog𝐺 (pk𝑐 ). The MAC is then computed based on pk𝑐 ; note
that (sk𝑠

𝑏,2
· sk𝑐 ) · 𝑣𝐺 = (sk𝑠

𝑏,2
· 𝑣)pk𝑐 . To prevent malicious issuers

from issuing inconsistent MACs, e.g., to break the unlinkability

guarantees, we require the issuer to proof correct issuance of the

MACs in zero-knowledge. However, in order to proof that a MAC

has been generated correctly, it is necessary for the issuer to publish

some kind of public key that can be used as a reference for binding

the issuer to its MAC keys. For the second and third MAC key

component, the issuer publishes public keys pk𝑠
𝑏,𝑖

= sk𝑠
𝑏,𝑖
𝐺 for

𝑏{0, 1} and 𝑖 ∈ {2, 3}. Unfortunately, the MAC scheme does not

allow publishing pk𝑠
𝑏,1

= sk𝑠
𝑏,1
𝐺 . Hence, we include a Pedersen [32]

commitment 𝐶𝑏 = 𝑢𝑏𝐺sk
𝑠
𝑏,1
𝐻 for 𝑢𝑏

$← Z𝑝 on the first MAC key

component into the public key. When issuing a pre-token, the issuer

proves that the MAC has been created correctly with respect to one

of the secret MAC keys committed to via the Pedersen commitment

𝐶𝑏 and public keys (pk𝑠
𝑏,2
, pk𝑠

𝑏,3
) without disclosing the bit 𝑏.

For the redemption, the client re-randomized theMAC to (𝑀∗
1
, 𝑀∗

2
) =

(𝑟𝑀1, 𝑟𝑀2) which authenticates the randomized client public key

pk′𝑐 = sk𝑐 (𝑟𝑀∗1 ). With the re-randomized public key, the client au-

thenticates the token 𝛿 = sk𝑐 ·H2 (𝜏) by proving that dlogH2 (𝜏 ) (𝛿) =
dlog𝑀∗

1

(pk′𝑐 ).

5.2 Zero-knowledge Proofs
In addition to the zero knowledge proof systems (ZKPdlog .Prove,
ZKPdlog .Verify) and (ZKPeq .Prove,ZKPeq .Verify) introduced above,
we make use of two additional proof systems. Both proof systems

can be efficiently instantiated with generalized Schnorr proofs as

illustrated in Appendix D.

For the public keys {pk𝑠
𝑏,𝑖
}𝑏∈{0,1},𝑖∈{2,3} , the issuer publishes a

zero-knowledge proof of knowledge of the corresponding secret

keys. Formally, we define the following relation

ZKP4DL = ZKP
{
({sk𝑠𝑖 }𝑖∈{2,3}) : pk𝑠𝑖 = sk𝑠𝑖𝐺 for 𝑖 ∈ {2, 3}

}
and assume (ZKP4DL .Prove,ZKP4DL .Verify) to be a secure zero-

knowledge proof of knowledge for relation ZKP4DL.
When issuing a pre-token, the issuer has to prove correct creation

of the MAC. The corresponding proof relation is defined as

ZKPPdOr = ZKP
{
(sk𝑠

𝑏,1
, 𝑢𝑏 , 𝑣, 𝑏) : 𝐶𝑏 = 𝑢𝑏𝐺 + sk𝑠𝑏𝐻

∧𝑀1 = 𝑣𝐺 ∧𝑀2 = sk𝑠
𝑏,1
𝑀1 + 𝑣𝐾𝑏

}
.

where 𝐾𝑏 is computed by the prover as 𝐾𝑏 = H1 (md) · pk𝑠
𝑏,3
+

sk𝑠
𝑏,2
· pk𝑐 and by the verifier as 𝐾𝑏 =H1 (md) · pk𝑠

𝑏,3
+ sk𝑐 · pk𝑠𝑏,2.

We assume (ZKPPdOr .Prove, ZKPPdOr .Verify) to be a secure zero-

knowledge proof of knowledge for relation ZKPPdOr.

5.3 Security
With regard to security, we state the following theorem:

Theorem 3. LetH1 andH2 be random oracles, let (ZKPrel .Prove,
ZKPrel .Verify) be secure zero-knowledge proofs of knowledge for rela-
tion ZKPrel according to Definition 1 for rel ∈ {4DL, dlog, PdOr, eq},
and let (ZKPeq .Prove,ZKPeq .Verify) satisfy statement-oblivious knowl-
edge soundness according to Definition 2. Assume Theorem 1 and the
DDH assumption to hold for group generation algorithm GGen. Then,
the construction described in Construction 2 (Figure 7) is a secure
privately verifiable PB-MD-pbAT scheme according to the adaption
of Definitions 7-12 described in Section 3.6.

We provide a proof draft in Appendix C.

6 Evaluation
We have implemented the three constructions that are part of our

framework, all with and without the private bit and public metadata

property, executed benchmarks and analyzed the communication

complexity. For comparison, we have also implemented the policy-

based anonymous token scheme of [21] and the state-of-the-art

standard anonymous token scheme Privacy Pass [17]. As the proto-

col of [17] incorporates additional features going beyond the scope

of anonymous tokens, e.g., the identification of the requested re-

source via some requested binding data, we trim the Privacy Pass

protocol to the plain anonymous token scheme to ensure a fair

comparison. Most importantly, we remove the token-based HMAC

computation in the redemption phase and simply send the token

received during the token issuance in clear.

We instantiate the equivalence class signature scheme in the

implementation of our EQS-based construction and the implemen-

tation of [21] with the scheme proposed by [22]. For the signature

scheme and the zkSNARK in our zkSNARK-based construction, we

make use of Schnorr signatures [34] and the Groth16 [24] proof

system. The advantage of the Groth16 proof system is its small

proof size that is independent of the proof relation’s complexity.

The major downside of Groth16 is the toxic waste produced dur-

ing the generation of the proof system’s parameters that can be

used to forge proofs for statements without the knowledge of the

corresponding witness. However, in our setting, we have a central

authority for issuing tokens, the token issuer, that, hence, can be
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Construction 2: MAC-based PB-MD-pbAT

Setup(1𝝀 ) :

(1) Sample (G, 𝑝,𝐺 ) ← GGen(1𝜆 ) and 𝐻 $← G∗ and output pp =

(G, 𝑝,𝐺,𝐻 ) .
SKeyGen(pp) :

(2) Sample sk𝑠
𝑏,𝑖
,𝑢𝑏

$← Z𝑝 for 𝑏 ∈ {0, 1} and 𝑖 ∈ [3].
(3) Compute pk𝑠

𝑏,𝑖
← sk𝑠

𝑏,𝑖
𝐺 for 𝑏 ∈ {0, 1} and 𝑖 ∈ {2, 3},

𝐶𝑏 ← 𝑢𝑏𝐺 + sk𝑠𝑏𝐻 for 𝑏 ∈ {0, 1}
and𝜋pk ← ZKP4DL .Prove({sk𝑠𝑏,𝑖 }𝑏∈{0,1},𝑖∈{2,3}, (𝐺, {pk

𝑠
𝑏,𝑖
}𝑏∈{0,1},𝑖∈{2,3} ) .

(4) Define pk = ({𝐶𝑏 , {pk𝑠𝑏,𝑖 }𝑖∈{2,3} }𝑏∈{0,1}, 𝜋pk )
and sk = ({𝑢𝑏 , {sk𝑠𝑏,𝑖 }𝑖∈ [3] }𝑏∈{0,1}, pk) and output (sk, pk) .

Req(pp,md, pk) :
(5) If ZKP4DL .Verify(𝜋pk, (𝐺, {pk𝑠𝑏,𝑖 }𝑏∈{0,1},𝑖∈{2,3} ) ) = 0, output (⊥,⊥)

(This step is only executed once per server public key.)

(6) Sample sk𝑐
$← Z𝑝 and compute pk𝑐 ← sk𝑐𝐺

and 𝐾𝑏 ← sk𝑐pk𝑠𝑏,2 + H1 (md) · pk𝑠
𝑏,3

for 𝑏 ∈ {0, 1}.
(7) Compute 𝜋req ← ZKPdlog .Prove(sk𝑐 , (𝐺, pk𝑐 ) ) .
(8) Output (req = (pk𝑐 , 𝜋req ), state = (sk𝑐 , pk, 𝐾0, 𝐾1 ) ) .

Issue(pp, req,md, ok, sk) :
(9) If ZKPdlog .Verify(𝜋req, (𝐺, pk𝑐 ) ) = 0, output ⊥.

(10) Sample 𝑣
$← Z∗𝑝 and compute

𝐾𝑏 ← sk𝑠ok,2 · pk𝑐 + H1 (md) · pk𝑠
𝑏,3

for 𝑏 ∈ {0, 1},
𝑀1 ← 𝑣𝐺 ,𝑀2 ← sk𝑠ok,1𝑀1 + 𝑣𝐾ok , and

𝜋is ← ZKPPdOr .Prove( (sk𝑠ok,1,𝑢ok, 𝑣, ok), (𝐺,𝐻,𝑀1, 𝑀2, {𝐶𝑏 , 𝐾𝑏 }𝑏∈{0,1} ) ) .
(11) Output resp = (𝑀1, 𝑀2, 𝜋is ) .
Final(pp, resp, state) :
(12) If ZKPPdOr .Verify(𝜋is, (𝐺,𝐻,𝑀1, 𝑀2, {𝐶𝑏 , 𝐾𝑏 }𝑏∈{0,1} ) ) = 0

or state = ⊥, output ⊥.
(13) Output 𝜌 = (sk𝑐 , 𝑀1, 𝑀2 ) .
Redeem(pp, 𝝆, 𝝉 ) :

(14) Sample 𝑟
$← Z∗𝑝 and compute𝑀∗

1
← 𝑟𝑀1, 𝑀

∗
2
← 𝑟𝑀2 , pk∗𝑐 ← sk𝑐𝑀∗

1

and 𝛿 ← sk𝑐H(𝜏 ) .
(15) Compute 𝜋red ← ZKPeq .Prove(sk𝑐 , (pk∗𝑐 , 𝛿,𝑀∗1 ,H2 (𝜏 ) ) .
(16) Output (𝛿, 𝜏,𝜔 = (𝑀∗

1
, 𝑀∗

2
, 𝜋red ) ) .

ReadBit(pp, P, 𝜹, 𝝉,md, 𝝎, pk) :
(17) If 𝜏 ∉ P or𝑀∗

1
= 0, output ⊥.

(18) For 𝑏 ∈ {0, 1}, compute

pk∗
𝑏
← 1

sk𝑠
𝑏,2

(𝑀∗
2
− (sk𝑠

𝑏,1
+ sk𝑠

𝑏,3
· H1 (md) ) ·𝑀∗

1
)

and ok𝑏 ← ZKPeq .Verify(𝜋red, (pk∗𝑏 , 𝛿,𝑀∗1 ,H(𝜏 ) ) .
(19) Output ⊥ if ok0 = ok1 = 0, 1 if ok1 = 1 and 0 otherwise.

Figure 7: PB-MD-pbAT construction based on algebraic MACs.

trusted with the generation of the zkSNARK parameters – leaking

the toxic waste is equivalent to leaking the issuance keys, which is

against the issuer’s own security interests.

6.1 Benchmarks
Experimental setup. We have implemented the constructions and

benchmarks in Rust (compiled with rustc 1.84.0 (9fc6b4312)) and

executed all our benchmarks on a Laptop with an Intel(R) Core(TM)

i7-1360P @ 2.20 GHz processor and 16GB of RAM. All benchmarks

are repeated 100 times.Wemeasure the execution time of server and

client in the request phase and the redemption phase individually.

As the client’s request submission and finalization are executed

non-continuously, we measure these steps individually, sum them

up, and report them as request runtime. Our experiments do not

consider network delays. The overhead of message transmission

can be incorporated based on the respective network setting and

the communication complexity reported in Section 6.2.

We benchmark each of our constructions without any metadata,

with the private metadata bit property, with the public metadata

property, andwith both properties. In the constructions with the pri-

vate metadata bit property, we do not differentiate between Verify
and ReadBit and report the runtime of ReadBit as the token verifi-

cation runtime. As Privacy Pass supports a batched token issuance,

we bench the token issuance for batches of 𝑁 ∈ {1, 10, 25, 50, 100}
tokens. Since the batched issuance does not affect the redemption,

we only consider redemptions of single tokens.

We use the BLS12-381 curve for the implementations of our

EQS-based construction and the construction of [21], and the Ban-

dersnatch [29] curve for the implementations of the MAC-based

construction and Privacy Pass [17]. In the implementation of the

zkSNARK-based construction, we utilize the Bandersnatch curve for

the protocol implementation and base the zkSNARK on the BLS12-
381 curve. For all curve operations as well as the zkSNARK compu-

tation and verification, we utilize the Arkworks framework [15].

Results. We display the results of our benchmarks in Figures 8, 9,

and 10. In Figure 8, we compare the runtime of our EQS-based and

MAC-based constructions with Privacy Pass [17] (with batch sizes

of 1 and 10) and the construction of Faut et al. [21]. The runtime

of the Privacy Pass request and issuance increases approximately

linearly as the batch size increases, i.e., the request runtime and the

issuance runtime in ms increase to (9.8, 19, 41.1) and (6, 13.4, 26.3)
for batches of 𝑁 = (25, 50, 100). In Figure 9, we report the runtime

of our zkSNARK-based instantiation. Its runtime is comparable to

the other constructions in all steps but the client’s token redemp-

tion. During the token redemption, the client creates a zkSNARK,

which requires roughly two orders of magnitude more time than

the redemption in the other constructions. Finally, we display the

client and server initialization runtime of all constructions in Fig-

ure 10. In the EQS-based and MAC-based construction, we move

the verification of the issuer keys during the request algorithm into

a dedicated client-side initialization as the verification needs to be

performed just once. Furthermore, we assign the task of creating

the zkSNARK parameters in our zkSNARK-based construction to

the issuer as part of the issuance key generation. In some construc-

tions, clients do not need a dedicated initialization, i.e., if they do

not need to verify the server’s public key, which is why we include

only some of the constructions in the client initialization part.

6.2 Communication Complexity
In Table 1, we report the communication complexity of the plain

versions of all our constructions as well as the additional overhead

introduced by including the private metadata bit or the public meta-

data property. For comparison, we also include the communication

complexity of Privacy Pass [17] and Faut et al. [21]. We encode

points in G on the Bandersnatch curve with 32 bytes, points in

G1, G2 and G𝑇 on the BLS12-381 curve with 48, 96 and 576 bytes,

and scalars in both curves with 32 bytes. The Groth16 zkSNARK
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Figure 8: Runtime of our EQS-based and MAC-based con-
structions with and without private metadata bits and public
metadata and our implementations of [17] and [21]. For [17],
we also report the cost for issuing a batch of 10 tokens at
once. As batching has not effect on the redemption, we only
report this number for the issuance.
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Figure 9: Runtime of our zkSNARK-based construction with
and without private metadata bits and public metadata. The
zkSNARK circuits consist of 11 582, 19 298, 11 969, and 19 685

constraints (plain, private-bit, public-metadata, both).
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Faut et al. [21]

300 400 [ms]

Server
C
lient

Figure 10: Runtime of the server initialization and the client
initialization (if required) for all constructions.

Table 1: Communication complexity in bytes of our construc-
tions, Privacy Pass [17], and Faut et al. [21] as well as the
overhead of adding the private metadata bit and the public
metadata property to our constructions.

Issuance Redemption
Client Server Client

Privacy Pass [17] 32 B 96 B 64 B

+ each extra token 32 B 32 B 64 B

Faut et al. [21] 96 B
2

192 B log
256
(ℓP ) + 960 B

EQS-based 48 B 288 B log
256
(ℓP ) + 400 B

+ private bit 64 B 176 B 48 B

+ public metadata 0 B 0 B 0 B

MAC-based 96 B 192 B log
256
(ℓP ) + 160 B

+ private bit 0 B 128 B 0 B

+ public metadata 0 B 0 B 0 B

zkSNARK-based 32 B 64 B log
256
(ℓP ) + 224 B

+ private bit 0 B 64 B 64 B

+ public metadata 0 B 0 B 0 B

consists of two elements of the underlying pairing-friendly curve’s

first group and one of the second group, i.e., 192 bytes. Finally, we

denote the size of the policy by ℓP and the byte length of tags by ℓ𝜏 .

We encode the tag within the client’s redemption message as an

index pointing to the tag’s position in the policy. Furthermore, we do

not explicitly report the communication of updating or announcing

the policy as this strongly depends on the policy update mechanism.

To name a few examples, policies can be realized as an interval of

integers encoded via their first and last elements, policies can be

valid for a long time such that multiple pre-tokens issued to the

same party are valid with respect to the same policy, and policies

can be self-updating based on pre-defined rules such as “every

day, the policy is updated to contain just the current date”. In the

worst-case, the server sends the whole policy with each issued

pre-token, which increases the server’s communication complexity

in the issuance phase by ℓ𝜏 · ℓP in all policy-based constructions.

6.3 Comparison
Privacy Pass [17] comes with significantly lower overall communi-

cation and computation overhead than our EQS-based and zkSNARK-

based constructions (without any metadata) even if we assume that

the issuance overhead in our policy-based token schemes vanishes

due to the high number of tokens that can be derived from one is-

suance session. Our MAC-based construction performs comparably

to Privacy Pass. If the tokens in Privacy Pass are issued individually,

our MAC-based construction performs better communication-wise

and only slightly worse computation-wise. If the tokens in Privacy

Pass are generated as a batch, i.e., with 32 bytes of server communi-

cation per issued token, our MAC-based construction performs only

slightly worse communication-wise – the batched token generation

only affects the communication but has minimal to no effect on

the computation. We note that our EQS-based and zkSNARK-based

constructions offer public verifiability, which is not provided by

2
The size of the pre-token request can straightforwardly be reduced to 48 B as the first

element of the pre-token request is hard-coded to be generator𝐺1 of G1 .
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Privacy pass. Furthermore, Privacy Pass puts a high overhead on

the issuance server while our work and the work of Faut et al. [21]

shift the overhead towards the client and the redemption servers.

This makes policy-based tokens particularly interesting for settings,

in which a small number of issuance servers is responsible for the

generation of tokens that are handled by a large number of clients

and verifiers.

When comparing to [21], we observe that our EQS-based and

MAC-based constructions provide better computation and commu-

nication efficiency in the redemption phase while the construction

of Faut et al. [21] outperforms our EQS-based construction in the

issuance phase. As the issuance phase’s communication amortizes

over the more frequently executed token redemptions, we expect

the overhead in the issuance phase of our EQS-based construction

to be insignificant when compared to its advantage in the redemp-

tion phase. While our MAC-based and EQS-based constructions

are, therefore, more efficient than the construction of [21], we note

that security of our constructions, unlike [21], relies on the random

oracle model.

Finally, we compare our constructions among each other. Even

though the zkSNARK-based construction outperforms the other

two constructions during the issuance phase with regard to both

computation and communication and also outperforms the EQS-

based construction communication-wise in the redemption phase,

it still constitutes a theoretical solution due to the high computation

overhead during the redemption phase. The MAC-based construc-

tion outperforms the EQS-based construction with regard to both

communication and computation and should be chosen if public

verifiability is not required. However, the EQS-based construction

is still highly efficient – in both phases, each party runs for less

than 6 ms in the plain version and below 8 ms if both the private

bit and public metadata property is present. Therefore, we assess

it to be a viable choice if public verifiability is required. A final

interesting insight is that public metadata can be added without

any communication overhead.
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Appendix
A Further Extensions
This section presents further extensions to our constructions pro-

viding additional properties.

Non-interactive anonymous tokens. In non-interactive anonymous

token protocols [2], tokens are issued to known clients based on

their long-time public keys without requiring clients to send a

dedicated token request. All three of our constructions, i.e., the one

based on equivalence class signatures, the one based on algebraic

MACs, and the one based on zkSNARKs, can straight-forwardly be

transformed into non-interactive anonymous token schemes. We

simply interpret the client requests as long-time public keys of the

clients to which tokens are issued. If a client should receive a new

pre-token, e.g., when the issuer updates its keys or the metadata

associated with a client changes, the issuer creates a new pre-token

based on the client’s long-term public key. In order to ensure that

clients generate different tokens for different issuers or metadata,

it becomes necessary to include the metadata and the issuer public

key into the computation of the token, i.e., to compute 𝛿 = sk𝑐 ·
H2 (md, pk, 𝜏) instead of 𝛿 = sk𝑐 · H2 (𝜏).

Non-transferable anonymous tokens. In [20], the authors intro-

duce the notion of non-transferable anonymous tokens. Such token

schemes deter clients from transferring tokens to other clients by

binding each token to a valuable insurance secret owned by the

client that needs to be known for the token redemption. In a nut-

shell, their protocol realizes the token issuance as a blind signature

on the insurance secret and the token redemption as a presentation

of the unblinded signature together with a zero-knowledge proof

of knowledge of the signed insurance secret, obviously without

disclosing the secret. The zero-knowledge proof during the token

redemption is interactive, which ensures freshness of the proof

and, hence, knowledge of the insurance secret (when assuming

that a token seller and token buyer cannot communicate during

the token redemption). A similar technique can be applied to all

our constructions. We interpret the secret client key as the client’s

insurance secret and replace the non-interactive zero-knowledge

proofs in the token redemption by interactive proofs for the same

proof relation.

Tag-hiding token redemption. As every client can use each tag at

most once, policy-based anonymous tokens provide weaker unlink-

ability properties than classical anonymous tokens. For example,

consider a verifier observing two redemption sessions. In both ses-

sions, the client utilizes the same tag. As each client can use each

tag at most once, the verifier knows that the clients in the two

sessions are distinct. Such knowledge cannot be derived in stan-

dard anonymous token schemes. Therefore, it could be desirable

to extend the notion of policy-based anonymous tokens with a tag

hiding-property, in which the tag used for the token redemption

remains hidden while still guaranteeing that it is within the speci-

fied policy. This property can added to our construction straight-

forwardly by extending the zero-knowledge proofs in the token

redemption to prove that the token has been generated with any of

the allowed tags. However, such proofs have a significant impact

on the performance. When instantiated with generalized Schnorr

proofs, as done in the EQS-based and MAC-based constructions,

the proof size grows linearly with the size of the policy. In the
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zkSNARK-based construction, the proof size stays constant but the

client’s redemption computation time increases by approximately

(3.2, 12.8, 14.0, 16.8, 18.2) % for policies of size (5, 10, 20, 50, 100).

B Proof of Theorem 2
In this section, we prove Theorem 2 stating security of our EQS-

based construction (cf. Section 4.3). We do so by showing correct-

ness, freshness, unforgeability, unlinkability and private bit privacy.

B.1 Correctness
By the definition of algorithms Setup, SKeyGen, Req, Issue, Final,
and Redeem, the completeness of the zero-knowledge proof sys-

tems (ZKPeqs .Prove,ZKPeqs .Verify), (ZKPdlog .Prove,ZKPdlog .Verify),
(ZKPeq-or .Prove,ZKPeq-or .Verify), and (ZKPeq .Prove,ZKPeq .Verify),
and the correctness of the equivalence class signature scheme ES,
it follows that ifH1 (md) ≠ 0, sk𝑐 ≠ 0 and skokpb ≠ 0 then

pk∗𝑐 = sk𝑐𝑅∗, 𝑋 ∗ = skokpb𝑅
∗, 𝑀∗ =H1 (md) · 𝑅∗

ES.Verify(pkeqs,msg∗, 𝜎∗) = 1 for msg∗ = (𝑅∗, pk∗𝑐 , 𝑀∗, 𝑋 ∗)
ZKPeq .Verify(𝜋red, (pk∗𝑐 , 𝛿, 𝑅∗,H2 (𝜏))) = 1

for each (𝛿, 𝜏, 𝜔 = (𝑅∗, pk∗𝑐 , 𝑋 ∗, 𝜎∗, 𝜋red)) produced by the execu-

tion of Redeem with the inputs defined as in the correctness def-

inition. As correctness is only defined with respect to 𝜏 ∈ P
(the initial tag verification cannot fail) and the verification algo-

rithm Verify verifies signatures with respect to message msg =

(𝑅∗, pk∗𝑐 ,H1 (md) · 𝑅∗, 𝑋 ∗) =msg∗, it follows from the above obser-

vation that ifH1 (md) ≠ 0, sk𝑐 ≠ 0 and skokpb ≠ 0 then

Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 1 and

ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) = ok.

As H1 is a random oracle, sk𝑐 is sampled uniformly random

and skokpb is sampled uniformly random, it holds that Pr[H1 (md) =
0 ∨ sk𝑐 = 0 ∨ skokpb = 0] = (1 − ( 𝑝−1

𝑝
)3) ≤ negl(𝜆). Hence, we

conclude that

Pr[Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 0] = (1 − ( 𝑝 − 1

𝑝
)3) ≤ negl and

Pr[ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) ≠ ok] = (1 − ( 𝑝 − 1

𝑝
)3) ≤ negl.

Furthermore, ReadBit internally executes Verify. Hence, we con-
clude that

Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 1

⇔
ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) ≠ ⊥.

B.2 Freshness
To show freshness, we need to show that the probability, that two

tokens created with distinct tags or distinct valid pre-tokens are

equal, is negligible. For each of the tokens 𝛿𝑏,𝑡 (with 𝑏, 𝑡, ∈ {0, 1})
considered by the freshness definition, it holds that 𝛿𝑏,𝑡 = sk𝑐,𝑏 ·
H2 (𝜏𝑡 ). Let 𝑟𝑡 = dlog𝐺1

(H2 (𝜏𝑡 )). We conclude that

𝛿0,0 = 𝛿1,0 ⇔ sk𝑐,0 = sk𝑐,1
𝛿0,0 = 𝛿0,1 ⇔ 𝑟0 = 𝑟1

𝛿0,0 = 𝛿1,1 ⇔ sk𝑐,0𝑟0 = sk𝑐,1𝑟1

By the definition of Req it holds that sk𝑐,𝑏 is sampled uniformly

random from Z𝑝 . The tags 𝜏0 and 𝜏1 are sampled uniformly random

from {0, 1}ℓ𝜏 with the constraint that 𝜏0 ≠ 𝜏1. As H2 is a random

oracle, it holds that 𝑟𝑡 is distributed uniformly random in Z𝑝 . Fur-
thermore, 𝑝 is sampled to be exponential in the security parameter.

We conclude that

Pr[𝛿0,0 = 𝛿0,1 ∨ 𝛿0,0 = 𝛿1,0 ∨ 𝛿0,0 = 𝛿1,1]
=Pr[sk𝑐,0 = sk𝑐,1 ∨ 𝑟0 = 𝑟1 ∨ sk𝑐,0𝑟0 = sk𝑐,1𝑟1]
=Pr[sk𝑐,0 = sk𝑐,1] + Pr[𝑟0 = 𝑟1]
+ Pr[sk𝑐,0 ≠ sk𝑐,1 ∧ 𝑟0 ≠ 𝑟1 ∧ sk𝑐,0𝑟0 = sk𝑐,1𝑟1]

=
3

𝑝
≤ negl(𝜆) .

B.3 Unforgeability
To show unforgeability, we prove that every PPT adversaryA wins

the unforgeability game ExpufΠ,A,𝑛 with probability of at most

Pr[ExpufΠ,A,𝑛 (𝜆) = 1] ≤ negl(𝜆)

for Π being the scheme defined in Construction 1, 𝜆 being the

security parameter and 𝑛 > 0. We conduct the proof via a sequence

of hybrid experiments that are defined as follows.

Inline construction.We start by inlining the concrete computa-

tions of Π into the security game (where relevant). The game is

defined as follows:

Experiment: Expuf
0,Π,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← ZKPeqs .Prove(skeqs, pkeqs )

(3) ∀𝑏 ∈ {0, 1} : sk𝑏pb
$← Z𝑝 , pk𝑏pb ← sk𝑏pb ·𝐺1

(4) pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), sk← (skeqs, sk
0

pb, sk
1

pb, pk)
(5) (P, ok∗,md∗, { (𝛿𝑖 , 𝜏𝑖 , 𝜔𝑖 ) }𝑖∈ [𝑛] ) ← AOIs,ORB (pp, pk)
(6) ∀𝑖 ∈ [𝑛] : (𝑅𝑖 , pk𝑖 , 𝑋𝑖 , 𝜎𝑖 , 𝜋𝑖 ) ← 𝜔𝑖

(7) if ∃𝑖 ∈ [𝑛] s.t.
(a) 𝜏 ∉ P or

(b) ES.Verify(pkeqs, (𝑅𝑖 , pk𝑖 ,H1 (md∗ )𝑅𝑖 , 𝑋𝑖 ), 𝜎𝑖 ) = 0 or

(c) ZKPeq .Verify(𝜋𝑖 , (pk𝑖 , 𝛿𝑖 , 𝑅𝑖 ,H2 (𝜏𝑖 ) ) ) or
(d) (ok∗ = 1 ∧𝑋𝑖 ≠ sk1

pb · 𝑅𝑖 ) or
(e) (ok∗ = 0 ∧𝑋𝑖 = sk1

pb · 𝑅𝑖 )
(Note that our construction assumes ok𝑖 to be 0 if

Verify(pp, P∗, 𝛿𝑖 , 𝜏𝑖 ,md∗, 𝜔𝑖 , pk) = true and ok𝑖 ≠ 1.)

then return 0

(8) if | P | · 𝑖ok∗,md∗ ≥ 𝑛 or ∃𝑖 ≠ 𝑗 s.t. 𝛿𝑖 = 𝛿 𝑗 return 0 else return 1

. . .

As this hybrid only affects the presentation of the experiment

but not the execution, it holds that

Pr[ExpufΠ,A,𝑛 (𝜆) = 1] = Pr[Expuf
0,Π,A,𝑛 (𝜆) = 1] .

Panic when observing metadata collisions. In the next hybrid, we

change the issuance oracle to keep track of all metadata random

oracle responses and abort with output 0 if a collision is detected.

We define the corresponding hybrid experiment as follows:
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Experiment: Expuf
1,Π,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), (skeqs, pkeqs ) ← ES.KeyGen(14 ), M ← ∅
(2) . . .

OIs (req,md, ok) :
(9) if 𝑖ok,md = null, then 𝑖ok,md ← 1 else 𝑖ok,md ← 𝑖ok,md + 1

(10) if ∃(md′,𝑚′ ) ∈ M : md′ ≠ md∧H1 (md) =𝑚′ abort the experiment with

output 0

(11) M ← M ∪ {(md,H1 (md) ) }
(12) return resp← Issue(pp, req,md, ok, sk)
. . .

It is clearly evident that the experiments Expuf
0,Π,A,𝑛 and Exp

uf
1,Π,A,𝑛

only differ, if Expuf
1,Π,A,𝑛 aborts while executing the issuance ora-

cle, i.e., if the issuance oracle detects a random oracle collision.

We call this event 𝐹 . The probability of 𝐹 is the probability of a

hash collision in an ideal hash function, which is well known to

be 1 − 𝑝!

(𝑝−𝑛H
1
)!·𝑝𝑛H1

, where 𝑛H1
is the maximal number of oracle

queries toH1 that can be requested by the adversary.

By applying the difference lemma, we can conclude that

| Pr[Expuf
0,Π,A,𝑛 (𝜆) = 1] − Pr[Expuf

1,Π,A,𝑛 (𝜆) = 1] | ≤

1 − 𝑝!

(𝑝 − 𝑛H1
)! · 𝑝𝑛H1

.

Extract the redemption proofs. In a series of 𝑛 hybrids, we utilize

the extractor Eeq of proof system ZKPeq to extract the witnesses

of the zero knowledge proofs 𝜋𝑖 after the zero-knowledge proofs

have been verified correctly. If the extraction fails, we abort the

experiment with output 0. For 𝑗 ∈ [2, 𝑛 + 1] The 𝑗-th hybrid is

defined as follows:

Experiment: Expuf
𝑗,Π,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← ZKPeqs .Prove(skeqs, pkeqs )

(3) ∀𝑏 ∈ {0, 1} : sk𝑏pb
$← Z𝑝 , pk𝑏pb ← sk𝑏pb ·𝐺1

(4) pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), sk← (skeqs, sk
0

pb, sk
1

pb, pk)
(5) (P, ok∗,md∗, { (𝛿𝑖 , 𝜏𝑖 , 𝜔𝑖 ) }𝑖∈ [𝑛] ) ← AOIs,ORB (pp, pk)
(6) ∀𝑖 ∈ [𝑛] : (𝑅𝑖 , pk𝑖 , 𝑋𝑖 , 𝜎𝑖 , 𝜋𝑖 ) ← 𝜔𝑖

(7) if ∃𝑖 ∈ [𝑛] s.t.
(a) 𝜏 ∉ P or

(b) ES.Verify(pkeqs, (𝑅𝑖 , pk𝑖 ,H1 (md∗ )𝑅𝑖 , 𝑋𝑖 ), 𝜎𝑖 ) = 0 or

(c) ZKPeq (𝜋𝑖 , (pk𝑖 , 𝛿𝑖 , 𝑅𝑖 ,H2 (𝜏𝑖 ) ) ) or
(d) (ok∗ = 1 ∧𝑋𝑖 ≠ sk1

pb · 𝑅𝑖 ) or
(e) (ok∗ = 0 ∧𝑋𝑖 = sk1

pb · 𝑅𝑖 )
then return 0

(8) (sk𝑖 ) ← EAeq (𝜋𝑖 , transcript) for 𝑖 ∈ [ 𝑗 ]
(9) if ∃𝑖 ∈ [ 𝑗 ] : sk𝑖 = ⊥ return 0

(10) if | P | · 𝑖ok∗,md∗ ≥ 𝑛 or ∃𝑖 ≠ 𝑗 s.t. 𝛿𝑖 = 𝛿 𝑗 return 0 else return 1

. . .

The security games Expuf
𝑗,Π,A,𝑛 (𝜆) and Expuf

𝑗−1,Π,A,𝑛 (𝜆) only dif-

fer in the extraction of the 𝑗-th zero-knowledge proof and the

corresponding success verification. We use the difference lemma to

conclude that for 𝑗 ∈ [2, 𝑛 + 1]

| Pr[Expuf𝑗,Π,A,𝑛 (𝜆) = 1] − Pr[Expuf𝑗−1,Π,A,𝑛 (𝜆) = 1] |
≤ Pr[Eeq fails] .

The running time of Expuf
𝑗,Π,A,𝑛 (𝜆) increases (roughly) by the run-

ning time of Eeq.

We sum up the differences between all of the𝑛 freshly introduced

hybrids to conclude that

| Pr[Expuf
1,Π,A,𝑛 (𝜆) = 1] − Pr[Expuf𝑛+1,Π,A,𝑛 (𝜆) = 1] |

≤ 𝑛 · Pr[Eeq fails] .

Furthermore, the running time of Expuf
𝑛+1,Π,A,𝑛 (𝜆) = 1 increases by

𝑛 times the running time of Eeq when compared to the running

time of Expuf
1,Π,A,𝑛 (𝜆) = 1.

Simulate key proofs. In the next hybrid experiment, we utilize the

key proof’s simulator Spk instead of the secret key skeqs to com-

pute the key proof 𝜋pk. The simulator receives the proof statement

(pp, pkeqs), has the capability to program the random oracle and

creates a valid zero-knowledge proof 𝜋pk except with negligible

probability. The hybrid is defined as follows:

Experiment: Expuf
𝑛+2,Π,A,𝑛 (𝜆)

(1) pp← Setup(1𝜆 ), (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← Spk (pp, pkeqs )
(3) . . .

In Expuf
𝑛+1,Π,A,𝑛 the key proof is always valid due to the com-

pleteness property of the proof system. Hence, Expuf
𝑛+2,Π,A,𝑛 and

Expuf
𝑛+1,Π,A,𝑛 only differ if Spk in Expuf

𝑛+2,Π,A,𝑛 is not successful. We

use the difference lemma to conclude that

| Pr[Expuf𝑛+2,Π,A,𝑛 (𝜆) = 1] − Pr[Expuf𝑛+1,Π,A,𝑛 (𝜆) = 1] |
≤ Pr[Spk fails] .

The runtime of Expuf
𝑛+2,Π,A,𝑛 when compared to Expuf

𝑛+1,Π,A,𝑛 in-

creases by the runtime of Spk.
Reduction to signature unforgeability. In the final security exper-

iment, Expuf
𝑛+2,Π,A,𝑛 , we bind the adversary’s success probability

via a reduction to the unforgeability property of the equivalence

class signature scheme. More precisely, we build an adversary B at-

tacking the unforgeability (EUF-CMA) property of the equivalence

class signature scheme ES by internally simulating an execution of

Expuf
𝑛+2,Π,A,𝑛 . Adversary B is defined as follows.

B is executed with input (pp, pk′ ) for pp ← BGGen(1𝜆 ) and (sk′, pk′ ) ←
ES.KeyGen(14 ) , has oracle access to OSig and simulates an execution of

Expuf
𝑛+2,Π,A,𝑛

with adversary A.

• Upon receiving (pp, pk′ ) , B samples sk𝑏pb
$← Z𝑝 and computes pk𝑏pb ← sk𝑏pb ·

𝐺1 for 𝑏 ∈ {0, 1}.
• B computes 𝜋pk ← Spk (pp, pk′ ) .
• B defines pkeqs ← pk′ and pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ) .
• B executes (P, ok∗,md∗, { (𝛿𝑖 , 𝜏𝑖 , (𝑅𝑖 , pk𝑖 , 𝑋𝑖 , 𝜎𝑖 , 𝜋𝑖 ) ) }𝑖∈ [𝑛] ) ←
AOIs,ORB (pp, pk)

– It answers oracle queries to ORB as defined in experiment Expuf
𝑛+2,Π,A,𝑛

.

– It answers oracle queries to OIs as follows:
(11) Parse (pk𝑐 , 𝜋req ) ← req
(12) if 𝑖ok,md = null 𝑖ok,md ← 1, Kok,md ← {pk𝑐 }

else 𝑖ok,md ← 𝑖ok,md + 1, Kok,md ← Kok,md ∪ {pk𝑐 }
(13) if ∃(md′,𝑚′ ) ∈ M : md′ ≠ md ∧ H1 (md) = 𝑚′ abort the

experiment with output 0

(14) M ← M ∪ {(md,H1 (md) ) }
(15) If ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 then output ⊥.

(16) Sample 𝑣
$← Z∗𝑝 and define 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐 and 𝑋 ←

𝑣 · pkokpb .
(17) Compute 𝜋is ← ZKPeq-or .Prove( (𝑣, ok), (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) .
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(18) Compute𝑚 ← H1 (md) and definemsg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ) .
(19) Compute 𝜎 ← OSig (msg) .
(20) Output resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

• B continues the execution of Expuf
𝑛+2,Π,A,𝑛

which yields output 𝑜 .

• If 𝑜 = 0, B returns ⊥.
• If ok∗ = 0 and ∃𝑖 ∈ [𝑛] such that 𝑋𝑖 ≠ sk0

pb𝑅𝑖 then B returns

( (𝑅𝑖 , pk𝑖 ,H(md∗ )𝑅𝑖 , 𝑋𝑖 ), 𝜎𝑖 ) .
(As 𝑜 = 0 and ok∗ = 0, it holds that 𝑋𝑖 ≠ sk1

pb𝑅𝑖 .)

• B defines K∗ ← { 𝑗 | 𝑗 ∈ [𝑛] ∧ sk𝑗 ·𝐺1 ∉ Kok∗,md∗ }.
• B picks the first element 𝑗∗ in K∗ and returns

( (𝑅 𝑗∗ , pk𝑗∗ ,H1 (md∗ )𝑅 𝑗∗ , 𝑋 𝑗∗ ), 𝜎𝑖 ) .

First, we note that adversary B perfectly simulates the experi-

ment Expuf
𝑛+2,Π,A,𝑛 (𝜆) toA. This is due to the fact that the public pa-

rameters, the public key and oracle responses are computed exactly

as in Expuf
𝑛+2,Π,A,𝑛 (𝜆) even though the signatures are not computed

by B itself. Furthermore, the computation of K·,· is oblivious to A.

Next, we look at the different outputs of B. If Expuf
𝑛+2,Π,A,𝑛 (𝜆)

would return 0 (𝑜 = 0),B returns⊥, which cannot be a valid forgery.
If Expuf

𝑛+2,Π,A,𝑛 (𝜆) would return 1 (𝑜 = 1), ok∗ = 0, and there

exists 𝑖 ∈ [𝑛] such that 𝑋𝑖 ≠ sk0

pb𝑅𝑖 then B returns (msg𝑖 =

(𝑅𝑖 , pk𝑖 ,H1 (md∗)𝑅𝑖 , 𝑋𝑖 ), 𝜎𝑖 ).We know that ES.Verify(pkeqs,msg𝑖 , 𝜎𝑖 ) =
1 and𝑋𝑖 ≠ sk1

pb𝑅𝑖 as this is a necessary condition for Exp
uf
𝑛+2,Π,A,𝑛 (𝜆)

outputting 1. From the former, we can conclude that 𝜎𝑖 is a valid

signature onmsg𝑖 . The latter ensures that𝑋𝑖 ≠ sk𝑏pb𝑅𝑖 for𝑏 ∈ {0, 1}.
As B never queries OSig with any messagemsg′ = (𝑅′, ·, ·, 𝑋 ′) such
that 𝑋 ′ ≠ sk𝑏pb for 𝑏 ∈ {0, 1} (𝑅′ = 𝑟𝐺1, 𝑋

′ = 𝑟 · pkokpb = (𝑟 · sk
ok
pb)𝐺1

= skokpb · 𝑅′), it follows that (msg𝑖 , 𝜎𝑖 ) is a valid forgery.

To analyze the remaining case, we first observe that if 𝑜 = 1,

there are at least 𝑛′ ≥ ⌈ 𝑛| P | ⌉ distinct client secret keys sk𝑖 . This is
due to the fact that all provided tokens are distinct, that 𝜏𝑖 ∈ P for

each 𝑖 ∈ [𝑛], and that 𝛿𝑖 = sk𝑖 · H2 (𝜏𝑖 ) for each 𝑖 ∈ [𝑛]. Note that
collisions of the formH2 (𝜏𝑖 ) =H2 (𝜏 𝑗 ) or sk𝑖 ·H2 (𝜏𝑖 ) = sk𝑗 ·H2 (𝜏 𝑗 )
for 𝑖 ≠ 𝑗 , do not affect this observation as they reduce the number

of tokens that can be provided per client secret key.

Next, we observe that if 𝑜 = 1 there has to be at least one element

in K∗. As 𝑛 > 𝑖ok∗,md∗ · |P |, and 𝑛′ ≥ ⌈ 𝑛| P | ⌉ it follows that 𝑛
′ >

𝑖ok∗,md∗ . Furthermore, it holds that Kok∗,md∗ has size 𝑖ok∗,md∗ and,

hence, that there exists at least one sk𝑗 such that sk𝑗 ·𝐺1 ∉ Kok∗,md∗ .

Let𝑚∗ =H1 (md∗). What is left is to show that for each 𝑗∗ ∈ K∗
the message msg∗ = (𝑅 𝑗∗ , pk𝑗∗ ,𝑚∗𝑅 𝑗∗ , 𝑋 𝑗∗ ) and signature 𝜎 𝑗∗ con-

stitute a valid forgery. First, we observe that 𝜎 𝑗∗ is a valid sig-

nature on msg∗. This is due to the fact that 𝑗∗ ∈ [𝑛] and that

ES.Verify(pk𝑠 , (𝑅𝑖 , pk𝑖 ,𝑚∗𝑅𝑖 , 𝑋𝑖 ), 𝜎𝑖 ) = 1 for each 𝑖 ∈ [𝑛] is a neces-
sary condition for 𝑜 = 1. Second, we show that the message class of

msg∗ has not been queried before. To see this note that for every

queried msg = (𝑟𝐺1, 𝑟 · pk′𝑐 , (𝑚∗ · 𝑟 )𝐺1, (skok
∗

pb · 𝑟 )𝐺1) it holds that
(pk′ = sk′𝐺1) ∈ Kok∗,md∗ (sk

′
is not known). This is due to the way

Kok∗,md∗ is defined and the fact that the experiment aborts if any col-

lision ofmd∗ is detected. As we pick 𝑗∗ such that sk𝑗∗ ·𝐺1 ∉ Kok∗,md∗

it needs to hold that no message (𝑟𝐺1, 𝑟pk𝑖 ,𝑚
∗ (𝑟𝐺1), skok

∗
pb (𝑟𝐺1))

with pk𝑖 = sk𝑗∗𝐺1 has been queried before.

Based on the above observations, we conclude that B outputs a

valid forgery and, hence, wins the signature unforgeability exper-

iment with the probability as Pr[Expuf
𝑛+2,Π,A,𝑛 (𝜆)] = 1. Therefore,

we conclude that

Pr[Expuf𝑛+2,Π,A,𝑛 (𝜆) = 1] ≤ Adveqs-uf

whereAdveqs-uf is the maximal advantage of any adversary, running

in time roughly equivalent to Expuf
𝑛+2,Π,A,𝑛 , in breaking the security

of the EQS-scheme.

Putting all steps together. By combining all hybrids, we can con-

clude that

Pr[ExpufΠ,A,𝑛 (𝜆) = 0] ≤ (1 − 𝑝!

(𝑝 − 𝑛H1
)! · 𝑝𝑛H1

) + 𝑛 · Pr[Eeq fails])

+ Pr[Spk fails]) + Adveqs-uf ≤ negl(𝜆)
where𝑛H1

is the number of random oracle queries toH1 available to

the adversary and Adveqs-uf is with respect to an adversary running

in time approximately equal to ExpufΠ,A,𝑛 (𝜆) plus𝑛 times the running

time of Eeq and once the running time of Spk.

B.4 Unlinkability
To show unlinkability, in particular 2-unlinkability, we prove that

for every PPT adversary A it holds that

Pr[ExpulΠ,A,𝑛 (𝜆) = 1] ≤ 2

𝑛
+ negl(𝜆) .

We construct our proof based on a series of hybrid experiments.

Let Expul
0
= ExpulΠ,A,𝑛 . The subsequent hybrids are defined as fol-

lows:

Inline construction. In the first game, we inline our construction

into the security game. The resulting game is defined as follows.

Experiment: Expul
1
(𝜆)

(1) pp← Setup(1𝜆 ), Qredeem ← ∅, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs ) = 0 return 0

(4) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(5) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(6) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(7) if Q contains duplicates return 0

(8) ∀𝑖 ∈ Q :

(9) (msg, sk, 𝜎 ) ← 𝜌𝑖

(10) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(11) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.ChgRp(pkeqs,msg, 𝜎, 𝑟 )
(12) 𝜋red ← ZKPeq .Prove( (sk), (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) ) )
(13) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(14) 𝑘

$← Q, pick a random permutation 𝜙 of Q
(15) 𝑘∗ ← A(2, 𝑠1, 𝜙 (𝑘 ), {𝛿𝜙 (𝑖 ) , 𝜔𝜙 (𝑖 ) }𝑖∈Q )
(16) if 𝑘 = 𝑘∗ return 1 else return 0

OReq (𝒋,md) :

(16) 𝑗 ← 𝑗 + 1

(17) md𝑗 ← md, sk𝑗
$← Z𝑝 , pk𝑗 ← sk𝑗𝐺1

(18) 𝜋req ← ZKPdlog .Prove(sk𝑗 , (𝐺1, pk𝑗 ) )
(19) return (pk𝑗 , 𝜋req )

OIs ( 𝒊, resp) :
(20) if pk𝑖 = null ∨ 𝜌𝑖 ≠ null return ⊥
(21) (𝑅, pk′𝑐 , 𝑋, 𝜎, 𝜋is ) ← resp,msg← (𝑅, pk′𝑐 ,H1 (md𝑖 )𝑅,𝑋 )
(22) if pk′𝑐 ≠ sk𝑖𝑅 ∨ ES.Verify(pkeqs,msg, 𝜎 ) = 0

∨ ZKPeq-or .Verify(𝜋is, (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) = 0

𝜌𝑖 ← ⊥, return 0

(23) 𝜌𝑖 ← (msg, sk𝑖 , 𝜎 ), return 1

ORd ( 𝒊, 𝝉 ) :
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(24) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(25) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, (msg, sk, 𝜎 ) ← 𝜌𝑖

(26) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(27) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.ChgRp(pkeqs,msg, 𝜎, 𝑟 )
(28) 𝜋red ← ZKPeq .Prove( (sk), (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) ) )
(29) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

This step does not affect the output distribution. It follows that

Pr[Expul
1
(𝜆) = 1] = Pr[Expul

0
(𝜆) = 1]

Simulate request proofs. In a first series of hybrids, we utilize the

discrete logarithm proof’s simulator Sdlog to simulate the proofs

created by the request oracle, one after another. The result of the

hybrid series is defined as follows:

Experiment: Expul
2
(𝜆)

. . .
OReq (𝒋,md) :

(16) 𝑗 ← 𝑗 + 1

(17) md𝑗 ← md, sk𝑗
$← Z𝑝 , pk𝑗 ← sk𝑗𝐺1

(18) 𝜋req ← Sdlog (𝐺1, pk𝑗 )
(19) return (pk𝑗 , 𝜋req )
. . .

Note that the request proofs in the previous hybrid (Expul
1
) are al-

ways valid as the client public key is generated honestly. Therefore,

it becomes evident that the output distributions of two consecu-

tive experiments only differ if the newly included proof simulation

is not successful. Therefore, we can use that difference lemma to

conclude that

| Pr[Expul
2
(𝜆) = 1] − Pr[Expul

1
(𝜆) = 1] |

≤ 𝑛req · Pr[Sdlog fails]
where 𝑛req is the number of allowed request oracle queries. The

runtime of the experiment increases approximately by 𝑛req times

the runtime of Sdlog.
Extract issuance proofs. In a series of hybrids, we utilize the

extractor Eeq-or of proof system ZKPeq-or to extract the witnesses
of the zero knowledge proofs 𝜋is one after another. The extractor

receives the randomness of the experiment execution 𝜇 (including

the adversary’s random tape), has access to A, and extracts the

witnesses (𝑣, ok). The witnesses either satisfy the proof relation of

ZKPeq-or or are all ⊥. In the latter case, we abort the experiment

with output 0. The result of the hybrid series is defined as follows:

Experiment: Expul
3
(𝜆; 𝜇)

. . .
OIs ( 𝒊, resp) :
(20) if pk𝑖 = null ∨ 𝜌𝑖 ≠ null return ⊥
(21) (𝑅, pk′𝑐 , 𝑋, 𝜎, 𝜋is ) ← resp,msg← (𝑅, pk′𝑐 ,H1 (md𝑖 )𝑅,𝑋 )
(22) if pk′𝑐 ≠ sk𝑖𝑅 ∨ ES.Verify(pkeqs,msg, 𝜎 ) = 0

∨ ZKPeq-or .Verify(𝜋is, (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) = 0

𝜌𝑖 ← ⊥, return 0

(23) (𝑣, ok𝑖 ) ← EAeq-or (𝜇 ), if (𝑟, ok𝑖 ) = ⊥2 abort experiment with 0

(24) 𝜌𝑖 ← (msg, sk𝑖 , 𝜎 ), return 1

. . .

It is clear that the output distributions of two consecutive exper-

iments only differ if the newly added extraction is not successful. It

follows from the difference lemma that

| Pr[Expul
3
(𝜆) = 1] − Pr[Expul

2
(𝜆) = 1] |

≤ 𝑛is · Pr[Eeq-or fails]

where 𝑛is is the number of allowed issuance oracle queries. The

runtime of the experiment increases approximately by 𝑛is times the

runtime of Eeq-or.
Extract equivalence class signature key proof. In the next hybrid,

we utilize extractor Eeqs of the equivalence class signature key

proof system ZKPeqs to extract the secret key skeqs corresponding
to pkeqs. The extractor either outputs a witness skeqs that satisfies
the proof relation or ⊥. In the latter case, we abort the experiment

with output 0.

Experiment: Expul
4
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), Qredeem ← ∅, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) . . .
. . .

The output distribution of the new experiment differs only from

the previous one if the newly added extraction is not successful.

We can apply the difference lemma to conclude that

| Pr[Expul
4
(𝜆) = 1] − Pr[Expul

3
(𝜆) = 1] | ≤ Pr[Eeqs fails] .

The runtime of the experiment increases by the runtime of Eeqs.
Simulate redemption proofs. In another series of hybrids, we re-

place all redemption proofs (within the main thread and within the

redemption oracle) by simulations crafted by Seq, the simulator of

the redemption proof system ZKPeq. The final hybrid of the series

is defined as follows:

Experiment: Expul
5
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), Qredeem ← ∅, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs ) = 0 return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) ∀𝑖 ∈ Q :

(10) (msg, sk, 𝜎 ) ← 𝜌𝑖

(11) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(12) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.ChgRp(pkeqs,msg, 𝜎, 𝑟 )
(13) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(14) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(15) . . .
. . .
ORd ( 𝒊, 𝝉 ) :
(26) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(27) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, (msg, sk, 𝜎 ) ← 𝜌𝑖

(28) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(29) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.ChgRp(pkeqs,msg, 𝜎, 𝑟 )
(30) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(31) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
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Note that the redemption proofs in Expul
4
are always valid as the

tokens are created honestly. Therefore, it becomes evident that the

output distributions of two consecutive experiments only differ if

the newly included proof simulation is not successful. Therefore,

we can use that difference lemma to conclude that

| Pr[Expul
5
(𝜆) = 1] − Pr[Expul

4
(𝜆) = 1] |

≤ (𝑛red + 𝑛) · Pr[Seq fails]
where 𝑛red is the number of allowed redemption oracle queries. The

runtime of the experiment increases approximately by (𝑛red + 𝑛)
times the runtime of Seq.

Re-sign tokens.We now sign the re-randomized messages directly

instead of deriving the signature from the pre-token’s signature.

Experiment: Expul
6
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), Qredeem ← ∅, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) ∀𝑖 ∈ Q :

(10) (msg, sk, 𝜎 ) ← 𝜌𝑖

(11) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(12) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(13) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(14) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(15) . . .
. . .
ORd ( 𝒊, 𝝉 ) :
(26) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(27) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, (msg, sk, 𝜎 ) ← 𝜌𝑖

(28) 𝑟
$← Z∗𝑝 ,msg∗ ← 𝑟 · msg, 𝛿 ← sk · H2 (𝜏 )

(29) (𝑅∗, pk∗, ·, 𝑋 ∗ ) ← msg∗, 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(30) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(31) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

From the perfect signature adaption property of the equivalence

class signature scheme EQS, it follows that

Pr[Expul
6
(𝜆) = 1] = Pr[Expul

5
(𝜆) = 1] .

The runtime of the experiment stays approximately the same.

Re-compute messages. Next, we re-compute the messages msg∗

from freshly sampled randomness instead of re-randomizing the

existing message msg. The re-randomized client public key pk∗

is computed based on the initial client public key pk𝑗 instead of

the client secret key sk. We make sure to maintain the relations

between the message components, i.e., the discrete logarithm of the

components two, three and four with respect to the first component.

Experiment: Expul
7
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), Qredeem ← ∅, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) ∀𝑖 ∈ Q :

(10) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟
∗ $← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(11) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(12) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(13) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(14) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(15) . . .
. . .
ORd ( 𝒊, 𝝉 ) :
(26) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(27) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, ( ·, sk, · ) ← 𝜌𝑖

(28) 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(29) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(30) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(31) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(32) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

As 𝑟 · 𝑣 for 𝑟, 𝑣
$← Z∗𝑝 is equally distributed to 𝑟 ∗

$← Z∗𝑝 , it
holds that 𝑅∗ is equally distributed in both Expul

7
and Expul

6
. Fur-

thermore, the other message components are distributed identically

as well, i.e., the discrete logarithm with respect to the first mes-

sage is the same in both Expul
7
and Expul

6
. Therefore, it follows that

the re-computed messages in Expul
7
are distributed equally to the

re-randomized messages in Expul
6
. We conclude that

Pr[Expul
7
(𝜆) = 1] = Pr[Expul

6
(𝜆) = 1] .

Panic at oracle collisions. In the next experiment, we check if the

tag hash computed by H2 in the main thread collides with a tag

hash computed within the redemption oracle (for a different tag)

and abort the experiment with output 0 if this is the case.

Experiment: Expul
8
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), (Qredeem, C) ← ∅2, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) if ∃𝑖 ∈ Q s.t. (𝑖, ·,H2 (𝜏 ) ) ∈ C return 0

(10) ∀𝑖 ∈ Q :

(11) . . .
. . .
ORd ( 𝒊, 𝝉 ) :
(27) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(28) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(29) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟

∗ $← Z∗𝑝 , 𝑅
∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖

(30) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(31) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(32) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(33) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

It is obvious that the executions of Expul
8
and Expul

7
only differ if

∃𝑖 ∈ Q s.t. (𝑖, ·,H2 (𝜏)) ∈ C and �𝑖 ∈ Q s.t. (𝑖, 𝜏) ∈ Qredeem. We call

this event 𝐹 . To analyze the probability of event 𝐹 , we first observe

that for every element (𝑖, 𝜏 ′,H2 (𝜏 ′)) ∈ C there exists an element

(𝑖, 𝜏 ′) ∈ Qredeem (and vice versa). Therefore, we can conclude that

event 𝐹 can only happen if there exists a tuple (𝑖, 𝜏 ′,H2 (𝜏)) ∈ C
such that 𝜏 ′ ≠ 𝜏 . In other words, 𝐹 can only happen, if the adversary
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finds a collision ofH2. AsH2 samples its output uniformly random,

the probability of 𝐹 is the probability of a hash collision in an

ideal hash function, which is well known to be 1 − 𝑝!

(𝑝−𝑛H
2
)!·𝑝𝑛H2

,

where 𝑛H2
is the maximal number of oracle queries toH2 that can

be requested by the adversary
3
. We use the difference lemma to

conclude that

| Pr[Expul
8
(𝜆) = 1] − Pr[Expul

7
(𝜆) = 1] |

≤ 1 − 𝑝!

(𝑝 − 𝑛H2
)! · 𝑝𝑛H2

.

Decouple public keys from tokens. In a series of𝑛req hybrids (𝑛req is
the number of allowed queries to the request oracle), we remove the

correlation between the client public keys and tokens by randomly

sampling the public keys instead of using the secret key. For 𝑡 ′ ∈
[0, 𝑛req], we define the series of hybrids as below. Note that Expul9,0 =

Expul
8
.

Experiment: Expul
9,𝑡 ′ (𝜆; 𝜇)

. . .
OReq (𝒋,md) :

(19) 𝑗 ← 𝑗 + 1

(20) md𝑗 ← md, sk𝑗
$← Z𝑝

(21) if 𝑗 ≤ 𝑡 ′ pk𝑗
$← G1 else pk𝑗 ← sk𝑗𝐺1

(22) 𝜋req ← Sdlog (𝐺1, pk𝑗 ), return (pk𝑗 , 𝜋req )
. . .

We show indistinguishability between Expul
9,𝑡 and Expul

9,𝑡−1
(for

𝑡 ∈ [𝑛req]) by reducing to the DDH assumption in G1. More pre-

cisely, we build a DDH distinguisher B that receives a bilinear DDH

challenge ddh ← (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2, 𝐴 = 𝑎𝐺1, 𝐵 = 𝑏𝐺1,𝐶 =

𝑐𝐺1) with (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2) ← BGGen(1𝜆), internally exe-

cutes an experiment withA, and outputs a bit guess distinguishing

real DDH tuples (𝑐 = 𝑎𝑏) from random ones (𝑐 $← Z𝑝 ). Formally,

we define B as follows:

• B receives (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2, 𝐴, 𝐵,𝐶 ) and defines pp′ ←
(G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2 ) .

• If 𝐵 is not a generator of G1 , i.e., if 𝐵 = 0, B aborts and outputs 0.

• B defines Γ ← ∅.
• B executes Expul

9,𝑡−1
(𝜆; 𝜇 ) with randomly sampled random tape 𝜇 and the fol-

lowing modifications.

– When receiving a query (𝜏 ) for H2 (from A or from itself), B checks if

there is an element (𝜏, 𝛽𝜏 ) in B. If this is the case, B responds with 𝛽𝜏𝐵.

Otherwise, B samples 𝛽𝜏
$← Z𝑝 , computes 𝐷 = 𝛽𝜏𝐵, stores (𝜏, 𝛽𝜏 ) and

responds with 𝐷 .

– B adapts the experiment’s main thread as follows:

(1) pp← pp′, Qredeem, C ← ∅2, 𝑗 ← 0

(2) . . .
(9) ∀𝑖 ∈ Q :

(10) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟
∗ $← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(11) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(12) if 𝑖 = 𝑡 compute ( ·) ← H2 (𝜏 ) , pick (𝜏 ′, 𝛽𝜏 ′ ) from Γ

such that 𝜏 = 𝜏 ′ and compute 𝛿 ← 𝛽𝜏 ′𝐶
else 𝛿 ← sk · H2 (𝜏 )
𝜎∗ ← ES.Sign(skeqs,msg∗ )

(13) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(14) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(15) . . .

3
We interpret calls to experiment oracles or inputs to the main thread that cause the

oracle or the experiment to query the random oracle as adversarial random oracle

queries.

– B answers request oracle queries ( 𝑗,md) as follows:
(18) 𝑗 ← 𝑗 + 1

(19) md𝑗 ← md, sk𝑗
$← Z𝑝

(20) if 𝑗 < 𝑡 pk𝑗
$← G1

elseif 𝑗 = 𝑡 pk𝑗 ← 𝐴

else pk𝑗 ← sk𝑗𝐺1

(21) 𝜋req ← Sdlog (𝐺1, pk𝑗 ), return (pk𝑗 , 𝜋req )
– B answers issuance oracle queries as defined in Expul

9,𝑡−1

– B answers redemption oracle queries (𝑖, 𝜏 ) as follows:
(27) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(28) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(29) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟

∗ $← Z∗𝑝 , 𝑅
∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖

(30) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(31) if 𝑖 = 𝑡 compute ( ·) ← H2 (𝜏 ) , pick (𝜏 ′, 𝛽𝜏 ′ ) from Γ

such that 𝜏 = 𝜏 ′ and compute 𝛿 ← 𝛽𝜏 ′𝐶
else 𝛿 ← sk · H2 (𝜏 )
𝜎∗ ← ES.Sign(skeqs,msg∗ )

(32) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(33) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

• B outputs whatever the experiment would output.

Wefirst observe that if𝐵 ≠ 0, it follows thatB perfectly simulates

Expul
9,𝑡−1

to A if 𝑐 = 𝑎𝑏 and Expul
9,𝑡 if 𝑐

$← Z𝑝 . To see this first note

the following: (1) the public parameters are distributed identically to

both Expul
9,𝑡−1

and Expul
9,𝑡 ; (2) random oracle queries are distributed

identically to both Expul
9,𝑡−1

and Expul
9,𝑡 as 𝐵 is a generator of G1

and 𝛽 is sampled uniformly random; (3) the issuance oracle queries

are answered identically in the simulated experiment, Expul
9,𝑡−1

,

and Expul
9,𝑡 ; (4) the oracle responses of the request and redemption

oracle as well as the re-shuffled challenged tokens generated in the

main thread are distributed identically in the simulated experiment,

Expul
9,𝑡−1

, and Expul
9,𝑡 for 𝑗 ≠ 𝑡 (request oracle) or 𝑖 ≠ 𝑡 (main thread

and redemption oracle), which follows from observation (2) and the

fact that zero-knowledge proofs are simulated and keys and tokens

for 𝑗 ≠ 𝑡 are computed identically in all three experiments. What

remains to show is that if 𝑖 = 𝑡 (or 𝑗 = 𝑡 in the request oracle) and 𝑐 =

𝑎𝑏, the oracle responses of the simulated experiment are distributed

identically to Expul
9,𝑡−1

and if 𝑖 = 𝑡 (or 𝑗 = 𝑡 in the request oracle) and

𝑐 ≠ 𝑎𝑏, they are distributed identically to Expul
9,𝑡 . When looking at all

queries to the request and redemption oracle with 𝑖 = 𝑡 (or 𝑗 = 𝑡 in

the request oracle) as well as the token potentially generated in the

main thread with 𝑖 = 𝑡 , we observe that the simulated experiments

generates outputs (pk𝑡 , 𝜋req, {(𝛿𝜓 , 𝜏𝜓 , (𝑅∗𝜓 , pk
∗
𝜓
, 𝜎∗
𝜓
, 𝜋
𝜓

red))}∗) where
the output in the main thread is permuted with the outputs for

𝑖 ≠ 𝑡 . In the tuple, we can ignore the zero-knowledge proofs, the

signatures 𝜎∗
𝜓
as well as the terms 𝑅∗

𝜓
and pk∗

𝜓
as they are computed

exactly the same in the simulated experiment, Expul
9,𝑡−1

, and Expul
9,𝑡 .

Now, if 𝑐 = 𝑎𝑏 it holds that

pk𝑡 = 𝐴 = 𝑎𝐺1 (for 𝑎 $← Z𝑝 )
𝛿𝜓 = 𝛽𝜏𝜓𝐶 = (𝑎𝑏𝛽𝜏𝜓 )𝐺1 = 𝑎H2 (𝜏𝜓 ),

which is how the tuple is distributed in Expul
9,𝑡−1

. To see this, simply

replace 𝑎 by sk𝑘 . If 𝑐
$← Z𝑝 such that 𝑐 ≠ 𝑎𝑏, it holds that

pk𝑡 = 𝐴 = 𝑎𝐺1 ∈𝑅 G1

𝛿𝜓 = 𝛽𝜏𝜓𝐶 = (𝑐 𝑏
𝑏
𝛽𝜏𝜓 )𝐺1 =

𝑐

𝑏
H2 (𝜏𝜓 ) (for 𝑐

$← Z𝑝 ).
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which is how the tuple distributed in Expul
9,𝑡 . To see this, simply

replace
𝑐
𝑏
by sk𝑡 (we have excluded executions with 𝑏 = 0). As 𝑐

acts as a one-time pad and is sampled uniformly random, it holds

that
𝑐
𝑏
is distributed uniformly random, what is also expected from

sk𝑡 .
Finally, after having shown that B perfectly simulates Expul

9,𝑡−1

to A if (𝑐 = 𝑎𝑏 ∧ 𝑏 ≠ 0) and Expul
9,𝑡 if (𝑐 ≠ 𝑎𝑏 ∧ 𝑏 ≠ 0), we can

analyze the output distribution of B. Note that B outputs 1 if and

only if 𝑏 ≠ 0 and A outputs 1 in the simulated experiment. As B
perfectly simulates Expul

9,𝑡−1
or Expul

9,𝑡 depending on whether the

received tuple is a real DDH tuple or not, it holds that the output

probabilities are

Pr[B(ddh) = 1 | 𝑐 = 𝑎𝑏] = 𝑝 − 1

𝑝
· Pr[Expul

9,𝑡−1
(𝜆) = 1]

Pr[B(ddh) = 1 | 𝑐 ≠ 𝑎𝑏] = 𝑝 − 1

𝑝
· Pr[Expul

9,𝑡 (𝜆) = 1] .

and the DDH advantage is

Advddh (B)
= | Pr[B(ddh) = 1 | 𝑐 = 𝑎𝑏] − Pr[B(ddh) = 1 | 𝑐 ≠ 𝑎𝑏] |

=
𝑝 − 1

𝑝
· | Pr[Expul

9,𝑡−1
(𝜆) = 1] − Pr[Expul

9,𝑡 (𝜆) = 1] |.

As we bind the advantage of any adversary with a complexity equal

toB by Advddh due to the DDH assumption, we conclude that

| Pr[Expul
8
(𝜆) = 1] − Pr[Expul

9,𝑛req
(𝜆) = 1] |

≤
𝑛req · 𝑝
𝑝 − 1

· Advddh .

Decouple the re-randomized public keys from the original ones. In
another series of 𝑛red + 𝑛 hybrids, we replace the re-randomized

public keys (𝑅∗) generated in the redemption oracle and main

thread with randomly sampled group elements. In order to keep

track of the number of executed redemption oracle queries, we

include a query counter 𝑖red. For 𝑡
′ ∈ [0, 𝑛red + 𝑛], we define the

series of hybrids as below. Note that Expul
10,0 is equal to Expul

9,𝑛req
.

Experiment: Expul
10,𝑡 ′ (𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), {Qredeem, C} ← ∅2, { 𝑗, 𝑖red, 𝑖Q } ← 0
3

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if Q contains duplicates return 0

(9) if ∃𝑖 ∈ Q s.t. (𝑖, ·,H2 (𝜏 ) ) ∈ C return 0

(10) ∀𝑖 ∈ Q :

(11) 𝑖Q ← 𝑖Q + 1, ( ·, sk, · ) ← 𝜌𝑖

(12) if 𝑖Q + 𝑛red ≤ 𝑡 ′ 𝑅∗
$← G1, pk∗

$← G1

else 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(13) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(14) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(15) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(16) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(17) . . .
. . .
ORd ( 𝒊, 𝝉 ) :

(28) 𝑖red ← 𝑖red + 1 if 𝑖red > 𝑛red return ⊥
(29) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(30) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(31) ( ·, sk, · ) ← 𝜌𝑖 ,

(32) if 𝑖red ≤ 𝑡 ′ 𝑅∗
$← G1, pk∗

$← G1

else 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(33) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(34) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(35) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(36) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

We show indistinguishability between Expul
10,𝑡 and Expul

10,𝑡−1
(for

𝑡 ∈ [𝑛red +𝑛]) by reducing to the DDH assumption in G1. More pre-

cisely, we build a DDH distinguisher B that receives a bilinear DDH

challenge ddh ← (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2, 𝐴 = 𝑎𝐺1, 𝐵 = 𝑏𝐺1,𝐶 =

𝑐𝐺1) with (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2) ← BGGen(1𝜆), internally exe-

cutes an experiment withA, and outputs a bit guess distinguishing

real DDH tuples (𝑐 = 𝑎𝑏) from random ones (𝑐 $← Z𝑝 ). Formally,

we define B as follows:

• B receives (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2, 𝐴, 𝐵,𝐶 ) and defines pp′ ←
(G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2 ) .

• If𝐴 = 0 or 𝐵 = 0, B aborts and outputs 0 (𝐴 may not be 0 as 𝑟 ∗ is sampled from

Z∗𝑝 and 𝐵 needs to be a generator of G1).

• B executes Expul
10,𝑡−1

(𝜆; 𝜇 ) with randomly sampled random tape 𝜇 and the

following modifications.

– B adapts the experiment’s main thread as follows:

(1) pp← pp′, (Qredeem, C) ← ∅2, (𝑖red, 𝑖Q ) ← 0
2

(2) . . .
(9) ∀𝑖 ∈ Q :

(10) 𝑖Q ← 𝑖Q + 1, ( ·, sk, · ) ← 𝜌𝑖

(11) if 𝑖Q + 𝑛red < 𝑡 𝑅∗
$← G1, pk∗

$← G1

elseif 𝑖Q + 𝑛red = 𝑡 𝑅∗ ← 𝐴, pk∗ ← 𝛽𝑖𝐶

else 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗𝐺1, pk∗ ← 𝑟 ∗pk𝑖
(12) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(13) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(14) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(15) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(16) . . .

– B answers request oracle queries ( 𝑗,md) as follows:
(19) 𝑗 ← 𝑗 + 1

(20) md𝑗 ← md, sk𝑗
$← Z𝑝

(21) 𝛽 𝑗
$← Z𝑝 , pk𝑗 ← 𝛽 𝑗𝐵

(22) 𝜋req ← Sdlog (𝐺1, pk𝑗 ), return (pk𝑗 , 𝜋req )
– B answers issuance oracle queries as defined in Expul

10,𝑡−1

– B answers redemption oracle queries (𝑖, 𝜏 ) as follows:
(28) 𝑖red ← 𝑖red + 1 if 𝑖red > 𝑛red return ⊥
(29) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(30) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(31) ( ·, sk, · ) ← 𝜌𝑖

(32) if 𝑖red < 𝑡 𝑅∗
$← G1, pk∗

$← G1

elseif 𝑖red = 𝑡 𝑅∗
$← G1, pk∗ ← 𝛽𝑖𝐶

else 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ ← 𝑟 ∗,𝐺1𝑝𝑘
∗ ← 𝑟 ∗pk𝑖

(33) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(34) 𝛿 ← sk · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(35) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(36) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

• B outputs whatever the experiment would output.

We observe that if 𝐴, 𝐵 ≠ 0 then B perfectly simulates Expul
10,𝑡−1

to A if 𝑐 = 𝑎𝑏 and Expul
10,𝑡 if 𝑐 ≠ 𝑎𝑏. To see this first note that the

public parameters, the request oracle responses, and the issuance
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oracle responses in the simulated experiments are distributed identi-

cally to both Expul
10,𝑡−1

and Expul
10,𝑡 . When looking at the redemption

oracle responses, we observe that all responses for 𝑖red ≠ 𝑡 are

distributed identically in the simulated experiment, Expul
10,𝑡−1

and

Expul
10,𝑡 as the oracle execution is exactly the same in all three ex-

periments if 𝑖red ≠ 𝑡 . If there is a query with 𝑖red = 𝑡 (i.e., if 𝑡 ≤ 𝑛red),
the adversary receives a response (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red)) with
𝑅∗ = 𝐴 = 𝑎𝐺1 and pk∗ = 𝛽 𝑗𝐶 = (𝛽 𝑗𝑐)𝐺1. If 𝑐 = 𝑎𝑏 it holds that

pk∗ = 𝑎pk𝑗 which makes the distribution identical to Expul
10,𝑡−1

. To

see this, simply interpret 𝑎 as 𝑟 ∗, which is possible as 𝑎 is distributed
uniformly random in Z∗𝑝 (we have excluded executions with 𝑎 = 0).

If 𝑐 ≠ 𝑎𝑏 it holds that pk∗ = 𝑐
𝑏
𝐺1, which makes the distribution

identical to Expul
10,𝑡 . Since 𝑐 is sampled uniformly random, it holds

that
𝑐
𝑏
𝐺1 (we have excluded executions with 𝑏 = 0) is a uniform

random group element and, hence, pk∗ is uniformly random in

G1 as expected in Expul
10,𝑡 . The remaining parts of the message, i.e.,

(𝛿, 𝜏, 𝜎∗, 𝜋red) are computed identically (conditioned on fixed values

for 𝑅∗ and pk∗) in all three experiments and, hence, are distributed

identically to Expul
10,𝑡−1

or Expul
10,𝑡 depending on whether 𝑐 = 𝑎𝑏 or

not. Finally, we look at the tokens generated in the main thread. For

each 𝑖Q such that 𝑖Q + 𝑛red ≠ 𝑡 the corresponding token, witness

pair (𝛿𝑖 , 𝜔𝑖 ) is computed identically in all three experiments. If there

is a 𝑖Q ∈ [𝑛] such that 𝑖Q + 𝑛red = 𝑡 (i.e., if 𝑡 > 𝑛red), we observe

that the distribution of the generated token-witness pair (𝛿𝑖 , 𝜔𝑖 ) is
identically to Expul

10,𝑡−1
if 𝑐 = 𝑎𝑏 and identically to Expul

10,𝑡 if 𝑐 ≠ 𝑎𝑏

based on the same arguments as used for the token-witness pairs

returned by the redemption oracle. We note that 𝑖Q + 𝑛red = 𝑡 and

𝑖red = 𝑡 contradict each other such that there will only be one to-

ken computed based on 𝐶 . Furthermore, we note that 𝛽 𝑗 resp. 𝛽𝑖 is

always defined before being used.

After having established that B perfectly simulates Expul
10,𝑡−1

to

A if 𝑐 = 𝑎𝑏 ∧𝐴 ≠ 0 ∧ 𝐵 ≠ 0 and Expul
10,𝑡 if 𝑐 ≠ 𝑎𝑏 ∧𝐴 ≠ 0 ∧ 𝐵 ≠ 0,

we can analyze the adversaries success probability analogously to

the previous game hop to conclude that

| Pr[Expul
10,𝑡−1

(𝜆) = 1] − Pr[Expul
10,𝑡 (𝜆) = 1] |

≤ ( 𝑝

𝑝 − 1

)2 · Advddh

and, hence,

| Pr[Expul
9,𝑛req
(𝜆) = 1] − Pr[Expul

10,𝑛red+𝑛 (𝜆) = 1] |

≤ (𝑛red + 𝑛) · (
𝑝

𝑝 − 1

)2 · Advddh .

Decouple tokens from each other. Let𝑛H2
be the number of distinct

allowed random oracle queries toH2

4
(which is lower or equal to

the domain of H2) and 𝑛req be the number of allowed queries to

the request oracle Oreq. In another series of (𝑛H2
·𝑛req) hybrids, we

replace the tokens computed from the ℓ-th secret key and the 𝑡-th

tag-hash by randomly sampled group elements. For 𝑡 ∈ [0, 𝑛H2
]

and ℓ ∈ [𝑛req], we define the series of hybrids as below (we first

increase 𝑡 and if 𝑡 = 𝑛H2
continue with ℓ = ℓ + 1 and 𝑡 = 0). In this

hybrid, we explicitly defineH2 to keep track of the order in which

the tags are queried and query the oracle for the tag submitted in

4
We interpret calls to experiment oracles or inputs to the main thread that cause the

oracle or the experiment to query the random oracle as adversarial random oracle

queries.

the main thread to ensure that the tag receives an index. Note that

Expul
11,0,1 is equal to Exp

ul
10,𝑛red+𝑛 and Exp

ul
11,𝑛H

2
,ℓ is equal to Exp

ul
11,0,ℓ+1

for ℓ ∈ [1, 𝑛req − 1].

Experiment: Expul
11,𝑡,ℓ (1𝜆 ; 𝜇)

(1) pp← Setup(1𝜆 ), (Qredeem, C,Λ) ← ∅3, 𝑖𝜏 ← 0, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,ORd (1, 𝑠0 )
(6) ( ·) ← H2 (𝜏 ), let 𝑖∗ be such that 𝜏 = 𝜏𝑖∗
(7) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ return 0

(8) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(9) if Q contains duplicates return 0

(10) if ∃𝑖 ∈ Q s.t. (𝑖, ·,H2 (𝜏 ) ) ∈ C return 0

(11) ∀𝑖 ∈ Q :

(12) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟
∗ $← Z∗𝑝 , 𝑅

∗ $← 𝑟 ∗𝐺1, pk∗
$← G1

(13) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )

(14) if 𝑖 < ℓ ∨ (𝑖 = ℓ ∧ 𝑖∗ ≤ 𝑡 ) 𝑟 $← Z∗𝑝 , 𝛿 ← 𝑟H2 (𝜏 )
else 𝛿 ← sk · H2 (𝜏 )

(15) 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(16) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(17) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(18) . . .
. . .
ORd ( 𝒊, 𝝉 ) :
(29) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(30) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(31) 𝑟 ∗

$← Z∗𝑝 , 𝑅
∗ ← 𝑟 ∗𝐺1, pk∗

$← G1, let 𝑖
∗
be such that 𝜏 = 𝜏𝑖∗

(32) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(33) ( ·, sk, · ) ← 𝜌𝑘 , 𝜎

∗ ← ES.Sign(skeqs,msg∗ )
(34) if 𝑖 < ℓ ∨ (𝑖 = ℓ ∧ 𝑖∗ ≤ 𝑡 ) 𝑟 $← Z∗𝑝 , 𝛿 ← 𝑟H2 (𝜏 ) else 𝛿 ← sk · H2 (𝜏 )
(35) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(36) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

H2 (𝝉 ) :
(37) if ∃(𝜏∗,𝑂 ) ∈ Λ such that 𝜏 = 𝜏∗ return𝑂

(38) 𝑖𝜏 ← 𝑖𝜏 + 1, 𝜏𝑖𝜏 ← 𝜏,𝑂
$← G1,Λ← Λ ∪ { (𝜏,𝑂 ) }

(39) return𝑂

We show indistinguishability between Expul
11,𝑡,ℓ and Expul

11,𝑡−1,ℓ

(for 𝑡 ∈ [𝑛H2
] and ℓ ∈ [𝑛req]) by reducing to the DDH assumption

in G1. In particular, we build a DDH distinguisher B that receives

a bilinear DDH challenge ddh ← (G1,G2,G𝑇 , e, 𝑝, 𝐴 = 𝑎𝐺1, 𝐵 =

𝐵𝐺1,𝐶 = 𝑐𝐺1) with (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2) ← BGGen(1𝜆), inter-
nally executes an experiment with A, and outputs a bit guess dis-
tinguishing real DDH tuples (𝑐 = 𝑎𝑏) from random ones (𝑐 ≠ 𝑎𝑏).
The proof is analogous to the one of Expul

9,· . Formally, we define B
as follows:

• B receives (G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2, 𝐴, 𝐵,𝐶 ) and defines pp′ ←
(G1,G2,G𝑇 , e, 𝑝,𝐺1,𝐺2 ) .

• If 𝐵 is not a generator of G1 , i.e., if 𝐵 = 0, B aborts and outputs 0.

• B executes Expul
11,𝑡−1,ℓ

(𝜆; 𝜇 ) with randomly sampled random tape 𝜇 and the

following modifications.

– B adapts the random oracle H2 as follows:

(37) if ∃(𝜏∗,𝑂 ) ∈ Λ such that 𝜏 = 𝜏∗ return𝑂
(38) 𝑖𝜏 ← 𝑖𝜏 + 1

if 𝑖𝜏 < 𝑡 𝑂
$← G1

elseif 𝑖𝜏 = 𝑡 𝛼
$← Z𝑝 ,𝑂 ← 𝛼𝐺1

else 𝛽𝑖𝜏
$← Z𝑝 ,𝑂 ← 𝛽𝑖𝜏 𝐵

𝜏𝑖𝜏 ← 𝜏,Λ← Λ ∪ { (𝜏,𝑂 ) }
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(39) return𝑂
– B adapts the experiment’s main thread as follows:

(1) pp← pp′, (Qredeem, C,Λ) ← ∅3, 𝑖𝜏 ← 0

(2) . . .
(10) ∀𝑖 ∈ Q :

(11) ( ·, sk, · ) ← 𝜌𝑖 , 𝑟
∗ $← Z∗𝑝 , 𝑅

∗ $← 𝑟 ∗𝐺1, pk∗
$← G1

(12) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )

(13) if 𝑖 < ℓ ∨ (𝑖 = ℓ ∧ 𝑖∗ < 𝑡 ) 𝛿 $← G1

elseif 𝑖 = ℓ ∧ 𝑖∗ = 𝑡 𝛿 ← 𝛼𝐴

elseif 𝑖 = ℓ ∧ 𝑖∗ > 𝑡 𝛿 ← 𝛽𝑖∗𝐶
else 𝛿 ← sk · H2 (𝜏 )

(14) 𝜎∗ ← ES.Sign(skeqs,msg∗ )
(15) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(16) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(17) . . .

– B answers request oracle queries ( 𝑗,md) as defined in Expul
11,𝑡−1,ℓ

.

– B answers issuance oracle queries as defined in Expul
11,𝑡−1,ℓ

.

– B answers redemption oracle queries (𝑖, 𝜏 ) as follows:
(29) if 𝜌𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(30) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(31) 𝑟 ∗

$← Z∗𝑝 , 𝑅
∗ ← 𝑟 ∗𝐺1, pk∗

$← G1, let 𝑖
∗
be such that 𝜏 = 𝜏𝑖∗

(32) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )
(33) ( ·, sk, · ) ← 𝜌𝑘 , 𝜎

∗ ← ES.Sign(skeqs,msg∗ )
(34) if 𝑖 < ℓ ∨ (𝑖 = ℓ ∧ 𝑖∗ < 𝑡 ) 𝛿 $← G1

elseif 𝑖 = ℓ ∧ 𝑖∗ = 𝑡 𝛿 ← 𝛼𝐴

elseif 𝑖 = ℓ ∧ 𝑖∗ > 𝑡 𝛿 ← 𝛽𝑖∗𝐶
else 𝛿 ← sk · H2 (𝜏 )

(35) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(36) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

• B outputs whatever the experiment would output.

Again, we first observe that if 𝐵 ≠ 0, it follows that B perfectly

simulates Expul
11,𝑡−1,ℓ to A if 𝑐 = 𝑎𝑏 and Expul

11,𝑡,ℓ if 𝑐
$← Z𝑝 . To

see this first note the following: (1) the public parameters in the

simulated experiment are distributed identically to both Expul
11,𝑡−1,ℓ

and Expul
11,𝑡,ℓ ; (2) random oracle responses in the simulated experi-

ment are distributed identically to both Expul
11,𝑡−1,ℓ and Expul

11,𝑡,ℓ as

𝐵 and𝐺1 are generators of G1 and 𝛽𝑖𝜏 and 𝛼 are sampled uniformly

random; (3) request and issuance oracle queries are answered iden-

tically in the simulated experiment, Expul
11,𝑡−1,ℓ , and Exp

ul
11,𝑡,ℓ ; (4) the

oracle responses of the redemption oracle for 𝑖 ≠ ℓ ∨ (𝑖 = ℓ ∧ 𝑖∗ <
𝑡) and the token-witness pairs generated in the main thread for

𝑖 ≠ ℓ (𝑖 = ℓ ∧ 𝑖∗ < 𝑡) are distributed identically in the simulated

experiment, Expul
11,𝑡−1,ℓ , and Exp

ul
11,𝑡,ℓ , and (5) all witnesses computed

in the redemption oracle and the main thread are distributed iden-

tically in the simulated experiment, Expul
11,𝑡−1,ℓ , and Expul

11,𝑡,ℓ and

independently from the tokens. Observation (5) follows from the

fact that the zero-knowledge proofs are simulated and messages,

keys, and signatures are computed identically in all three experi-

ments. What remains to show is that the tokens generated in the

simulated experiment’s redemption oracle for 𝑖 = ℓ ∧ 𝑖∗ ≥ 𝑡 and the
simulated experiment’s main thread for 𝑖 = ℓ∧𝑖∗ ≥ 𝑡 are distributed
identically to Expul

11,𝑡−1,ℓ if 𝑐 = 𝑎𝑏 and Expul
11,𝑡,ℓ , otherwise.

For all these tokens it holds that if 𝑐 = 𝑎𝑏 (for 𝑎,𝑏
$← Z𝑝 ) then

𝛿 = 𝛼𝐴 = 𝑎H2 (𝜏𝑖∗ ) (if 𝑖∗ = 𝑡)
𝛿 = 𝛽𝑖∗𝐶 = (𝑎𝑏𝛽𝑖∗ )𝐺1 = 𝑎H2 (𝜏𝑖∗ ) (if 𝑖∗ > 𝑡)

which is how the tokens are distributed in Expul
11,𝑡−1,ℓ . To see this,

simply substitute 𝑎 by sk. If 𝑎, 𝑏, 𝑐
$← Z𝑝 such that 𝑐 ≠ 𝑎𝑏, it holds

that

𝛿 = 𝛼𝐴 = 𝑎H2 (𝜏𝑖∗ ) (if 𝑖∗ = 𝑡)

𝛿 = 𝛽𝑖∗𝐶 = (𝑐 𝑏
𝑏
𝛽𝑖∗ )𝐺1 =

𝑐

𝑏
H2 (𝜏𝑖∗ ) (if 𝑖∗ > 𝑡).

which is how the tokens are distributed in Expul
11,𝑡,ℓ . To see this,

simply substitute 𝑎 by 𝑟 and 𝑐
𝑏
by sk (we have excluded executions

with 𝑏 = 0). The variable 𝑎 is distributed uniformly random in Z𝑝
what is expected from 𝑟 . As 𝑐 acts as a one-time pad and is sampled

uniformly random, it holds that
𝑐
𝑏
is distributed uniformly random

in Z𝑝 exactly as sk.
Finally, after having shown that B perfectly simulates Expul

11,𝑡−1,ℓ

to A if (𝑐 = 𝑎𝑏 ∧ 𝑏 ≠ 0) and Expul
11,𝑡,ℓ if (𝑐 ≠ 𝑎𝑏 ∧ 𝑏 ≠ 0), we can

analyze the output distribution of B. Note that B outputs 1 if and

only if 𝑏 ≠ 0 and A outputs 1 in the simulated experiment. As B
perfectly simulates Expul

11,𝑡−1,ℓ or Exp
ul
11,𝑡,ℓ depending on whether

the received tuple is a real DDH tuple or not, it holds that the output

probabilities are

Pr[B(ddh) = 1 | 𝑐 = 𝑎𝑏] = 𝑝 − 1

𝑝
· Pr[Expul

11,𝑡−1,ℓ (𝜆) = 1]

Pr[B(ddh) = 1 | 𝑐 ≠ 𝑎𝑏] = 𝑝 − 1

𝑝
· Pr[Expul

11,𝑡,ℓ (𝜆) = 1] .

and the DDH advantage is

Advddh (B)
= | Pr[B(ddh) = 1 | 𝑐 = 𝑎𝑏] − Pr[B(ddh) = 1 | 𝑐 ≠ 𝑎𝑏] |

=
𝑝 − 1

𝑝
· | Pr[Expul

11,𝑡−1,ℓ (𝜆) = 1] − Pr[Expul
11,𝑡,ℓ (𝜆) = 1] |.

As we bind the advantage of any adversary with a complexity equal

to B by Advddh due to the DDH assumption, we conclude that

| Pr[Expul
11,𝑡−1,ℓ (𝜆) = 1] − Pr[Expul

11,𝑡,ℓ (𝜆) = 1] |

≤ 𝑝

𝑝 − 1

· Advddh (B)

and, hence,

| Pr[Expul
10,𝑛red+𝑛 (𝜆) = 1] − Pr[Expul

11,𝑛H
2
,𝑛req
(𝜆) = 1] |

≤
𝑛H2
· 𝑛req · 𝑝
𝑝 − 1

· Advddh .

We note that the adversary can only obtain up to 𝑛red +𝑛 tokens,

from which at least 𝑛 need to be from distinct client secret keys

sk𝑗 . Therefore, it would suffice to break the relation between just

𝑛red+1 tokens instead of the 𝑛H2
·𝑛req hybrids we use. Furthermore,

for our subsequent security proof, it would be sufficient to break

only the relation between the tokens generated in the experiment’s

main thread and the ones created in the redemption oracle with

the same client secret key. All tokens created in the redemption

oracle with the same client secret key could still use the same key.

Therefore, it would only be necessary to randomize 𝑛 of the tokens,

the ones created in the main thread, and, hence, use only 𝑛 hybrids.

However, in the experiment, the adversary first sees the possible

tag hashes (which, we need to program in the reduction) and some

tokens before deciding which tag and client secret keys should be

used in the main thread. Therefore, we either have to guess the

tokens, that we need to re-randomize before seeing the adversarial

selection or re-randomize all potentially queried tokens even if
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it turns out that they will not be queried. We follow the latter

approach. Rewinding the adversary after seeing its selection does

not work, as the adversary can adaptively choose its queries and

selection based on the query responses, it received before, which

will differ after rewinding as we have to program the oracle based

on the DDH challenge.

One workaround for this problem would be to use an interactive

DDH security assumption, that is structured as follows: The exper-

iment samples a random 𝑎
$← Z𝑝 and the adversary queries up to

𝑛H2
random generators 𝐵𝑖 and up to 𝑛red group elements 𝐶 𝑗 = 𝑎𝐵 𝑗 .

Finally, the adversary selects 𝑖∗, such that 𝐶𝑖∗ has not been queried

before, receives 𝐶𝑖∗ , which is either random or equal to 𝑎𝐵𝑖∗ , and

has to guess whether 𝐶𝑖∗ = 𝑎𝐵𝑖∗ or not.

Simplification. In a bridging step, we remove redundant program

flow interactions and variable definitions, e.g., the storage and the

retrieval of the pre-tokens or the explicit definition of the random

oracleH2. The game is defined as follows:

Experiment: Expul
12
(𝜆; 𝜇)

(1) pp← Setup(1𝜆 ), (Qredeem, C) ← ∅2, 𝑗 ← 0

(2) ( (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), 𝑠0 ) ← A(0, pp)
(3) if ZKPeqs .Verify(𝜋pk, pkeqs = 0) return 0

(4) skeqs ← EAeqs (𝜇 ), if skeqs = ⊥ return 0

(5) (Q, 𝜏, 𝑠1 ) ← AOReq,OIs,ORd (1, 𝑠0 )
(6) if | Q | < 𝑛 ∨ ∃(𝑖, 𝑖′ ) ∈ Q2

s.t.md𝑖 ≠ md𝑖′ ∨ 𝑖 = 𝑖′ return 0

(7) if ∃𝑖 ∈ Q s.t. ( (𝑖, 𝜏 ) ∈ Qredeem ∨ 𝜌𝑖 ∈ {null,⊥}) return 0

(8) if ∃𝑖 ∈ Q s.t. 𝑖 ∈ Q \ {Q}
(9) if ∃𝑖 ∈ Q s.t. (𝑖, ·,H2 (𝜏 ) ) ∈ C return 0

(10) ∀𝑖 ∈ Q :

(11) 𝑟 ∗
$← Z∗𝑝 , 𝑅

∗ $← 𝑟 ∗𝐺1, pk∗
$← G1

(12) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )

(13) 𝑟
$← Z∗𝑝 , 𝛿 ← 𝑟 · H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )

(14) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(15) (𝛿𝑖 , 𝜔𝑖 ) ← (𝛿, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )
(16) 𝑘

$← Q, pick a random permutation 𝜙 of Q
(17) 𝑘∗ ← A(2, 𝑠1, 𝜙 (𝑘 ), {𝛿𝜙 (𝑖 ) , 𝜔𝜙 (𝑖 ) }𝑖∈Q )
(18) if 𝑘 = 𝑘∗ return 1 else return 0

OReq (md) :

(19) 𝑗 ← 𝑗 + 1,md𝑗 ← md, sk𝑗
$← Z𝑝 , pk𝑗 ← sk𝑗𝐺1

(20) 𝜋req ← Sdlog (𝐺1, pk𝑗 ), return (pk𝑗 , 𝜋req )

OIs ( 𝒊, resp) :
(21) if pk𝑖 = null ∨ 𝜌𝑖 ≠ null return ⊥ else 𝜌𝑖 ← ⊥
(22) (𝑅, pk′𝑐 , 𝑋, 𝜎, 𝜋is ) ← resp,msg← (𝑅, pk′𝑐 ,H1 (md𝑖 ) · 𝑅,𝑋 )
(23) if ZKPeq-or .Verify(𝜋is, (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) ) = 0 return 0

(24) (𝑟, ok𝑖 ) ← EAeq-or (𝜇 ), if (𝑟, ok𝑖 ) = ⊥2 abort experiment with 0

(25) if ES.Verify(pkeqs,msg, 𝜎 ) = 0 ∨ pk′𝑐 ≠ 𝑟pk𝑖 return 0

(26) 𝜌𝑖 ← 1, return 1

ORd ( 𝒊, 𝝉 ) :
(27) if ok𝑖 ∈ {null,⊥} ∨ (𝑖, 𝜏 ) ∈ Qredeem return ⊥
(28) Qredeem ← Qredeem ∪ { (𝑖, 𝜏 ) }, C ← C ∪ { (𝑖, 𝜏,H2 (𝜏 ) ) }
(29) 𝑟 ∗

$← Z∗𝑝 , 𝑅
∗ ← 𝑟 ∗𝐺1, pk∗

$← G1

(30) msg∗ ← (𝑅∗, pk∗,H1 (md𝑖 ) · 𝑅∗, 𝑟 ∗pkok𝑖pb )

(31) 𝑟
$← Z∗𝑝 , 𝛿 ← 𝑟H2 (𝜏 ), 𝜎∗ ← ES.Sign(skeqs,msg∗ )

(32) 𝜋red ← Seq (pk∗, 𝛿, 𝑅∗,H2 (𝜏 ) )
(33) return (𝛿, 𝜏, (𝑅∗, pk∗, 𝑋 ∗, 𝜎∗, 𝜋red ) )

This game hop is just a bridging step and, hence, does not affect

the output distribution. We conclude that

Pr[Expul
11,𝑛H

2
,𝑛req
(𝜆) = 1] = Pr[Expul

12
(𝜆) = 1] .

Analysis of final game. In the final game, the only dependence

of the token-witness pairs provided to the adversary in the main

thread (after shuffling) on the corresponding pre-tokens (selected

by the adversary via their index) is the private bit ok𝑖 . However,
the private bit can only have one of two values. Hence, we can

split the token-witness pairs provided to the adversary into two

sets of identically distributed tokens, i.e., the ones generated with

ok𝑖 = 0 and the ones with ok𝑖 = 1. Let Q0 = {𝑖 ∈ Q : ok𝑖 = 0} ⊂ Q,
Q1 = {𝑖 ∈ Q : ok𝑖 = 1} ⊂ Q, 𝑠 = |Q|, 𝑠0 = |Q0 | and 𝑠1 = |Q1 |.
As the adversary can read the private bit ok𝑘 from the received

token-witness pair at position 𝜙 (𝑘) it knows that 𝑘 needs to be in

Qok𝑘 . However, as all token-witness pairs in Qok𝑘 are distributed

identically and independently of 𝑘 , the best the adversary can do is

guessing an arbitrary element inside Qok𝑘 .

Given that 𝑘 is sampled uniformly random from Q it holds that

the probability that ok𝑘 = 𝑏 is
𝑠𝑏
𝑠
. As the best the adversary can do

is to guess an arbitrary index within Qok𝑘 and the elements in Qok𝑘
are shuffled randomly, the success probability of the adversary after

observing that ok𝑘 = 𝑏 is 1

𝑠𝑏
. Therefore, the total success probability

of the adversary is

𝑠0

𝑠
· 1

𝑠0
+ 𝑠1
𝑠
· 1

𝑠1
=

2

𝑠
.

Finally, we observe that 𝑠 ≥ 𝑛 and, hence, that

Pr[Expul
13
(𝜆) = 1] ≤ 2

𝑛

By incorporating all game hops, we conclude that

Pr[ExpulΠ,A,𝑛 (𝜆) = 1] ≤
2

𝑛
+ 𝑛req · Pr[Sdlog fails]

+ 𝑛is · Pr[Eeq-or fails]
+ Pr[Eeqs fails]
+ (𝑛red + 𝑛) · Pr[Seq fails]
+ Pr[RO collision with 𝑛H2

queries]

+ ((𝑛 + 𝑛red) · (
𝑝

𝑝 − 1

)2 + (𝑛req + 𝑛H2
· 𝑛req) ·

𝑝

𝑝 − 1

) · Addh

where 𝑛req, 𝑛is, 𝑛red and 𝑛H2
are the number of request oracle, is-

suance oracle, redemption oracle, andH2 queries available to the

adversary, Pr[RO collision with 𝑛H2
queries] = 1 − 𝑝!

(𝑝−𝑛H
2
)!·𝑝𝑛H2

andAddh is the maximal advantage of a DDH distinguisher running

in time approximately equivalent to ExpulΠ,A,𝑛 plus 𝑛req times the

runtime of Sdlog, 𝑛is times the runtime of Eeq-or, the runtime of Eeqs
and (𝑛red + 𝑛) times the runtime of Seq.

B.5 Private Bit Privacy
To show private bit privacy, we prove that for every PPT adversary

A and security parameter 𝜆, it holds that

| Pr[ExppbpΠ,A,0 (𝜆) = 1] − Pr[ExppbpΠ,A,1 (𝜆) = 1] | ≤ negl(𝜆)
where Π is as defined in Construction 1. We conduct the proof via

a sequence of hybrid experiments that are defined as follows:
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Inline construction.We start by inlining the concrete computa-

tions of Π into the security game (where relevant). The game is

defined as follows:

Experiment: Exppbp
0,Π,A,ok∗ (𝜆)

(1) pp← Setup(1𝜆 ), 𝑐 ← 0, (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← ZKPeqs .Prove( (skeqs ), (pp, pkeqs ) )

(3) sk𝑏pb
$← Z𝑝 , pk𝑏pb ← sk𝑏pb𝐺1 for 𝑏 ∈ {0, 1}

(4) pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), sk← (skeqs, sk
0

pb, sk
1

pb, pk)
(5) return AOIs,OCh,ORB (pp, pk)

OIs (ok,md, req) :
(6) return Issue(pp, req,md, ok, sk)

OCh (md, (pk𝒄 , 𝝅req ) = req) :

(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) md∗ ← md, 𝑚 ← H1 (md)
(10) 𝑣

$← Z∗𝑝 , 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐 , 𝑋 ← 𝑣 · pkok∗pb

(11) 𝜋is ← ZKPeq-or .Prove( (𝑣, ok∗ ), (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb ) )
(12) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(13) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

ORB (P, 𝜹, 𝝉,md, 𝝎 ) :

(14) if 𝑐 = 1 ∧md =md∗ return ⊥
(15) if Verify(pp, P, 𝛿, 𝜏,md, 𝜔, pk) = 0 then return ⊥
(16) (𝑅, ·, 𝑋, ·, · ) ← 𝜔

(17) if 𝑋 = sk1

pb𝑅 then return 1 else return 0

As this is only a change of presentation, it holds that

Pr[Exppbp
Π,A,ok∗ (𝜆) = 1] = Pr[Exppbp

0,Π,A,ok∗ (𝜆) = 1] .

Refuse bit at hash collisions. In the first hybrid, we extend the read
bit oracle ORB to check whether the submitted metadata md forms

a hash collision with the challenged metadata md∗ (if defined). If
this is the case, we do not read the private bit but simply return ⊥.
The resulting experiment is defined as follows:

Experiment: Exppbp
1,Π,A,ok∗ (𝜆)

. . .

ORB (P, 𝜹, 𝝉,md, 𝝎 ) :

(14) if 𝑐 = 1 ∧md =md∗ return ⊥
(15) if 𝑐 = 1 ∧ H1 (md) = H1 (md∗ ) return ⊥
(16) if Verify(pp, P, 𝛿, 𝜏,md, 𝜔, pk) = 0 then return ⊥
(17) (𝑅, ·, 𝑋, ·, · ) ← 𝜔

(18) if 𝑋 = sk1

pb𝑅 then return 1 else return 0

Equivalently to Expuf
1,Π,A,𝑛 (Section B.3), it follows from the col-

lision resistance of the random oracle and the difference lemma

that

| Pr[Exppbp
1,Π,A,ok∗ (𝜆) = 1] − Pr[Exppbp

0,Π,A,ok∗ (𝜆) = 1] |

≤ 1 − 𝑝!

(𝑝 − 𝑛H1
)! · 𝑝𝑛H1

for 𝑛H1
being the maximal number of random oracle queries toH1

available to A.

Issuance proof simulation. In the second hybrid, we employ sim-

ulator Seq-or of proof system ZKPeq-or to create the issuance proof

𝜋is without making use of the witnesses (𝑣, ok∗). The simulator re-

ceives the proof statement (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb), has the capability

to program the random oracle and creates a valid zero-knowledge

proof 𝜋is except with negligible probability. The hybrid is defined

as follows:

Experiment: Exppbp
2,Π,A,ok∗ (𝜆)

. . .

OCh (md, (pk𝒄 , 𝝅req ) = req) :

(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) md∗ ← md, 𝑚 ← H1 (md)
(10) 𝑣

$← Z∗𝑝 , 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐 , 𝑋 ← 𝑣 · pkok∗pb

(11) 𝜋is ← Seq-or (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb )
(12) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(13) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

. . .

In Exppbp
1,Π,A,ok∗ the key proof is always valid due to the com-

pleteness property of the proof system. Hence, Exppbp
2,Π,A,ok∗ and

Exppbp
1,Π,A,ok∗ only differ if Seq-or in Exppbp

2,Π,A,ok∗ is not successful. We

use the difference lemma to conclude that

| Pr[Exppbp
2,Π,A,ok∗ (𝜆) = 1] − Pr[Exppbp

1,Π,A,ok∗ (𝜆) = 1] |
≤ Pr[Seq-or fails]) .

for ok∗ ∈ {0, 1}. Moreover, the complexity of Exppbp
2,Π,A,ok∗ increases

by the complexity of Seq-or when compared to Exppbp
1,Π,A,ok∗ .

Simulate signature key proof. Equivalently to Expuf
𝑛+2,Π,A,𝑛 (Sec-

tion B.3), we replace the key proof that is part of the public key pk
with a simulated proof computed by Spk. The hybrid is defined as

follows:

Experiment: Exppbp
3,Π,A,ok∗ (𝜆)

(1) pp← Setup(1𝜆 ), 𝑐 ← 0, (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← Spk (pp, pkeqs )
(3) . . .

In Exppbp
2,Π,A,ok∗ the key proof is always valid due to the com-

pleteness property of the proof system. Hence, Exppbp
3,Π,A,ok∗ and

Exppbp
2,Π,A,ok∗ only differ if Spk in Exppbp

3,Π,A,ok∗ is not successful. We

use the difference lemma to conclude that

| Pr[Exppbp
3,Π,A,ok∗ (𝜆) = 1] − Pr[Exppbp

2,Π,A,ok∗ (𝜆) = 1] |
≤ Pr[Spk fails]) .

The complexity of Exppbp
2,Π,A,ok∗ increases by the complexity of Spk.

Extract the request proof in the challenge oracle. Next, we utilize
extractor Edlog of proof system ZKPdlog to extract the witnesses

of the zero knowledge proof 𝜋req in the challenge oracle after the

zero-knowledge proof has been verified correctly. If the extraction

fails, i.e. if sk𝑐 = ⊥, we return ⊥. The hybrid is defined as follows:

Experiment: Exppbp
4,Π,A,ok∗ (𝜆; 𝜇)

. . .

OCh (md, (pk𝒄 , 𝝅req ) = req) :
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(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) sk𝑐 ← EAdlog (𝜇 ), if sk𝑐 = ⊥ return ⊥
(10) md∗ ← md, 𝑚 ← H1 (md)
(11) 𝑣

$← Z∗𝑝 , 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐 , 𝑋 ← 𝑣 · pkok∗pb

(12) 𝜋is ← Seq-or (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb )
(13) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(14) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

. . .

The games Exppbp
4,Π,A,ok∗ and Exp

pbp
3,Π,A,ok∗ only differ in the extrac-

tion of the zero-knowledge proof and the corresponding success

verification. We use the difference lemma to conclude that

| Pr[Exppbp
4,Π,A,ok∗ (𝜆; 𝜇) = 1] − Pr[Exppbp

3,Π,A,ok∗ (𝜆; 𝜇) = 1] |
≤ Pr[Edlog fails] .

The complexity of Exppbp
4,Π,A,ok∗ increases by the complexity of Edlog.

Random private bit hint if ok∗ = 0. In the next hybrid, we ran-

domly sample 𝑋
$← G1 in the challenge oracle if ok∗ = 0. The

hybrid is defined as follows:

Experiment: Exppbp
5,Π,A,ok∗ (𝜆; 𝜇)

. . .

OCh (md, (pk𝒄 , 𝝅req ) = req) :

(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) sk𝑐 ← EAdlog (𝜇 ), if sk𝑐 = ⊥ return ⊥
(10) md∗ ← md, 𝑚 ← H1 (md)
(11) 𝑣

$← Z∗𝑝 , 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐
(12) if ok∗ = 1 𝑋 ← 𝑣 · pkok∗pb else 𝑋

$← G1

(13) 𝜋is ← Seq-or (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb )
(14) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(15) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

. . .

Clearly it holds that

Pr[Exppbp
5,Π,A,1 (𝜆; 𝜇) = 1] = Pr[Exppbp

4,Π,A,1 (𝜆; 𝜇) = 1]

as the modification does not affect the experiments with parameter

ok∗ = 1.

In the experiment with ok∗ = 0, we bind the difference in the out-

put distribution between Exppbp
5,Π,A,0 and Exppbp

4,Π,A,0 via a reduction
to the Decisional Diffie-Hellman problem in G1. More precisely,

we build a DDH-distinguisher B that utilizes A to distinguish

DDH-tuples as follows:

B receives (BG, 𝐴 = 𝑎𝐺1, 𝐵 = 𝑏𝐺1,𝐶 ) with𝐶 = (𝑎𝑏 )𝐺1 or𝐶 = 𝑟𝐺1 for random

𝑟 and simulates an execution of Exppbp
4,Π,A,ok∗ or Exp

pbp
5,Π,A,0

to A.

• If 𝐵 = 0, B aborts and outputs 0. (𝐵 may not be 0 in the experiment, as 𝑣 is

sampled from Z∗𝑝 .)
• Otherwise, B executes the experiment as follows:

(1) pp← BG, 𝑐 ← 0, (skeqs, pkeqs ) ← ES.KeyGen(14 )
(2) 𝜋pk ← Spk (pp, pkeqs )

(3) sk1

pb
$← Z𝑝 , pk1

pb ← sk𝑏pb𝐺1

(4) pk← (pkeqs, 𝜋pk, pk0

pb =𝐴, pk1

pb ), sk← (skeqs,⊥, sk
1

pb, pk)
(5) 𝑜 ← AOIs,OCh,ORB (pp, pk)

• B answers oracle queries to OIs as defined in Exppbp
4,Π,A,0

(which is equivalent to

Exppbp
5,Π,A,0

).

• B answers oracle queries to ORB as defined in Exppbp
4,Π,A,ok∗ (which is equivalent

to Exppbp
5,Π,A,0

).

• B answers oracle queries to OCh as follows:

(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) sk𝑐 ← EAdlog (𝜇 ), if sk𝑐 = ⊥ return ⊥
(10) md∗ ← md, 𝑚 ← H1 (md)
(11) 𝑅 ← 𝐵, pk′𝑐 ← sk𝑐𝐵, 𝑋 ← 𝐶

(12) 𝜋is ← Seq-or (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb )
(13) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(14) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

• B outputs 𝑜 .

First, we observe thatB perfectly simulates experiment Exppbp
4,Π,A,0

toA if 𝐵 ≠ 0∧𝐶 = (𝑎𝑏)𝐺1 and experiment Exppbp
5,Π,A,0 if 𝐵 ≠ 0∧𝐶 ≠

(𝑎𝑏)𝐺1. The changes to the computation of the public parameters

and pk0

pb do not affect their distribution as BG is computed identi-

cally to pp and 𝐴 is distributed uniformly random, exactly as pk0

pb

is supposed to. Not knowing sk0

pb does not affect the experiment’s

simulation, as sk0

pb is not used in Exppbp
5,Π,A,1 or Exp

pbp
4,Π,A,1 (to read

the bit, the oracle only uses sk1

pb and assumes the bit to be 0 if it

is not 1.) With regard to 𝑇 = (𝑅, pk′𝑐 , 𝑋 ), we observe that 𝑇 =𝑇4 =

(𝑣𝐺1, (𝑣sk𝑐 )𝐺1, 𝑣pk0

pb) in Exppbp
4,Π,A,0, 𝑇 = 𝑇5 = (𝑣𝐺1, (𝑣sk𝑐 )𝐺1,𝑊 )

for𝑊
$← G1 in Exppbp

5,Π,A,0 and 𝑇 = 𝑇𝑠 = (𝐵, sk𝑐𝐵,𝐶) for 𝐴 = pk0

pb
in the simulated experiment (with 𝐵 ≠ 0). It follows that 𝑇𝑠 = 𝑇4

if 𝐵 ≠ 0 ∧ 𝐶 = 𝑎𝑏 and 𝑇𝑠 = 𝑇5 if 𝐵 ≠ 0 ∧ 𝐶 ≠ (𝑎𝑏)𝐺1. To see this,

simply substitute 𝑣 with 𝑏 and pk0

pb with 𝐴.

As 𝑏 is sampled uniformly random it holds that Pr[𝐵 = 0] =
1

𝑝
. Furthermore, B outputs whatever A outputs in the simulated

experiment if 𝐵 ≠ 0. Hence, we can conclude

| Pr[Exppbp
5,Π,A,0 (𝜆; 𝜇) = 1] − Pr[Exppbp

4,Π,A,0 (𝜆; 𝜇) = 1] |

≤ 𝑝

𝑝 − 1

· Advddh

where Advddh is the advantage in deciding DDH tuples of an adver-

sary runningwith approximately the same complexity as Exppbp
Π,A,ok∗

plus the complexity of Seq-or, Spk and Edlog.

Read bit based on sk0

pb. In the next experiment, we change read

bit oracle ORB to read the bit based on sk0

pb instead of sk1

pb. The

resulting experiment is defined as follows:

Experiment: Exppbp
6,Π,A,ok∗ (𝜆)

. . .

ORB (P, 𝜹, 𝝉,md, 𝝎 ) :

(14) if 𝑐 = 1 ∧md =md∗ return ⊥
(15) if 𝑐 = 1 ∧ H1 (md) = H1 (md∗ ) return ⊥
(16) if Verify(pp, P, 𝛿, 𝜏,md, 𝜔, pk) = 0 then return ⊥
(17) (𝑅, ·, 𝑋, ·, · ) ← 𝜔

(18) if 𝑋 = sk0

pb𝑅 then return 0 else return 1

It is evident that this change only affects the output distribution,

if Line 18 is executed with sk0

pb𝑅 ≠ 𝑋 ≠ sk1

pb𝑅. We call this event 𝐹
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and bind the probability of event 𝐹 via a reduction to the unforge-

ability (EUF-CMA) property of the EQS scheme. More precisely, we

build an EQS unforgeability adversary B that wins the unforge-

ability game with probability Pr[𝐹 in Exppbp
6,Π,A,ok∗ ]. B is defined as

follows:

B receives (pp′, pk′ ) , has oracle access to OSig and simulates an execution of

Exppbp
6,Π,A,ok∗ with adversary A.

• Upon receiving (pp′, pk′ ) , B executes the experiment as follows:

(1) pp← pp′, 𝑐 ← 0, (skeqs, pkeqs ) ← (⊥, pk′ )
(2) 𝜋pk ← Spk (pp, pkeqs )

(3) sk𝑏pb
$← Z𝑝 , pk𝑏pb ← sk𝑏pb𝐺1 for 𝑏 ∈ {0, 1}

(4) pk← (pkeqs, 𝜋pk, pk0

pb, pk
1

pb ), sk← (skeqs, sk
0

pb, sk
1

pb, pk)
(5) 𝑜 ← AOIs,OCh,ORB (pp, pk)

• B answers oracle queries to OIs as defined in Exppbp
6,Π,A,0

but computes 𝜎 as

𝜎 ← OSig (msg) (skeqs is not known.)
• B answers oracle queries to OCh as defined in Exppbp

6,Π,A,0
but computes 𝜎 as

𝜎 ← OSig (msg) (skeqs is not known.)
• B answers oracle queries to ORB as follows:

(14) if 𝑐 = 1 ∧md =md∗ return ⊥
(15) if 𝑐 = 1 ∧ H1 (md) = H1 (md∗ ) return ⊥
(16) if Verify(pp, P, 𝛿, 𝜏,md, 𝜔, pk) = 0 then return ⊥
(17) (𝑅, pk𝑐 , 𝑋, 𝜎, · ) ← 𝜔

(18) if sk0

pb𝑅 ≠ 𝑋 ≠ sk1

pb𝑅 then
output forgery ( (𝑅, pk𝑐 ,H1 (md) · 𝑅,𝑋 ), 𝜎 )

(19) if 𝑋 = sk0

pb𝑅 then return 0 else return 1

• If B did not output anything else before, it outputs ⊥.

First, we observe that B perfectly simulates Exppbp
6,Π,A,ok∗ until

B terminates the simulation (prematurely or not). The changes to

the computation of the public parameters, the public key and the

signatures do not affect the adversary’s view as the EQS unforge-

ability experiment computes these exactly as Exppbp
6,Π,A,ok∗ would.

The change in the challenge oracle terminates the simulation when

it takes effect and, hence, cannot affect the adversary’s view. Hence,

we can conclude that event 𝐹 occurs in the simulated experiment

with the same probability as in Exppbp
6,Π,A,ok∗

Next, we show that B outputs a valid forgery if and only if event

𝐹 occurs in the simulated experiment. If event 𝐹 does not occur,

the adversary outputs ⊥ which cannot be a valid forgery. Event

𝐹 occurs if ORB is called with (P, 𝛿, 𝜏,md, 𝜔 = (𝑅, pk𝑐 , 𝑋, 𝜎, ·))
such that sk0

pb𝑅 ≠ 𝑋 ≠ sk1

pb𝑅, 𝑚 = H1 (md) ≠ H1 (md∗), and
Verify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 1. If event 𝐹 occurs B outputs the tu-

ple (msg = (𝑅, pk𝑐 ,𝑚 ·𝑅,𝑋 ), 𝜎). AsVerify(pp,P, 𝛿, 𝜏,md, 𝜔, pk) = 1

requires ES.Verify(pkES,msg, 𝜎) = 1, it holds that (msg, 𝜎) is a valid
message-signature pair. What remains is to show thatmsg does not
belong to a message class that has been queried byB. For all queries
(𝑅, ·, 𝑀3, 𝑋 ) submitted byB it needs to hold that𝑋 = 𝑣pk0

pb = sk0

pb𝑅

or 𝑋 = 𝑣pk1

pb = sk1

pb𝑅 or𝑀3 =H1 (md∗)𝑅. Note that we sample 𝑋

randomly in the challenge oracle if ok∗ = 0. However, in this case

it holds that𝑀3 =H1 (md∗)𝑅.
For the message msg = (𝑅∗, ·, 𝑀∗

3
, 𝑋 ∗) returned in event 𝐹 , it

holds that 𝑋 ∗ ≠ sk0

pb𝑅
∗
, 𝑋 ∗ ≠ sk1

pb𝑅
∗
and 𝑀∗

3
≠ H1 (md∗)𝑅∗. It

follows that msg does not belong to a message class that has been

queried and, hence, that (msg, 𝜎) is a forgery. We conclude that B
outputs a EQS forgery with probability Pr[𝐹 in Exppbp

6,Π,A,ok∗ ] which

allows us to bind the probability of 𝐹 by Adveqs-uf . From the differ-

ence lemma it follows that

| Pr[Exppbp
6,Π,A,ok∗ (𝜆; 𝜇) = 1] − Pr[Exppbp

5,Π,A,ok∗ (𝜆; 𝜇) = 1] |
≤ Adveqs-uf

where Adveqs-uf is with respect to an adversary running with ap-

proximately the same complexity as Exppbp
Π,A,ok∗ plus the complexity

of Seq-or, Spk and Edlog.

Random private bit hint if ok∗ = 1. Analogously to Exppbp
5,Π,A,ok∗ ,

we remove the utilization of sk1

pb in the challenge oracle by ran-

domly sampling 𝑋
$← G1 if ok∗ = 1 (in Exppbp

5,Π,A,ok∗ we sampled

𝑋
$← G1 if ok∗ = 0).

Experiment: Exppbp
7,Π,A,ok∗ (𝜆; 𝜇)

. . .

OCh (md, (pk𝒄 , 𝝅req ) = req) :

(7) if 𝑐 = 1 return ⊥ else 𝑐 ← 1

(8) if ZKPdlog .Verify(𝜋req, (𝐺1, pk𝑐 ) ) = 0 return ⊥
(9) sk𝑐 ← EAdlog (𝜇 ), if sk𝑐 = ⊥ return ⊥
(10) md∗ ← md, 𝑚 ← H1 (md)
(11) 𝑣

$← Z∗𝑝 , 𝑅 ← 𝑣𝐺1, pk′𝑐 ← 𝑣 · pk𝑐
(12) 𝑋

$← G1

(13) 𝜋is ← Seq-or (𝑅,𝑋,𝐺1, pk0

pb, pk
1

pb )
(14) msg← (𝑅, pk′𝑐 ,𝑚𝑅,𝑋 ), 𝜎 ← ES.Sign(msg, skeqs )
(15) return resp = (𝑅, 𝑝𝑘 ′𝑐 , 𝑋, 𝜎, 𝜋is )

. . .

As this change does not affect the execution with ok∗ = 0, we

conclude that

Pr[Exppbp
7,Π,A,0 (𝜆; 𝜇) = 1] = Pr[Exppbp

7,Π,A,0 (𝜆; 𝜇) = 1] .

Furthermore, we can show that

| Pr[Exppbp
7,Π,A,1 (𝜆; 𝜇) = 1] − Pr[Exppbp

6,Π,A,1 (𝜆; 𝜇) = 1] |

≤ 𝑝

𝑝 − 1

Advddh

where Advddh is with respect to an adversary running with com-

plexity approximately equal to the complexity of Exppbp
Π,A,ok∗ plus

the complexity of Seq-or, Spk and Edlog. The reduction works analo-

gously to the one we presented for Exppbp
5,Π,A,ok∗ .

Result of the game hops. The final game does no longer use the

bit ok∗. Therefore, it is obvious that

Pr[Exppbp
7,Π,A,0 (𝜆; 𝜇) = 1] = Pr[Exppbp

7,Π,A,1 (𝜆; 𝜇) = 1] .

By incorporating the differences between all game-hops, we

conclude that

| Pr[ExppbpΠ,A,0 (𝜆) = 1] − Pr[ExppbpΠ,A,1 (𝜆) = 1] | ≤

2 · ((1 − 𝑝!

(𝑝 − 𝑛H1
)! · 𝑝𝑛H1

) + Pr[Seq-or fails] + Pr[Spk fails]+

Pr[Edlog fails] +
𝑝

𝑝 − 1

· Advddh + Adveqs-uf)

≤ negl(𝜆)
27



David Kretzler, Yong Li, and Codrin Ogreanu

where 𝑛H1
is the number of random oracle queries toH1 available

to the adversary and all advantages are with respect to an adversary

with complexity that is approximately equal to Exppbp
Π,A,ok∗ plus the

complexity of Seq-or, Spk, and Edlog.

C Proof of Theorem 3
In this section, we prove Theorem 3 stating security of our MAC-

based construction (cf. Section 5.3). We do so by showing correct-

ness, freshness, unforgeability, unlinkability and private bit privacy.

C.1 Correctness
By the definition of algorithms Setup, SKeyGen, Req, Issue, Final,
and Redeem, the completeness of the zero-knowledge proof sys-

tems (ZKP4DL .Prove,ZKP4DL .Verify), (ZKPdlog .Prove,ZKPdlog .Verify),
(ZKPPdOr .Prove,ZKPPdOr .Verify), and (ZKPeq .Prove,ZKPeq .Verify),
it follows that if skok,2 ≠ 0 then

𝑀∗
2
= (skok,1 + skok,2 · sk𝑐 + skok,3 · H1 (md))𝑀∗

1

pk∗ok = sk𝑐𝑀∗1
ZKPeq .Verify(𝜋red, (pk∗ok, 𝛿, 𝑅

∗,H2 (𝜏))) = 1

for each (𝛿, 𝜏, 𝜔 = (𝑀∗
1
, 𝑀2, 𝜋red)) produced by the execution of

Redeem with the inputs defined as in the correctness definition. As

correctness is only defined with respect to 𝜏 ∈ P (the initial tag

verification cannot fail) and the above conditions are exactly what

is verified by ReadBit, we conclude that if skok,2 ≠ 0 then

ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) = ok.

As skok,2 ≠ 0 is sampled uniformly random, it holds that Pr[skok,2 =

0] ≤ negl(𝜆). Hence, we conclude that
Pr[ReadBit(pp,P, 𝛿, 𝜏,md, 𝜔, sk) ≠ ok] ≤ negl.

C.2 Freshness
As tokens are generated exactly the same as in the EQS-based

construction, i.e., as 𝛿 = sk𝑐H2 (𝜏) for sk𝑐
$← Z𝑝 , it follows that

freshness can be proven equivalently to the EQS-based construction

(cf. Section B.2).

C.3 Unforgeability
We present a proof draft showing unforgeability of our MAC-based

construction. To do so, we have to show that for every PPT adver-

sary A it holds that

Pr[Expuf-pvΠMAC,A,𝑛] ≤ negl(𝜆)

where ΠMAC is the construction defined in Construction 2 (Figure 7)

and Expuf-pvΠMAC,A,𝑛 is the adaption of Exp
uf
Π,A,𝑛 described in Section 3.6.

The proof is based on a series of hybrid experiments. Let Expuf-pvMAC,0 =

ExpulΠMAC,A,𝑛 . The subsequent hybrids are defined as below. We note

that the proof has some overlap with the unforgeability proof of the

EQS-based construction (Construction 1, Figure 6) in Section B.3.

Hence, we refer the reader to Section B.3 for more details about the

game hops that are equivalent.

• In Expuf-pvMAC,1 we inline the construction into the security

game. This change only affects the presentation. The output

distribution remains the same.

• In Expuf-pvMAC,2, we change oracle OIs to keep track of all meta-

data random oracle responses and abort with output 0 if

a collision is detected. This is analogous to Expuf
1,Π,A,𝑛 of

Section B.3. The change in the output distribution is equal

to the probability of a collision in an ideal hash function on

𝑛H1
queries, i.e., 1 − 𝑝!

(𝑝−𝑛H
1
)!·𝑝𝑛H1

, which is negligible.

• In Expuf-pvMAC,3, we simulate the public key proof 𝜋pk using

the public key proof’s simulator S4DL. This is analogous to
Expuf

𝑛+2,Π,A,𝑛 of Section B.3. The change in the output dis-

tribution is negligible due to the zero-knowledge property

of the proof system (ZKP.Prove4DL,ZKP.Verify4DL).
• In Expuf-pvMAC,4, we simulate the issuance proofs using the is-

suance proof system’s simulator SPdOr. The change in the

output distribution is negligible due to the zero-knowledge

property of the proof system (ZKP.ProvePdOr,ZKP.VerifyPdOr).
• In Expuf-pvMAC,5, we replace the Pedersen commitment of the

MAC keys by randomly sampled group elements 𝐶𝑏
$← G.

This change does not affect the output distribution as the

Pedersen commitment is perfectly hiding (the mask 𝑢 acts

as a one-time pad). Note that the issuance zero-knowledge

proofs are simulated and, hence, are not affected by this

change.

• In Expuf-pvMAC,6, we adapt the issuance oracle OIs to extract the
witness (sk𝑐 ) of the request proofs 𝜋req via extractor Edlog
after successfully verifying the proofs. If the extraction

fails, we return ⊥. The change in the output distribution is

negligible due to the knowledge soundness property of the

proof system (ZKP.Provedlog, ZKP.Verifydlog).
• In Expuf-pvMAC,7, we extract both, witness sk∗𝑐 and statement

(pk∗, 𝛿, 𝑀∗
1
,H2 (𝜏)), from the redemption proofs in the read

bit oracle ORB using the statement oblivious extractor of the

redemption proof system, EeqOb. If the extractor returns ⊥ or

the extracted statement does not match (pk∗
𝑏
, 𝛿, 𝑀∗

1
,H2 (𝜏))

for any 𝑏 ∈ {0, 1} as computed by the oracle, we return ⊥.
The change in the output distribution is negligible due to

the statement-oblivious knowledge soundness property of

the proof system (ZKP.Proveeq, ZKP.Verifyeq).
• In Expuf-pvMAC,8, we further adapt the read bit oracle ORB. We

don’t compute pk∗
𝑏
or verify the zero-knowledge proof 𝜋red.

Instead, we check if the MAC verifies successfully with

respect to message (sk∗𝑐 ,H1 (md)) under one of the MAC

keys by computing ok𝑏 ← 𝑀∗
2
= (sk𝑠

𝑏,1
+ sk𝑠

𝑏,2
· pk∗𝑐 + sk𝑠𝑏,3 ·

H1 (md)) ·𝑀∗
1
for 𝑏 ∈ {0, 1}. If this is the case, we return the

private bit associated with the MAC key under which the

MAC verified successfully. This change does not affect the

output distribution as the success conditions are equivalent

– note that the success of extractor EeqOb, which is signaled

by a non-⊥ output, guarantees successful verification of

the zero-knowledge proof under the extracted statement.

• In the final experiment, we can show that Pr[Expuf-pvMAC,9 (𝜆) =
1] ≤ negl(𝜆) via a reduction to the MAC unforgeability

property as stated by Theorem 1. Let B be the adversary
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attacking the MAC unforgeability game ExpMAC
A by inter-

nally simulating an execution of Expuf-pvMAC,9 with adversary

A. When generating the issuer public key and when is-

suing tokens, B cannot know the private bit ok∗ that is
returned by A after being executed. Hence, B does not

know if the adversary’s response will allow it to extract a

MAC forgery (if any) under MAC key (sk𝑠
0,1, sk

𝑠
0,2, sk

𝑠
0,3) or

(sk𝑠
1,1, sk

𝑠
1,2, sk

𝑠
1,3). To circumvent this problem, B guesses

a bit okg and runs the reduction assuming that ok∗ =

okg. This means that B samples (sk𝑠
¯okg,1

, sk𝑠
¯okg,2

, sk𝑠
¯okg,3
) for

¯okg = 1−okg itself. The public key components for 𝑏 = ¯okg
and issuance query responses for ok = ¯okg are computed

based on (sk𝑠
¯okg,1

, sk𝑠
¯okg,2

, sk𝑠
¯okg,3
). The public key compo-

nents for 𝑏 = okg are set to be the public key components

received by ExpMAC
A and issuance queries with ok = okg

are answered by querying a MAC on the extracted client

secret key and the metadata hash from the MAC oracle of

ExpMAC
A . Queries to the read bit oracle ORB can be answered

based on the MAC verification oracle of ExpMAC
A . This is

due to the fact that we changed the read bit oracle to extract

the statement and the witness from the redemption proof,

first, and then verify the MAC. The remaining steps of the

reduction are equivalent to the reduction to the signature

unforgeability property of Expuf
𝑛+2,Π,A,𝑛 .

As the secret MAC key sampled by B and the one sam-

pled by ExpMAC
A are distributed identically, it follows that

the public keys and MACs computed by B itself and the

ones sampled by ExpMAC
A are distributed identically as well.

Hence, it is not possible for A to derive any information

about okg. It follows that B guesses ok∗ with probability

1

2
. We conclude that B successfully attacks ExpMAC

A with

probability equal to
1

2
· Pr[Expuf-pvMAC,9 (𝜆) = 1], which implies

that Pr[Expuf-pvMAC,9 (𝜆) = 1] ≤ negl(𝜆).
• As there is a polynomial number of game hops and any

game-hop introduces at most a negligible difference in the

output distribution, it holds that Pr[Expuf-pvΠMAC,A,𝑛 (𝜆) = 1] ≤
negl(𝜆).

C.4 Unlinkability
We present a proof draft showing unlinkability, in particular 2-

unlikability of our MAC-based construction. To do so, we have to

show that for every PPT adversary A it holds that

Pr[Expul-pvΠMAC,A,𝑛 (𝜆) = 1] ≤ 2

𝑛
+ negl(𝜆)

where ΠMAC is the construction defined in Construction 2 (Figure 7).

and Expul-pvΠMAC,A,𝑛 is the adaption of Exp
ul
Π,A,𝑛 described in Section 3.6.

The proof is based on a series of hybrid experiments. Let Expul-pvMAC,0 =

Expul-pvΠMAC,A,𝑛 . The subsequent hybrids are defined as below. We note

that the proof is analogous to the 2-unlinkability proof of the EQS-

based construction (Construction 1, Figure 6) in Section B.4. Most

of the game hops and reductions are equivalent. Hence, we refer the

reader to Section B.4 for more details about the game hops applied

in this proof.

• In Expul-pvMAC,1, we inline the construction into the security

game. We keep track of the metadata and the client key

pair via variablesmd𝑖 and (sk(𝑐,𝑖 ) , pk(𝑐,𝑖 ) ). This change only
affects the presentation. The output distribution remains

the same.

• In Expul-pvMAC,2, we simulate the request proofs with the re-

quest proof simulator Sdlog. This is analogous to Expul
2
of

Section B.4. The change in the output distribution is negligi-

ble due to the zero-knowledge property of the proof system

(ZKP.Provedlog,ZKP.Verifydlog).
• In Expul-pvMAC,3, we extract the witnesses (sk

𝑠
ok𝑖 ,1

, 𝑢ok𝑖 , 𝑣𝑖 , ok𝑖 )
of the issuance proofs 𝜋is via extractor EPdOr. This is analo-
gous to the unlinkability proof of the EQS-based construc-

tion. The change in the output distribution is negligible due

to the knowledge soundness property of the proof system

(ZKP.ProvePdOr,ZKP.VerifyPdOr).
• In Expul-pvMAC,4, we extract thewitnesses (sk

𝑠
0,2, sk

𝑠
0,3, sk

𝑠
1,2, sk

𝑠
1,3, )

of the public key proof 𝜋pk via extractor E4DL. This is anal-
ogous to the unlinkability proof of the EQS-based construc-

tion. The change in the output distribution is negligible due

to the knowledge soundness property of the proof system

(ZKP.Prove4DL,ZKP.Verify4DL).
• In Expul-pvMAC,5, we simulate the redemption proofs with the

redemption proof system’s simulator Seq. This is analo-
gous to the unlinkability proof of the EQS-based construc-

tion. The change in the output distribution is negligible

due to the zero-knowledge property of the proof system

(ZKP.Proveeq, ZKP.Verifyeq).
• In Expul-pvMAC,6, we check for each extracted witness of an is-

suance proof if it depicts a violation of the commitment’s

binding property. More precisely, when extracting a witness

(sk𝑠
0,1, 𝑢0, ·, 0) or a witness (sk𝑠1,1, 𝑢1, ·, 1) for the first time,

we store ( ˆsk
𝑠

0,1, 𝑢0) = (sk𝑠0,1, 𝑢0) or ( ˆsk
𝑠

1,1, 𝑢1) = (sk𝑠1,1, 𝑢1),
respectively.When extracting awitness (sk𝑠

𝑏,1
, 𝑢𝑏 , ·, 𝑏)while

( ˆsk
𝑠

𝑏,1, 𝑢𝑏 ) is already defined, we checkwhether (sk𝑠𝑏,1, 𝑢𝑏 ) =
( ˆsk

𝑠

𝑏,1, 𝑢𝑏 ). If this is not the case, we abort the experiment

with output 0. The change in the output distribution is neg-

ligible since the Pedersen commitment used to compute 𝐶0

and 𝐶1 is computational binding.

• In Expul-pvMAC,7, we do not re-randomize the MAC when re-

deeming a token (in the redemption oracle or the experi-

ment’s main thread) but compute them from scratch with

the extracted secret keys, i.e., 𝑟 ∗
$← Z∗𝑝 , 𝑀

∗
1
← 𝑟 ∗𝐺, pk∗ ←

𝑟 ∗ · pk(𝑐,𝑖 ) , 𝑀∗2 ← ( ˆsk
𝑠

ok𝑖 ,1 + H1 (md𝑖 ) · sk𝑠ok𝑖 ,3)𝑀
∗
1
+ (𝑟 ·

sk𝑠ok𝑖 ,2)pk
∗
.

The server keys are guaranteed to be available as we only

redeem tokens, for which we received a valid issuance mes-

sage and, hence, a valid issuance proof, before. The same

holds for ok𝑖 . Hence, it is guaranteed that the experiment

is in possession of all secret data associated with redeemed

tokens, i.e., (sk𝑠ok𝑖 ,1, sk
𝑠
ok𝑖 ,2

, sk𝑠ok𝑖 ,3, ok𝑖 ).
Note that we do not need sk(𝑐,𝑖 ) to compute (𝑝𝑘∗, 𝑀∗

1
, 𝑀∗

2
).
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This is necessary for later reductions to the DDH assump-

tion. The output distribution is the same as in Expul-pvMAC,6
as both experiments compute the same token witnesses

(𝑝𝑘∗, 𝑀∗
1
, 𝑀∗

2
).

• In Expul-pvMAC,8, we abort the experiment with output 0, if the

hash of the tag submitted by the adversary in the exper-

iment’s main thread collides with the hash of any other

tag queried by the adversary or the experiment. This is

analogous to the unlinkability proof of the EQS-based con-

struction. Let 𝑛H2
be the number of allowed oracle queries .

The change in the output distribution is equal to the proba-

bility of a collision in an ideal hash function on 𝑛H2
queries,

i.e., 1 − 𝑝!

(𝑝−𝑛H
2
)!·𝑝𝑛H2

, which is negligible.

• In Expul-pvMAC,9, we break the correlation between tokens and

MACs. We do so by randomly sampling the client public

keys (pk𝑐
$← G) instead of computing them based on the

client secret key. The MACs in the redemption oracle and

the main thread are now computed based on the client’s

randomly sampled public key but the tokens based on the

client’s secret key (which is now independent of the public

key). This modification is analogous to the unlinkability

proof of the EQS-based construction. The change in the

output distribution is negligible, which can be shown via a

reduction to the DDH assumption.

• In Expul-pvMAC,10
, we break the correlation between the client

public keys given to the adversary via the request oracle and

the randomized public keys used in the computation of the

MACs in the redemption oracle and the experiment’s main

thread. We do so by randomly sampling the re-randomized

public key, i.e., pk∗
$← G, instead of computing it based on

the original client public key, i.e., pk∗ ← 𝑟 ∗ · pk(𝑐,𝑖 ) . This
modification is analogous to the unlinkability proof of the

EQS-based construction. The change in the output distribu-

tion is negligible, which can be shown via a reduction to

the DDH assumption.

• In Expul-pvMAC,11
, we break the correlation between the to-

kens computed with the same secret client key by sam-

pling tokens as random group elements. To be more pre-

cise, whenever a token 𝛿 on tag 𝜏 is generated, we sam-

ple some 𝑟𝛿
$← Z𝑝 and define 𝛿 ← 𝑟𝛿 · H2 (𝜏) instead of

𝛿 ← sk(𝑐,𝑖 )H2 (𝜏). We cannot sample 𝛿 directly from G as

we need to ensure that a tag 𝜏 ′ with H2 (𝜏 ′) = 0 causes

all tokens computed based on 𝜏 ′ to be 0. This modification

is analogous to the unlinkability proof of the EQS-based

construction. The change in the output distribution is neg-

ligible, which can be shown via a reduction to the DDH

assumption.

• In Expul-pvMAC,11
, the only dependence on the pre-tokens of the

tokens generated and shuffled in the experiment’s main

thread is the private bit. However, the private bit can only

have one of two values. Hence, we can split the generated

tokens into two sets of identically distributed tokens. The

best the adversary can do, is to read the private bit ok∗

of the challenged token 𝛿∗, the one at position 𝜙 (𝑘), and

arbitrarily guess any of the pre-tokes (referenced via their

index) in set Q, that has private bit ok∗. Let 𝑠 = |Q| be the
number of pre-tokens selected by the adversary (via their

indices), let 𝑠0 be the number of pre-tokens with private

bit 0 and 𝑠1 the number of pre-tokens with private bit 1.

Since the experiment samples 𝑘 uniformly random from

the 𝑠 indices and the best the adversary can do is to pick

an arbitrary token that has the same private bit as the

challenged token 𝛿∗, it holds that the adversary wins with

probability
𝑠0

𝑠
· 1

𝑠0

+ 𝑠1

𝑠
· 1

𝑠1

= 2

𝑠
. As 𝑠 ≤ 𝑛, we can conclude

that Pr[Expul-pvMAC,11
(𝜆) = 1] ≤ 2

𝑛
. As there is a polynomial

number of game hops and any game-hop introduces at most

a negligible difference in the output distribution, it holds

that Pr[Expul-pvΠMAC,A,𝑛 (𝜆) = 1] ≤ 2

𝑛
+ negl(𝜆).

C.5 Private Bit Privacy
We present a proof draft showing private bit privacy of our MAC-

based construction. To do so, we have to show that for every PPT

adversary A it holds that

| Pr[Exppbp-pvΠMAC,A,0 (𝜆) = 1] − Pr[Exppbp-pvΠMAC,A,1 (𝜆) = 0] ≤ negl(𝜆)

where ΠMAC is the construction defined in Construction 2 (Figure 7)

and Exppbp-pv
ΠMAC,A,ok∗

is the adaption of Exppbp
Π,A,ok∗ described in Sec-

tion 3.6. Most importantly, Exppbp-pv
ΠMAC,A,ok∗

includes a verification

oracle OVf that takes the same inputs as the read-bit oracle ORB,
runs the read-bit algorithm ReadBit(. . . ) (without first checking
the metadata or the flag 𝑐), and returns 0 if ReadBit(. . . ) = ⊥ and

1 otherwise.

Before presenting the proof, we recall two basic tools, the generic

group model and the Schwartz-Zippel lemma. We note that the use

of the generic group model in this proof does not affect the overall

security as the unforgeability of the underlying MAC construction

has only be proven in the generic group model as well [12].

The generic group model. We make use of the generic group

model (GGM) [36]. In the generic group model, the adversary does

not observe the group elements it operates on, but only random

labels representing them. The adversary performs computations

on group elements through a black-box oracle, which executes the

operations without disclosing the resulting group element – the

adversary receives just the label of the resulting element. Group

elements returned by the adversary can, hence, be interpreted as

multi-variate polynomials, where the indeterminates represent the

group elements provided to the adversary. The coefficients of the

polynomials are decided by the adversary while the allowed combi-

nations of indeterminates are decided by the protocol. This is due

to the fact that the adversary can only add group elements while

the experiment might know the discrete logarithm of some of the

group elements and, hence, can apply the discrete logarithm of one

group element to another. The indeterminates are described by the

discrete logarithm of the group elements to a common basis, which

allows the multiplication of group elements and the application of

the Schwartz-Zippel lemma. When applying the Schwartz-Zippel

lemma, we replace the indeterminates describing group elements

by the respective indeterminates describing the discrete logarithm

of the group elements to the common basis.
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The Schwartz–Zippel lemma. We utilize the Schwartz–Zippel

lemma [35, 38], that is defined as follows:

Theorem 4. Let 𝐹 ∈ 𝑅 [𝑥1, . . . 𝑥𝑛] be a non-zero polynomial of
degree 𝑑 ≤ 0 over an integral domain 𝑅. Let 𝑆 be a finite subset
of 𝑅 and let (𝑥1, . . . , 𝑥𝑛) be selected at random independently and
uniformly from 𝑆 . Then,

Pr[𝐹 (𝑥1, . . . , 𝑥𝑛) = 0] ≤ 𝑑

|𝑆 | .

Here, we are only interested in the case that 𝑅 = 𝑆 = Z𝑝 .

The security proof. The proof is based on a series of hybrid exper-

iments. We note that the proof has some overlap with the private

bit privacy proof of the EQS-based construction (Construction 1,

Figure 6) in Section B.4. Hence, we refer the reader to Section B.5

for more details about the game hops that are equivalent.

• In Exppbp-pv
MAC,1,ok∗ , we return⊥ if the hash of the metadata sub-

mitted by the adversary to the read bit oracle ORB collides

with the hash of the challenged metadata md∗ (if defined).
This is analogous to the private bit privacy proof of the EQS-

based construction. Let𝑛H1
be the number of allowed oracle

queries. The change in the output distribution is equal to

the probability of a collision in an ideal hash function on

𝑛H1
queries, i.e., 1 − 𝑝!

(𝑝−𝑛H
1
)!·𝑝𝑛H1

, which is negligible.

• In Exppbp-pv
MAC,2,ok∗ , we simulate the issuance proofs with the

issuance proof system’s simulator SPdOr. This is analogous
to the private bit privacy proof of the EQS-based construc-

tion. The change in the output distribution is negligible

due to the zero-knowledge property of the proof system

(ZKP.ProvePdOr, ZKP.VerifyPdOr).
• In Exppbp-pv

MAC,3,ok∗ , we simulate the public key proofs with the

public key proof’s simulator S4DL. This is analogous to
the private bit privacy proof of the EQS-based construc-

tion. The change in the output distribution is negligible

due to the zero-knowledge property of the proof system

(ZKP.Prove4DL, ZKP.Verify4DL).
• In Exppbp-pv

MAC,4,ok∗ , we extract the witness (sk𝑐 ) of all the re-
quest proofs 𝜋req via extractor Edlog. While the private

bit privacy proof of the EQS-based construction only ex-

tracted the request proof witness in the challenge oracle

OCh, we also extract the request proof’s witness from the

calls to the issuance oracle OIs in this proof. The change in

the output distribution is negligible due to the knowledge

soundness property of the proof system (ZKP.Provedlog,
ZKP.Verifydlog).

• From here on, we diverge from the private bit privacy proof

of the EQS-based construction. In Exppbp-pv
MAC,5,ok∗ , we start

maintaining sets Γsk𝑐 ,𝑚,ok that are initially set to ∅ and pop-

ulated to contain all MACs issued on messages sk𝑐 and

𝑚 = H1 (md) with the private key for private bit ok. Fur-
thermore, we compute the MACs based on the extracted

secret keys sk𝑐 instead of the public key. This change does

not affect the output distribution.

• In Exppbp-pv
MAC,6,ok∗ , we replace the Pedersen commitment of

the MAC keys by randomly sampled group elements. This

change does not affect the output distribution as the Ped-

ersen commitment is perfectly hiding (the mask 𝑢 acts as

a one-time pad). Note that the issuance zero-knowledge

proofs are simulated and, hence, are not affected by this

change.

• In Exppbp-pv
MAC,7,ok∗ , we extract both, witness sk

∗
𝑐 and statement

(pk∗, 𝛿, 𝑀∗
1
,H2 (𝜏)), from the redemption proofs in the read

bit oracle ORB and the verify oracle OVf using the state-

ment oblivious extractor of the redemption proof system,

EeqOb. If the extractor returns ⊥ or the extracted statement

does not match (pk∗
𝑏
, 𝛿, 𝑀∗

1
,H2 (𝜏)) for any 𝑏 ∈ {0, 1} as

computed by the oracle, we return ⊥. The change in the

output distribution is negligible due to the statement obliv-

ious knowledge soundness property of the proof system

(ZKP.Proveeq, ZKP.Verifyeq).
• In Exppbp-pv

MAC,8,ok∗ , we further adapt the read bit oracleORB and
the verify oracle OVf . We don’t compute pk∗

𝑏
or verify the

zero-knowledge proof 𝜋red. Instead, we check if the MAC

verifies successfully with respect to message (sk∗𝑐 ,H1 (md))
under one of the MAC keys. If this is the case, we return the

private bit associated with the MAC key under which the

MAC verified successfully. This change does not affect the

output distribution as the success conditions are equivalent

– note that the success of extractor EeqOb, which is signaled

by a non-⊥ output, guarantees successful verification of

the zero-knowledge proof under the extracted statement.

• From here on, we will start making explicit use of the

generic group model. In Exppbp-pv
MAC,9,ok∗ , we change the way

the read oracle ORB and the verification oracle OVf verify
the MACs. Let (𝑀∗

1
, 𝑀∗

2
) be the MAC provided by the ad-

versary to the oracle, let sk𝑐 be the secret key extracted

from the redemption proof, and let𝑚 =H1 (md). Instead
of verifying the MAC, the oracle checks if the MAC forms

a linear combination of the MACs {𝑀1

𝑖 , 𝑀
2

𝑖 } ∈ Γsk𝑐 ,𝑚,𝑏 for
any 𝑏 ∈ {0, 1}, i.e., all MACs on (sk𝑐 ,𝑚) under the secret
key associated with private bit 𝑏. If this is the case, the

adversary interprets the MAC to be valid with respect to

private bit 𝑏.

As it is infeasible to check whether (𝑀∗
1
, 𝑀∗

2
) forms any

linear combinations of the MACs {𝑀1

𝑖 , 𝑀
2

𝑖 } ∈ Γsk𝑐 ,𝑚,𝑏 (for
𝑏 ∈ {0, 1}) in the standard model, we use the generic group

model to check whether the adversary computed (𝑀∗
1
, 𝑀∗

2
)

as a linear combination of the MACs in Γsk𝑐 ,𝑚,𝑏 . Let 𝐹1

be the polynomial representing𝑀∗
1
and 𝐹2 be the polyno-

mial representing𝑀∗
2
. To check, whether (𝑀∗

1
, 𝑀∗

2
) forms

a linear combination of the MACs {𝑀1

𝑖 , 𝑀
2

𝑖 } ∈ Γsk𝑐 ,𝑚,𝑏 ,
we check whether 𝐹1 =

∑
(𝑀𝑖

1
,· ) ∈Γsk𝑐 ,𝑚,𝑏

𝑎𝑖 · 𝑀̄𝑖
1
and 𝐹2 =∑

( ·,𝑀𝑖
2
) ∈Γsk𝑐 ,𝑚,𝑏

𝑎𝑖 · ¯𝑀𝑖
2
where 𝑎𝑖 are integer coefficients and

¯𝑀𝑖
1
and

¯𝑀𝑖
2
are the indeterminates representing the dis-

crete logarithm of the MACs provided to the adversary.

Importantly, the integers 𝑎𝑖 need to be the same in both

polynomials and all other coefficients in the polynomials,

e.g., for indeterminates 𝐺,𝐻, . . . , are 0.

Next, we argue why this change does not impact the output

distribution, except with a negligible probability. First, we
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note that if we interpret aMAC to be validwith respect to bit

𝑏 in Exppbp-pv
MAC,9,ok∗ , it holds that (𝑀

∗
1
, 𝑀∗

2
) is a valid MAC on

message (sk𝑐 ,𝑚) under the secret key associated with bit 𝑏

and, hence, Exppbp-pv
MAC,8,ok∗ would also accept theMACwith re-

spect to bit𝑏. This is due to the fact that for each (𝑀1

𝑖 , 𝑀
2

𝑖 ) ∈
Γsk𝑐 ,𝑚,𝑏 , it holds that𝑀

2

𝑖 = (sk𝑠
𝑏,1
+(sk𝑐 ·sk𝑠𝑏,2)+(𝑚·sk

𝑠
𝑏,3
))𝑀1

and, hence, this relation also holds for (𝑀∗
1
, 𝑀∗

2
), if (𝑀∗

1
, 𝑀∗

2
)

is indeed a linear combination of the MACs in Γsk𝑐 ,𝑚,𝑏 . Sec-
ond, we show that the probability that the adversary pro-

vides a token-witness pair to the read oracle ORB or the

verify oracle OVf in Exppbp-pv
MAC,8,ok∗ such that the MAC does

not form a linear combination of Γsk𝑐 ,𝑚,𝑏 (for 𝑏 ∈ {0, 1}) and
the oracle still verifies the MAC successfully is negligible.

Let ok be the bit associated with the MAC key under which

Exppbp-pv
MAC,8,ok∗ successfully verifies the MAC, let 𝐹1 be the

polynomial representing𝑀∗
1
and 𝐹2 be the polynomial rep-

resenting𝑀∗
2
. As the MAC verifies successfully under the

secret key associated with bit ok, it needs to hold that 𝐹2 =

𝐹1 · ( ¯skok,1+ ¯skok,2 ·sk𝑐 + ¯skok,3 ·𝑚) which is equivalent to the
condition that 𝐹∗ = 𝐹2−𝐹1 ·( ¯skok,1+ ¯skok,2 ·sk𝑐+ ¯skok,3 ·𝑚) = 0.

The polynomial 𝐹∗ is a 0-polynomial if 𝐹2 and 𝐹1 are 0 poly-

nomials or if (𝑀∗
1
, 𝑀∗

2
) form a linear combination of the

MACs in Γsk𝑐 ,𝑚,ok. The former causes the MAC verifica-

tion to fail – 𝑀∗
1
may not be 0 in the MAC verification.

The latter contradicts the failure event as we are looking

for the event that the MAC does not form a linear com-

bination of the MACs in Γsk𝑐 ,𝑚,ok and is still accepted. As

the indeterminates in 𝐹 ∗ represent randomly sampled vari-

ables (we substitute indeterminates for 𝑀2

𝑖 , i.e., 𝑀̄
2

𝑖 , by

( ¯skok𝑖 ,1+ ¯skok𝑖 ,2 · sk𝑖𝑐 + ¯skok𝑖 ,3 ·ℎ) ·𝑀̄1

𝑖 , which is composed of

indeterminates representing randomly sampled variables),

and 𝐹 ∗ is a non-0 polynomial of degree 3, we can apply

the Schwarz-Zippel lemma to conclude that the probability

that the adversary finds an accepting MAC (𝑀∗
1
, 𝑀∗

2
), that

does not form a linear combination of the MACs in Γsk𝑐 ,𝑚,𝑏
is negligible. Hence, we have shown that the change in the

output distribution introduced by the new experiment is

negligible.

• In Exppbp-pvMAC,10
, Exppbp-pvMAC,11

, and Exppbp-pvMAC,12
, we replace theMAC

components of the challenged MAC with randomly sam-

pled group elements. Recall that the challenged MAC is

computed as 𝑀1 ← 𝑣𝐺 and 𝑀2 ← sk𝑠ok,1𝑀1 + (sk𝑠ok,2 ·
sk𝑐 )𝑀1 + (sk𝑠ok,2 · H1 (md))𝑀1. We replace the individual

summands of𝑀2 one after another by a randomly sampled

group elements. Indistinguishability between the adjacent

hybrid experiments can be shown via a reduction to the

DDH assumption. In the reduction, we receive (𝐴, 𝐵,𝐶),
use 𝐴 for the public key corresponding to the replaced

summand (if any), the MAC component 𝑀1 by 𝐵 and the

replaced summand by𝐶 . Note that we can still issue further

MACs in the issuance oracle during the reduction as we

can compute the respective term also as 𝑣𝐴, (𝑣 · sk𝑐 )𝐴 or

(𝑣 · H1 (md))𝐴. Finally, we note that the reduction is still

capable of verifying received MACs, even without knowing

all secret MAC key components, as we have changed the

MAC verification to only accept MACs that have been com-

puted as a linear combination of previously issued MACs

on the same message (secret client key and metadata hash).

This verification can be conducted in the generic group

model without knowledge of any MAC key components.

• In the final experiment, we do not use the challenge private

bit ok∗. Hence, it is obvious that Pr[Exppbp-pvMAC,12,0
(𝜆) = 1] =

Pr[Exppbp-pvMAC,12,1
(𝜆) = 1]. As there is a polynomial number of

hybrids and the change in the output distribution between

any two adjacent hybrids is at most negligible,it follows

that | Pr[Exppbp-pvΠMAC,A,0 (𝜆) = 1] − Pr[Exppbp-pvΠMAC,A,1 (𝜆) = 1] | ≤
negl(𝜆), which completes the proof.

D Instantiations of the Zero-Knowledge Proofs
This section presents instantiations of the zero-knowledge proof

systems utilized by our EQS-based and MAC-based constructions.

The presented proof systems are standard generalized Schnorr

proofs. We assume H to be a random oracle receiving arbitrary

inputs and returning a random element in Z𝑝 .

The proof system

(ZKPdlog .Prove,ZKPdlog .Verify)
for relation

ZKPdlog = ZKP
{
𝑥 : 𝑌 = 𝑥𝐺

}
is instantiated as follows.

Zero-knowledge proof 1: Discrete logarithm

ZKPdlog .Prove(𝒙, (𝑮, 𝒀 ) ) :

(1) Sample 𝑟𝑥
$← Z𝑝 and compute𝑈𝑦 ← 𝑟𝑥𝐺 .

(2) Compute 𝑐 ← H(𝐺,𝑌,𝑈𝑦 ) .
(3) Compute 𝛾𝑥 ← 𝑟𝑥 − 𝑐 · 𝑥 .
(4) Output 𝜋 = (𝑐,𝛾𝑥 ) .
ZKPdlog .Verify(𝝅, (𝑮, 𝒀 ) ) :
(5) Compute𝑊𝑦 ← 𝑐𝑌 + 𝛾𝑥𝐺 .

(6) Compute 𝑐′ ← H(𝐺,𝑌,𝑊𝑦 ) .
(7) Return 1 if 𝑐 = 𝑐′ and 0 otherwise.

The proof system

(ZKPeq .Prove,ZKPeq .Verify)
for relation

ZKPeq = ZKP
{
𝑥 : 𝑌1 = 𝑥𝐺1 ∧ 𝑌2 = 𝑥𝐺2

}
is instantiated as follows.

Zero-knowledge proof 2: Discrete logarithm equality

ZKPeq .Prove(𝒙, (𝑮1, 𝑮2, 𝒀1, 𝒀2 ) ) :

(1) Sample 𝑟𝑥
$← Z𝑝 and compute𝑈𝑏 ← 𝑟𝑥𝐺𝑏 for 𝑏 ∈ [2].

(2) Compute 𝑐 ← H({𝐺𝑏 , 𝑌𝑏 ,𝑈𝑏 }𝑏∈ [2] ) .
(3) Compute 𝛾𝑥 ← 𝑟𝑥 − 𝑐 · 𝑥 .
(4) Output 𝜋 = (𝑐,𝛾𝑥 ) .
ZKPeq .Verify(𝝅, (𝑮1, 𝑮2, 𝒀1, 𝒀2 ) ) :
(5) Compute𝑊𝑏 ← 𝑐𝑌𝑏 + 𝛾𝑥𝐺𝑏 for 𝑏 ∈ [2].
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(6) Compute 𝑐′ ← H({𝐺𝑏 , 𝑌𝑏 ,𝑊𝑏 }𝑏∈ [2] ) .
(7) Return 1 if 𝑐 = 𝑐′ and 0 otherwise.

The proof system

(ZKP4DL .Prove,ZKP4DL .Verify)

for relation

ZKP4DL = ZKP
{
{𝑥𝑖 }𝑖∈[4] : 𝑌𝑖 = 𝑥𝑖𝐺 for 𝑖 ∈ [4]

}
is instantiated as follows.

Zero-knowledge proof 3: Batched discrete logarithm

ZKP4DL .Prove({𝒙𝒊 }𝒊∈[4], (𝑮, {𝒀𝒊 }𝒊∈[4] ) ) :

(1) Sample 𝑟𝑖
$← Z𝑝 and compute𝑈𝑖 ← 𝑟𝑖𝐺 for 𝑖 ∈ [4].

(2) Compute 𝑐 ← H(𝐺, {𝑌𝑖 ,𝑈𝑖 }𝑖∈ [4] ) .
(3) Compute 𝛾𝑖 ← 𝑟𝑖 − 𝑐 · 𝑥𝑖 for 𝑖 ∈ [4].
(4) Output 𝜋 = (𝑐, {𝛾𝑖 }𝑖∈ [4] ) .
ZKP4DL .Verify(𝝅, (𝑮, {𝒀𝒊 }𝒊∈[4] ) ) :
(5) Compute𝑊𝑖 ← 𝑐𝑌𝑖 + 𝛾𝑖𝐺 for 𝑖 ∈ [4].
(6) Compute 𝑐′ ← H(𝐺, {𝑌𝑖 ,𝑊𝑖 }𝑖∈ [4] ) .
(7) Return 1 if 𝑐 = 𝑐′ and 0 otherwise.

The proof system

(ZKPeq-or .Prove,ZKPeq-or .Verify)

for relation

ZKPeq-or = ZKP
{
(𝑥, 𝑏) : 𝑌1 = 𝑥𝐺1 ∧ 𝑌𝑏2 = 𝑥𝐺𝑏

2
for 𝑏 ∈ [2]

}
is instantiated as follows.

Zero-knowledge proof 4: Dlog equality disjunction

ZKPeq-or .Prove( (𝒙, 𝒃 ), (𝑮1, 𝒀1 {𝑮 𝒊
2, 𝒀

𝒊
2 }𝒊∈[2] ) ) :

(1) Define
¯𝑏 ← 3 − 𝑏.

(2) Sample 𝛾 ¯𝑏 , 𝑐 ¯𝑏 , 𝑟𝑏
$← Z𝑝 .

(3) Compute𝑈𝑏
1
← 𝑟𝑏𝐺1 and𝑈𝑏

2
← 𝑟𝑏𝐺

𝑏
2
.

(4) Compute𝑈
¯𝑏

1
← 𝑐 ¯𝑏𝑌1 + 𝛾 ¯𝑏𝐺1 and𝑈

¯𝑏
2
← 𝑐 ¯𝑏𝑌

¯𝑏
2
+ 𝛾 ¯𝑏𝐺

¯𝑏
2
.

(5) Compute 𝑐 ← H(𝐺1, 𝑌1 {𝐺𝑖
2
, 𝑌 𝑖

2
,𝑈 𝑖

1
,𝑈 𝑖

2
}𝑖∈ [2] ) .

(6) Compute 𝑐𝑏 = 𝑐 − 𝑐 ¯𝑏 and 𝛾𝑏 ← 𝑟𝑏 − 𝑐𝑏 · 𝑥 .
(7) Output 𝜋 = ({𝑐𝑖 , 𝛾𝑖 }𝑖∈ [2] ) .

ZKPeq-or .Verify(𝝅, (𝑮1, 𝒀1 {𝑮 𝒊
2, 𝒀

𝒊
2 }𝒊∈[2] ) ) :

(8) Compute𝑊 𝑖
1
← 𝑐𝑖𝑌1 + 𝛾𝑖𝐺1 and for 𝑖 ∈ [2].

(9) Compute 𝑐′ ← H({𝐺𝑏 , 𝑌𝑏 ,𝑊𝑏 }𝑏∈ [2] ) .
(10) Return 1 if 𝑐 = 𝑐′ and 0 otherwise.

We assume the EQS construction ES to be instantiated according
to [22], i.e., with secret key sk = (sk1, . . . , skℓ ) ∈ (Z∗𝑝 )ℓ and pk =

(pk
1
, . . . , pkℓ ) such that pk𝑖 = sk𝑖𝐺2 for 𝑖 ∈ ℓ and 𝐺2 being a

generator of G2. The key verification ES.VKey(pp, sk, pk), hence,
verifies that pk𝑖 ≠ 0 and pk𝑖 = 𝑥𝑖𝐺2 for 𝑖 ∈ ℓ . In this work, we

consider messages and, hence, keys composed of ℓ = 4 elements.

The proof system

(ZKPeqs .Prove,ZKPeqs .Verify)

for relation

ZKPeqs = ZKP
{
sk : ES.VKey(pp, sk, pk) = 1

}
= ZKP

{
{𝑥𝑖 }𝑖∈[4] : 𝑥𝑖 ≠ 0 ∧ 𝑦𝑖 = 𝑥𝑖𝐺2

}
can be instantiated equivalently to the proof system (ZKP4DL .Prove,
ZKP4DL .Verify) with the only difference, that we consider generator
𝐺2 of group G2 instead of generator 𝐺 and additional reject proofs

if any pk𝑖 = 0 for 𝑖 ∈ [ℓ]. The latter ensures that all 𝑥𝑖 are non-zero.

The proof system

(ZKPPdOr .Prove,ZKPPdOr .Verify)
for relation

ZKPPdOr = ZKP
{
(𝑥,𝑢, 𝑣, 𝑏) : 𝐶𝑏 = 𝑢𝐺 + 𝑥𝐻

∧𝑀1 = 𝑣𝐺 ∧𝑀2 = 𝑥𝑀1 + 𝑣𝐾𝑏 for 𝑏 ∈ [2]
}
.

is instantiated as follows.

Zero-knowledge proof 5: Pedersen MAC equality disjunc-

tion

ZKPPdOr .Prove( (𝒙, 𝒖, 𝒗, 𝒃 ), (𝑮, 𝑯,𝑴1, 𝑴2, {𝑪𝒊, 𝑲𝒊 }𝒊∈[2] ) ) :
(1) Define

¯𝑏 ← 3 − 𝑏.
(2) Sample 𝛾

¯𝑏
𝑥 , 𝛾

¯𝑏
𝑢 , 𝛾

¯𝑏
𝑣 , 𝑟

𝑏
𝑥 , 𝑟

𝑏
𝑢 , 𝑟

𝑏
𝑣 , 𝑐

¯𝑏 $← Z𝑝 .

(3) Compute𝑈𝑏
𝐶
← 𝑟𝑏𝑢𝐺 + 𝑟𝑏𝑥𝐻 , 𝑈𝑏

𝑀
1

← 𝑟𝑏𝑣𝐺 ,

and𝑈𝑏
𝑀

2

← 𝑟𝑏𝑥𝑀1 + 𝑟𝑏𝑣𝐾𝑏 .

(4) Compute𝑈
¯𝑏
𝐶
← 𝑐

¯𝑏𝐶 ¯𝑏 + 𝛾
¯𝑏
𝑢𝐺 + 𝛾

¯𝑏
𝑥𝐻 , 𝑈

¯𝑏
𝑀

1

← 𝑐
¯𝑏𝑀1 + 𝛾 ¯𝑏

𝑣𝐺 ,

and𝑈
¯𝑏
𝑀

2

← 𝑐
¯𝑏𝑀2 + 𝛾 ¯𝑏

𝑥𝑀1 + 𝛾 ¯𝑏
𝑣𝐾 ¯𝑏 .

(5) Compute 𝑐 ← H(𝐺,𝐻,𝑀1, 𝑀2, {𝐶𝑖 , 𝐾𝑖 ,𝑈
𝑖
𝐶
,𝑈 𝑖

𝑀
1

,𝑈 𝑖
𝑀

2

}𝑖∈ [2] ) .

(6) Compute 𝑐𝑏 = 𝑐 − 𝑐 ¯𝑏

and 𝛾𝑏𝑥 ← 𝑟𝑏𝑥 − 𝑐𝑏 · 𝑥, 𝛾𝑏𝑢 ← 𝑟𝑏𝑢 − 𝑐𝑏 · 𝑢, 𝛾𝑏𝑣 ← 𝑟𝑏𝑣 − 𝑐𝑏 · 𝑣.
(7) Output 𝜋 = ({𝑐𝑖 , 𝛾𝑖𝑥 , 𝛾𝑖𝑢 , 𝛾𝑖𝑣 }𝑖∈ [2] ) .
ZKPPdOr .Verify(𝝅, (𝑮, 𝑯,𝑴1, 𝑴2, {𝑪𝒊, 𝑲𝒊 }𝒊∈[2] ) ) :
(8) Compute𝑊 𝑖

𝐶
← 𝑐𝑖𝐶𝑖 + 𝛾𝑖𝑢𝐺 + 𝛾𝑖𝑥𝐻 , 𝑊 𝑖

𝑀
1

← 𝑐𝑖𝑀1 + 𝛾𝑖𝑣𝐺 ,

and𝑊 𝑖
𝑀

2

← 𝑐𝑖𝑀2 + 𝛾𝑖𝑥𝑀1 + 𝛾𝑖𝑣𝐾𝑖 for 𝑖 ∈ [2].
(9) Compute 𝑐′ ← H(𝐺,𝐻,𝑀1, 𝑀2, {𝐶𝑖 , 𝐾𝑖 ,𝑊

𝑖
𝐶
,𝑊 𝑖

𝑀
1

,𝑊 𝑖
𝑀

2

}𝑖∈ [2] ) .
(10) Return 1 if 𝑐 = 𝑐′ and 0 otherwise.
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