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Abstract

On a blockchain, users compete for scarce block space in an auction run by the miner to
get their transactions confirmed in the block. This auction is called transaction fee mechanism
(TFM). Recent work [Rou21,CS23,SCW23] has been focused on incentive compatibility (I1C),
requiring that honest behavior maximizes the payoff for each type of strategic player: users,
the miner, or miner—user coalitions. In this work, we introduce rational-harm proofness (RHP),
which rules out any deviation that harms honest parties without also reducing the deviator’s
own utility. RHP closes a gap left by IC: IC does not forbid utility neutral yet externally harmful
deviations. For example, in a second-price auction, the second-highest bidder can increase the
winner’s payment without affecting their own payoff. Such deviation is eliminated by RHP.

We characterize TFMs satisfying RHP alongside incentive compatibility for users (UIC) and
miners (MIC). For finite block size, we develop a complete characterization in two models:

e In the plain model—where a single miner unilaterally implements the auction—we prove
a tetrilemma (3-out-of-4 impossibility): among the four desired properties {positive miner
revenue, UIC, MIC, RHP against miner—user coalitions}, no mechanism achieves all four
simultaneously. Meanwhile, any three are jointly achievable in the plain model.

o In the MPC-assisted model—where a committee of miners jointly implement the auction via
multi-party computation (MPC)—we construct a randomized TFM with a positive miner
revenue that achieves UIC, MIC, and RHP against all three types of strategic players. We
further show that randomness is necessary: any deterministic TFM satisfying UIC and RHP
in this model must confirm no transactions when the number of users exceeds the block size.

Finally, we show that IC and RHP are incomparable: for each strategic role, there are mecha-
nisms satisfying one but not the other in both models. Our results broaden the design objectives
for TFMs: beyond incentive compatibility, mechanisms should also preclude costless harm to
honest participants.

*Author order is randomized.
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1 Introduction

Block space on a blockchain is a scarce resource, so users compete with each other to get their
transactions confirmed in a block. This process can essentially be viewed as an auction where the
block producer, also called the miner, sells the limited k£ number of block slots. Each user bids to get
one slot for its transaction, and a transaction fee mechanism (TFM) decides which transactions are
confirmed, how much each confirmd transaction pays, and how much revenue the miner receives.

Recent progress [LSZ19, Yao, BEOS19,BCD ™, Rou21, FMPS21] observed that, due to the open
and decentralized environment of blockchain, TFM design departs significantly from classical auc-
tion design. For example, classical auctions typically assume a trusted auctioneer and focus on the
strategies of individual users. In contrast, on a blockchain, the auctioneer is a strategic miner who
may deviate from the prescribed protocol to gain more revenue. Additionally, smart contracts make
it easy for miners and users to enter binding side contracts and split their joint gains off-chain. A
growing body of work therefore explores incentive compatibility (IC) properties of TFM so that
the honest behavior is provably best for all participants. Ideally, a “dream” TFM should satisfy
1.) user incentive compatibility (UIC): bidding one’s true valuation is optimal for each individual
user; 2.) miner incentive compatibility (MIC): the miner is incentivized to execute the mechanism
honestly; and 3.) side-contract proofness (SCP): no miner-user coalition can deviate to jointly
profit.

However, incentive compatibility alone does not protect honest participants. There are devi-
ations that leave a strategic player’s utility unchanged compared to honest behavior, yet strictly
harm others. Standard incentive compatibility notions do not rule out such utility-neutral but ex-
ternally harmful actions. For example, the gold-standard second-price auction [Vic61] is known to
be incentive compatible for individual users: the highest bidder wins and pays the second-highest
price. However, the second-highest bidder can raise their bid slightly without changing their own
utility (the bidder still loses and pays nothing) but increase the winner’s payment. Such manipula-
tions are costless for the deviator but impose real externalities on others. In repeated, competitive
environments like blockchains, such “neutral-to-me but harmful-to-you” moves can compound over
time. For example, repeatedly inflating a rival’s payments reduces their budget and delays confir-
mations across blocks. This motivates us to ask

Can we design TFMs that achieve desired incentive compatibilities while also protecting honest
participants from being harmed by rational deviations?

Related concepts have been studied in classical mechanism design under non-bossiness and robust-
ness to secondary goals [SS81, Thol6, LSZ23, DPTM24, .SZ23]. However, those notions apply to
individual agents and do not capture the decentralized setting of TFMs with strategic miners and
miner-user coalitions. In this work, we initiate a systematic study of the above question in the
context of TFMs. We formalize the requirement that no strategic players (whether a user, miner,
or miner-user coalition) can harm any honest participants unless they also harm the deviator them-
selves as a property called rational-harm proofness (RHP). We then characterize when TFMs
can achieve RHP alongside the standard incentive guarantees. For practical viability, we also target
positive miner revenue so that participation is profitable for miners.

Our results apply to two settings: (1) the plain model, where a single miner unilaterally
determines the block contents, capturing today’s mainstream blockchain architecture; and (2) the
MPC-assisted model [SCW23|, where a committee of miners jointly execute a cryptographic
primitive, called the multi-party computation (MPC), to implement the TFM.

Prior work have shown an important obstacle: UIC and SCP cannot be achieved simultaneously
in either the plain [CS23] or the MPC-assisted model [SCW23]. Since UIC is tightly coupled to



user experience, we therefore prioritize UIC and ask how far one can go on RHP while maintaining
UIC and MIC (See Section 1.2 for a discussion on practical implication of of such TFMs). We
present a complete characterization of when UIC, MIC, and RHP can be achieved together with
positive miner revenue in both models. The detailed results are given below.

1.1 Owur Results

Model at a Glance. We begin with a high-level model of TFM to contextualize our results.
Formal definitions appear in Section 3. We focus on a single block of finite size k. One can view
the mechanism as selling k identical block slots. Each user ¢ has a private true value v; indicating
the maximum they are willing to pay for a block slot. Users submit bids for inclusion, and a miner
proposes a block of up to k bids. A TFM specifies, for any vector of submitted bids: 1.) which bids
(transactions) are included and confirmed in the block; 2.) the payment charged to each confirmed
bid; and 3.) the miner’s revenue. Importantly, in blockchain, not all payments need to go to the
miner: some or even all payments can be burned. Once the set of up to k bids to include are fixed!,
the confirmation, payment, and miner revenue rules are executed on-chain.

In the plain model, a single miner unilaterally determines which bids to include. In the MPC-
assisted model, a committee of M miners jointly execute the mechanism via an MPC, as if a trusted
party were running the mechanism honestly on all bids. The MPC ensures that if at least one miner
is honest, then no coalition of up to M — 1 miners can tamper with the outcome. In particular,
the outcome is either correctly computed on all received bids or the protocol aborts—resulting in
no bids being confirmed and no miner revenue. The auction is not rerun if the protocol aborts as
we focus on myopic players who derive utility only from a single block.

We require the mechanism to satisfy three basic properties: 1.) Individual rationality: no
bid pays more than its value; 2.) Budget feasibility: the miner’s revenue does not exceed the total
payments paid by users, i.e., the mechanism does not create money.?; 3.) Weak symmetry: metadata
such as the identity or timestamp of a bid is used only for tie-breaking; otherwise, outcomes depend
only on bid values. For later reference, we note that all of our impossibility results hold assuming
only weak symmetry, but all of our feasibility results are strongly symmetric, meaning that all bids
with the same value always receive the same treatment, without a tie-breaking based on metadata.

Strategy Space. We focus on direct-revelation mechanisms, in which honest users submit a single bid
equal to their true values. An honest miner includes up to k bids as prescribed in the mechanism,
without censoring honest bids or injecting fake ones.

Strategic players may deviate to increase their utility. We consider an ex post setting where a
strategic player can observe all honest bids before choosing a strategy. We consider three types of
strategic players: 1.) A single user. A strategic user can bid an arbitrary value for its transaction,
refuse to bid, and/or inject any number of fake bids since pseudonyms are easy to register on-chain.
2.) Strategic miner(s). In the plain model, the single miner can inject fake bids, drop honest users’
bids, and select any set of up to k bids for the block. In the MPC-assisted model, a coalition of
up to M — 1 miners can inject fake bids or cause the protocol to abort, but they cannot selectively
censor honest users’ bids or alter the outcome if the protocol does not abort. 3.) A miner-user
coalition, containing the miner and some users in the plain model, or up to M — 1 miners together
with some users. A coalition’s strategy is a combination of its members’ strategies.

!There is a subtle distinction between a bid being included in a block versus being confirmed. A bid must be
included to have a chance of confirmation, but depending on the mechanism, not all included bids are necessarily
confirmed; see Section 3 for detailed explanation.

2The miner gets a fixed block reward independent from the transaction fees, so we do not model the block reward.



Utility. A user with true value v gets utility v — p if its transaction is confirmed and pays p, and
0 if not confirmed. A miner’s utility is its revenue minus any cost it pays for its own fake bids. A
coalition’s utility is the sum of its members’ utilities.

Conceptual Contribution: Defining RHP. Our first contribution is conceptual: we elevate
the principle of “no costless harm” to a first-class requirement for TFM design. We formalize a new
safety notion, rational-harm proofness (RHP), which guarantees that rational players cannot make
any honest participant strictly worse off unless the deviators also hurt themselves in the process.
As an implication, if a strategy is profitable for the deviators, it constitutes a Pareto improvement
relative to honest behavior from the perspective of all participants.

Formally, for any strategic player C, whether an individual user, miner, or miner-user coalition,
let He denote C’s honest strategy. For any true value profile v = (vy,...,vy,) of all the users, let
util;(v; Sc), mutilj(v;Sc), and utile(v; Sc) denote the expected utility of a user ¢, a miner j (in
the plain model there is only one miner), and the coalition C, respectively, in the randomized
experiment where players in C adopts some (possibly randomized) strategy Sc and players outside
C behaves honestly.

Definition 1.1 (Rational-harm proofness). We say that a TFM satisfies rational-harm proofness
(RHP) against a strategic player or coalition, denoted as C, iff for any true value vector v of users,
for any strategy Sc for coalition C such that utile(v; S¢) > utile(v; He), it must be that

util;(v; S¢) > util;(v; He)
for any honest user i ¢ C. Additionally, for any miner j ¢ C, it must be that
mutil;(v; S¢) > mutil;(v; He).
Based on the three types of strategic players, we say that a TFM satisfies

o User rational-harm proofness (URHP) iff Definition 1.1 holds when C = {i} contains an indi-
vidual user i. Note that in this case, a strategic user cannot harm an honest miner as well.

e Miner rational-harm proofness (MRHP) iff Definition 1.1 holds when C only contains the single
miner in the plain model, or any coalition of up to M — 1 miners in the MPC-assisted model.

o d-coalition rational-harm proofness (d-CRHP) iff Definition 1.1 holds when C contains the miner
and at most d users in the plain model, or C includes up to M — 1 miners and at most d users
in the MPC-assisted model. We require that coalitions contain at least one user.

RHP is broadly applicable and extends beyond TFMs. For example, in auctions or online market-
places, RHP eliminates strategies where a participant maliciously raise prices or block outcomes to
hurt competitors without affecting their own payoff. At its core, RHP protects honest participants
and ensures that they will not be harmed by any rational actors who seeks to maximizes their own
payoffs.

We also define a weaker notion called weak RHP, which only requires that any strictly profitable
deviation for C does not harm honest participants. This is strictly weaker than RHP and strictly
weaker than IC, since IC rule out the existence of any strictly profitable deviations.

Landscape in the Plain Model. We first consider the plain model, where a single miner deter-
mines which bids to include. This setting reflects the architecture of most mainstream blockchains.
The game proceeds as follows: honest users submit their bids truthfully; any strategic players then



choose their strategies after observing the honest bids; the miner selects up to k£ bids for the block.
The blockchain protocol then honestly confirms some of these bids and determines payments and
miner revenue according to the mechanism’s rules.

Our goal is to design a TFM that satisfies all of the following properties in the plain model:

e UIC: a user’s utility is maximized by bidding its true value. This ensures a good user experience.

MIC: the single miner maximizes its utility by following the prescribed mechanism honestly.

e URHP, MRHP, CRHP: no rational players can harm honest players without harming themselves.

Positive miner revenue: the miner gets a positive revenue in some scenarios, so that honest
participation is financially profitable.

We do not ask for SCP (incentive compatibility against miner-user coalitions) due to the impossi-
bility that UIC and SCP cannot both be true [CS23,SCW23]. Instead, we focus on CRHP as the
collusion-resilience notion.

Unfortunately, it is impossible to achieve all the desired criteria in the plain model. In fact, we
develop the following “tetrilemma: 3-out-of-4 impossibility”: among the four properties of
UIC, MIC, 1-CRHP, and positive revenue, at most three can simultaneously be true in the plain
model. Formally, on the impossibility side,

Theorem 1.2 (Impossibility in the plain model). Let k be the finite block size. In the plain model,
any UIC, MIC, and 1-CRHP TFM must confirm no bids when there are more than k + 1 users.
This implies that the miner revenue must always be zero regardless of the input bids.

In fact, even if we relax 1-CRHP to weak 1-CRHP, the miner revenue still must always be zero.

Theorem 1.3 (Impossibility under weak-CRHP). The miner revenue in any UIC, MIC, and weak
1-CRHP TFM in the plain model must always be zero.

Corollary 1.4. Only trivial TFMs, where no bids are ever confirmed, satisfy UIC, MIC, MRHP,
and (weak) 1-CRHP in the plain model.

On the positive side, we identify concrete TFMs that achieve any three out of the four desired
properties, indicating that the above trade-off is tight.

Mechanism 1.5 (All-or-nothing posted-price). Let res > 0 be the reserved price and 0 < e <
res be the revenue parameter. When € = 0, we call this mechanism “burning all-or-nothing”.
If there are no more than k bids and every bid is strictly higher than res, then include and
confirm all bids. Otherwise, include and confirm no bids. Each confirmed bid pays the reserved
price res and miner gets € per each confirmed bid.

Mechanism 1.6 (Posted-price with random selection). Let res > 0 be the reserved price and
0 < € < res be the revenue parameter. Randomly choose k bids that are strictly higher than res
to confirm. If less than k bids are strictly higher than res, confirm all of them. Each confirmed
bid pays the reserved price res and miner gets € per each confirmed bid.

Mechanism 1.7 (First-price auction). The highest k bids gets confirmed and pays their bids.
Break ties arbitrarily. All payments go to the miner.

Theorem 1.8 (Feasibility in the plain model). Let k denote the block size. In the plain model,



Mechanism 1.5 with ¢ = 0 (burning all-or-nothing) achieves UIC, MIC, and d-CRHP for any
d > 1, but miner revenue is always zero.

Mechanism 1.5 with € > 0 (all-or-nothing posted-price) achieves UIC, d-CRHP for any d > 1,
and positive revenue.

Mechanism 1.6 (posted-price with random selection) achieves UIC, MIC, and positive revenue.

Mechanism 1.7 (first-price auction) achieves MIC, d-CRHP for any d > 1, and positive revenue.

Table 1 summarizes the properties of Mechanism 1.5, 1.6, 1.7 in the plain model. Interestingly,
Mechanism 1.5 exhibits a sharp phase-transition depending on the revenue parameter e. With
€ = 0, the mechanism is MIC but not MRHP: the miner is happy to follow the protocol, yet can
take actions that reduce some honest users’ utility without harming itself since its own revenue is
0 anyway. In contrast, with e > 0, it is MRHP (the miner cannot harm honest parties without
harming itself) but not MIC: the miner now has a profitable deviation as explained below.

Consider a scenario with more than k users whose true values all exceed res. In an honest
execution of Mechanism 1.5 with € > 0, no bids would be confirmed and miner gets no revenue.
However, the miner can deviate by pretending that it only sees k bids (of its choice) that are above
res by dropping other users’ bids. The miner could even run an off-chain auction to decide which &
bids it “sees”. Under this deviation, exactly k bids get confirmed, each paying res and the miner gets
k - € revenue on-chain, plus any potential off-chain revenue. Crucially, this deviation does not hurt
any honest user since no one is confirmed in the honest case. The deviation in fact allows k users
to benefit from the deviation and enjoy positive utility. Thus MRHP is not violated , even though
the mechanism’s credibility is undermined by the miner’s profitable deviation. This example shows
why we seek to enforce IC in addition to RHP: RHP alone does not prevent such undetectable but
profit-increasing miner deviations. We further discuss these considerations in Section 1.2.

Table 1: Properties of Mechanism 1.5, 1.6, and 1.7 in the Plain Model. Here AoN stands for all-or-nothing. The last
column of Rev indicates whether the mechanism achieves positive miner revenue.

Mechanism UIC URHP MIC MRHP SCP CRHP Rev
Mechanism 1.5 v v v X X v X
(e=0)

Mechanism 1.5

(e > 0) X v X v
Mechanism 1.6 v v v X X X Ve
Mechanism 1.7 X X v v ve v Ve

Landscape in the MPC-assisted Model. In the MPC-assisted model, M miners jointly exe-
cute the TFM and share the total revenue. Strategic miners can still inject fake bids, but the MPC
prevents them from altering the computed outcome once all bids are submitted. It is convenient
to think of an ideal functionality F that honestly implements the mechanism as follows:

Fix an arbitrary strategic player C, which in the MPC-assisted model could be an individual
user, a coalition of up to M — 1 miners, or a miner-user coalition of up to M — 1 miners and some
users. Honest users submit their bids to F. After seeing these honest bids, the strategic coalition
C decides what bids to submit. Then F computes the TFM outcome (which bids are confirmed,
payments, miner revenue) based on all submitted bids. If C includes more than M /2 of the miners,
F first sends the outcome to C; if C approves, the outcome is released to everyone, otherwise the



auction aborts. No one gets confirmed, and miner gets no revenue. No rerun occurs of the auction
if the protocol aborts. If C has fewer than M /2 miners, F directly sends the outcome to all players.
This ideal functionality can be instantiated by real-world protocols [GMW87, Can01].

In the MPC-assisted model, we can simultaneously achieve all the desire properties, UIC, MIC,
all three RHP variabnts, as well as positive miner revenue.

Theorem 1.9 (Feasibility in the MPC-assisted model). Mechanism 1.6 (posted-price with random
selection) achieves UIC, MIC, URHP, MRHP, d-CRHP for any d > 1, and positive miner revenue
in the MPC-assisted model.

A natural question is whether the use of randomness is necessary for the above result. Can we
achieve all properties with a deterministic mechanism? Interestingly, Mechanism 1.5 with 0 < €
does achieve all properties in the MPC-assisted model, but it is somewhat trivial in the sense that
it confirms no bids whenever there are more than k users. In fact, this triviality is unavoidable for
any deterministic mechanism:

Theorem 1.10 (Characterization of deterministic mechanism in the MPC-assisted model). Let k
denote the block size. Mechanism 1.5 (all-or-nothing posted-price) with 0 < € < res achieves UIC,
MIC, URHP, MRHP, d-CRHP for any d > 1, and positive revenue in the MPC-assisted model.

Meanwhile, no deterministic UIC and URHP TFM in the MPC-assisted model can confirm any
bid when there are more than k users.

IC and RHP are Incomparable. Perhaps surprisingly, we find that incentive compatibility (IC)
and rational-harm proofness (RHP) are fundamentally incomparable properties: neither implies
the other. Intuitively, IC guarantees no player has a profitable deviation, but it does not rule
out deviations that leave the deviator’s utility unchanged while harming others. Conversely, RHP
prevents any deviation that harms others unless it also hurts the deviator, but a deviator might
still profit via a strategy that harms no one else.

For example, the classic second-price auction is UIC but not URHP: the second-highest bidder
can slightly raise their bid, leaving their own outcome unchanged while increasing the winner’s
payment. Conversely, a burning first-price auction (same as Mechanism 1.7 except that all payments
are burned so the miner earns zero revenue) is URHP: no user can make an honest user pay more
or lose confirmation without reducing their own utility, and the miner cannot be harmed because
it always earns 0. However, this mechanism is not UIC: a user can profit by underbidding just
enough to still be among the top k bids, thereby paying less. In general, we prove:

Theorem 1.11 (IC and RHP are incomparable). In both the plain and the MPC-assisted model,
IC and RHP are incomparable. For each type X € {user, miner, miner-user coalition}, there exist
mechanisms that are X -IC but not X-RHP, and mechanisms that are X -RHP but not X-IC.

We defer the full catalog of mechanisms demonstrating this incomparability to Section 6, where
we summarize the results in Table 2 for the plain model and Table 3 for the MPC-assisted model.

1.2 Design Implications and Rationale

Prioritize UIC over SCP. Prior work has shown that UIC and SCP (incentive compatibility
against miner-user coalitions) cannot simultaneously hold in either model. In this work, we choose
to prioritize UIC over SCP for user experience. Non-UIC mechanisms like the first-price auction
used in Bitcoin force users to guess the right bid to avoid overpaying, leading to volatile fees and
poor user experience. By contrast, a UIC mechanism offers a simple experience: users can simply



bid their true value. In fact, Ethereum’s adoption of the EIP-1559 fee mechanism replaced the first-
price auction with a posted-price model specifically to simplify fee estimation for users [BCD™].

Scope of the Posted-Price with Random Selection. As Theorem 1.9 shows, Mechanism 1.6
satisfies UIC, MIC, and all variants of RHP while achieving positive revenue in the MPC-assisted
model. It does not satisfy SCP. To see this, suppose fewer than k users have value above the
reserve res, resulting in some slack capacity in the block, and a colluding user has true value in the
range (res — /M, res). A miner colluding with this user can profit from the following deviation:
The user overbids to get confirmed and pay res, and the miner gains an extra /M revenue from
this confirmation. This deviation strictly improves the coalition’s joint utility, although it is only
beneficial if the colluding user’s true value is very close to res. In general, any profitable deviation
of miner-user coalitions in this mechanism falls into these two types: 1.) filling otherwise unused
block space as above, or 2.) having some low-value colluders drop out to raise the confirmation
probability of higher-value colluders. Crucially, none of these deviations harm any honest user,
so CRHP is preserved. In essence, Mechanism 1.6 offloads any residual efficiency improvements
to strategic miner-user coalitions. The coalition’s may gain either by utilizing slack capacity or
redistributing confirmations among colluding users, but they must not hurt outsiders. Meanwhile,
individual user or coalition of up to M — 1 miners have no incentive to deviate.

Choosing the Reserve and Revenue Parameters. For real-world deployment, where the
mechanism runs repeatedly block-by-block, the reserve price res in Mechanism 1.6 can be adjusted
dynamically, as in Ethereum’s EIP-1559 [BCD™]. The protocol tracks block demand and raises or
lowers res for the next block to target a stable throughput. The revenue parameter € should be
chosen sufficiently small: a small e discourages large-scale collusion and keeps block-space usage
aligned with genuine demand. In particular, users with true value below res—e will not find collusion
worthwhile, and those slightly below res may occasionally collude and be confirmed in harmless,
Pareto-improving ways as described above. Consequently, observed demand approximates the
number of users with value at least res — e. Thus, € acts as a tunable parameter that permits
harmless deviations without distorting the overall fee signal.

1.3 Related Work

Transaction fee mechanisms. Since the foundational works of Roughgarden [Rou21] and Chung
and Shi [CS23], the design of incentive-compatible TFMs has drawn significant attention [SCW23,
WSC24, BGR24, GY23, GY24, CRS24, GTW24, CSLZZ25]. For finite block size, [CS23] showed
that UIC and 1-SCP are incompatible in the plain model. Subsequently, [SCW23] introduced
the MPC-assisted model and proved that UIC and 2-SCP remain incompatible even assuming
cryptography, and [CRS24] showed that no TFM can satisfy UIC, MIC, and off-chain agreement
proofness (OCA-proofness) in the plain model, where OCA-proofness is a collusion-resistant notion
which requires that a global coalition of the miner and all users cannot extract profit from the
protocol by deviating. Collectively, these results reveal a fundamental tension between IC and
collusion-resilience in TFMs. Our work adds a complementary angle by focusing on preventing
costless harm. We focus on CRHP as a coalition-resistant constraint and show that UIC, MIC,
and CRHP can all be achieved simultaneously in both the plain and the MPC-assisted models,
although feasibility in the plain model must come at the cost of zero revenue.

Non-bossiness and robustness to secondary goals. Our RHP notion is conceptually related to
the classical idea of non-bossiness [SS81, DPTM24], which prevents an agent from changing others’
outcomes without changing their own (see Thomson’s survey [Thol6] for variants and applications).
By contrast, RHP operates at the wutility level: it rules out any deviation that makes an honest



participant worse off unless the deviators also hurt themselves. Non-bossiness is distinct from
incentive compatibility: an allocation can be strategy-proof yet bossy, and vice versa. Similarly,
we showed in Theorem 1.11 that IC and RHP are fundamentally incomparable properties.

There is a rich literature on making mechanisms robust to secondary goals beyond direct payoff
[Carl9, IMO05, LRS21,.SZ23]. For example, [JMO05] studied auctions with externalities where bid-
ders’ utilities depend on others’ allocations or information, and recent work formalizes robustness
to hidden secondary goals via non-bossy mechanisms [LSZ23]. We refer the readers to Carroll’s sur-
vey of robust mechanism design [Car19]. These works illustrate that even canonical strategy-proof
mechanisms may fail when agents care about externalities. Our RHP property can be viewed as
robustness guarantee against costless harm by adversarial deviators. Notably, our RHP definition
explicitly accounts for miner deviations and miner—user collusion, not just single user strategies.

Miner deviations and credible auctions. Akbarpour and Li [AL20] introduce credible auc-
tions, requiring that the auctioneer (miner) has no incentive to safely deviate from the prescribed
mechanism, where a deviation is safe if it admits a plausible explanation to all users. Credibility is
related to, but distinct from, MIC: as shown in [CS23], a TFM can satisfy MIC yet fail credibility.
Moreover, [AL20] proves a trilemma: a revenue-optimal auction cannot be simultaneously credible,
strategy-proof, and static. By comparison, our impossibility results target a different scope: we do
not impose revenue optimality as an objective. Subsequent work [FW20, EFW22] demonstrates
that cryptographic techniques can circumvent the trilemma impossibility, but these constructions
do not ensure harm-prevention as provided by RHP or explicitly address the miner-user coalition
in TFMs.

2 Technical Overview

This section highlights the core ideas behind our impossibility results. The main technical challenge
in analyzing RHP is that we must track not only how a deviation changes the deviator’s own
utility, but also its effect on every honest participant’s utility. This is different from the analysis of
incentive compatibility, which considers only the deviator’s payoff. We outline below how our key
impossibility theorems are proved. The complementary positive results are established by verifying
properties of the candidate mechanisms and are presented in the technical sections.

Notation. For a bid vector b = (by, ..., b,), we use max(b) to denote max;c|,(b;). We use b_;
to denote (b1,...,bi—1,bi+1...,by,), and we use (b_;,b;) and b interchangeably. For any i € [n],
we use x;(b), pi(b), and util;(b) to denote the confirmation probability, expected payment, and
expected utility, respectively, of user i’s true value b;, when everyone behaves honestly with an
input bid vector b. We use p(b) to denote the expected miner revenue in the honest case.

We focus on bids with unique values since we only require the mechanisms to be weakly sym-
metric for the impossibility. We call a bid b; unique in b if b; # b; for all j # ¢. For a unique bid
b;, we will sometimes abuse notation and refer to its value b; directly: We use z,(b), ps, (b), and
LE/”bi (b) to denote the confirmation probability, expected payment, and expected honest utility of
the unique bid with value b; in b, respectively, in the honest execution. For two sets S and T', we
use S < T to show that sup.S < inf 7.

2.1 Impossibility of UIC+MIC+CRHP in the Plain Model

We start by sketching the proof of Theorem 1.2, which states that any TFM satisfying UIC, MIC,
and 1-CRHP in the plain model cannot confirm any bids when the input bid vector |b| > k. We



first explain the proof for deterministic TFMs to illustrate the main idea, and then discuss how to
generalize it to randomized TFMs.

Impossibility for Deterministic TFM. The proof uses an induction on a carefully constructed
sequence of bid vectors. We use a simple toy ezample to illustrate the key idea behind this sequence.

Toy Example: Suppose a TFM satisfies 1-CRHP. Consider two users with true values b = (b1, b2).
Assume by and by are unique in b, and in the honest execution user 2’s bid is confirmed (z2(b) = 1)
and pays pa2(b) < b1. So user 2 gets a positive utility. Under these conditions, user 1 must also
be confirmed in the honest execution. If not, consider a coalition of the miner and user 1. In the
honest outcome, their joint utility is just the miner’s revenue u(b). Now the coalition performs this
censor-then-replace attack: the miner ignores user 2’s bid by, and user 1 changes its own bid to
bs while also injecting a fake bid of value b;. The resulting bid vector is still b but now both b; and
by come from user 1. By weak symmetry, the bid of value by (now coming from user 1) would still
be confirmed and charged p2(b), while the bid of value by is not confirmed. Under this strategy,
the coalition’s joint utility strictly increases: the miner’s revenue is unchanged, and user 1 now gets
utility by — p2(b) > 0, while the honest user 2 is harmed. This contradicts 1-CRHP. Thus b; must
be confirmed in the honest execution.

The above toy example can be generalized to a useful “above-payment-guarantee” lemma: In
an honest execution of a (weak) 1-CRHP TFM, if some unique bid b; earns positive utility, then
any unique bid in b that is higher than p;(b) must also be confirmed. Intuitively, if a higher bid is
not confirmed, then it can collude with the miner and perform the censor-then-replace attack on
b;, which contradicts 1-CRHP. Here, we require uniqueness of the bid to get rid of the potential tie
breaking that can depend on the metadata.

Induction. Next, we show how to prove Theorem 1.2 for deterministic TFM. Assume for sake of
contradiction that there exists a deterministic TFM satisfying UIC, MIC, and 1-CRHP in which
some bid v; is confirmed when the input bid vector is v with |v| > k. We will construct a sequence
of bid vectors v(™ for m = 1,2, ..., and prove by induction that m bids must be confirmed in v(m),
This directly contradict the block size k when m = k + 1. The sequence is constructed as follows:

by = max(v) + 1, v = (v_g, b1),
by, = %(max(v) + bm-1), vim) = (v(m_l), bm) for m > 1.

The inductive invariant states that
by, must be confirmed in v(™ and its payment pp, (v("™) < max(v).

(v(m_l)) < max(v)
and b,_1 to v(™~1. By the inductive statement, b,, gets a positive utility in v(™, and all b, for
z € [m] is higher than b,,’s payment. Thus, by the above-payment-guarantee lemma, all b, for
z € [m] must be confirmed.

The induction proof uses Myerson’s lemma (Lemma 3.5). Roughly speaking, for a deterministic
UIC TFM, for any fixed other users’ bids b_;, there exists a critical value v* such that any b; > v*
gets confirmed and pays v*, i.e., x;(b;,b_;) = 1 and p;(b;, b_;) = v* for any b; > v*.

Effectively, in each step, we add a bid b, that lies between the payment py

'm—1

Base case: The base case follows directly from UIC and the Myerson’s lemma: Raising user *’s bid
in v to max(v) + 1 must maintain its confirmation probability and payment. Thus, &, (v()) = 1
and Py, (v)) = pi«(v) < max(v) where the inequality follows from individual rationality.



Inductive step: Now assume we have v("~1) where b,,_1 is confirmed and pays no more than max(Vv).
By Myerson’s Lemma, it suffices to show that for any b such that max(v) < b < by,—1, bid b must
be confirmed in (v~ b). This implies that Z;_(v(™) =1 and pp,, (v"™) < max(v).

For the sake of contradiction, assume that there exists some max(v) < b* < b,,—1 such that
b* is not confirmed in (v(™~1 b*). Imagine a world where v(™=1) is the honest bid vector. Since
|v(™)| > n > k, some user j must be unconfirmed in the honest case. Consider a coalition consisting
of the miner and user j who injects a fake bids b*. Since b* is unconfirmed, the miner revenue must
remain unchanged by MIC: p(v(™~1) = pu(v(m=1 b*). Therefore, this strategy does not change
the coalition’s utility compared to the honest case.® That said, by 1-CRHP, this strategy should
harm no honest bid in v(™~Y_ including by,_1. Therefore, by,_1 should still get a positive utility
in (V(mfl), b*) and pays no more than max(v). However, by the above-payment-guarantee, since
b* is greater that the payment of b,,_; in (v~ b*), we know that b* must be confirmed, which
contradicts our assumption. This completes the induction proof.

Generalizing to Randomized TFMs. The above proof idea needs significant adaptation for
randomized mechanisms. If the TFM uses randomness, then having more than k bids, each with a
positive confirmation probability is no longer an immediate contradiction. In a randomized TFM,
different random outcomes might confirm different sets of at most k bids. Therefore, we derive
a stronger condition called the k-winners lemma: If a TFM is MIC and (weak) 1-CRHP, then it
must be that

|W(b)| < k, where W(b) := {i: util;(b) > 0}. (1)

Here, W(b) denotes the set of winners who have positive expected utility in the honest case when
the input bid vector is b. Note that positive utility is a strictly stronger requirement than positive
confirmation probability. We prove this lemma formally in Section 4.2. For the overview, we assume
it is true and show how to prove Theorem 1.2.

For possibly randomized TFMs, the “above-payment-guarantee” can be generalized to “above-
ratio-guarantee”: In a 1I-CRHP TFM , if a unique bid b; has positive expected utility in b, then
any unique bid in b above the ratio p;(b)/x;(b) must have a positive confirmation probability. In
the deterministic case, this ratio p;(b)/z;(b) is simply the payment itself. We define, for any bid
b; such that z;(b) > 0, the ratio as

ri(b) := pi(b)/x;(b), and if b; unique, 7, (b) := pp,(b)/zs, (b).

If a unique bid b > 7(b), then b gets a positive utility in b.

To prove Theorem 1.2, suppose for the sake of contradiction, that for some UIC, MIC, and
1-CRHP TFM, there exists some v where |[v| =n > k and x;+(v) > 0 for some ¢* € [n]. As in the
deterministic case, we will construct a sequence of bid vectors v(™) = (v(m_l), bm), each adding a
new bid by, to vV where ?bm_l(v(m_l)) < by < by_1. We then prove that W(V(m)) > m by
induction, which leads to a contradiction of the k-winner lemma for m > k.

Challenges. However, simply adding one bid in each step is not enough. Using the above-ratio-
guarantee, we can argue similarly as the deterministic case that b,, gets a positive confirmation
probability in (v(mfl), bm). Then raising by, to some b/, ends up with a positive utility for b/, in
(v(m=1 b ) by a corollary of Myerson’s lemma.

The challenge is that raising by, to b}, can alter payments for others: this naive approach might
make earlier winners b1, ..., b,,,—1 lose their utility, breaking the inductive invariant. Note that 1-
CRHP does not rule out such strategies since raising by, to b,, may harm the coalition themselves

3This is why this proof does not work for the impossibility w.r.t. weak 1-CRHP.
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in a randomized TFMs. We overcome this by carefully choosing a set S, of two possible values
al™ < Bm) that the new bid by, can take. Effectively, we build a sequence of sets of bid vectors
V) = {v_ i} x 81 X - X Sy = {(V_i*, b1, ., b)) = bj € S; for j € [m]}. The induction will show
that for each m, we have some b € V("™ such that W(b) > m.

Base case: Pick max(v) < a® < B to be two values large enough such that b; has a positive
utility in (v_;«,b1) for any by € S; = {aM, BV}, Such values must exist since x4 (v) > 0. Let
V) = {v_;:} x S;. Then for any b € V(Y we have W (b) > 1.

Inductive step: We demonstrate the main idea with m = 2, and summarize the general construction

afterwards. Let r(V) := (gaax(l)rnﬂ(v(l), aM) and a® and B be such that 1) < o? < @ <
viheV

o). By a similar argument as in the deterministic case, a(!) must have a positive confirmation
probability in (V(l), a(l)) for any v(1) € V(U and therefore, (1) is well-defined. The value r(!) is an
upper bound for the ratio 'Fb(v(l), b) for any bid b < a® with a positive confirmation probability.
This maximum guarantees that the new bid by € Sy = {a®, ?)} always lies between by > oV
and its corresponding ratio, no matter which value b; takes on. Let v = {v_i+} x 81 x Sa. We
will show that

for any v® = (V_i=,b1,b9) € V(2), Jtvilb2 (v(2)) > 0 for any by € So; (2)
for any 7 € [2], ﬁlﬁu) (V_i*,ﬁ(l),ﬁ@)) >0, (3)

which completes the induction proof for m = 2 since ]W(v_i*,ﬂ(l), 6(2))| > 2.

Property (2) directly follows from UIC, since any bid b > (1) must have a positive utility in
(V(l), b) for any vl e V), Otherwise, when the honest bid vector is (v(l), b), the user with true
value b is incentivized to overbid to a(!) to gain a positive utility.

To see why (3) is true, consider b’ = (v_g, a1, 33)). Since ) has a positive utility in b’ by
(2), and oM > g > p1) > T32) (1), we know a(!) must have a positive confirmation probability
in b’by the above-ratio-guarantee. Therefore, raising o) to ) gives A1) a positive utility. This
completes the proof for m = 2.

In general, at each step m, we define plm=1) — Tntm—1 (v(m_l),a(m_l)) as an

max
v(m=1) gy (m—1)
upper bound, over all possible v(™~1 e V(m=1) of the ratio that a new bid smaller than !
could have if it gets a positive confirmation probability. We then pick (™m0 < o(m) < glm) <
a™=1) and define S,, = {a(m), ﬁ(m)} and V(M) = y(m=1) g Roughly speaking, in the m-th step,
for any (b, ...,by,) € S1 X -+ X Sy, the new bid b, must get a positive utility in (v_;, by, ..., by).
Now consider specifically b’ = (v_;+, 8 @ ..B (m)). Using the above-ratio-guarantee and our choice
of the sets S;, we can conclude that for any n < j < n +m — 1, we have xj(bLj,a(j_”+1)) > 0.
Therefore, util;(b") > 0 for each n < j <n+m —1. When m = k + 1, this directly contradicts the
k-winners lemma. This completes the impossibility proof for randomized TFMs in the plain model.
We omit the details of the inductive reasoning here. See Section 4.2 for the complete proof.

m—1)

2.2 Impossibility under Weak-CRHP in the Plain Model

In this section, we outline the proof of Theorem 1.3, which shows that even if the TFM satisfies only
weak 1-CRHP, no positive miner revenue is possible alongside UIC and MIC in the plain model.
Recall that weak 1-CRHP means that strictly profitable deviations must not harm honest players,
but it does not rule out utility-neutral deviations that are harmful to others.

This relaxation complicates the proof as mentioned in Footnote 3. In the 1-CRHP setting, each
step of the induction used a contradiction argument to show that a newly added bid b,, must receive
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a positive confirmation probability: if b, were not confirmed, a miner—user coalition could instead
inject b,, without changing joint utility, and under 1-CRHP such a deviation cannot harm any
honest player. Under only weak 1-CRHP, however, this utility-neutral strategy can harm honest
players, so the earlier argument breaks down.

To overcome this, we adopt a slightly different approach. The key observation is that by MIC,
if we start with some bid vector v with a positive miner revenue, then adding any set of additional
bids b will still produce u(v,b) > 0. By budget feasibility, this implies that some bid must have a
positive confirmation probability in (v, b). We use the following lemma to argue that this confirmed
bid must be one of the newly added bids.

Lemma 2.1 (no-persistent-old-winner, informal). Suppose v = (vi,...,v,) and a sequence of sets
S1,...y Sk C R such that |S;| > 2, and that {max(v)} < S; < --- < Sk. Then there is no i € [n]
such that x;(v,b) >0 for allb = (by,...,by) € S1 X -+ X Sp,.

Suppose, for the sake of contradiction, that there exists a UIC, MIC, weak 1-CRHP TFM and
an initial bid vector v with u(v) > 0. We inductively construct a sequence of bid-vector sets y(m)
by adding k new sets, instead of one set, at each step, i.e. V") = y(m=1) x Agm) X o X A,(Cm). We
show by induction that for each m there exists some b € V™) such that u(b) > 0 and W (b) > m.
For m = k + 1 this yields a contradiction to the k-winner lemma (which remains valid under weak
1-CRHP). In the induction proof, we will make use of the Graham—Rothschild theorem:

Lemma 2.2 ( [GRS90]). For all p,&§,a > 0, there exists N such that, if T C Ay x --- x Ap, each
|A;| = N fori € [p], and |T| > & - NP, then there exist subsets B; C A; with |B;| > a such that

By x---x B, CG.

Looking ahead, in the induction, each newly added set Agm) in the m-th step has size N,,,. The
sequence of N,, is defined backwards starting from Nyyo = 2, such that at the end of the m-th

step, there exist m sets ng)’ ey S,(nm), each with size N;,4+1, such that any b; in b = (by,...,b,,) €

S§m) X ... X Sr(nm) must have a positive confirmation probability in (V(m),b). Therefore, b; must
have a positive utility in all possible (v(™), b) as long as b; > min SZ.(m)
N, given N,4+1 in the base case and inductive step below.

Base case: Let {max(v)} < Agl) <= Ag) be k sets, each of size N1, where Nj is the N in
Lemma 2.2 with p =k, £ = ﬁ, and a = Ny. By MIC, p(v,b) > 0 for any b € Agl) X e X A,(Cl).
Therefore, some bid must have a positive confirmation probability in each (v,b). Based on the

. We show how to choose

smallest index of the bid being confirmed, we get a natural partition of Agl) X - X A,il). Let
T;={be Agl) X eee X AS) : the smallest index i such that z;(v,b) > 0 is i} for i € [n + k.

At least one of these sets |Tj+| > %‘Fk - NF for some i* € [n + k]. By Lemma 2.2, there exists

B](.l) - A§1), each ]B](.l)\ > Ns, such that B%l) X e X B](Cl) C T}, i.e., the i*-th bid is confirmed in

(v,b) for any b € B%l) X e X Blil). By Lemma 2.1, ¢* cannot be one of the old bids from v, i.e.,
" >n. Let £ =" —n.
Pick an arbitrary b* € B%l) X oo X B](Cl) C Ti+, and let vV = (v,b*,). Let 5’%1) be a set

with Ng values such that A,(:) < Sil), and the ratio (") (defined analogously as in Section 2.1)

(1) (1)

r(D) = T (v, max S;"). By Myerson’s lemma, Zp, (v(Y),b1) > 0 for any by € ).

axsgl)
Inductive step: Pick k sets AgZ), ...,A,(f) such that {r(), max(v(V)} < A§2) <= A,(f) =< SF) and

each |A§.2)| = Ns. This sequence of sets exist because {r(1), max(v())} < S%l) by construction. Here,
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Ny is the N in Lemma 2.2 with p =k + 1, £ = =L and a = Na. Still, by MIC, u(vlV),b,b;) > 0
for any (b, b1) € Agz) X+ X A,(f) X S%l), meaning that some bid must have a positive confirmation
probability. Consider the following natural partition of Agg) X e X A,(f) X S§1) for i € [n + 2k]:

T, =1<(b,b1) € AD s AD 5 s L the smallest index 7 such that zi(v,b,b1) >0isip.
1 k 1

By a similar reasoning as in the base case, there must exist an i* € [n + 2k], such that there exists
B ¢ A% and S C 8", each of size N3, such that B{*) x --- x B”) x 8{) C Ty, i.e., the i*’th

bid has a positive confirmation probability in (v(l), b, b;) for all (b,b;) € B%z) X e X B,(f) X S§2). By
Lemma 2.1, ¢* cannot be smaller than n+ k. By a careful analysis based on the censor-then-replace
attack that censors all bids not in v and replaces the by bid, we show that i* < n + 2k. That is,
1* must represent one of the new bids from Bgz) X e X Bl(f). Let £ = i* — [v(D].

Pick an arbitrary (b*,b;) € B?) X +ee X Bl(f) X S’%Q) C Ty, and let v?) = (v b* ). Let Sé
be a set with /N3 values such that Agf) < 552) < S%Q), and the ratio 7 is defined analogously as
the base case. Then b; and by must have a positive confirmation probability in (v(?), by, by) for any
(b1, b) € S x 2.

In general, for all m > 2, the inductive step proceeds analogously. Define N; backward as follows:
set Npio := 2, and for each ¢ = k+ 1,k,...,1, let N; be the number N given by Lemma 2.2 with
parameters p = k+i1—1, £ = ﬁ, and a = Nj;1. This choice ensures that at the end of the (k+1)-

k+1 k+1
st gtk

, each coordinate b; has a positive confirmation probability in (V(k+1),b).

2)

th step we obtain sets

S L i ngin

Consequently, taking b := max Si(kﬂ) for all i € [k + 1] yields a bid vector (v(F+1) bt ... bii1)
in which all b} enjoy positive utility, by a similar reasoning in Section 2.1, which contradicts the
k-winner lemma.

Due to the heavy technical nature of this construction, we refer the reader to Section 4.3 for
the complete proof.

, each of size two, such that for every b = (by,...,bg+1) €

2.3 Impossibility of UICH+URHP for Deterministic MPC-assisted TFMs

The proof of Theorem 1.10 is very similar to the deterministic impossibility in the plain model.
However, we cannot directly use the above-payment-guarantee lemma because it utilizes a censor-
then-replace attack, which cannot be performed in the MPC-assisted model. Instead we prove
the above-payment-guarantee for deterministic UIC and URHP mechanisms in the MPC-assisted
model. The crux of the proof is to start with a slightly weaker claim: for a deterministic TFM that
satisfies UIC and URHP, if b; gets a positive utility in b, then any unique bid higher than b; must
also be confirmed. Then we only need to show that any unique b; between p;(b) and b; must be
confirmed to get the above-payment-guarantee lemma.

Suppose for the sake of contradiction that in some UIC and URHP TFM in the MPC-assisted
model, some b; between p;(b) and b; was not confirmed. Consider some b} such that p;(b) < b, <
b;j < b;. Using Myerson’s lemma and the above weaker claim, we can show that both b} and b; get
a positive utility in (b_;, b}). That said, if the honest bid vector was (b_;,b;), user ¢ can harm user
7 by raising its bid to b;. This strategy keeps user i’s utility unchanged compared to the honest
case but strictly harm user j, which contradicts URHP. This proves the above-payment-guarantee
for UIC and URHP TFMs in the MPC-assisted model. The rest of the proof follows by a similar

reasoning of the deterministic case in Section 2.1.
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3 Model and Preliminary

3.1 Notation

Let N denote the set of natural numbers and R>( denote the non-negative real numbers. Given a
bid vector b = (by,...,b,) and any i € [n], we use b_; to denote (b1, ...,bi—1,bi+1,...,b,). We use
(b_;,b;) to denote the vector obtained by replacing b; with b/ in b, and treat this as equivalent to
(b1,...,bi—1,b},biy1,...,by). For vectors a and b, we write a C b if every entry of a appears in b.
We use |b| to denote the number of elements in vector b. For any vector v = (v, va,...,v,), we
define max(v) = max;c[, v;- For a vector v and S C [n], let vg := (v;)ies. For two sets S and T,

we use S < T to show that sup .S < infT.

3.2 Transaction Fee Mechanism

We consider a transaction fee mechanism (TFM) where each block has a finite capacity of k trans-
actions. Assume each user has a true value of v; € R>o that measures the maximum amount a user
is willing to pay to get its transaction confirmed in the block. Each user ¢ submits their transaction
together with a bid b;. We assume each transaction takes one slot in the block. In this paper,
“bid” and “transaction” are used interchangeably. A TFM with capacity k is defined as a tuple
(I,C,P,R) where:

e Inclusion rule I(-): takes a bid vector b as input, and outputs a block B C b of at most & bids
to include.

e Confirmation rule C(-): takes as input a block B of the included bids and chooses a subset of
included bids to confirm. Specifically, C(B) outputs a vector (z1, ..., z|5|) € {0, 1Bl indicating
whether each bid is confirmed.

e Payment rule P(:): takes a block B as input and outputs a vector of (pi,...,pg|) € RLBO‘,

indicating the price paid by each transaction in B.

¢ Revenue rule R(:): takes a block B as input, and outputs the miner’s revenue p € R>o.
A feasible TFM (I, C, P, R) should satisfy the following properties:

o Space feasibility: the size of the block |B| < k.

o Individual rationality: a user’s payment shall not exceed the bid amount, i.e., for any b; € B,
its payment p; < b;.

e budget feasibility: the miner’s revenue cannot exceed the total payment collected from all con-
firmed bids, i.e., u < Eli‘l p;. When the miner’s revenue is strictly less than the total payments,
we say that the difference is burnt.

Among the four rules, the confirmation rule, payment rule, and revenue rule are all executed by
the blockchain based on the block, and we treat these three rules as always correctly implemented
based on the input block B. The inclusion rule is either implemented by the miner in the plain
model or implemented by an MPC in the MPC-assisted model.

Weak Symmetry. Given a bid b = (b1, ...,by), let z; and p; denote the random variable repre-
senting the probability of bid b; getting confirmed and the payment it needs to pay in an honest
execution. We say that a TFM satisfies weak symmetry iff the distribution of the set {(bi, zi, pi) }icn]
is the same for input bid vector 7(b) for any permutation = on b.

14



An operational view of weak symmetry assumes the following: Given a bid vector b where each
bid may carry some metadata such as identity, public keys of the user, or timestamp. The honest
mechanism first sorts the bids based on the amount, and can perform arbitrary tie-breaking rule
based on the metadata if multiple bids have the same amount. After the sorting step, all the four
rules (I, C,P,R) depend only on bid amounts and positions in the sorted vector. Weak symmetry
is a natural requirement in practice and does not require two bids of the same amount to always
receive the same treatment.

3.3 Game Induced by TFM

Henceforth, let C denotes the strategic players. Specifically, C can be a strategic user, strategic
miner(s) in control of the current block, or a coalition of the miner(s) and one or more users.

3.3.1 TFM Game in the Plain Model.

In the plain model, the TFM game is defined as follows:

1. Each honest users not in C submits their bid represented by a single real-value bid. Let b_¢
denote the bids from these honest users.

2. The coalition C decides their bids b¢ according to b_¢.
3. The miner selects up to k bids from (b¢,b_¢) to form a block B.

4. The blockchain protocol executes the confirmation rule C, payment rule P, and miner revenue
rule R to the block B created by the miner.

Strategy Space. In this paper, we focus on direct-revelation mechanism, i.e., for an user ¢ with
true value v;, the honest strategy H;(v;) = v; is to submit a single bid representing its true value.
We focus on ex-post incentives: strategic parties may condition their actions based on the honest
users’ bids, i.e., we do not hide honest bids from the strategic players. A strategic user may choose
to submit a bid vector b} that contains zero to multiple bids which do not necessarily reflect their
true value. We call all the additional bids that the user injects as fake bids.

A miner’s honest behavior H 4 is to implement the prescribed inclusion rule on the input bid
vector b without submitting any fake bids, i.e., if users’ honest bid vector is b, honest miner strategy
Hq(b) outputs a block I(b). In the plain model, a strategic miner may choose to deviate from the
prescribed inclusion rule arbitrarily by dropping bids, injecting fake bids, and arbitrarily choosing
the randomness used in the inclusion rule, i.e., the strategy Saq(b) outputs an arbitrary block B*
of size at most k. A strategic coalition can adopt a combination of the strategies of its members.

3.3.2 MPC-Assisted Model

In the MPC-assisted model, M miners jointly run a multi-party computation (MPC) to realize an
ideal functionality that honestly implements the inclusion rule, and the M miners share the total
revenue. Concretely, there is an ideal functionality Frry that, on input b, implements the honest
inclusion, confirmation, payment and revenue rule on b. who always performs correctly. In this
paper, we analyze incentives in the “ideal” world with Frgy. Following the universal composibility
paradigm in the cryptography literature, all the guarantees hold with an overwhelming probability
when instantiating with real-world cryptography [GMW87, Can01].
In the MPC-assisted model, the game runs as follows:
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1. Users not in C submits a bid represented by a single real value to Frry. Let b_¢ denote the
bids from users outside C.

2. Frrm sends b_¢ to C and receives a bid vector be from the coalition.

3. Frrum implements the inclusion, confirmation, payment, and revenue rule on (b_¢,be). The
outputs include a vector indicating whether each bid is confirmed or not, a payment vector of
every bid’s payment, and the total miner revenue.

4. If the number of miners in C is at least M /2, sends the outcome to C and receives a response. If
C responded fail, send fail to everyone, meaning that the auction aborts. No one gets confirmed
and miners get no revenue. Otherwise if C responses ok, send the outcome to every player.

5. If the number of miners in C is less than M /2, send the outcome to every player.

Strategy Space. User’s strategy space is the same as in the plain model. An honest miner does
not submit any bids, whereas strategic miner(s) may inject one or more fake bids. If there are
at least M /2 miners in the strategic coalition, they can also choose to fail the auction. Unlike in
the plain model, now strategic miner(s) can no longer drop honest users’ bids or arbitrarily choose
which subset of bids to include since now the inclusion rule is implemented by the ideal functionality
FrrMm- A strategic coalition can adopt a combination of the strategies of its members.

3.4 Utility and Incentive Compatibility

Utility. Each user i has a true value v; € R> if its primary bid representing its transaction gets
confirmed. All the fake bids have true value 0. Let p; denote the total payment user ¢ needs to
pay. Then user i’s utility is v; — p; if its primary bid gets confirmed and —p; otherwise. A miner’s
utility is its revenue p — payg, where paq denotes the total payment from the miner if they inject
any fake bids. A coalition’s joint utility is the sum of all coalition members’ utilities.

Below, for a strategic player or coalition, denoted as C, we use H¢ to denote C’s honest strategy
of C. Let v represent the vector of true values of all users. We use util;(v; S¢) to denote the expected
utility of user ¢ in the following randomized experiment:

e In the mechanism, players in C adopts strategy .S, while all other players act honestly, where all
users’ true values are represented by v.

e Output utility of player <.

A miner j’s expected utility mutil;(v;Sc) and coalition’s joint utility utile(v; Sc) are defined anal-
ogously w.r.t the above randomized experiment.

Definition 3.1 (Incentive compatibility). Given a TFM (I, C, P, R), we say that the TFM satisfies
incentive compatibility (IC) w.r.t. a strategic player or coalition, denoted as C, iff for any true value
vector v of users, for any strategy Sc¢ of coalition C, we have

utile(v; Se) < utile(v; He).
Specifically, we say that a TFM satisfies

o User incentive compatibility (UIC) if the above holds when C contains an individual user, and
the miner acts honestly.
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e Miner incentive compatibility (MIC) in the plain model if the above holds when C only contains
the miner.

In the MPC-assisted model, we say that a TFM satisfies MIC if the above holds when C contains
up to M — 1 miners jointly run the MPC implementing Frr.

o d-side-contract-proofness (d-SCP) in the plain model for some integer d > 1 if the above holds
when C contains the miner and at least one but no more than d number of users.

In the MPC-assisted model, we say that a TFM satisfies d-SCP for some integer d > 1 if the
above holds when C contains up to M — 1 miners running the MPC and at least one but no
more than d number of users.

In this work, we introduce a new notion which requires that a rational strategic player can-
not harm other honest players without harming themselves. We formalize this as Rational-Harm
Proofness (RHP).

Definition 3.2 (Restatement of Definition 1.1). Given a TFM (I, C, P, R), we say that the TFM
satisfies rational-harm proofness (RHP) w.r.t. a strategic player or coalition, denoted as C, iff for any
true value vector v of users, for any strategy S¢ of coalition C such that utilg(v; S¢) > utile(v; He),
it must be that

util;(v; S¢) > utily(v; He)

for any honest user i ¢ C. Additionally, for any miner j ¢ C, it must be that
mutil;(v; S¢) > mutil;(v; He)

Equivalently, any strategy that benefits the coalition C or maintains the same utility as in the
honest behavior must not harm any other player as well. Specifically, we say that a TFM satisfies

o User rational-harm proofness (URHP) if the above holds when C contains an individual user.

e Miner rational-harm proofness (MRHP) in the plain model if the above holds when C only
contains the miner.

In the MPC-assisted model, we say that a TFM satisfies MRHP if the above holds when C
contains up to M — 1 miners running the MPC implementing Frgu.

o d-coalition rational-harm proofness (d-CRHP) if the above holds when C contains the miner and

at least one but no more than d number of users.

In the MPC-assisted model, we say that a TFM satisfies d-CRHP for some integer d > 1 if the
above holds when C contains up to M — 1 miners running the MPC and at least one but no
more than d number of users.

We also define a weaker notion called weak RHP: any strategy that strictly benefits the coalition
must not harm any players outside the coalition.

Definition 3.3 (Weak RHP). A TFM is weakly RHP w.r.t. C if Definition 3.2 holds with the strict
inequality uc(v;Se) > uc(v; He) in place of >. Equivalently, every strictly profitable deviation for
C must be a Pareto improvement.

Fact 3.4. If a TFM is incentive compatible w.r.t. some C, then it is weak RHP w.r.t. C.

Proof. Since incentive compatibility rule out the existence of any strictly profitable strategies of C
compared to honest behavior, it automatically achieves weak RHP w.r.t. C. O
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3.5 Myerson’s Lemma

Our impossibility will rely on the famous Myerson’s Lemma. Below, we use z;(b) and p;(b) to
denote user 7’s probability of getting confirmed and its expected payment under input bid vector b
when everyone behaves honestly. We also abuse notation and redefine util;(b) := b; - z;(b) — p;(b)
as the honest expected utility assuming b is the true value vector honest bid vector.

Lemma 3.5 (Myerson’s Lemma [Mye81]). A TFM satisfies UIC if and only if:

e Monotone allocation: For any user i, any other users’ bids b_;, any b, > b;, it must be
zi(b_j, b)) > xi(b_;, b;).

e Unique payment: For any user i, any other users’ bids b_;, and bid b; from user i, user i’s
expected payment can be uniquely determined as

b;
pi(b_s,b;) = b; - zi(b_;, b;) — / zi(b_y, t)dt,
0
with respect to the normalization condition: p;(b_;,0) = 0, i.e., user i’s payment must be zero
when b; = 0.

When the mechanism is deterministic, the confirmation probability x; is either 0 or 1. In this case,
user i’s payment can be simplified as

inf{z € [O,bi] : xi(b_i,z) = 1}, if a:i(b_l-,bi) =1;
Zf xi(b_i, bz) =0.

I

pi(b—i,b;) = {

4 Characterization in the Plain Model

4.1 Feasibility Results

In this section, we present the mechanisms referenced in Theorem 1.9 and show how each mechanism
achieves any three of the four target properties: UIC, MIC, CRHP, and positive miner revenue.
For completeness, we restate each mechanism with respect to the four rules for defining a TFM.

4.1.1 UIC + MIC + CRHP

All-or-nothing posted-price //Reserve price res > 0.
//Revenue parameter 0 < e < res.

e Inclusion & Confirmation: If there are no more than k bids and all bids are strictly
greater than res, include and confirm all bids. Otherwise, include and confirm no bids.

e Payment & Revenue: Each confirmed bid pays the reserve price res, and the miner
receives a revenue share of € per confirmed bid.

Lemma 4.1. The above all-or-nothing posted-price TFM with € = 0 satisfies UIC, MIC, d-CRHP
for any d > 1 in the plain model. Additionally, it also satisfies URHP.

Proof. UIC follows from the fact that for any fixed user ¢, for fixed other users’ bids b_;, user 7’s
allocation is monotone and the price is exactly as defined in Lemma 3.5. MIC follows from the
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fact that miner receives no revenue. In the rest of this proof, we focus on proving d-CRHP for any
d > 1 and URHP.

d-CRHP: Note that in this mechanism, either all bids are confirmed or no bids are confirmed.
Suppose for the sake of contradiction that there exists a true value vector v, a miner-user coalition
C consisting of the miner and a non-empty set of users U, and a strategy Sc, such that utilc(v; S¢) >
utile(v; He), but the strategy Se hurts some honest user ¢ ¢ C. Because all bids pay res regardless
of the bid vector, the only way to harm an honest user ¢ is to make its bid unconfirmed whereas
it gets confirmed in the honest case. That said, in the honest case, there must be no more than
k bids and all bids are positive. This is only possible when all users, including those in ¢ have a
valuation greater than res and are also confirmed in the honest case. If a strategy Se makes user
1’s bid unconfirmed, all bids are unconfirmed, which harms the coalition’s joint utility as well. This
contradicts the assumption that Se does not harm the coalition.

URHP: Suppose for the sake of contradiction that there exists a true value vector v, a use ¢, and
a strategy S;, such that util;(v;S;) > util;(v; H;), but the strategy S; hurts either some honest
user j # ¢ or the miner. Similarly to the above reasoning, to harm a user j, the strategy .S; must
unconfirm all bids, which harms user ¢ as user ¢ is confirmed in the honest case and v; > res. The
miner cannot be harmed since its revenue is 0 anyway. 0

Not 1-SCP: When there are more than k users, meaning that no bids are confirmed in the honest
case, the miner can ignore all bids except a colluding player with positive valuation to guarantee
that the colluding user is confirmed. This strictly improves the coalition’s joint utility.

Not MRHP: If there are less than k users in the honest case, the miner can harm a user ¢ with
a positive true value by ignoring user i’s bid. This does not influence miner’s utility since it’s 0
anyway, but harms the honest user <.

4.1.2 UIC + CRPH + Positive Revenue

Lemma 4.2. The all-or-nothing posted-price TFM (Section 4.1.1) with € > 0 satisfies UIC, d-
CRHP for any d > 1 and positive revenue in the plain model. Additionally, it satisfies URHP and
MRHP.

Proof. UIC and d-CRHP follow from the proof of Lemma 4.1. Positive miner revenue does not
change any of the reasoning for these properties. The rest of the proof focuses on URHP and
MRHP.

URHP: By the same reasoning as in Lemma 4.1, a strategic user cannot harm other users. A
strategic user cannot harm the honest miner either, since otherwise the user must make all users
unconfirm compared to the honest case, which harms the strategic user themselves.

MRHP: Notice that in this mechanism, for a user to be harmed, all users must be confirmed in
the honest case and all users must be unconfirmed in the strategic case. Thus, the miner receives at
least € > 0 revenue in the honest case and 0 in the strategic case if the strategy harms any user. [

Not MIC or 1-SCP: If |S| > k and every bid is above res, the miner gets 0 revenue. by ignoring
|S| — k bids from S, the miner can achieve exactly |S| = k and earn ke > 0 revenue. The above
mechanism does not achieve 1-SCP for the same reason as the miner can collude with any of the
included players for the same effect.
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4.1.3 UIC + MIC + Positive Revenue

Posted-price with random selection //Reserve price res > 0.
//Revenue parameter 0 < € < res.

e Inclusion & Confirmation: Let S be the set of bids strictly above the reserve price res.
If |S| < k, include and confirm all bids in S. Otherwise, randomly choose k bids in S to
include and confirm.

e Payment & Revenue: Each confirmed bid pays the reserve price res, and the miner
receives a revenue share of € per confirmed bid.

Lemma 4.3. The above posted-price with random selection TFM satisfies UIC, MIC, and positive
revenue in the plain model. Additionally, it achieves URHP.

Proof. The mechanism’s allocation and payment satisfies Myerson’s lemma, and therefore achieves
UIC. In the rest of this proof, we focus on MIC and URHP.

MIC: The miner receives res for each confirmed bid from users. Injecting fake bids does not increase
the miner’s utility. The miner maximizes its revenue from the users by confirming min(k, |S|) bids
in S, which is exactly the honest inclusion rule.

URHP: Suppose for the sake of contradiction that there exists a true value vector v, a use 7, and
a strategy S;, such that util;(v;S;) > util;(v; H;), but the strategy S; hurts either some honest user
j # i or the miner. All confirmed bids pay the same price, so the only way to harm an honest user
7 is to is to lower their confirmation probability in comparison to the honest case. This is only
possible if v; > res and the strategic player injects fake bids above res to dilute the confirmation
probability. However, then user ¢ would have to pay res and gain nothing if a fake bid if confirmed,
which reduces its expected utility compared to honest case. This contradicts our assumption.
The miner can only be harmed if user ¢ was confirmed in the honest case but chooses not to
bid to decrease the number of bids above res. As an implication, their honest utility is v; — res > 0.
However, this means that not bidding harms the strategic user themselves.
O

Not 1-SCP: A miner can program the randomness to ensure that its colluding user gets confirmed
as long as its colluding user has a true value higher than the reserved price res.

Not MRHP or 1-CRHP: By a similar strategy as above. The miner (or miner-user coalition) can
program the randomness to reduce an honest user’s probability of getting confirmed while keeping
the miner (or the coalition)’s utility at least as good as the honest case.

4.1.4 MIC + CRHP + Positive Revenue

First-price auction

e Inclusion & Confirmation: Include and confirm the top k bids, breaking ties arbitrarily.

e Payment & Revenue: All confirmed bids pay their bid price and all payments go to the

miner.

Lemma 4.4. The above first price auction satisfies MIC, d-CRHP for any d > 1, and has positive
miner revenue in the plain model. Additionally, it satisfies MRHP and d-SCP for any d > 1.
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Proof. MIC: The miner receives all payments, so they would have to increase payments from users
to increase their utility. In the honest inclusion rule, the top bids are confirmed and paid, and there
is no way to have payments higher than the bids.

d-CRHP & MRHP: If everyone bids honestly, the total utility of all users is 0, so there is trivially
no way to harm other users.

d-SCP: In the honest case, because all payments go to the miner, the utility gained by a coalition
and any set of users is equal to the summation of the top k valuations. It is impossible to gain
more utility than this for any coalition due to the block size limit, budget feasibility, and individual
rationality (See Section 3.2). O

Not UIC or URHP: Since users pay their own bid, there is an incentive for strategic underbidding,
where a user can bid below their true valuation to increase utility while still being confirmed. This
strategy both benefits the strategic user and harms the honest miner by reducing revenue.

4.2 Impossibilities in the Plain Model

We first introduce the following useful lemmas in our impossibility proofs. Recall that, for a bid
vector b = (b1,...,by), for i € [n], z;(b), pi(b) and util;(b) denote the confirmation probability,
expected payment, and expected utility for bid b; in b when the honest inclusion rule is followed.
Also, 7, (b), pp,(b), and utily, (b) are defined analogously for a unique bid b; in bid vector b.

Lemma 4.5. For any TFM that satisfies UIC, given any b_;, let b* = inf{b : x;(b_;,;b) > 0} <
+oo. Then for any v* > v > b*, we have util;(b_;,v*) > util(b_;,v).

Proof. Suppose that for some b_; and v, we have z;(b_;,v) > 0. Then for any v* > v,
util;(b_;, v™) = v™ - 2;(b_;,v™) — pi(b_;,v")

®

v
= / zi(b_;, t)dt by Myerson’s Lemma (Lemma 3.5).
0

v
>/ xi(b,i,t)dt = utili(b,i,v)
0
O
Lemma 4.6. For any TFM that satisfies UIC, given any b_;, let b* = inf{b : x;(b_;,;b) > 0} <

+o00. Then for any v* > v > b*, the ratio ?E 77 *i > Zg i)

)

Proof. Suppose that for some b_;, we have x;(b_;,v) > 0. Then for any v* > v,

pi(b_i,U*) . U* fo X b_“t)dt
zi(b_;,v*) x;(b_;, v*

)
- (= ) (oo - )
> (U - fox(bt))‘”) N <( N Ca) (x;b(b_vq)j) xi(bi,v))>

by Myerson’s Lemma (Lemma 3.5)
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Lemma 4.7. Suppose a TFM (I,C,P,R) satisfies MIC in the plain model. For any b C b’ it
must be that u(b’) > p(b).

Proof. For the sake of contradiction, suppose this was not the case, so u(b’) < u(b). Then, when
the miner sees the honest bid vector b’, they censor the bids not in b perform the honest inclusion
rule as if the input bid vector is b to gain more revenue. This contradicts MIC. O

Lemma 4.8. Suppose a« TFM (I,C,P,R) satz’sﬁes MIC in the plain model. Then for any bid
vectors b,b’, v, we have u(b,v) > u(b’,v) — Zz 1pz( V).

Proof. For the sake of contradiction, suppose u(b,v) < u(b’,v) — leblpl( ,v). Consider the
world where (b, v) is the honest bid vector. The miner’s honest utility is (b, v). Consider the
following miner strategy: it deviates from the honest inclusion rule by ignoring the bids in b and
submitting the fake bids in b’ to achieve the bid vector (b’,v). Inserting the fake bids costs the

miner ZZ 1pl(b’, v) so the miner’s utility is

|b’|
sz ,v) > p(b,v), by assumption

which contradicts MIC. O

In a (possibly randomized) mechanism, the inclusion rule, confirmation rule, payment rule and
miner revenue rule can be randomized. However, the randomness used in the inclusion rule is freely
chosen by the miner, whereas the randomness used in other rules come from the blockchain. Let €
and D be the sample space and distribution of the randomness specified by the honest inclusion rule.
For each r € Q, define x;(b | r), p;(b | r), and u(b | r) as the expected confirmation probability of
bid b;, the expected payment of bid b;, and the expected miner revenue, respectively, conditioned
on the randomness used in the inclusion rule being r. The expectation in each case is now taken
over the randomness used in the confirmation, payment, and miner revenue rules, respectively.

By definition,

zi(b) = E [zi(b[r)],  pi(b)= E [pi(b[r)],  ub)= E [ub]|r)].
r<D r<D r<D
We define util;(b | r) analogously as user i’s honest expected utility conditioned on randomness

r used in the inclusion rule when the input bid vector is b. We similarly define uNtilv(b) as the
expected utility of a unique bid v in b. Let

W(b): ={i € [n]: util;(b) > 0}
to be the set of users whose honest expected utility is strictly positive under the bid vector b.

Lemma 4.9. Suppose a TFM (I, C,P,R) satisfies weak 1-CRHP in the plain model. For any bid
vector b = (b1,...,b,) where there exists a unique b; in b such that util;(b) > 0, for all unique b;
in b where b; > plgt’)g we have xj(b) > 0.

In words, if there is a unique bid b; in b with a positive utility, all unique bids greater than b;

in b must have positive confirmation probability as well.
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Proof. Seeking contradiction, suppose there exists a bid vector b = (by, ..., by,) where b; is a unique

bid in b and util;(b) > 0, but z;(b) = 0 for some unique b; > gfggg in b.
Consider a world where b is the honest bid vector. Consider a coalition consisting of user j
with true value b; and the miner, whose joint expected utility in the honest case equals p(b). The

coalition can perform the following strategy:

e The miner ignores the bid b; from user i;
e User j underbids to b; and injects a fake bid of value b; under an arbitrary fake identity.
e The miner performs the honest inclusion rule on the remaining bids.

Because the bids b; and b; are unique, by weak symmetry, the fake bid at b; will not be confirmed,
while user j’s real bid at b; will have positive confirmation probability with expected payment p;(b).
Under the deviation, the coalition’s joint utility equals

pi(b)
zi(b)
where the rightmost expression is the coalition’s expected joint utility in the honest case. However,

user ¢ in the honest case has positive utility, but is now unconfirmed. Thus, this strategy increases
the coalition’s joint utility while harming the honest user ¢, contradicting 1-CRHP. 0

11(b) + bj - zi(b) — pi(b) > pu(b) + -zi(b) — pi(b) > u(b),

Lemma 4.10. Suppose a TFM (I, C,P,R) satisfies MIC in the plain model. Then, for any b, we
have p(b | r) = u(b) almost surely:

Pr [u(b | r) = u(b)] = 1.

r<D
Proof. By MIC, it must be that p(b | r) < p(b) for any r € Q. Otherwise, the miner can fix r as

the randomness used in the inclusion rule instead of sampling the randomness from D and strictly
increases its expected revenue. Since p(b) = Ep[u(b | 7)], we have PrD[,u(b |7)=pb)]=1. 0O
T T

Lemma 4.11. Suppose a TFM (I,C,P,R) satisfies MIC and weak 1-CRHP, and the block size is
bounded by k in the plain model. Then, for every bid vector b = (by,...,by),

(W(b)| <k,
i.e., at most k users can have positive expected utility under the honest mechanism.

Proof. Assume, for the sake of contradiction, that there exists a bid vector b where |W(b)| > k+1.
Since the block size is at most k, the inclusion rule cannot include more than k bids for any
randomness r € (). Therefore, there must exists some i € W(b) and a set Q; := {r € Q : z;(b |
r) = 0} such that Pr,.p[;] > 0, this implies that
Pr [util;(b|7)=0] >0 (4)
r<D
Recall that by definition, util;(b) = E,.plutil;(b | 7)] > 0. Together with Equation (4), this means
that Pr,p[Q] > 0, where Q, = {r € Q : util;(b | r) > util;(b)}.

For every fixed randomness, at most k bids can be included. Thus, for each r € €}, there exists
some j € W(b) such that z;(b | ) = 0. By the pigeonhole principle, there exists some j* € W (b)
such that

Pr [util;(b | 7) > util;(b) and z;«(b | 7) = 0] > 0.
r<D
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Define set Q* := {r € Q : util;(b | r) > util;(b) and zj«(b | r) = 0 and u(b | r) = u(b)}. By
Lemma 4.10, we have Pr,. p[Q*] > 0.

Consider the following strategy by a coalition of the miner and user i as follows: the miner
picks an arbitrary randomness r* € Q* in the inclusion rule. By the choice of {2*, the coalition’s
expected joint utility becomes:

w(b | %) + util;(b | ) = p(b) + util;(b | 7*) > u(b) + util;(b),

which strictly improves the coalition’s expected joint utility. Meanwhile, user j*, who, in the honest
case, has positive expected utility, is now excluded and receives zero utility, violating 1-CRHP. [

Throughout the proof, we will rely on bids having strictly positive utility. Therefore, in our
argument, we often need to remove the infimum value from a set, which might have zero utility.
For this purpose, we define an operator rmiInf(-). For any set S C R, rmInf(S) = S\ inf S. Recall
that for two sets S and S’, we say S < S if sup S < inf S’.

Lemma 4.12. Let (I, C,P,R) be a TFM that satisfies UIC, MIC, and weak 1-CRHP. Suppose
there exists a bid vector v = (v1,...,v,) and a sequence of sets S, ..., Sm C R>q for some m € N,
such that for any b = (by,...,by) € S1 X -+ X Sy, we have each by being unique in (v,b) and
Zp, (v, b) > 0. Additionally, suppose

o for all L € [m], |S¢| > 2;

e 51 << 5.

Then, there exists a bid vector b* such that |W (b*)| > m.

Proof. We prove this by direct construction of b*.

Claim 4.13. For by € rmInf(S)) and b’ € (Sy X -+ X Sp), we have utily, (v, by, b') > 0.

Proof. By assumption, for 31 € 51 where ¢ 31 < b1, which exists by the first bullet point, we have
551 (v,b1,b") > 0. Thus, by Lemma 4.5, utily, (v, b1,b’) > utily (v,b1,b’) > 0. O

Pick an arbitrary b = (b1,...,by) € rmiInf(S7) x --- x rmInf(S,,). Let b* = (v,b). By
assumption, all by for ¢ € [m] are unique in b*.

For any fixed ¢ € [m], pick an arbitrary by € S; where b < by. Since rminf (S¢) is non-empty,
such gg must exist. Further more, by assumption /b\g is unique in the bid vector (b* (n _i_e),/b\g).

For ¢ # 1, by Claim 4.13 and Lemma 4.9, we have

7, (D (eysbe) > 0.
By Lemma 4.5, we conclude that
utily, (b*) > utily, (b* ), b¢) > 0
for each ¢ € [m]. Thus, |W(b*)| > m. O

Our impossibility relies on the following key technical lemma.

Lemma 4.14. Suppose a TFM (I,C,P,R) satisfies UIC, MIC, and 1-CRHP, and let v be a bid
vector such that |v| > k+1 and index i* where x;+(v) > 0. Then, for any k € N, there ezists a bid
vector b* such that

W(b*) > k.
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Combining Lemma 4.14 and Lemma 4.11, we immediately get the following impossibility result:

Theorem 4.15. Let k denote the block size. If a TFM (I, C,P,pn) satisfies UIC, MIC, and 1-
CRHP, for every bid vector v where |v| > k + 1, no bids have positive confirmation probability.

Proof. By Lemma 4.14 and Lemma 4.11. O

4.2.1 Proof of Lemma 4.14

Suppose, for the sake of contradiction, that there exists v where |v| > k + 1 and z;(v) > 0 for an
index i € [n]. We will prove a stronger result using induction to construct b* such that W(b*) > k.

For any m € [k + 1], our induction constructs a sequence of positive real numbers e, elm)
a sequence of sets SU), ..., §(m) R>¢ such that properties (Prop’-1)-(Prop’-3) below hold.

(Prop’-1) Each S contains two values: S® = {a(© gD} with o®) < 3.

(Prop’-2) max(v) + €™ < o™ < gim) < o(m=1) < gm=1) < ... < o) < ),
This implies that {max(v) + ™} < S < ... < )

(Prop/-3) For all b= (by,...,by) € SU x ... x (™ b is unique in (v_;, b). Moreover,

~ Di —1 b
Zp,, (v_i,b) >0 and W < alm™ — m),

As an implication, ﬁlbm (v_i,b) > 0.

We first show how the lemma follows assuming that the above properties holds for any m € [k+1]
and give the induction proof afterwards. Let m = k + 1. Consider v_; and the sequence of sets
S ..., k) By (Prop’-1), |S®)| > 2 for all £ € [k 4 1]. From (Prop’-2), we also know that
SM < ... < S+ "and that for b = (by,...,by) € SM) x .- x S0 each by is unique in (v_;, b).
Furthermore, 7, (v_;,b) > 0 by (Prop’-3). Thus, the assumptions of Lemma 4.12 hold for v_; and
the sets S .., S which means that some b* exists where |W (b*)| > k + 1.

Induction Proof. In the rest of the proof, we focus on the induction for proving properties
(Prop’-1) - (Prop/’-3). For clarity, in our induction, we use superscripts to refer to the propositions
for a particular m € [k + 1], i.e. (Prop’-1)("™ represents property (Prop’-1) for m.

Base Case: m = 1. Let v* = max(v) + 1. Consider a bid vector v/ = (v_;,v*). Since z;(v) > 0, by

Lemma 4.5, we know that util;(v_;,v*) > util;(v) > 0, and thus 7 := izgzi; < v*. Define
. Loy W .= {0 = D g0 — e L)
€ .—5(12 —max(v,7)) >0 and SV :=qa" =0v"—€V, Y =0 _56 )

We now prove the properties:
e (Prop’-1) and (Prop’-2)(!) are true by construction.

e Pick an arbitrary b; € S(. By Myerson’s Lemma (Lemma 3.5), Zy, (v_;,b1) > x;(v) > 0.
Furthermore, we have

pi(v')

x;(v')

Db, (V—i,b1)
Zp, (V_i,b1)

< by Lemma 4.6

=7 <max(v,7) < a) — ),

Thus, (Prop’-3)() is satisfied.
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Inductive Steps: 1 < m < k+ 1. Suppose S, ... §(m=1) and (=1 are the sequence of sets and

the real number respectively that satisfy (Prop’-1)(=1-(Prop’-3)(™~1). We now construct S
and €™). Recall that (™1 = min 0?1,

Claim 4.16. Forallb = (by,...,by—1) € ng_l)x- : -XS,(nnl_ll) and any 7 € (a(m=D —elm=1) q(m=1))
let b = ((v_;,7),b). Then 7 is a unique bid in b, and Z,(b;) > 0.

Proof. By (Prop’-2)(™=1 7 and b,,_; are both unique bids in b,. In the rest of this proof, we focus
on proving that Z.(b;) > 0. Suppose for the sake of contradiction that Z.(b;) = 0. We first show
that . .

utily, _, (by) > utily,_,(v_i, b). (5)

Suppose for the sake of contradiction that ﬁlbmfl(bT) < ﬁlbmfl(v_i,b). Consider a world
where (v_;, b) is the honest input bid vector. Since |v| > k, by Lemma 4.11, there must exist some
user j whose expected utility is 0 in the honest case. Now consider a coalition made up of the miner
and user j that performs the following strategy: they inject a fake bid at 7, faking a world with input
bid vector b,, and performs the honest mechanism on b,. The fake bid 7 must be unconfirmed
by assumption. In the honest case, their expected joint utility is just the expected miner revenue
pu(v_i,b). The coalition’s strategic utility is p(b,) + utilj(b;) > p(v_;,b) by Lemma 4.7 and
Lemma 4.8. However, user ¢ is harmed by the assumption that lElbmfl(bT) < u?lbmfl(v,i,b),
which contradicts 1-CRHP.

Now we are ready to prove the claim statement. Consider a world where b; is the honest bid
vector. Let u denote the user whose true value is b,,—1 and let ' denote the user who’s valuation
is 7. Then user u’s expected utility in the honest case is

Jtvilbmfl(bT) > Jﬁlbmil(v,i,b) by Equation (5)

>0 by (Prop’—3)(m_1)

Consider a coalition made of the user v’ and the miner. Since Z,(b;) = 0 by the assumption, the
coalition’s expected joint utility in the honest case is simply the expected miner revenue p(b;).
Consider the following strategy of the coalition:

e The miner ignores the bid b,,_1 from user u;

e User u/ raises its bid to by,—1. The miner then performs the honest inclusion rule on (v_;, b)
where the bid at b,,—1 now comes from the coalition.

Under this strategy, the coalition’s expected joint utility becomes

j(v_i,b) + (T Ty (V=is D) = Py (Vois D))

> p(v_i,b) + ’y — elm= 1)> Ty, , (v_i,b) —Dp,, , (V_i,b) by choice of T

Z V—Z, ( v_“ > : %bm71 (V—ivb) - ﬁbm71 (v—iu b) by (PI’Op/—3)(m_1)
V i»b

=p(v_i,b) > u(b by Lemma 4.8

The last step comes from the assumption that z.(b;) = 0. This strategy strictly benefits the
coalition while harming honest user u, which contradicts 1-CRHP. O

26



Consider the value

d =
beSM) x...x §(m—1)

. m— pi((V,i, OAm*l))’ b)
min (a( D _ xi((vi,a(ml)),b)> : (6)

By Claim 4.16 and Lemma 4.5, Zéﬁgjj’;ﬁjg"gg ca™m D forall b € SO x - x S Qince

there is only a finite number of possible b by (Prop’-1)(™~1 we have § > 0. Define

(m) . %mm (6.070) and 0 {a<m> o m1) _(m) glm) — o (m-1) ;gm)}
e (Prop’-1)(™) follows by construction.
e By construction, B8m) < o(m=1) Moreover,
o™ = o= _ (M) > max(v) 4+ M — M) by (Prop’-3)(m=1)
> max(v) + ™). by choice of ™)

(Prop’-2)(™) thus follows by combining max(v)+€e™ < a(™ < (™) < o(m=1) and (Prop’-2)(™—1.

e Let b= (b1,...,by) € SM x ... x St By Claim 4.16, %, (v_s, b) > 0. Furthermore, we

have
> " - (m—1)
/ljbm (v_ir,b) < Prtm(V—ix, bom, a ) by Lemma 4.6
Tp,, (V—i* ) b) Tn+m (V—i* ) b—m’ a(m—l))
<almb 5 by Equation (6)
= o™ _ (m) by choice of (™)

Thus, (Prop’-3)(™) is satisfied.
Corollary 4.17. Let k denote the block size. If a TFM (I,C,P,u) satisfies UIC, MIC, and 1-
CRHP, then the miner revenue must be zero, i.e., u(b) =0 for any b.

Proof. Seeking contradiction, suppose that there was a transaction fee mechanism (I, C, P, R) that
satisfies UIC, MIC, and 1-CRHP, and has finite block size k, and for a bid vector b, u(b) > 0.
Now consider b’ = (b,0,...,0) = (¥},...,b),). By Lemma 4.7, p(b") > u(b) > 0. Thus, by budget

k+1
feasibility (see Section 3.2), there exists i € [n| where x;(b’) = 1. Additionally, n > k, so by
Theorem 4.15, this is impossible, leading to a contradiction. ]

4.3 Impossibility Under Weak-CRHP
In this section, we present the proof of the stronger impossibility result under weak-CRHP. The
proof relies on the following technical lemma.

Lemma 4.18. Suppose a TFM (I, C,P,R) satisfies UIC, MIC, and weak 1-CRHP, and let v be a
bid vector such that u(v) > 0. Then, there exists a bid vector b* such that

W(b*) > k.
Combining Lemma 4.18 and Lemma 4.11, we immediately get the following impossibility result:

Theorem 4.19 (Restatement of Theorem 1.3). Let k denote the block size. If a TFM (I,C,P,R)
satisfies UIC, MIC, and weak 1-CRHP, then miner revenue must be zero, i.e. u(b) =0 for any b.

Proof. Note that Lemma 4.11 holds for weak 1-CRHP TFMs. The theorem thus follows from
Lemma 4.18 and Lemma 4.11. O
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Proof of Lemma 4.18 As with previous proofs, we start with a bid vector v = (vi,...,v,)
such that pu(v) > 0 and construct inductively a sequence of sets of vectors, such that in the m-th
step, we have some vectors v(™ such that W(v(m)) > m. Then when m = k + 1, this contradicts
Lemma 4.11. To aide in our proof, we utilize the following implication of the Graham—Rothschild
theorem [GRS90] to determine the size of our sets.

Lemma 4.20. (from [GRS90]) For all p,&,a > 0 there exists N such that, if G C Ay X --- x Ap,
|Ai| = N for each i, and if |G| > ENP, then there exist subsets B; C A; with |B;| > a such that

By x---xB,CG.

Like in the proof of Lemma 4.14, in each inductive step, we build a sequence of sets Sfm), vy Sr(nm),
each of size at least two. To ensure that we can pick sets of size at least two in step k+ 1, we define

the following sequence N, for m € [k + 2| backwards:

Niy2 =2,

(7)

Ny, := N in Lemma 4.20 with (p = k+m — 1, {zm, a=Nyy1), for 1 <m<k+ 1.
Specifically, for any m € [k + 1], we construct a sequences of sets S%m), ceey Sr(nm), bid vectors v(™),

and real numbers (™) such that they satisfy the properties listed in (Prop*-1)—(Prop*-5) below.
(Prop*-1) For all ¢ € [m], \Sém)] = Npt1-
(Prop*-2) v C v(D C ... C v(™ and |[v(™| = n 4 (k — 1)m.

(Prop*-3) For m > 2 and ¢ € [m — 1],

(Prop*-4) S << SY”). Furthermore,

max(v(™) < min §{™ — ™)

(Prop*-5) Fix any ¢ € [m] and let b = (by,...,by) € ng) X e X Slgm). Then, the following hold:

ﬁbe (V(£)7 b)

= ) Poe \Y 5 =)
Tp, (V ,b) >0, and T, (V(Z),b)

< min S0 — ™),

We first show how the lemma follows assuming that the above properties holds for any m € [k + 1]
and give the induction proof afterwards. Let m = k 4+ 1. Consider v(**1) and the sequence of sets

S§k+1),...,5’£k+1). By (Prop*-1) and Equation (7), |S®| > 2 for all £ € [k 4+ 1]. From (Prop*-4),

we also know that SYH_I) << S,(Ck—‘_l), and that for b = (by,...,by) € S§k+1), e S](Ckﬂ), each by

Is unique in (V(k+1)’b>' Furthermore, 2y, (V(k+1)7b) > 0 by (Prop*-5). Thus, the assumptions of
Lemma 4.12 hold for v(*+1 and the sets S +Y S£k+1)

P , which means that some b* exists where
|[W(b*)| >k + 1.
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Induction Proof. In the rest of the proof, we focus on the induction for proving proper-
ties (Prop*-1) - (Prop*-5). For clarity, in our induction, we use superscripts to refer to the
propositions for a particular m € [k + 1], i.e. (Prop*—l)(m) represents property (Prop*-1) for m.
Base Case: m = 1. Define a sequence of sets A, for z € [k] such that

{max(v) +2z+1} < A, < {max(v) + z + 2}
and |A,| = N for all z € [k]. By construction A; < --- < Ai. We also define ¢(-) as follows:
1o (B) = min{i . 2;(b) > 0}. (8)

Consider the bid vector (v,v’) for v/ € A} X -+ x Agy1. By Lemma 4.7, u(v,v') > p(v) > 0, and
therefore, by budget feasibility, there exists an index i such that z;(v,v’) > 0. Thus, ¢(v, V') is well
defined. The n+k possible values of ¢(v, v’) naturally give the following partition of A; X ---x Ay, :

T;={v € Ay x -+ x A : ¢(v,V') =i}

for i € [n + kJ.
Since this is a partition of k sets Ay, ..., A all of size N1, there must exist a smallest index *
such that |Tj+| > —1— - NF. By Lemma 4. 20 and the definition of N1 and Nj, we know that there

exists subsets B, Q A for all z € [k] with |B,| = N3 such that By x -+ x By, C Tjx.
Claim 4.21. i* > n.

Proof. Suppose for the sake of contradiction that i* < n. Let V = (v;«,inf By) \ {v1,...,v,}, since
inf By > inf A; > max(v), this set has infinite elements. From Myerson’s Lemma (Lemma 3.5),
for v/ € By x -+ x B and v* € V, x4« ((v_i=, v*),v') > Z;«(v,v') > 0 where the last step comes
from the definition of ¢*. Thus, by construction, the hypothesis of Lemma 4.12 is satisfied with
respect to v_;+ and the sets V, By,..., Bi, and we can conclude that there exists b* such that
|W(b*)| > k + 1, which contradicts Lemma 4.11. O

Thus, we know that for every bid vector (v,v) where v € T;«, we have z;+(v,V) > 0, so the
bid falls in B;_, C A;«_, has a positive confirmation probability. Pick an arbitrary v € Tj«. Let
v* = max(v) + k + 3 > U;«_p,. Consider a bid vector v* = ((v,V)_;+,v*). Since z;«(v,Vv) > 0, by
Lemma 4.5, we know that util;«(v*) > util;«(v,v) > 0, and thus 7 := izg*)) < v*. We define the
following;:

° V(1

V) _i*;

(v* — max(v(D, 1)) > 0;

= (v,
!
o S§ s.t. {v* —eM} < Sg) < {v*} and \SF)\ = N.
We now prove the properties:
e (Prop*1)M and (Prop*-2)() follow by construction.
e (Prop*-3)M) is trivially satisfied.
e (Prop*-4)() follows from construction and the fact that
min Sfl) — M >0 — (v* — max(vM, 7))
= max(v\M, 7)

> max(v(V).
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e (Prop*-5)("™) note that for any b; € Sil), and b’ € Bj«_,, we know that min Sg) > o* — ) >
max(v()) > max(Bs_,), so

T, (VD by) > T, (v W) by Myerson’s Lemma (Lemma 3.5)
> 0. by definition of ¢*

Furthermore,

by Lemma 4.6

< max(vV, 7)
< min S%l) — @
Thus, (Prop*-5)(™) is satisfied.
Inductive Step: m > 1. Suppose Sfmfl), ey Sﬁ::l), v, v and €D are the sequences

of sets, bid vectors, and the real number respectively that satisfy (Prop*-1)("=D-(Prop*-5)(m—1),
(m—1)

For simplicity, let v := minS,,~;"/, and
(m—1)
oy m=1) A €
a=7y—¢€ , =Ty 9)
Then for z € [k], redefine A, such that
{a+2z-A} <A, <{a+(z+1)-A} (10)

and |A;| = N, for z € [k]. By construction, we have A1 < --- < Ay.

Consider the bid vector v* = (v~ v/) where v/ € (H];:l Az) X (H 1S(m 2 ) Then
|[v*| = n 4+ k- m. Recall the definition of ¢(:) from Equation (8). Again, by Lemma 4.7 and
(Prop*-2)(m=1 " 1y(v*) > u(v) > 0. Therefore, by budget feasibility, there exists i € [n + k - m] such
that x;(v*) > 0, and thus, ¢(v*) is well defined. The n + m - k possible values of ¢(v*) naturally

give the following partition of (H’;Zl Az) % (Hznz—ll Sém_l))_

k m—1
i) (i) e
z=1 (=1

for i € [n + k-m]. The sequence {T;}cintr.m] 18 & partition of the product of k +m — 1 sets
Al, eoy A, S1, ... Spm—1, each of size Ny, by (Prop*—l)(m_l). Thus, by the pigeon hole principle, let
i* be the smallest index such that |Tj«| > n+m — - NE+m=1 By Lemma 4.20 and the definitions of
N, and Np,41, there exist subsets

B, C A, foral z€[k], and B,C ngk_l) forall ze {k+1,....,k+m— 1},
each satisfying |B,| = Ny+1, such that
By X -+ X Bpym—1 C Tj».
Note that in any vector v* = (v~ v') where v/ € (H’;Zl Az) X ( i S§m71)>, the indices

can be understood as follows:
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e The bids v} for 1 <i <n+ (k—1)(m — 1) come from v(m=1: v = vgmfl).
e The bids v} forn+(k—1)- (m—1)+1<i<n+(k—1)-(m—1)+k come from A; X --- x Aj:

Vi € Ai_n_(k—1)(m—1)-

e The bids v} forn+(k—1)-(m—l)+k:—|—1§i§n—|—k-mcomefrom$§m_l)x---xS(m_l):

* (m—1)
Vi €S 1) (m—1)—k"

Let L:=n+(k—1)-(m—1)and R:=n+ (k—1)-(m — 1) + k be the left and right boundary
indices of bids that come from A; through Ay.

Claim 4.22. L < i*.

Proof. Suppose for the sake of contradiction that i* < L. Let b = (by,...,bp—1) € Bpt1 X
- X Bikim—1, and let V = (v(m_l),infBl) \ {vgm_l),...,V’L”_l,bl,...,bm_l}, since inf By >

7:*
inf A; > max(v(m_l)), this set has infinite elements. Similarly to the base case, by construction, the

hypothesis of Lemma 4.12 is satisfied w.r.t (v(_y?*_l), bi,...,bm—1) and the sets V, By, ..., Bi. Thus,
we can conclude that there exists b* such that |[WW(b*)| > k, which contradicts Lemma 4.11. [

Claim 4.23. i* < R.

Proof. Suppose, for the sake of contradiction, that i* > R. Let j* = ¢* — R be the index of
the bid with positive confirmation probability that comes from set S](T_l). Pick an arbitrary
v/ = (a1, ;b1 bm1) € [IE™ 1 rminf(B;). Recall that by the definition of Tj+ and ¢(-)

(see Equation (8)), for any v € (Hf:“lm_l BZ-) C T;», we have:

Ty (V(m71)7{;> > 0.

Then, by Lemma 4.5, user i* in the honest bid vector (v,v’) has positive utility, since b« #
min Bj«_,,.

Consider a world where (v(™~1 v’) is the honest bid vector. Let i* be the user with valuation
bj« and u be the user with valuation a;. In the honest case, user ¢* gets a positive utility by our
choice of bj«, while user u has zero probability of confirmation by definition of ¢(-) (Equation (8)).

Now, consider a coalition consisting of the miner and user u. Their honest joint utility is simply
the miner revenue u(v(™~Y v’). The coalition could perform the following strategy:

e The miner censors the following bids, pretending it has not received these bids from users:

— bj+ from user 7*;
— all bids ay, ..., a5_1;
— all bids in v(™~Y that are not in vU").
— all bids by for £ € {j7*+1,...,m —1}.
e User u raises their bid to bj+. The miner then performs the honest inclusion rule on the resulting
bid vector v* = (v by, ey bje).

So, the strategy removes the bids at indices n 4 (k — 1) - 5* + 1 through i* — 1 in (v~ D v/).
Recall that by definition of ¢(-) (Equation (8)), we have

(v v =0 for 1 <i <i* — 1. (11)
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Thus, all of indices of the bids that were censored in the above strategy had 0 confirmation proba-
bility. Therefore, the expected miner revenue under the strategy is at least

i*—1
p(v*) > M(V(mfl)a v') + Z pi(V(mfl), v') by Lemma 4.8
i=n+(k+1)-j*+1
— (v V),

Additionally, as we are only censoring bids and replacing one of them, v* C (v(™~1) v/). Thus, by
Lemma 4.7, p(v*) < p(vm=1 v/). Therefore, we have p(v*) = p(v(m=1 v/).

Meanwhile, since (b1, ..., bjx) € S%m_l) X. .. S](-Zn_l), notice how v* matches the form of (Prop*-5)(
for £ = j*. This means user u’s utility in v* under the above strategy is

m—1)

ak, - Th,. (V5) = Db (V)

> (v —em=b)y. T, (V") = Db (V) by Equation (10)
Po, (V7)) ~

> L (V) = P (VE by (Prop*-5)(m—1)

2 B T V) P () y (Prop™5)

=0.

Thus, u has positive utility under the described strategy. Therefore, the coalition’s joint utility
under the strategy strictly increases while harming user ¢*, who had a positive utility in the honest
case. This contradicts 1-CRHP. U

By Claim 4.22 and Claim 4.23, for every (v(m_l),v’) where v/ € T;+, we know that a bid
with positive confirmation probability exists within the set B;«_; C A;+_r. Pick an arbitrary
V € By X --+ X By, and define v(™ = (vm_l),V) _ ;- Recall that v := min S,ST_EU. Consider the

value
(m) ~ b
5 i . pe(v™,7,b) ) (12)
bes™ D xox 57V zr(vi™,7,b)

Let 7/ be defined such that max(v(™) ) <7 <O0andlet b = ((v(™,¥)_i-,7'),b). We know that 7/ is
unique in (v(™ 4/, b) and unique in b. By the definition of i* and Myerson’s Lemma (Lemma 3.5),
zi#(b) > 0. Then, by weak symmetry, we know that utilz(v(™~1), 4/ b) = util(b) > 0.

. . _ . _ . . (m—1)
Finally, by Lemma 4.5, utllR(v(m 1>,'y,b) > utllR(v(m D,’y’,b) > 0, implying that % <

v forallb € S{mfl) X oo+ X S,g::l). Since there is only a finite number of possible b by (Prop’—l)(m_l),
we have § > 0. Thus, we can define the following:

[ V(m) = (Vm_l),a) 77;*;
° S£m),,..,s7§:1)1:Bk+17"'7Bk+m_1;
° E(m) = %mln (5, G(m_l));

o S st {v- e(m)} < S < {7} and |S,(nm)| = Np+1.
We now prove the properties:

e (Prop*1)™) (Prop*-2)(™) and (Prop*-3)(™ are satisfied by construction.
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e (Prop*-4)(™) follows from construction and the fact that

min S — €™ = 4 — min(e™1) §)

2 ,y _ E(m—l)
>y —A by Equation (9)
> max Ay, by Equation (10)

> max (v(™).

e By (Prop*-3)(™) every set in (Prop*-5)(™) is contained in the corresponding set from (Prop*-5)(™~1)

Therefore, for each £ € [m — 1], (Prop*-5)(™) follows from (Prop*-5)("~1.
For{ =m,let b= (b1, - by) € S%m) X oo X Sﬁnm), and v;» € Byx_1. Note that for any b, € Sﬁnm),
and V' € B;«_, we know that b,,, > min S,(nm) >y —em > max(v(m)) > max(Bj«_r1). Then

Zp, (VU™ b) > Ty, (v™ b, vix) by Myerson’s Lemma (Lemma 3.5)

> 0. by definition of *

Furthermore,

/ﬁbm (Vm7 b) < pn+mk(v(m)7 b—my /Y)

by L 4.6
Ty, (V™ b) T Zpimk (V™ b, ) y Lemma

Thus, (Prop*-5)(™) is satisfied.

Corollary 4.24. Only trivial TFMs, where no bids are ever confirmed, satisfy UIC, MIC, MRHP,
and weak 1-CRHP in the plain model.

Proof. By Theorem 4.19, a TFM that satisfies UIC, MIC, and 1-CRHP in the plain model must have
zero miner revenue. Suppose for the sake of contradiction that for some bid vector b, z;(b) > 0.
By Lemma 4.5, this implies a bid vector b’ exists where util;(b") > util;(b) > 0. Since the miner
revenue is always 0, in a world where b’ is the honest bid vector, the miner can ignore all bids to
harm user ¢ at no cost, contradicting MRHP. 0

5 MPC-assisted Model

In this section, we present the feasibility and impossibility results in the MP C-assisted model. Recall
that in the MPC-assisted model, a committee of M miners jointly run a multi-party computation
(MPC) to implement the TFM. Cryptography guarantees that as long as there is one honest miner,
either the protocol succeeds and returns the correct outcome based on all received bids, or the
protocol aborts.
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5.1 Feasibility in the MPC-assisted Model

In this section, we present a mechanism that achieves all desired properties, UIC, MIC, all RHP
variants, and positive revenue in the MPC-assisted model.

MPC-assisted, posted price with random selection //Reserve price res > 0.
//Revenue parameter 0 < e < res.

e Inclusion & Confirmation: Let S be the set of bids strictly above the reserve price res.
If |S| < k, include and confirm all bids in S. Otherwise, randomly choose k bids in S to
include and confirm.

e Payment & Revenue: Each confirmed bid pays the reserve price res, and the miners
jointly receive a revenue of € per confirmed bid.

Theorem 5.1. The above mechanism satisfies UIC, MIC, URHP, MRHP, and d-CRHP for any
d > 1 in the MPC-assisted model. Additionally, the miner revenue is positive.

Proof. We have previously shown in the plain model by Lemma 4.3 that the mechanisms satisfies
UIC, MIC, positive miner revenue, and URHP. These results still hold in the MPC-assisted model.
The rest of the proof focuses on MRHP and CRHP.

d-CRHP: To harm an honest user ¢ ¢ C, a coalition C of at most M — 1 miners and d users can
only fail the auction or reduce the probability of user ¢ getting confirmed by injecting fake bids.
Let m denote the number of miners in the coalition. Since otherwise, the auction is guaranteed to
be honestly implemented based on the submitted bids, as guaranteed in the MPC-assisted model.
If a user ¢ ¢ C is harmed, it implies that in the honest case, user ¢ must get confirmed and pays
res. The coalition’s joint utility is at least the miner revenue from user i, which is € - m/M in the
honest case. Thus, failing the auction harm the coalition themselves.

Now suppose that the coalition injects fake bids to harm honest user i. Let nz and nc be the
number of honest users and colluding users, respectively, whose true values are above res, and let V'
be the sum of all the true values of colluding users in C that are above res. Then in the honest case,
the coalition’s joint utility is ug := min{k/(n),1} (V — n¢ - res) + min{k,n}e-m/M. Let f be the
number of fake bids that are above res. If f = 0, this harms no honest player. Therefore, we assume
that f > 0. Now each bid gets confirmed with a smaller probability of %, and the coalition needs
to pay res for the fake bid when the fake bids gets confirmed. Thus, now the coalition’s expected
joint utility becomes min{k/(n+f),1} (V — nc - res)—min{k/(n+f),1}- f-res+min{k, n+f}e-m/M,
which is strictly smaller than the honest expected utility wy;.

The proof for MRHP is the same as the above argument by replacing V' and n¢ to be zero. [

Not 1-SCP: By the same reasoning in Section 4.1.3. Imagine that there are less than k users with
true value above res in the honest case and the colluding user’s true value is res — e - m/2M, where
m is the number of colluding miners in the coalition. The colluding user can just raise its bid to
res + ¢ for some § > 0. This increase the coalition’s joint utility by € -m/2M > 0.

5.2 Characterization of Deterministic Mechanisms

5.2.1 Deterministic Feasibility in the MPC-Assisted Model

While the previous mechanism achieves all desired properties, it relies on randomness to choose
the set of k bids to confirm. In this section, we show that the all-or-nothing posted price is a
deterministic mechanism satisfies all desired properties in the MPC-assisted model.
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MPC-assisted, all or nothing posted price auction. //Reserve price res > 0.
//Revenue parameter 0 < € < res.
Mechanism:
e Inclusion Rule & Confirmation Rule: If there are < k bids and each bid is strictly
greater than res, include and confirm all bids. Otherwise, include and confirm no bids.

e Payment Rule & Miner Revenue Rule: Each confirmed bid pays the reserve price
res, and the miner receives a revenue share of € per confirmed bid.

Lemma 5.2. The above TFM satisfies UIC, MIC, URHP, MRHP d-CRHP for any d > 1, and

has positive miner revenue in the MPC-assisted model.

Proof. By Lemma 4.2, this TFM satisfies UIC, d-CRHP for all d > 1, URHP, and MRHP in the
plain model. These results translate to the MPC-assisted model. The rest of proof focuses on MIC.

MIC: Since this is a deterministic mechanism, the miners can only inject fake bids to increase their
revenue. Failing the auction cannot benefit any coalition of miners. Since each confirmed bid pays
the same amount, the only way to increase miner revenue is to increase the number of users that
are confirmed.

However, in the honest case, if any user gets confirmed, all users get confirmed. There is no
method for the miner coalition to increase the number of users to confirm by injecting fake bids. [

Not 1-SCP: Imagine a world with k users, where k — 1 of them have true value above res, but
one has a true value (res — 557). Consider the coalition consisting of one miner and this user
with true value below res. In the honest case, no one gets confirmed, so this coalition gets a
joint utility of 0. However, if the user raises their bid to res 4+ 1, the joint utility now becomes
k- 57 + (res — 557) —res > 0.

5.3 Deterministic Impossibility in the MPC-Assisted Model

The above all-or-nothing posted price is degenerate in the sense that it confirms no bid when there
are more than k users. Unfortunately, this is necessary for deterministic mechanisms, even in the
MPC-assisted model.

Lemma 5.3. Suppose a deterministic TEFM (I, C,P,R) satisfies UIC and URHP in the MPC-
assisted model. For any bid vectorb = (by,...,by), if there exists some b; € b such that util;(b) > 0,
then for every j where b; is unique in b and b; > b;, it must hold that x;(b) = 1.

Proof. For the sake of contradiction, suppose that there exists b where util;(b) > 0 and z;(b) = 0 for
some unique b; > b;. Consider the bid vector b’ = (by,...,bi—1,bj,b; +1,...,bj_1,b;,b;+1,...,by)
where the user ¢ and user j swap bid values. By weak symmetry, the bid at b; must now be
unconfirmed, i.e. z;(b") = 0, since b’ and b only differ by metadata and the bid at b; is unique.
However, consider the world where b is the honest bid vector and the intermediate bid vector
b* = (b_;, b;) is achieved by the strategy where user j underbids to b;. By Lemma 4.5, util;(b*) <
utilj(b) = 0. Consequently, by URHP, util;(b*) > util;(b) > 0 which implies z;(b*) = 1 in a
deterministic TFM. Now, by Myerson’s Lemma (Lemma 3.5), when user i raises their bid to b; to
transform b* into b’, z;(b’) = 1, which is a contradiction. O

Lemma 5.4. Suppose a deterministic TEFM (I, C,P,R) satisfies UIC and URHP in the MPC-
assisted model. For any bid vectorb = (by, ..., by), if there exists some b; € b such that util;(b) > 0,
then for every j where b; is unique and bj > p;(b), it must hold that xj(b) = 1.
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Proof. For the sake of contradiction, suppose that there exists b where util;(b) > 0 and z;(b) =0
for some unique b; > p;(b). We then define b’ = (b_;, ) where b; € (p;(b),b;) \ {b. : z € [n]}.
Note that b’ is unique in b’. By Lemma 4.5, util;(b") < utilj(b) = 0. In a world where b is the
honest bid vector, user j can adopt the strategy to underbid to b;- to achieve the realized bid vector
b’. Thus, by URHP, util;(b") > util;(b) > 0 which implies p;(b’) < p;(b) in a deterministic TFM.

Claim 5.5. For v € (p;(b), ), util;(b_;,v) > 0.

Proof. 1t is sufficient to prove that z;(b’ ;,,v) = 1 as Lemma 4.5 would imply that util;(b_;,v) >
util;j(b’ ;,v) > 0. By Myerson’s Lemma (Lemma 3.5), z;(b’;,v) = 1 since v > p;(b) > p;(b’).
Furthermore, v < b, so by Lemma 5.3, z;(b’;,v) = 1. O

Consider the world where (b_;,v) is the honest bid vector where v € (p;(b), ). By the above
claim, we know that util;j(b_;,v) > 0. Now consider the strategy where user i overbids to b; to
achieve the realized bid vector b. Since the mechanism is deterministic and v > p;(b), Myer-
son’s Lemma (Lemma 3.5) implies util;(b_;,v) = util;(b). However, util;(b) = 0 by assumption,
contradicting URHP since user j is hurt by the deviation. O

Theorem 5.6. Let k denote the block size. If a deterministic TFM (I, C,P,R) satisfies UIC
and URHP in the MPC-assisted model, for every bid vector v where |v| > k + 1, no bids can be
confirmed.

Proof. Suppose, for the sake of contradiction, that there exist bid vector v = (v1,...,vxy1) where
x;(v) = 1 for some i* € [k + 1]. We define the sequence of bid vectors v("™) below.

by = max(v) + 1, v = (v_i, by),
by = %(vmq + max(v)), vim) = (v(m_l), bm> for m > 1.

Note that b, is unique in v(™ for all z € [m]. The proof follows from the following key technical
lemma. The proof of Lemma 5.7 will be given right afterwards.

Lemma 5.7. For allm € N, &, (v(™) =1 and py,,, (v"™) < max(v).

Assuming the lemma holds, consider v+ We know by Lemma 5.7, Ty, , (V(k+1)) =1 and
that By, , (v*+D) < max(v). By definition,

max(v) < byt < -+ < by.

Meaning that utily,,, (v(**1)) > 0. Thus, by Lemma 5.3, Z, (v(**1)) = 1 for all z € [k + 1]. This
contradicts the block size limit k. ]

Proof of Lemma 5.7. We continue via induction on m.

Base Case: m = 1. For v(1) = (v_s,b;). The conclusion for base case directly follow from UIC.
Specifically, by Myerson’s Lemma (Lemma 3.5), we have 7, (vD)) = 1, since by > vs. Furthermore,
we have 7y, (v(D) < v < max(v).
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Inductive Step: m > 1. It suffices to prove that Zy- (v~ b*) = 1 for all b* € (max(v),by_1)
since by, € (max(v),b,_1) and Myerson’s Lemma (Lemma 3.5) would then imply pp, (v(?) <
max(v). Note that b* is unique in (v~ b,,_1).

Claim 5.8. Ty (v(™D b*) = 1 for all b* € (max(v), by,_1).

Proof. Suppose that there exists ' € (max(v),by,_1) where Zy (v~ ') = 0. By the contra-
positive of Lemma 5.4, this would imply 7y, _, (v(™ D) > ¥ or &, (v(™=1 ¥) = 0. In either
case, consider the world where (v(mfl)) is the honest bid vector. By the inductive hypothesis,
Py, (vOm-1)) < max(v) < ¥ and T, (v®»-1)) = 1. Since [v("™V| > |v| > k, we know there
exists some j* where xj*(v(m_l)) = 0. Consider the deviation by user j* where they inject a fake
bid at . By assumption, Zy (v~ ¥') = 0, so util;(v(m~1 ) > util;(v(m~1). Conversely, now
cither py,, (v D V) > b > max(v) > By, (V™) or &, (v(™~D ') = 0, both of which
imply util,, _ (v™ D, ¥) < util,, _, (v(™D /). This contradicts URHP. O

Lemma 5.7 thus follows. O

6 IC and RHP are Incomparable

This section presents the mechanisms witness to show that IC and RHP are incomparable with
respect to all three types of strategic players and in both the plain and the MPC-assisted models.
We summarize the mechanisms in Table 2 for the plain model and Table 3 for the MPC-assisted
model.

6.1 Comparison in the Plain Model

Table 2: Mechanisms for the incomparability of IC and RHP in the plain model.

Strategic Player Mechanism I1C RHP
User Burning first-price auction (Section 6.1.1) X UIC v/ URHP
Second price auction (Section 6.1.1) v UIC X URHP
Miner All-or-nothing posted price (Section 4.1.1) X MIC v/ MRHP
2-winner second-price (Section 6.1.2) v/ MIC X MRHP
. . All-or-nothing posted price (Section 4.1.1) X 1-SCP v/ 1-CRHP
Miner-user coalition . . .
2-winner second-price (Section 6.1.2) v/ 1-SCP X 1-CRHP

6.1.1 UIC vs. URHP in the Plain Model

Second-price auction
e Inclusion & Confirmation: Include highest two bids, and confirm the top bid. Break
ties arbitrarily.

e Payment & Revenue: All confirmed bids pay the price of the lowest included bid and all
payments go to the miner.
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Lemma 6.1 (UIC does not imply URHP in the plain model). The above second-price auction
satisfies UIC but not URHP in the plain model.

Proof. UIC: UIC follows from the fact that for any fixed user i, for fixed other users’ bids b_;,
user i’s allocation is monotone and the price is exactly as defined in Lemma 3.5.

Not URHP: Suppose the honest bid vector was (0,v2) where 0 < vg. Then, in the honest case,
user 1 has utility 0 and user 2 has utility v2. When user 1 raises their bid to %, their utility remains
the same. However, user 2’s payment rises, resulting in half the utility vo — % = . O

Burning first-price auction

e Inclusion & Confirmation: Include and confirm the top k bids, breaking ties arbitrarily.

¢ Payment & Revenue: All confirmed bid price pay their bids, and all payments are burned.

Lemma 6.2 (URHP does not imply UIC in the plain model). The above burning first-price auction
satisfies URHP but not UIC in the plain model. Additionally, it satisfies MIC, MRHP and d-CRHP
for any d > 1.

Proof. URHP: If everyone bids honestly, the total utility of all users and the miner is 0, so there
is trivially no way to harm anyone.

Not UIC: There is an incentive for strategic underbidding, where a user can bid below their true
valuation to increase utility while still being confirmed. O

The mechanism is also not 1-SCP because the miner can censor the top bids to help an uncon-
firmed user with positive valuation get confirmed.

6.1.2 MIC vs. MRHP in the Plain Model

2-winner second-price auction //Block size k > 2.

e Inclusion Rule & Confirmation Rule: Include and confirm the top 2 bids, breaking
ties in some arbtrary deterministic way based on metadata.

e Payment Rule: All confirmed bids pay the price of the lowest confirmed bid.

e Miner Revenue Rule: The miner receives the price of the lowest confirmed bid as
revenue while the rest of the payments are burned.

Lemma 6.3 (MIC does not imply MRHP in the plain model). The above 2-winner second price
auction is MIC but not MRHP.

Proof. MIC: The miner can only improve their utility by receiving more revenue from real users.
Raising revenue can only happen through injecting a confirmed bid, but this cannot help the miners
because the payment associated with the bid will cancel out all revenue by construction. The rest
of the proof focuses on 1-SCP and 1-CRHP and MRHP.

Not MRHP: Consider the honest bid vector (1,1,3). In the honest case, the miner revenue is 2
and user 3 has 2 utility. The miner can then censor 3. Under the deviation, the miner revenue is
still 2 while user 3 now has utility 0. O

Lemma 6.4 (MRHP does not imply MIC in the plain model). All-or-nothing posted-price auction
(Section 4.1.1) with € > 0 is MRHP but not MIC.

Proof. By Lemma 4.2. O
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6.1.3 1-SCP vs. 1-CRHP in the Plain Model

Lemma 6.5 (1-SCP does not imply 1-CRHP in the plain model). The 2-winner second-price
auction is 1-SCP but not 1-CRHP in the plain model.

Proof. 1-SCP: Suppose, for the sake of contradiction, that v is the true value vector and there
exists a coalition C consisting of the miner and a user ¢ with valuation v;, and a joint strategy S¢
such that utile(v; S¢) > utile(v; He). Let p denote the payment associated with each confirmed bid
under S¢ and let py denote the payment associated with each confirmed bid in the honest outcome.

Case 1: i is confirmed under Sc. Here, C’s joint utility is at most the user’s valuation minus
the payment, plus the payment received by the miner:

Vi —p+p=v

The coalition’s utility could be strictly less than v; if the deviation involves fake bids that incur
additional payments. If i were also confirmed under the honest strategy, the coalition’s total utility
would again be v;; thus the deviation yields no gain. Therefore, we can assume that ¢ is unconfirmed
under the honest strategy. The joint utility in the honest case comes solely from the miner revenue
which equals pg. Since ¢ is unconfirmed, we know v; < pg. This shows S¢ does not benefit the
coalition

Case 2: i is unconfirmed under S;. Here, C’s joint utility comes solely from the miner revenue,
p, but could be lower due to confirmed fake bids. In the honest case, the joint utility is at least pg,
the miner revenue. If p < pp, the deviation does not benefit C. If p > pp, then there must be at
least one confirmed fake bid injected at or above p, meaning the coalition’s joint utility under S¢
would be at most 0 < pyy.

In both cases, S¢ does not produce a joint utility higher than the honest joint utility for the
coalition. This is a contradiction.
Not 1-CRHP: Consider the honest value vector (1,2) and the coalition C consisting of the miner
and user 1. Under the honest strategies, C’s joint utility is 1 while user 2’s utility is 1. However,
if the miner censors user 2, C’s joint utility is still 1 while user 2’s utility is 0. Thus, this strategy
harms user 2 without harming the coalition. O

Lemma 6.6 (1-CRHP does not imply 1-SCP in the plain model). All-or-nothing posted-price
auction (Section 4.1.1) with € > 0 is d-CRHP for any d > 1 but not 1-SCP.

Proof. By Lemma 4.2. O
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6.2 Comparison in the MPC-Assisted Model

Table 3: Mechanisms for the incomparability of IC and RHP in the MPC-assisted model.

Strategic Player Mechanism I1C RHP
User Burning first-price auction (Section 6.1.1) X UIC URHP
Second price auction (Section 6.1.1) UIC X URHP
Miner Revenue-capped first-price (Section 6.2.2) X MIC MRHP
Trigger-posted-price (Section 6.2.2) MIC X MRHP
. - Burning first-price (Section 6.1.1) X 1-SCP 1-CRHP
Miner-user coalition
Trigger-posted-price (Section 6.1.2) 1-SCP X 1-CRHP

6.2.1 UIC vs. URHP in the MPC-Assisted Model
Lemma 6.1 and Lemma 6.2 still hold in the MPC-assisted model.

6.2.2 MIC vs. MRHP in the MPC-Assisted Model

MPC-assisted, trigger-posted-price auction //Reserve price res > 0.

e Inclusion Rule & Confirmation Rule: If there is one bid strictly above reserve,
include and confirm that bid. Otherwise, no bids are included or confirmed.

e Payment & Miner Revenue Rule: All confirmed bids pay the reserve price, and all
payments are burned.

Lemma 6.7 (MIC does not imply MRHP in the MPC-assisted model.). The above MPC assisted,
trigger posted price auction satisfies MIC but not MRHP.

Proof. All confirmed bids pay the same amount, so we will only be referring to the confirmation
probability in the proof below.

MIC: The miner receives no revenue so MIC, is trivially satisfied.

Not MRHP: Consider when there is an unconfirmed user and a confirmed user with positive
utility in the honest case i.e. (0,res+1). Then, the coalition containing the miner(s) and user 1 (or
just user 1 or just the miner separately) have an expected joint honest utility of 0, and user 2 has
positive expected honest utility. If the coalition (or just user 1 or just the miner separately) injects
two bids above reserve, the expected joint utility of the miner(s) and user 1 (or just user 1 or just
the miner separately) is still 0 while user 2’s bid is now unconfirmed, leading to a zero utility. [

Revenue-capped first-price auction //Block size k > 2

e Inclusion Rule & Confirmation Rule: Include the top 2 bid but confirm only the
highest bid, breaking ties randomly.

e Payment Rule: All confirmed bids pay their bid.

e Miner Revenue Rule: The miner receives the price of the highest non-confirmed bid
as payment or 0 otherwise.
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Lemma 6.8 (MRHP does not imply MIC in the MPC-assisted model). The above mechanism
satisfies MRHP but not MIC in the MPC-assisted model.

Proof. MRHP: In the honest case, all users receive 0 utility, so the mechanism trivially satisfies
MRHP.

Not MIC: In the bid vector (0, 1), the miners can inject a fake bid between the highest and second
highest bids to receive more revenue. O

6.2.3 1-SCP vs. 1-CRHP in the MPC-Assisted Model

Lemma 6.9 (1-SCP does not imply 1-CRHP in the MPC-assisted model). The trigger-posted-price
satisfies 1-SCP but not 1-CRHP in the MPC-assisted model.

Proof. 1-SCP: Since the miner revenue is 0 in all cases, every coalition’s utility is just the user’s
utility. Thus, 1-SCP follows directly from UIC in the MPC-assisted model.
Not 1-CRHP: By the same reason why trigger-posted-price is not MRHP. O

Lemma 6.10 (1-CRHP does not imply 1-SCP in the MPC-assisted model). The burning first-price
auction d-CRHP for any d > 1 but not 1-SCP in the MPC-assisted model.

Proof. d-CRHP: If everyone bids honestly, the total utility of all users and the miner is 0, so there
is trivially no way to harm anyone.

Not 1-SCP: Since the miner gets 0 revenue in all cases, this follows from the mechanism not being
UIC. O
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