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Abstract. ChaCha is a widely deployed stream cipher and one of the
most important symmetric primitives. Due to this practical importance,
many cryptanalysis have been proposed. Until now, Probabilistic Neu-
tral Bits (PNBs) have been the most successful. Given differential-linear
distinguishers, PNBs are the technique for key recovery relying on an
experimental backward correlation obtained through blackbox analysis.
A careful theoretical analysis exploiting the round function design may
find a better attack and improve our understanding, but the complicated
nature of the ARX structure makes such analysis difficult. We propose a
theoretical methodology inspired by bit puncturing, which was recently
proposed at Eurocrypt 2024. Our method has a theoretical foundation
and is thus fundamentally different from PNBs, to which it is the first
effective alternative. As a result, we significantly improved the attack
complexity for 6, 7, and 7.5-round ChaCha. The 7-round attack is about
240 times faster than the previous best. Furthermore, we propose the
first 7.5-round attack with a non-negligible advantage over an exhaus-
tive search.
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1 Introduction

Symmetric key primitives play a fundamental role in most if not all practi-
cal security applications: due to their performance, they are used to encrypt
most sensitive data. Block ciphers are the most common such primitive, with
AES being the most famous. Another common primitive is the stream cipher,
which has throughput advantages over block ciphers. ChaCha [Ber0§| is cur-
rently one of the most popular stream ciphers, and has been deployed in several
operating systems and TLS. Reflecting its practical importance, the security
of ChaCha has been widely discussed since its introduction and until today
[AFKT08|CMT6BLT20/DGSS22IDGSS23IWLHL23IBGG ™ 23Dey 24X XTQ24).

ChaCha belongs to a design principle called Add-Rotate-XOR (ARX). As
the name implies, the main operations in an ARX cipher are bitwise XORs,
bit rotations, and additions modulo 2", which are in most processors’ instruc-
tion sets. Targeting software efficiency on several processors of all performance
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categories, many modern ARX ciphers adopt 32-bit registers. Multiple 32-bit
registers represent the state, which are mixed with ARX operations.

PNBs. Among the cryptanalysis of ChaCha (see Table , the most actively dis-
cussed technique is Probabilistic Neutral Bits (PNBs), introduced by Aumasson
et al [AFK™08]. They are deployed in a variant of differential-linear cryptanal-
ysis. We divide the cipher F into two parts, Fs o E7 and set a differential-linear
distinguisher for E; with input difference A and output linear mask I'. Usu-
ally, key recovery requires guessing all key bits which influence (I, E;'). Un-
fortunately, this is problematic in ARX ciphers because almost all key bits are
activated after a few operations. The idea behind PNBs is that not all the key
bits are equally important, so we can separate the key guess into significant and
non-significant bits. Non-significant bits are removed from the guess and set to
a fixed value, e.g., all zero. Such a key recovery map is no longer accurate but
highly correlated to the original one. As a result, we have an approzimated key-
recovery map. The data complexity increases in order to compensate the smaller
correlation, but the time complexity decreases due to the reduced key guess.

Although several new differential-linear distinguishers have been proposed
[BLT20ICN20/BGG™ 23|, the key recovery relies on PNBs in almost all existing
works. Most recent cryptanalysis of ChaCha uses enhanced PNBs, e.g., syncopa-
tion technique [WLHL23|, proper assignment of non-significant bits [DGSS23],
or linear decomposition [Dey24]. However, no alternatives to PNBs have been
proposed since the seminal 2008 work by Aumasson et al., particularly for attacks
on 7 or more rounds.

Walsh Spectrum Puncturing. Recently, Florez-Gutiérrez and Todo introduced
Walsh spectrum puncturing for linear key recovery attacks [FT24]. They focus
on the Walsh spectrum of the key recovery function instead of the function itself.
By setting some coefficients of the Walsh spectrum to zero, a new (real-valued)
highly-correlated key recovery map can be constructed. This correlation can be
deduced from the punctured coefficients.

Our Contribution. So far, only PNBs and its variants have been applied to 7-
round attacks on ChaCha. PNBs evaluate the correlation after removing the non-
significant bits experimentally, so careful analysis of the key recovery function
is not as crucial as with other attacks, which is helpful because ARX makes the
key recovery map quite complicated. On the other hand, we expect that careful
theoretical analysis may find better attacks and enhance our understanding.

We focus on Walsh spectrum puncturing. Similar to PNBs, it aims to con-
struct an approximated key-recovery map. In particular, one specific variant is
bit puncturing, in which some input bits of the key recovery map are ignored by
puncturing all the Walsh coeflicients involving them. The resulting (real-valued)
pseudoboolean function returns the average over all choices of the punctured
bits. Unlike with PNBs, where a likely value (either 0 or 1) is returned, bit
puncturing returns a real number. In fact, bit puncturing is the optimal (maxi-
mum correlation) approximation of the key recovery function.
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Table 1: Comparison of attacks against reduced-round ChaCha.

Round Data Time Notes Ref.
230 2139 Introduction of PNBs 08
2875 91275 Tinear-trail extension of DL, PNBs CM16
258 2774 First 3.5-round distinguisher, partitioning

6 2737 2757 PNBs with syncopation WLHIL2

241.6 271.0
251.0 261.4
255.7 257.4

PNBs with linear decomposition
Puncturing with distillation
Puncturing with distillation

2%7 2248 TIntroduction of PNBs

296 2277 Linear-trail extension of DL, PNBs
248:8 92309 3 5 round distinguisher with 1-bit mask, PNBs
2902 9222.0 PNBs using memory/non-memory subspace  [DGSS22)

2872 92189 Tmproved version of [DGSS22] [DGSS23]

- 2089 92169 PNBs with syncopation
2103:3 92103 PNBs with syncopation
2110-8 9206.8  New distinguisher, PNBs BGG™2
2100-8 91929 PNBg with linear decomposition Dey24]
21026 91897 DL, hull of the [BGGT 23] distinguisher, PNBs [XXTQ24]
21277 9l48:2 Pyncturing with distillation Sect {6
21029 91542 pypcturing with distillation Sect 0}

s 232:6 92552 PNBs with linear decomposition Dey24]

) 21271 92502 pyncturing with distillation Sect

In theory, puncturing can be a promising alternative to PNBs. However,
applying it to ARX is not trivial in practice. As almost all bits are quickly
activated, the Walsh spectrum has huge dimensions, and computing it is infea-
sible in practice. To solve this problem, we use a trail enumeration technique,
which recovers some approximated spectrum coefficients in practical time. We
experimentally verified the correctness of the complexity estimation when using
punctured Walsh spectra computed through trail enumeration.

Table [I] summarizes cryptanalysis of ChaCha. The time complexity of the
attack is significantly improved. For 6 rounds, the attack complexity is now
below 26, For 7 rounds, the time complexity is reduced by about 40 bits, which
is a significant jump compared to recent improvements. Dey recently proposed
the first 7.5-round attack [Dey24], but its time complexity is almost equal to the
exhaustive search. We propose an attack with complexity below 2259,
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Fig.1: The odd and even round functions of ChaCha.

2 Preliminaries

2.1 ChaCha

The internal state of ChaCha is represented as a 4 x 4 matrix whose entries are
32-bit vectors. The input state for the rth round function is denoted as

'
Vo

'
Ve

'
U1
T
Us
T
Vg

-
U3
vy
Vi VY
10 Y11
s s ‘s
V13 V14 V15

In odd and even-numbered rounds, the quarter-round QR function is applied on
every column and diagonal, respectively. The term branch is used for the QR
inputs a, b, c and d. A half round can also be applied to the state as depicted in
Fig. Let v™° be the internal state after applying a half round on v".

The initial state VO is initialised with four predefined constants co, ..., cs,
the 256-bit key ko, ..., k7, a 32-bit block counter and a 96-bit nonce tg, ..., 4.
Note that we do not distinguish between the counter and the nonce in this paper.

128 ’U? ’Ug ’Ug Cp C1 Co C3
VO _ ’U% ’U% ’Uog ’Uog _ ko k’l kg ]{13
vg Vg Uig Vi; kq ks kg k7
vy Vi3 vy Y5 to t1 12 t3

The output keystream block Z is Z = V° + V", where “+” denotes wordwise
modular addition, i.e., z v? Bl for all i = 0 to i = 15. Note that we
can immediately obtain o! for i € {0,1,2,3,12,13,14,15}. For simplicity, we
introduce Z, where z; = o7 if i € {0,1,2,3,12,13,14,15} and 2; = z; otherwise.
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In differential-linear attacks, we can only introduce input differences to the
128-bit value tg,...,t3. We use the following notation to represent a difference.

A" = (A; [j1}> A;’nz [j2]7 [ERE Azm[ m])

which consists of the indicated m bits and thus has Hamming weight m. We write
(A7 1), - AL [im]) as (4] [j1,---,Jm]) in short when iy = iy = -+ = ip,.
Slmllarly, we use the followmg notation to represent a linear mask.

I = (FZZ[Jl]vl—‘;[]ﬂa7thn[m])a

which has Hamming weight m and (I'", V") = o] [j1]@vy, [j2] - - - @] [jm]. Sim-
ilarly to a difference, we write shortly when there are common active branches.

We use an equivalent representation for the convenience of discussing the key
recovery. As mentioned above, an attacker can compute Z. Let (Za, Zb, Ze, Z24) be
four branches of Z corresponding to each QR function appliaction. Let k; and
k. is secret key for z, and Z., respectively. Then, we have

= (Z Zg = (Zc — 2a) — ke = 2. — ke,
= (% ) (Za ® (243> 8)) = (Zc — (2 B (243> 8)) — ke = 2]/ — ke,
d'=z3= ‘@(2 s> 8).

The attacker can compute Zz., z/, and z}. Besides, ¢’ and ¢’ are evaluated by
subtracting k. from z/ and z/, respectively. We use the notation, z; and z/’, when

we compute them without guessing the key.

2.2 Differential-linear Cryptanalysis
Differential-linear cryptanalysis was introduced by Langford and Hellman [LH94].

Definition 1 (Differential-linear distinguisher). Let E : F} — FJ be a
vectorian Boolean function, and let A € Fy and I' € Fy be an input difference
and an output linear mask, respectively. Such a pair is called a differential-linear
distinguisher, and its performance is measured through the autocorrelation

1
AutE(A7F) = —

2n

Y ()P BN EEe ),
c€FY

If F is a keyed instance of a block cipher, and given a collection of around
1/Autg(A, I')? pairs of the form (E(x), E(x®A)), it is possible to distinguish the
cipher from a random permutation. There are several methods to estimate the
autocorrelation and to find good distinguishers (A, I'). Since this paper focuses
on key recovery and relies on existing distinguishers, they fall outside its scope.

Differential-linear distinguishers are often used in key recovery attacks. Con-
sider a function Es : Fy x F§ — F} where £ = Ey o By, and K € F§ is the
key, and a DL distinguisher on F;. We assume it can be truncated to a function
(I'Ey Yy, K)) = f(t, k), where t € F and k € F§ are shortened truncations of
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y = F(z) and K. In other words, we assume that (I', E; ' (y, K)) can be deter-
mined with 7 bits of y and s bits of K. Given N ciphertext pairs, the attacker
can construct a table indexed on all the possible guesses of k and containing the
values + Y- (—1){f(ER@F (k) where (t),t5) are obtained by truncating two
ciphertexts y1 = E(x) and yo = E(x+ A). If the number of pairs is large enough,
the correct value of k£ can be retrieved by the attacker as it should correspond to
(one of) the highest value(s) in this table. The time complexity of the attack is
O (N2°). By using a distillation step which counts the occurrences of each value
of (t1,12), it can be carried out in time O (N) 4+ O (2279).

2.3 Key Recovery Attacks on ChaCha and other ARX

The core difficulty when applying the attack to ARX constructions is the quick

diffussion of the key recovery map. Let f(Z, Z', K) = (I, By Y(Z, K)®E; ' (Z', K))
be the combined key recovery map for both ciphertexts. This function involves

a lot of bits of K (s is very large) and leads to a high attack complexity.

Probabilistic Neutral Bits (PNBs). So far, the most successful method for
ChaCha cryptanalysis is PNBs JAFK™08|. Let £ be reduced-round ChaCha and
E = E5 o Ep, where E; has a differential-linear distinguisher from A to I" with
correlation ¢4. Let Z and Z’ denote the keystream blocks after peeling off the
modular addition with known input branches. Then, the key recovery map is

f(Z,2' . K) =B, (Z,K) & By (7', K)), (1)

and is expected to display correlation ¢4 for the right value of K.

With PNBs, we approximate the key recovery map by setting non-significant
key bits to constant. Significant and non-significant key bits are identified through
an experimental approach. We first evaluate f(Z, Z’, K) under a known random
key, as well as f(Z,Z', K @ e;) for all i, i.e., after flipping the ith bit of K. If
f(Z,Z' K ®e;) and f(Z,Z', K) exhibit higher correlation than a threshold, i is
considered non-significant. We denote the remaining significant key bits K and
substitute f for g(Z,Z', K), where g is the same function as f except that it
assigned fixed values to non-significant bits of K. We experimentally determine
the correlation between f(Z,Z',K) and g(Z,Z',K), and ¢, denotes the corre-
lation. With independent assumption, we derive the total correlation as cg X ¢,
when we guess K correctly.

Partitioning. Another method is advanced partitioning [BLT20], which is an
extension of [BCI4ILeul6]. Unlike PNBs, it relies on the properties of the mod-
ular addition. Existing works use a 2-bit tail, but an d-bit tail can be used:
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Lemma 1 (Partitioning technique). Let a,b € F} and z = aBb and s =
a®b. Let tr;(s) denote the i rightmost bits of s. For i > d, we have

ali) ®bli| D ali — 1] if tr;_1(s) = 0||*i_1,’
] = ali) ® bli] ® ali — 2] if tr;_q(s) = 1]|0]|x" 2,
ali] ®bfi] ® ali — d] if tr;_1(s) = 17L||0[]«=™,
a[l} S¥) b[Z} if tI‘i_l(S) = 1”*7‘71,
_ _ ali] ®b[i] Dali — 1] @ ali —2] if tr;_1(s) = 0]|0|**2,
z[i]| @ z[i — 1] =

ali] ©b[i) D ali — 1] @ ali —d] if tr;_1(s) = 0|1 2||0]| =™ .

When we try to compute z[i] or z[i] ® z[i — 1], partitioning with an d-bit tail can
determine them with a probability of 1 — 27¢. If we need to guess either a or b,
we need d-bit guess to identify each partition.

Since partitioning is applied to individual modular additions, the differential-
linear distinguisher is extended until shortly before the last key addition. An ad-
vantage of partitioning is that data rejection can save time complexity. The valid
keys for a given ciphertext are known immediately, so we can avoid traversing
all ciphertexts for each key guess.

In advanced partitioning [BLT20], the extension of the differential-linear dis-
tinguisher is chosen dynamically depending on the observed keystream. As a
result, they proposed an improved 6-round attack. Unfortunately, they were
unable to describe a 7-round attack because extending the differential-linear dis-
tinguisher led to a low correlation. In this paper, we use Lemma [1| but do not
use advanced partitioning. Therefore, please refer to [BLT20] for further details.

2.4 Puncturing for Linear Key Recovery Attacks

Walsh spectrum puncturing is a recent technique [F'T24], presented in the context
of linear cryptanalysis. The general idea is that the Boolean function f from a
key recovery attack may be substituted for a different map g which approximates
it. This map does not need to be a Boolean function, and can take arbitrary real
values. The substitution is payed through increased data complexity.

Definition 2. A pseudoboolean function is a map f : Fy — R. All Boolean
functions f : Fy — Fo can be turned into pseudoboolean functions by taking
(=1)/. The inner product and 2-norm are defined as:

(.9) = 3x 3 F@a@), 1fle= V7T =

zeFy
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Given f : F, — R, its Walsh spectrum is f: Fy — R, where

~ 1

- _ 1\ {(u,x)

Flu) = 5 3 (-1 f).
z€F}

A vectorial Boolean function is a map f : F§y — F3*. Given v € F3*, the Boolean

function f,(x) = (v, f(x)) is called a component of f. The Walsh spectrum of f

is a map f:F} x FI* — R defined as f(u,v) = fo(u).

We note that the inner product and the norm can also be computed on the

spectrum, as (£,3) = 3 (/,9) and | Fll2 = k]2, and that [ = 2.
The main result of [F'T24] is the following:

Proposition 1 (Corollaries 3 and 5 in [FT24]). Let f : Fy, — Fy be the
key recovery map for a linear attack, and let g : Fy — R be another function.
Then f can be swapped for g in the attack by increasing the data complexity by
p—12, where p = % is called correlation coefficient.

One way to construct g is to remove coefficients from the Walsh spectrum
of f and set them to zero. That is, given a set of indices P C TS, we build
g with g(u) = A(u) if (u) & P, and g(u) = 0 otherwise. The data complexity
increases by T, where € = Z(U)E’P f(u)2 is called puncturing coefficient. The

proportion of f which remains, p? =1 —c¢, is called puncturing correlation, and

p2 =l-e= Z(u)é]}“%\? f('LL)2

3 Bit Puncturing for ARX

This section discusses the application of bit puncturing to ARX constructions
from the perspective of the addition operation. Subsection [3.1] discusses how
puncturing works for differential-linear attacks. Subsection [3.2) explains some al-
ternative interpretations of bit puncturing not included in [FT24]. Subsection
applies bit puncturing to a single modular addition. Finally, Subsection [3.4] com-
pares bit puncturing to existing techniques.

3.1 Puncturing for Differential-linear Attacks

Algorithmically, the key recovery for a differential-linear attack can be inter-
preted as that of a linear attack where the roles of plaintext and ciphertext are
represented by both the ciphertexts in each pair. For clarity, we consider that
we puncture half the key recovery map (the function corresponding to one of the
ciphertexts). The following result is adapted from Corollaries 3 and 5 in [E'T24]:

Proposition 2. Let f : Fy x F§ — [y be the key recovery map for one cipher-

text in a DL attack, and let g : Fy x F§ — R. Then f can be swapped for g by

increasing the data complexity by a factor of ,714’ where p = %.
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Given a setAof indices P C Fy x F3, let g be a punctured version of f, so

that g(u,v) = f(u,v) if (u,v) € P, and g(u,v) = 0 otherwise. Then the data
complexity increases by ﬁ, where € = Z(u,v)eP flu,v)2.

We now briefly discuss the assumptions which are required for this result to
hold. In the proof of Corollary 3 in [FT24], it is assumed that the key recovery
maps f and g behaves under the attack data in the same way it would from
a randomly sampled input. In the case of differential-linear attacks, we note a
potential issue. The key recovery maps are of the form f(¢1,k) - f(t2, k), that is,
they are the product of two identical functions under partially different inputs.
Furthermore, both functions are given the same key. In [FT24], the key is as-
sumed to be XORed directly to the plaintext and ciphertext, so the inputs to f
are still fully randomised under the assumption that the ciphertexts are random.
However, this is not the case in this paper’s application scenario, as the key is
added to the ciphertext through modular additions. As a result, it is possible to
construct simple cases where not enough randomisation occurs (for example, if
f is just the modular addition of the ciphertext and the key, both components
are not independent and the product does not behave as expected). As a result,
we introduce the following formal assumption:

Assumption 1 Let f : Fy x 5 — R be the key recovery map or its approzi-
mation. We consider that the key guess k is fixed, and that (Ty,T2) are random
vectors obtained by truncating ciphertext pairs from the attack. We assume that

— The average of f under Ty and Ty is the same under all fized k, and equal
to the expected value of f, f(0).

— The variance of f under T\ and Ty is the same under all fized k, and equal
to the variance of f, ||f|I3 — £(0)%.

— The values of f under Ty and Ty for a fized k are statistically independent.

Proposition [2]is also supported by the 6-round experiments (see Appendix|C.1)).

3.2 Understanding Bit Puncturing

In [FT24], several puncturing strategies are introduced, one of which is called bit
puncturing. The idea is to remove certain bits from the input domain of f in a
way which will improve the complexity of the attack. We now provide a formal
definition, as well as make a couple of observations which were not in [ET24].

Definition 3. Let f : Fy — R be a pseudoboolean function, and let B C
{0,...,n — 1} be a subset of indices. The bit puncturing of f according to B is
a function g : F} — R whose Walsh spectrum g is:

Gu) = {f(u) ifu; =0 foralli € B

0 otherwise

We note that g(x) = g(x @ y) if y € span{e; : i € B}. Indeed, g is the average
of the values of f over all the inputs obtained by flipping bits in B.
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Proposition 3. Let g be the bit puncturing of f : F§ — R according to B C Fy.

g(z):ﬁ Z f(iT@@ti'ei).

terlE! i€B

Proof. We assume B = {i}, as the result can be iterated. Let h(z) = 1 (f(z) @
f(zx @e;)), and we will prove that h=3.

0 = 55 3 (-1 (S0 + fewe)

z€FY

If u; = 1, then the term of the sum corresponding to x will be cancelled by
the term corresponding to x @ e;, which is the same but with its sign flipped.
Therefore, h(u) = 0 = g(u). If u; = 0, on the other hand, both terms have the
same sign, and they add up to (—1)®® f(x)+(—1){»*®e) f(z@e;). We conclude
that E(u) = f(u) = g(u). In summary, h= q. O

3.3 Puncturing a Single Modular Addition

We now focus on the modular addition operator, and show a bit puncturing
strategy which can reduce the number of active input bits while keeping a high
correlation coefficient. Although it is difficult to apply directly to key recovery
attacks as discussed in the following section, it provides a purely theory-based
way of measuring the impact of ignoring the rightmost bits of a modular addition
when computing a parity check on the output. The proofs rely on this result:

Lemma 2 ([Sch13]). Let f : Fy x F} — F% be the modular addition z =

~

f(z,y) = x By, and consider masks u,v,w € Fy. The coefficient f(u,v,w) =

~

folu,v) = 5= ZWJE]F;(—1)<“’z>®<”*y>®<w’mgy> is obtained as follows:

1. Compute y =u @ v dw.
2. Deduce o € FY recursively: o1 =0, 0,1 = 0; ©; for i < n.
3. If there is at least one i between 0 and n—1 so that o; = 0 and the equalities

u; = v; = w; do not hold, then f(u,v,w) =0.
4. Otherwise f(u,v,w) = (_1)(u@w,v®w)27wt(0).

For clarity, we will also consider o_1 = 0o ® 7. Given u € F3, u # 0, we
denote W the position of the rightmost nonzero bit of u, @ = min{i : u; # 0}.
Similarly, % is the position of the leftmost nonzero bit of u, & = max{i : u; # 0}.

The following result corresponds to the following situation: we assume that
the target output masks w satisfy w > [, where [ is some predetermined bit
position. We consider that we puncture the bits of the inputs corresponding
tor > W and r > V. Then, the resulting puncturing correlation is mainly
determined by the length of the tail d =1 — r, that is, the number of buffer bits
to the right of the nonzero part of w.
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Proposition 4. Let f : Fy x Fy — 3 be the modular addition operation
z = f(z,y) = xBy. Let n > 1 > r be two natural numbers, and d =1 — r.
Consider an output mask w € FY satisfying | > W. Let gy Fy — R™ be a bit
puncturing of f., defined as follows:

G (u,v) = {f(u,v,w) if W >%,% and @, >r .

Gw 0 otherwise
Then1—e>1— (2% —27177).

Proof. We show a sketch of the proof and refer to Appendix[A-1]for the complete
proof. We consider a set 7 C Fy x F5 containing all indices (u,v) so that
fA(u, v,w) # 0, and a set of S C FY x FY containing the indices which are kept
when building g,,. The aim is to compute 1 — ¢ = Z(W))GS j?(u, v,w)%. We note

that Z(u,v)eT f(u,v,w)2 = 1, so it suffices to compare the sum over S to the
sum over 7. This is done by separating the sums into segments, each one of
which corresponding to a fixed header (u°,v%) € Fg_l X ]Fg‘_l7 where u° and v°

represent the n—1[ leftmost bits of u and v. The nonzero coeflicients of J/‘; starting
with these headers, which conform a set denoted 7 (u°,v") can be enumerated
after proving that the rightmost [ bits of ¢ must necessarily be of the form
(1,...,1,0,...,0). It is noted that these indices also belong to S(u®,v°) depend
on the which position in which the shift from 1 to 0 occurs, as they are kept if the
switch happens to the left of the r-th bit, and removed if it happens to the right.
After counting the associated coefficients and computing the correlation, it is
shown that the quotient between the partial sums is at least 1 — (Q*d - 2714).
After combining all the partial sums, the stated bound is obtained. a

We note that, although we assume that W > 1, the bound is tightest when
W =1 However, the result is stated so that the bound can be applied to all masks
in a family at the same time. We note that even when @ = [ the equality doesn’t
necessarily hold, as happens for example when w = (0,...,0,1,1,0,...,0).

When interpreting the function g,, as the average over all possible values
of the punctured bits, we note that the only relevant information about the
rightmost bits is the carry into position r. This means g,, is the weighted average
of two Boolean functions, corresponding to two modular additions over F5™".
The first one is denoted f°, and covers the case where the initial carry is 0 (so it’s
the modular addition). The second is denoted f! and assumes the initial carry
is 1. The weights are given by the probabilities that the carry from the r — 1 to
the r-th bit is zero or one. As a result, g, = (% + 2”) o+ (% — 2”) fl.In
particular, this means we can retrieve all g,, (2"~" real-valued functions on F%)
from just two vectorial boolean functions (2(n — r) Boolean functions on F%).

Other puncturing schemes are possible, which are included in Appendix [B]

3.4 Comparing Puncturing to PNBs and Partitioning

We briefly compare bit puncturing to the two dominant existing techniques.
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PNBs. When applying the PNBs technique to attacks on ARX constructions,
it is assumed that the non-significant bits take a fixed value (usually zero). In
contrast, in the case of puncturing, all possible values of the punctured bits are
considered, and the average is returned. This means that bit puncturing can
extract an optimal amount of information from the remaining bits. In addition,
PNBs rely on experiments to determine the backward correlation, while punc-
turing provides a closed formula which is easier to manipulate when designing
attacks. The theory of [F'T24] can also be applied to PNBs, and the case in which
the least significant bits are set to zero is covered in Appendix [B]

Partitioning. Partitioning, as a form of plaintext rejection, also falls under
the scope of [FT24]. In addition, from Lemma [} we know that the data com-
plexity increase is 1/(1 — 27¢) for a d-bit tail. With the same tail length, the
data complexity increase for puncturing is 1/(1 — 274+ 27"~!), which is slightly
smaller depending on the position of the target bits. The main difference is that
while (advanced) partitioning can only handle one modular addition in each key-
recovery procedure, bit-puncturing can handle the entire complex ARX structure
by processing it as an analysis of the Walsh spectrum.

4 Practical Method to Construct Punctured Spectrum

We discussed the theoretical aspect of bit puncturing for ARX constructions
in the previous section. Proposition [4] analyzes the bit puncturing for a single
modular addition. However, in practice, the key recovery map involves more
than a modular addition. The authors of [FT24] show that it is possible to
puncture fo in a composition f = fo o f; and the resulting approximation has
the same correlation. As they target mainly SPN ciphers, puncturing fo removes
active S-boxes from f; and significantly reduces the number of active key bits.
Unfortunately, this is not as useful in the cryptanalysis of ARX or ChaCha.

For example, see Fig. [2] which features a quarter-round of ChaCha. Consid-
ering the exact key-recovery map to compute a”’[12], it is

(1) 12 = f(2,[12 = 0], 2[31 — 0], zc[24 — 0], z4[12 — 0], k3 [31 — 0], k[24 — 0]).

Even if we puncture the modular addition immediately after a”, it does not
make any keybits inactive. To successfully apply puncturing, we must consider
the whole map, or at least the final key addition. Then, Proposition [] does not
apply, and we need another method to resolve this problem. We also note that a
result equivalent to the one of [FT24] for puncturing f generally does not hold.

As a practical solution, we introduce trail enumeration puncturing. Each
Walsh coefficient is the correlation of a linear approximation, and as such can
be computed as the sum of the (signed) correlations of all the linear trails in the
approximation’s linear hull. Moreover, for ARX ciphers, the correlation distribu-
tion among all trails is very uneven. More specifically, among all the linear trails
contributing to a coefficient with high value, a few dominant trails represent
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(a) Exact map. (b) Example of punctured map.

Fig. 2: Example of the key-recovery map.

most of the correlation, and the rest have negligible impact. This means that
these correlations can be estimated accurately using just a few trails.

We start from the target bit, a”[12] in the example, and consider all the
linear trails which extend it. This trail extension is performed step by step, for
example, one modular addition at a time. In each step, we consider all trail
extensions for each approximation in the current set, ignorning those with small
correlation. Once we have extended all approximations from the previous step,
we combine the trail correlations for any repeating output masks to obtain the
set of approximations for the next step. This is repeated until we reach the final
round and we have a partial Walsh spectrum of the key-recovery map, which
will be used as the punctured Walsh spectrum. The puncturing correlation is
estimated as the sum of the squared coefficients of the partial Walsh spectrum.

Ezample 1. Figure[2hshows an example of trail enumeration, where the red bits
are always active, the green bits are optionally active, and the rest are inactive.

Our goal is to evaluate a’’[12] from (Z,, Zs, Z¢, Z4) and the partially guessed
ky and k.. For this purpose, we enumerate linear trails from a’[12].

a’[12] = (d’ — (V' > 12) & ) [12].

Given linear masks for a’, b’, and ¢/, we compute its correlation by using Lemma
where the linear mask for ¢’ has to be equal to that for (b’ >> 12). As depicted
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in Figure[2b], we restrict the masks of ¢ to [12] and [11]. In other words, we ignore
all masks where there are active bits in ¢/[10 — 0] or ¥’[22 — 11]. As a result, the
following 26 nonzero correlation linear masks for (a’,¥’, ¢’) are considered:

00001800 01000000 00001000 +2~199 00001000 01800000 00001800 +2~1-00
00001400 01000000 00001000 +2-2:9°  00001CO0 01800000 00001800 +2~2-00
00001200 01000000 00001000 +273-90 00001400 01800000 00001800 +2~3-00
00001100 01000000 00001000 +2~%99 00001900 01800000 00001800 +2~+00
00001080 01000000 00001000 +2-2099 00001880 01800000 00001800 +2~5-00
00001040 01000000 00001000 +2-6-99 00001840 01800000 00001800 +26-00
00001020 01000000 00001000 +2-799 00001820 01800000 00001800 +2~7-00
00001010 01000000 00001000 +2-390 00001810 01800000 00001800 +2~8-00
00001008 01000000 00001000 +279-90 00001808 01800000 00001800 +2~9-00
00001004 01000000 00001000 +2~10-90 00001804 01800000 00001800 +2~10-00
00001002 01000000 00001000 +2~11-90 00001802 01800000 00001800 21100
00001001 01000000 00001000 +2~12:99 00001801 01800000 00001800 +2~12:00
00001000 01000000 00001000 +2~2:99 00001800 01800000 00001800 +2~12:00

Then, we obtain an approximation which estimates (—1)%" [ from a/[12 — 0],
b'[24,23], and ¢/[12,11], and the puncturing correlation is estimated as 27058,
which is the sum of the 26 squared correlations.

We next use Lemma[2for each of the above 26 linear masks and obtain linear
masks for (a, b, ¢, d, ). If different masks of (a’,b’, ¢’) transition to the same mask
of (a,b,c,d, '), their correlations are added as part of the same linear hull. As
a result, we have the following 8 linear masks for (a,b, ¢, d, ).

00001000 CO080000 01801000 00000000 00001800 +2~12:00
00001000 CO0CO000 01801800 00000000 00001800 2158
00001800 800C0000 01001800 00000000 00001000 2158
00001800 80080000 01001000 00000000 00001000 +2~12:00
00001800 CO0C0000 01801800 00000000 00001800 +2~12:00
00001800 C0O080000 01801000 00000000 00001800 2158
00001000 800C0000 01001800 00000000 00001000 +2~12:00
00001000 80080000 01001000 00000000 00001000 2158

The sum of their squared correlations is about 2717,

We further extend them by evaluating the last key addition, where we use
zp[31, 30,19, 18], z.[24, 23,12, 11], z.[12, 11], kp[31, 30, 19, 18], and k.[24, 23,12, 11],
where please refer to Sect. for z/. Since some bits are always active, the punc-
tured key-recovery map can be written as

(_1)a”[12] %(_1)2(1[12]@2b[31]@2b[19]@EC[24]@20[12]@2;[12]691%[31]@kb[19]@kc[24] >

g1 (Za[]-]-]; Zp [307 18]3 26[237 11]7 22[11]7 kb [307 18]7 kc[237 11])
In the end, we have 768 coefficients, and the puncturing correlation is estimated
as 27617, We construct the truth table of the punctured key-recovery map by

applying the Fast Walsh Transform (FWT) on its Walsh spectrum. Since the
size of the Walsh spectrum is 2!, the cost of the FWT algorithm is 10 x 2'°
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Table 2: Example of the trail enumeration

State Active # coeffs. p?
(a//7 b//7 C”7 dll) a// [12] 1 1
(a,b',c,d)  a'[12,11-0], b'[24, 23], <'[12, 11] 26 2-0.58
(a,b,c,d, ) a[l2,11], b[31, 30,19, 18], 8 g~ 117
6[247 7127 }7 C/[127 ]
(Z, Ky, ke) a[12, 1] + {z.[12,11]}, 768 27617
b[31,30, 19,18] « {2[31,30, 19,18], ks[31,30, 19,18]},
0[24a bl 125 } — {23[247 bl 125 ]7 kc[247 bl 127 ]}7

c[12, 1] = {Ze[12, 1], ke[12,11]}

additions. For the full differential-linear attack, the final puncturing correlation
is estimated as 276-17x2 = 9—12:34,

In this paper, we use a representation like Table [2| to summarize the behavior
of active coefficients at each state and the sum of the squared correlations. Here,
red-colored bits are always active, and green-colored bits are arbitrary.

As experimental verification, we generated 2'° random pairs for 1000 keys
and evaluated the correlation. We expect a distribution with average 27'2-34 and
variance 271234715 — 9-2734 \We observed average 27 '2-2! and variance 272709,

Ezample 2. We can improve the accuracy of the approximation without expand-
ing the key guess. For example, by using 2 bits instead of 1 bit for Z,, Zp, Zc, Z..
Then, we have 27712 coefficients, and the punctured map is

(_ 1)(1” (12] %(_ 1)% [12]®2, [31]B 2, [19]P 2. [24] Dz [12]D 2. [12]D ks [31] D ks [19] Dk [24] >

92(Za[11,10], (30,29, 18,17], (23,22, 11,10], ZL[11, 10],  (2)
kp[30, 18], ke[23, 11]).

The correlation is improved to 27437, or 2787 for the full key recovery in
differential-linear attack. We used 2'2 pairs for 1000 keys in the experiment, and
observed 27898 for the average and 27 '8! for the variance.

Ezxample 3. Increasing the amount of intermediate masks is another way to im-
prove the accuracy of the approximation. We construct gs considering

b[31,30,29,19,18,17], [24, 23,22, 12, 11, 10], ¢[12, 11, 10],

which has the same domain as go. We have 30080 coefficients, and the puncturing
correlation increases to 27428, or 27896 in the full key recovery. With the same
experiment setup, the average and variance were 278-3% and 271795, respectively.
As predicted, the correlation slightly increases from Example [2]

The examples above show that trail enumeration works very well for the key-
recovery map of differential-linear attacks against ChaCha. We emphasize that
this method relies on assumptions about the Walsh spectrum and associated
linear hulls, and its usability depends on the application.
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Fig. 3: Examples of key-recovery map with cancellation.

4.1 On the Impact of Cancellations
Cancellations may be leveraged when targeting several bits simultaneously.

Ezample 4. In Figure we target a’’[12] @ b”[0]. In this case, b[19] and c[12]
cancel out and we can exclude k;[19, 18] from the key guess. The key recovery is

(_1)a"[12]eab”[o] %(_1)%[12]@21, [31]@Zc [24] B2, [12] @2, [0] ks [31] D ke [24] Do [12] D [0]

94(24[11, 10], 2,[30, 29], z.[23, 22], .11, 10], k3 [30], k.[23, 11]).
The size of the required guess is 3 bits instead of 4. The puncturing correlation
is 27394 and 27788 in the full attack. We tested this estimation with 2'2 pairs

for 1000 keys, and observed average 2~ 778 and variance 271794,

Ezample 5. Figure shows another example, where k;[31,30] and k.[24, 23]
are excluded from the key-recovery map. The estimated puncturing correlation
is 27333 or 27666 for the differential-linear key recovery. With the same exper-
iment as Example [4] we observed average 27661 and variance 2716:15,

4.2 Independent Bits Assumption

Assuming independence can also convenient when constructing the punctured
key-recovery map. Unlike with cancellation, we handle several target bits inde-
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pendently and construct the punctured map for each bit separately. Then, we
use the product of the punctured maps to obtain the final key-recovery map.

Ezample 6. The independence assumption is reasonable when the domain of
each key-recovery map is disjoint. Supposing that the target is a”[24] ® a”'[12],
we use g3 for a”’[12] and construct the punctured map for a”’[24] similarly as

(71)11”[24] ~ (71)511 [24]Bz,[11]8 2, [31]B 2. [4] Dz [24] D Z. [24] B ko [11]Bky, [31] Dk [4] «
9(Za[23,22], 2[10,9, 30, 29], Z.[3, 2, 23, 22], Z.[23, 22], k,[10, 30], k.[3, 23]).

The puncturing correlations for a”’[12] and a”[24] are 27428 and 27427, respec-
tively. The final correlation is estimated as 2(~428-421)x2 — 9=17.10 e ex-
perimentally verified our estimation using 22° pairs for 1000 keys. The average
correlation was 27176 and the variance was 273211,

Ezample 7. When the target bits are closer to each other, the assumption is
less reliable. We consider a”’[12] @ a’[11] as the target, and puncture a”[12] and
a’’[11] independently. The theoretical correlation is 2(~428-4:28)x2 — 9-17.14,
but experimentally the average was 277 and the variance was 273297,

Example [7] shows that independent evaluation does not necessarily cause a
significant error even if the target bits are consecutive. However, the correlation
is suboptimal. Considering a”[12] @ a”’[11] as a whole, we construct a punctured
map whose correlation is 278°7, which is superior to independent analysis.

Remark 1. We sometimes have the same bit in ¢, ¢/, and ¢’ in the target bits,
e.g., the target bits are ¢[10] and ¢/[10]. For convenience, we handle these bits
independently. We experimentally verified this assumption.

Remark 2. We notice that the experimental average correlation is as expected,
but the variance is slightly higher than expected. We estimate the variance, as-
suming the correlation is the same for all keys. However, in reality, the correlation
is key-dependent. Such a phenomenon was already observed for PNBs; the vari-
ance is extremely high and it never follows the normal distribution. Therefore,
the authors of [JAFK™08| used the median instead of the average (guaranteeing
50% success probability). We indeed observe the gap between the theoretical and
experimental variances in bit puncturing, but it is enough lower than in the case
of PNBs. During the 6-round attack experiment, the distribution looks normal,
i.e., the average is almost equal to the median. We discuss this issue in detail in

Appendix [C]

4.3 On Puncturing the Composition of Functions

Trail enumeration starts from each target bit and extends the linear trails step
by step. Since the correlation of each trail is highly biased for ARX, trail enumer-
ation is practical. However, the longer we extend each trail, the lower each coef-
ficient becomes, and many coefficients are required for a reasonable puncturing
correlation, making the trail enumeration impractical. The following proposition
is helpful when the number of trails becomes unmanageable.
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Proposition 5. Let fi : Fy — F5' and fo : F§* — Fa be two Boolean functions,
and let f = fao f1 be their composition. Let go : F5* — R be an approximation
of fa by puncturing Wlash spectrum coefficients. Furthermore, let g1 ,, : Fy — R
be an approzimation of (u, f1) by puncturing Walsh spectrum coefficients, where
the puncture set is the same for any uw. We define the spectrum of g : F§ — R
as the matriz-vector product g = ga X g1. Then, we have

P S G2 =2"x S S G0)d(w) (g, 1) (3)

u€Fy vEFY wely

See Appendix [A-2] for the proof. We can apply this result to ChaCha and similar
ciphers by considering that f; covers the final key addition, while f5 covers the
rest. We obtain go using trail enumeration and g; with a bit puncturing of the
modular subtraction. With this result, and with careful analysis of (g1, 1.0),
we can compute Zung (g(u))? and approximate the puncturing correlation.

5 Improved Attacks on 6-Round ChaCha

5.1 3.5-Round DL Distinguisher

We use the same distinguisher as [BLT20/CN20]. Four rounds are divided into
three sub ciphers, £ covering one round, E,, covering 2.5 rounds, and Fs cover-

ing 0.5 rounds. For E, we use the following differential characteristic A° 1B, Al
(Ai[6]) = (AL[2], A1,,[29,17,9,5], AL;[30, 22, 10], Aly.;[30, 10]).

The probability that pairs with input difference A° satisfy this characteristic is
275 on average. For the middle layer we have A! 225, 1385,

(Azl [2]7 AzllJri [297 17,9, 5]’ AéJri [30’ 22, 10]) A%2+i [307 10]) ﬁ) (F(?;.il) mod 4[0})

for i € {0,1,2,3} with an autocorrelation of 2783, In this section, we use i = 0.
The authors of [BLT20] proposed the technique, where right pairs, satisfying

PAURLN A, are efficiently collected. Since only the first column is active in this
1st round differential, we first fix a pair for the 1st column and activate the last
three columns. In such a way, 2° x 28-3%2 pairs are enough to distinguish, that
is lower than 2'3-3%2, If we use this trick, the required number of pairs for the
main differential-linear attack must be lower than 2.

5.2 Linear Decomposition of the Key-Recovery Map

Beierle et al. extended the DL distinguisher to just before the last key addition for
using advanced partitioning and analyzed each target bit independently [BLT20].
The mask propagates from round 3.5 to 4.5 with correlation 1. We then partially
extend it only when the correlation is 1 (see Figure [4)). The output parity of the
3.5-round DL distinguisher is the sum of the blue bits.
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Fig. 4: Linear decomposition of the 6-round key-recovery map.

We decompose the key recovery as a sum of functions f;(Z, K). First,
fr = (=1, f2= (=157,

which involve more than one modular subtraction. The others can be evaluated
by subtracting the secret key from the keystream or its equivalent:

fy = (=1)909 = (—1)uil) = (—1)%R8 g = (—1)vslTensle]
fr= (I g = ()RR o = (<)L i = (1),
fii= (=1)%0A = (—1)vhl31], = (—=1)"l9 £y = (—1)Ph02
fi5 = (_1)1111[6]’ fi6 = (_1)1;3[12] _ ( 1)1110[19 fis = ( 1)11105[19]
fro = (—1)"W01 fop = (—1)71 0]

Note that fg handles v3[7] and v¢[6] together because they are consecutive. When
the active bit is the Isb, e.g., v%,[0], we need to involve the corresponding bit
of Z but do not need to guess the corresponding key. We use the partitioning
technique from f3 to foy because it is more efficient when we consider the key
recovery algorithmic complexity. Puncturing is applied to f; and fs.
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Table 3: Trail enumeration for fo = (—1)v"[¢]

round active #coeffs p?

6 v§[8,7-3], vE[15, 1, v50[8,7-3] 94 270045
Z0[8,7-3], v8[15, ] « {2515, 1, ks[15,14]},

endl o§o[8,7-3] ¢ {Z10[8,7-3 kaolS]} 1860 27271

end2 v§[8,7-3] « {Z10[8,7-3], kol8,7]} 3720 2717

end3 vfo[8,73) ¢ {Zwof8, 73] kiol8, 76} 8568 27195

endd v§o[8,7-3] ¢ {Z10[8,7-9], kao[8,701} 18416 2712

5.3 Punctured Map for Key Recovery

Punctured Map for fa. We first discuss the exact map computing v§->[8]. It
uses the known branches zj, z5, and Z;p, and the key branches k5 and k1.

(1)) = £,(20[8-0], 25[15-0], Z10[8-0], k5 [15-0], k10[8-0)).

The domain size of fz is 9+16+9+16+9 = 59 bits. It is practically impossible
to construct the truth table of the Boolean function and compute its spectrum.
Therefore, we use trail enumeration puncturing to construct a punctured Walsh
spectrum. Table [3] summarizes the trails, where we use trail enumeration until
before the key addition and consider 4 cases depending on the active key bits.
Note that we do not need to guess ks[15] and k19[8] because they only change
the sign of a correlation. In the end, if we guess k5[14] only, the puncturing corre-
lation is 2727 (end1 in the table). If we guess k5[14] and k10[7], the puncturing
correlation is improved to 2717 (end2). In other words, a 1-bit guess reduces
the data complexity by 1/4 in the final key recovery. If we also guess k1o[6], the
puncturing correlation is improved to 27138, reducing the data complexity by
27971 (end3). If we also guess k1g[5], the puncturing correlation is 27123 (end4).

Which key bits are guessed is decided case by case. We guess k19[6, 5] because
they help evaluate f; and f19. We do not guess k5[13] because it is not used in
the other functions. Finally, we use the punctured map with correlation 27123:

f2 ~ (_1)50[8]6925[15]€9k5[15]®210[8]€Bk10[8] X
g2 (20 [7—3], Zs5 [14—10], Z10 [7-3}, ks [14], k10[7-5]),

The dimension of g, is at most 5+ 5+ 5414 3 =19, so the cost of finding its
(real-valued) truth table is 19 x 2! which is practical.

Punctured Map for f; Similarly to v5-°[8], we estimate the Walsh spectrum
through trail enumeration. Table [f] summarizes the trails of f;, and we have the
following punctured map with puncturing correlation 2231

i~ (71)21’0 (7021, [23]@23 (7|24 [14] D20 [7] Dk [14] @Ko [T Bk10[7] o

g1 (21/0 [6-2], 214[22-18], Z3 [6—2], 54[13-9}, 29 [6-2], ka [13}, ko [6], k1o [6, 5])
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Table 4: Trail enumeration for f; = (—1)v10 7

round active #coeffs p?

5 v30[7,6-0], v74[7,6-2] 158 9—0.029

5.5  v3[7,6-0], v35[7,6-2], v [23, ] 158 9—0.029

6 3o[7,6-0], v3°[23,22-18], v§[7,6-2], v§[14,13-9], v§[7,6-2] 24248 2701°

end  214[23,22- 18], 2[7,6-2], v7o[7,6-0] = {Z[7,6-2], k1o[7,6,5]}, 3699840 2721
v§[14,13-9] « {Za[14,13-9], ka[14,13]},

v§[7,6-2] = {20[7,6-2], ko[7,6]}

The dimension of g; is at most 5+5+5+5+5+ 1+ 1+ 2 = 29, so the cost of
computing truth table is 29 x 22°, which is also practical.

5.4 Simple Attack

The correlation of the differential-linear distinguisher is 2783, When we exploit
N’ pairs, we suppose the empirical correlation follows N (2783,1/N’) for the
right guess, and A(0,1/N’) for the wrong guesses. Let p? be the product of all
puncturing correlations from f; to fag. According to Proposition [2] the required
data complexity, denoted by N, is N = N’ x p~*.

We use the partitioning technique from f3 to fog. We guess the 2-bit key for
every decomposition. Since some key guesses are overlapped, e.g., fi3 and fi7,
guessing the following 30 bits is enough.

k4[18,17,6,5], ks[25,24, 6, 5], k[18, 17,12, 11,6, 5], k7[6, 5],
ko[11,10], k10[30, 29, 18,17, 6, 5], k11 [25, 24, 11, 10, 5, 4].

The partitioning technique allows us to compute the parity with probability
(3/4)'® ~ 27747 To evaluate the punctured map for f; and fy, we additionally
guess ks[14], k10[7], k4[13], and ko [6] with puncturing correlation 27123 x272:31 =
27354 In total, we guess 34 key bits and p? = 27747=3:54 — 9=11.0L 1f N/ — 923
the success probability with 34-bit advantage is 99.59%. As a result, we need

N = N/ X 211.01><2 — 245.02

pairs. In the partitioning technique, the available pairs are immediately deter-
mined depending on the key guess. Thus, the time complexity is estimated as

IN x 277.47><2 x 234 — 265.08.

We need to repeat this procedure 2° times to satisfy the differential characteristic
in the 1st round. Therefore, the data complexity is 245-02+5+1 = 251.02 keystream
blocks and the time complexity is 26>-08+5 = 270.08,
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5.5 Improved Attack Using a Distillation Table

The distillation table is a well-known technique to accelerate linear attack key
recovery [Mat94]. The information from the keystream pairs is stored in a table
and guess the key against the distillation table. When the size of this distillation
table is lower than the number of pairs, we can reduce the time complexity. To
the best of our knowledge, this technique has not been applied to ChaCha.
The keystream block is large (512 bits), which in principle makes the distil-
lation table huge. However, we can combine the existing attack procedure with
the distillation table one. In the first phase, we first evaluate some functions in
the decomposition and reduce the number of involved keystream bits after the
evaluation. Once the size is small enough, we go to the distillation phase.

Phase 1. Two punctured functions for f; and f, involve many bits of Z com-
pared to the amount of the key guess. Since they are not suitable to the dis-
tillation table, we evaluate them in the first phase. The partitioning evalua-
tion for fig = (—1)¥10 17 shares the same guess kig[6,5]. The key kq[11,10] is
used in fi; = (—1)%012 and fig = (—1)*12. The key kio[18,17] is used in
fiz = (=1)?0l0 0 = (—1)*10119 and fi5 = (—1)"%0’ 19 These six functions
are evaluated in the first phase because the required size of the distillation table
cannot be reduced even if they share the same guess. To optimize the attack, we
further evaluate four functions, e.g., f3, fi1, f5, and fg in the first phase.

In summary, we guess 18 key bits and partitioning can compute the parity
for (3/4)1% a 27415 pairs. The time complexity of this phase is estimated as

2N X 2—4.15><2 X 218 ~ 255.72‘

Phase 2. We still need to evaluate the following eight functions: f7, fs, fo,
fi0, fi2, fia, fi5, and fao. When we use partitioning with a 2-bit tail, each
function involves 2 bits of Z and 2 bits of Z’. Therefore, a distillation table with
a dimension of (2 4 2) x 8 + 18 = 50 is enough. From the output of phase 1,
we construct the distillation table with complexity N x 27415%2 x 218 5 954.72,
Then, we evaluate each f; step-by-step. For example, we first evaluate f; with
a complexity of 2°0 x 22 = 252 and reduce the size of the distillation table to
(242) x 7+ 20 = 48. We next evaluate fs with cost of 248 x 22 = 259 and reduce
the size of the table to (2 +2) x 6 4+ 22 = 46. As a result, the time complexity
of the second phase is estimated as

254.72 + 252 + 250 + 248 + 246 + 244 + 242 + 240 + 238 ~ 254.98.

The time complexity of both phases is 2557215498 ~ 956:40 VWe need to repeat

this procedure 2° times, so the data complexity is 2°192 and the time complexity
is 256.40+5 — 261.40.
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Data-time Trade-off. We can reduce the time complexity by using more data.
Specifically, we use partitioning with a 1-bit tail instead of a 2-bit tail for f3, fs,
f5, and fg. Then, the number of required pairs increases to

N = 228 x (3/4)14%2 ¢ (1/2)4%2 x 93:58T72 , 94970,
On the other hand, the time complexity for the 1st phase is
2 x 21970 5 (3/4)6%2 5 (1/2)4%2 x 214 ~ 25172,
The distillation table is has size (24 2) x 8 + 14 = 46, so the second phase costs
950.7160 | 948 | 946 | 944 | 942 | 9d0 4 938 | 936 | 934 |, 950.98

The time complexity of both phases is 25172 425098 ~ 95240 We need to repeat
this procedure 2° times. Therefore, the data complexity is 2°°7° and the time
complexity is 25740,

Toward Full Key Recovery. Our attack is a partial key recovery and does
not recover the full 256-bit (or 128-bit) key. However, a full recovery should
not be difficult because we have already recovered part of the key bits. For
example, if we extend the key guess for each decomposition by 1 bit, we can
recover those bits at a lower cost than the initial key recovery stage. We can also
change the parameter i for the 3.5-round differential-linear distinguisher using
additional data. Since some key guesses are overlapped even after changing i,
the time complexity would be faster than the initial partial key recovery. We do
not discuss how to recover the full key, but we expect a small additional cost.

5.6 Experimental Verification

To verify the complexity experimentally, we ran several experiments. We first
verified the puncturing correlation for the product of the 20 functions, and the
experiment almost matched our theoretical estimation, 279, Then, we verified
the puncturing correlation for the differential-linear key recovery. The required
data complexity is too large to observe the total correlation including the DL
distinguisher. Therefore, we guess more key bits for f3 to fyp to increase the
puncturing correlation, thus reducing the required data to a practical range.
In this case, the total correlation and distribution also follow the theoretical
estimation. A detailed experimental report is shown in Appendix [C1]

6 Improved Attacks on 7-Round ChaCha

6.1 5-Round DL Distinguisher

Bellini et al. proposed a new differential-linear distinguisher that is optimized
for 7-round attacks [BGG™23|. Similarly to [BLT20], five rounds are divided into
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three sub ciphers, F covering one round, E,, covering 2 rounds, and Fs covering
2 rounds. Unlike the 3.5-round distinguisher, the the input difference has weight
2:

A® = (A% [29], A% [19])) ~5 Al = (AL[25,5], AL[28,12], Al [25,21], Al[21,13)).

The probability that pairs with input difference A° satisfy this characteristic is
2-7 on average. For E,,, we have the following differential-linear distinguisher
with autocorrelation 2730-15:

A 25, D3 = (I3[4,3,0], 17]20,4, 0], 15[20,19], I [4)).
This DL distinguisher is extended with a linear trail with 272 correlation.
A" 10 = (1310], 19,7, Iy 12), I7,0)).

As a result, Bellini et al. obtained the 4-round (from the 2nd round to the 5th
round) differential-linear distinguisher with autocorrelation 273415, Xu et al.
analyzed the differential-linear hull of the 4-round distinguisher [XXTQ24], and
the estimated autocorrelation was increased to 27322,

We consider two cases. The first case appends a differential characteristic to
the 4-round differential-linear distinguisher. We obtain the 5-round differential-
linear distinguisher with autocorrelation 27322=7 = 27392 When we use this
distinguisher, 2'2® IVs are available. The second case excludes the differential
characteristics like existing works [BLT20/XXTQ24]. To collect the right pairs

satisfying A° 1B, A efficiently, at most 2°¢ pairs are available.

6.2 Linear Decomposition of the Key-Recovery Map

Like the 6-round attack, we decompose the key recovery map as a sum. Figure
shows the correlation 1 propagation, and the XOR of the blue bits is equal to
v3[0] ® v2[19] ® v2[7] ® v3,[12] ® v34[0]. We aim to construct punctured for each
blue bit. We handle some together to cancel out some active bits and reduce the
key guess. As a result, we have 24 functions:

fi = (—1hlZevingeninz g

fy = (1)U, f1 = (—1)vs0el, fs = (—1)v"[24],

which involve more than one modular subtraction, and

= (—1)vi ol oo 26]vg[19]

o= (1)L oy = (-1 fyy = (—1),

which involve a single modular subtraction.
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Fig.5: Key recovery map for the 7-round attack.

6.3 Puncturing Each Function of the Decomposition

We use trail enumeration to obtain the punctured Walsh spectrum. Table [5
summarizes our punctured map.

For f1, we evaluate vZ[19] and v{;[12] at the same time as v3;[12] to cancel
active bits. These cancellations reduce the size of key guesses to evaluate the
punctured function. Table[6]in Appendix [D]shows the detail of the trail enumer-
ation. Before the last key addition, we have a spectrum with 2088000 non-zero
coefficients, and the puncturing correlation is 27275, Many coefficients take very
low values. We further puncture coefficients whose absolute value is less than
2718 t0 accelerate the program. The number of remaining coefficients is 738352,
and its puncturing correlation is still 27275,

Further extension involving the last key addition is difficult in practice be-
cause of the huge memory and time complexities. We use Proposition [5] instead.
It allows us to obtain the puncturing correlation without computing the table of
the punctured Walsh spectrum in full. The puncturing correlation is 2774, and
the punctured Walsh spectrum fits in a table of size 2°°714. In other words, we
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Table 5: Punctured functions for the 7-round attack.

Target Active #coeffs  p?

fl 20[12’ ]7 23[207 712: L 215[287 74, ]7 < 255+14 2_7'14
vi[31, ,19, ] + {z4[31, , 19, ], k4[31,30,19,18]},
vl[27, ]« {z]27, 1, k7[27, 1},
v3[24,23-21,12,11-9] « {2[24,23-19,12,11-7], ks[24,23,12,11,10]},
v11[20, ] + {z11]20, ], k11[20, 1},
vg P [12,11-9] = {Z5[12,11-7], kg[12,11,10]},
v90[12,11-9] < {21[12,11-7], k{o[12,11]}

f2 Zo[19, ], Z12[3, 1, 1740 9—2.39
vy [ ]+ {2111 ] k1 1}

f3 Z0[7,6-2], Z12[23, I, 1157;[7, ]+ {zs[7,6-2], ks[7,6]}, 1570720 2-2-57
v [14,13-9] = {Za[14,13-9], ka[14,13]},
v [7,6-2] = {Z11[7,6-2], K11 [7,6]}

fa Z3[16, 1, < 92847 9-3.07
v7[23, 13,2-0] + {z7[23, ,3,2-0], k7[23,22, 3,2]},
v11[28, , 16, |+ {z11[28, , 16, 1, k11[28,27, 16, 1}
U?15[167 } <~ {211[167 ]7 k11[167 ]}

fs Zo[24, ], ve[31, ] + {231, 1, k6[31,30]}, 2144 2717
vio[24, | < {z10[24, |, k10[24,23]}

need 25514 memory and (55 + 14) x 2°5+14 time to construct the corresponding
pseudoboolean function.

For fs, active key bits can be removed through cancellation. A puncturing
correlation of 27239 is obtained guessing k11[18,17, 15, 14]. Table|7|in Appendix
summarizes the trail enumeration.

For the rest, there is no room for cancellation (see Tables |§|, and in
Appendix@ for fs, f4, and f5, respectively).

We choose which key bits to puncture using a greedy method. We first eval-
uate the puncturing correlation when all key bits are punctured. We then check
the correlation when adding each key bit. If the correlation improves by at least
20-5 we guess the key bit. We repeat this procedure until no more key bits cause
such an improvement. As a result, the puncturing correlation for f; to fs is

277.1472.3972.5773.0771.74 ~ 2716.91

For fs to fas, we use partitioning with a 3-bit tail. Then, these parities are
determined with probability (7/8)1% ~ 273:66. Between the 1st and 2nd phases,
we guess 60 bits in total.

6.4 Improved Attack Using Distillation Table

We first discuss the data complexity. The autocorrelation of the differential-
linear distinguisher is 27392, When N’ = 2355 the success probability with
60-bit advantage is 99.79%. As a result, we estimate N as

N =N’ % 2(16.91+3.66)><2 ~ 2126.65
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pairs. Thus, the data complexity is 212765,

Phase 1. Let N be the number of pairs. We first guess the following 20 bits
involved in the punctured maps of f; to f5, which are

ky [307 18, 13]7 ke [30]7 k7[267 22, 2]7

4
ks[23,11,10, 6], k10[23, 11], k11[27, 19, 18, 17, 15, 14, 6]. )

Thus, the time complexity of this phase is 2N x 220 ~ 214765,

Phase 2. We still need to evaluate the functions, fg, ..., fo4. For them, we use
partitioning with a 3-bit tail, where the following 48 bits are used.

ks[6,5,4], kg[24, 23,22, 18,17,16,12,11, 10,6, 5, 4], k-[25, 24, 23, 6,5, 4],
ks[11,10,9,6,5,4], k10[25, 24, 23,17,16,15,11,10,9,5, 4, 3], (5)
k11[30,29,28,18,17,16,6, 5, 4].

Note that some bits overlap with Equation , so we guess 60 bits in total.
We construct the distillation table by traversing 2!46:%5 pairs. The required
dimension of the distillation table is 19 x 3 x 2+ 20 = 134. We then evaluate each
fi step by step, e.g., we first guess the bit k11 [16] to evaluate fi7 and fa3. Then,
the dimension of the distillation table decreases 17 x 3 x 2 + 21 = 123. Because
N x 220 » 2134+1 the complexity of this step-by-step evaluation is negligible.

Time Complexity. The time complexity is

2147‘65 + 2146.65 ~ 2148‘23

Note that this attack partially, i.e., 60 bits, recovers the key. We need an extra
analysis toward the full recovery, e.g., we can mount the attack procedure by
describing the following subsection with the knowledge of the partially recovered
key. Similar to the 6-round attack, we omit the detailed procedure because it
should not be more difficult than the initial partial key recovery.

Experimental Verification. We have five component functions containing
more than one modular addition. Two functions, fi; and f4, have a dimension
beyond what we can practically manipulate on current hardware. However, we
can verify the rest experimentally. The puncturing correlation for fs, f3, and f5 is
27670 There are 19 decomposed functions for which we apply partitioning with
a 3-bit tail. Thus, the total puncturing correlation is 27670 x (7/8)19 a 2-10-36,
We experimentally verified that the experiment almost matched our theoretical
estimation. For more details, see Appendix [C.2]
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6.5 Reducing the Data Complexity

Since existing attacks have lower data complexity, we consider a trade-off where
the data complexity is competitive with previous works. We use the trick in
IBLT20] to improve the autocorrelation of the DL distinguisher. Then, at most
296 pairs are available for the main attack procedure.

In the former attack, the distillation table catalogues 114 keystream bits.
Since 214 > 29 such a distillation table is now inefficient. Therefore, we pick
the four functions fi7, fis, f20, and fa3, and evaluate them in the 1st phase
instead of the 2nd phase. For the attack to succeed with at most 2% pairs, we
need to guess more key bits to improve the puncturing correlation. Thus, we
change the threshold of the greedy selection method from 2°-° to 2015,

Table [11] in Appendix [E] summarizes the punctured map. As a result, we
need to guess 51 secret key bits. Partitioning is used on fi7 = (—1)”31[19] and
foz = (=1)"0° 19 with a 7-bit tail, fi15 = (—1)*%12) with a 9-bit tail, and foo =
(—1)”35[7] with a 4-bit tail. Then, these parities are determined with probability

(%) X (%) X (%)2 ~ 27912 The puncturing correlation in the Ist phase
is about 27854 The 2nd phase uses a 3-bit tail for 15 functions. Thus, the
correlation is (7/8)!% ~ 27289, Between the 1st and 2nd phases, we guess 83
bits.

The autocorrelation of the distinguisher is 27322, If N’ = 272, the success
probability with 83-bit advantage is 99.97%. Thus,

N = N/ % 2(8.54+2.89)><2 ~ 294.85

pairs. Thus, the data complexity is 29°®5, which is less than 2°6. The time
complexity is

IN x 2—0.12><2 X 251 + N x 2—0.12><2 X 251 ~ 2147.20

as the cost of the second phase is negligible. Due to the trick from [BLT20],
we repeat this procedure 27 times, and the final data and time complexities are
2102:85 and 215420 respectively.

7 Improved Attack on 7.5-Round ChaCha

Recently, Dey proposed the first 7.5-round attack, with success probability 79% [Dey24]
and time complexity 22°5-2, which is very close to exhaustive search. We propose
the first 7.5-round attack which is meaningfully better than exhaustive search.

The attack strategy is almost the same as the 7-round attack. We use the
5-round DL distinguisher with autocorrelation 273%2 and construct punctured
functions for each component of the key-recovery map. The main difficulty is
the data complexity. Using trail enumeration, the trails become very long and
thus have small correlation. The number of coefficients required to obtain a
high puncturing correlation increases exponentially. To increase the puncturing
correlation and make the trail enumeration practical, we guess the full 32-bit k,
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and 20 bits k9[19-0]. Such a guess allows us to compute v5[19-0], v][19-0], and
the carry toward vZ[20]. Therefore, we do not need to extend the trail further
once it reaches these bits.

We refer to Appendix [F]for further details. Briefly, the puncturing correlation
is 272039 and 27140 in Phases 1 and 2, respectively, or p? ~ 27217 in total.
We guess 122 key bits in Phase 1 and 42 additional bits in Phase 2. The data
complexity is 212798 and the time complexity is 22°0-17.

8 Conclusion

Since 2008, PNBs have been the leading cryptanalysis technique for ChaCha, and
most of the literature relies on novel ideas within the framework of PNBs. Due
to the complicated analysis of ARX, it was difficult to demonstrate theoretical
analysis techniques which beat the experimental analysis of PNBs. In this paper,
we have proposed a theoretical analysis using bit puncturing against ChaCha.
Bit puncturing does not rely on blackbox experiments like PNBs, and derives the
theoretically optimal key recovery. This is the first successful theoretical analysis
to significantly outperform PNBs. As a result, we improved the 6 and 7-round
attacks and proposed the first 7.5-round attack with a significant advantage over
exhaustive search.

There are a multitude of questions which remain open to future work. First,
a better method for evaluating the puncturing correlation would be very help-
ful from both the theoretical and the practical perspectives. Our puncturing
technique is based on trail enumeration. It relies on running a large number of
computations, like the search for differential or linear trails. As the number of
target rounds grows, it requires increasingly more memory and time, and the
correlation which can be obtained diminishes. A better understanding of the
composition of punctured maps may lead to simpler, more effective and more
efficient algorithms. Second, we used a greedy method to determine which key
bits to guess with and without a distillation table, based on heuristic criteria.
The optimal methodology is still open. Furthermore, the possibility of applying
key recovery techniques based on the FFT [CSQ07] to ChaCha remains an open
problem.
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A Detailed Proofs

A.1 Proof of Proposition

Proposition 4] Let f : F§ x Fy — F5 be the modular addition operation z =
flz,y) =xBy. Let n > 1 > r be two natural numbers, and d =1 —r. Consider
an output mask w € Fy satisfying | > W. Let guw : F5 — R™ be a bit puncturing
of fu defined as follows:

_ . f(u,v,w) if w > ’H, v oand U,V >r
Juw(u,v) = - .
0 otherwise

Then1—e>1— (274 —27"").

Proof. Let 8 = {(u,v) € F2" : &, 7 > r} be the set of input masks whose
associated coefficients are copied from E t0 . Our aim is to compute the sum
1—€= Z(u,v)es f(u,v,w)?. Our approach is to divide this sum into several
smaller sums corresponding to different headers for the masks w and v, which
will be denoted by u°,v° € F3~!. Let

T(u®,0%) = {(u,v) € F3" s uyy = u, vy = v forall 0 <i <n—1},
S(u’,v?) = T(u®,2°) N S.

Then, it is clear that

Y fwew?= Y S Jwvw)? (6)

(u,v)€S u0,00 Ry~ (u,v) €S (uf,v0)

We also note that

Z Z Flu, v, w)? quvw (7)

u()’voe]}r;*l (u,v)ET (u0,00) u,vEFY

We focus on each of the partial sums. In particular, we consider fixed - u®, 00 €
F5~ ! and we assume they are compatible (that is, there are nonzero f (u v, w)

with (u,v) € T(u°,v°)). In particular, this implies that u°,v® < % — I. Indeed,
without loss of generality, if % > % and % > %, then o4 =0 and ug = wy,
which contradicts the assumption.

We want to compare the sum over S(u”,v°) to the sum over 7 (u’,v°). We
will enumerate all the nonzero terms of the latter, and see which ones are also
in the former. We note that o,_; to o;_; are determined by w,u® and v°. Let
0% = (op_1,...,01), and ¢cg = 9—wt(e”),

Let (u,v) € T(u®,1°) with f(u,v,w) # 0. We consider the form of 0. We
note that given i < [, if o; = 0, then u; = v; = w; = 0, which means that v, =0
and in consequence 0;_; = 0. Reasoning by induction, it is clear that o; = 0 and
u; = u; = 0 for all j < 4. This means that, from o;_; onwards, o must take the
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form (1,...,1,0,...0). In particular, it holds that f(u, v, W) = fomin{ @ —1,0} oo
where the minimum is considered to accommodate the case o;_1 = 0. We assume
0;—1 = 1, and the other case will be treated separately. We must count how
many nonzero terms exist in the sum for a given value of 7. We note that for
each o; = 1, we have four possible choices of u; and v;, two of which lead to
o0;_1 = 0 and two of which lead to o;_1 = 1. From this observation, we can
deduce that the number of coefficients with value :I:Q?’lco is 21=7 . We must
also consider the separate case that o_; = 1, which corresponds to 2! terms with
f(u,uu)) = 427 !¢y, In summary,

l

D D LR I e SR

(w,v) €T (u®,v°) =1

l
= (Z 270 4 2—l> =21 -27"+27h =<

i=1

We next consider which of these terms also appear in S(u’,v?), once again
separating according to o. If @ > r, then u; = v; = 0 for all j < r, and
(u,v) € S(u® v°). On the other hand, if @ < r and o_; = 0, necessarily
Yo = Uy vy = 1, and (u,v) € S(u’,v°). Finally, if 0_; = 1, we find that
there are two choices for uw;_; and v;_; for ¢ = 1 until i = [ — r = d, and from
then on u; = v; = 0. As a result, there are 2/=" = 2¢ such terms in the sum.

l—r
Z ]?(u,v,w)2 = Z 20,272 . 2 polmr o7 2 =
(u,w) €S (ud,09) i=1

d
= (Z 277 4 2”) =21 —2"% 4270,

i=1

We still have to consider the case 0,1 = 0. This case is actually pretty
simple, as o; = 0 for all ¢ < [, and therefore u; = v; = w; = 0, and there is a
single nonzero coefficient in 7 (u%,v%) which is also in S(u°,v%). We thus have

Z Flu,v,w)? = Z Flu,v,w)? = 3.

(u,0) €T (u,00) (u,v) €S (u,v0)

We return to the full sum. We note that for all u%, 2% € IF;L_Z, we have

Yoo fwvw? -2ty Y fu,,w)?
(u,v)ES(ud,v9) (u,w)ET (u0,v9)

We conclude by substituting in Equation [6] and considering Equation [7} a

We note that the bound is if the case ;1 = 0 never occurs, which is true
for some w. Finding a bound which accounts for the form of w in more detail
and is thus always tight remains an open problem.
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A.2 Proof of Proposition

Proposition 5| Let fi : F§ — Fy* and fo : F§* — Fo be two Boolean functions,
and let f = fa o fi be their composition. Let go : F§* — R be an approximation
of f2 by puncturing Wlash spectrum coefficients. Furthermore, let g1, : Fy — R
be an approzimation of (u, f1) by puncturing Walsh spectrum coefficients, where
the puncture set is the same for any u. We define g as the matriz-vector product
as g = g1 X g». Then, we have

P~ Z(( _2n><z Zgz W)(G1,05 J1w)- (8)

u€Fy veEFY wely

Proof. We suppose that we have the punctured Walsh spectrum ¢3. We now
extend g3 further to include the function fi.

> @w)* =Y gwg(u)

u€Fy u€Fy

=> | 2 2Wanw | | Y e

u€lFy \veFy welFy
= E E 92( E gl 71 gl w )
veEFY welFy uEIF"

=25 3 Y B0)d ), )

vEF weF

B Extended Puncturing for the Modular Addition

First, we consider the following scenario, which corresponds to situations in
which we only need to restrict the nonzero mask bits for one of the input
branches. A slightly better puncturing correlation is obtained:

Proposition 6. Let f : F§ x Fy — [y be the modular addition operation
z = f(z,y) = xBy. Let n > 1 > r be two natural numbers, and d =1 — r.
Consider an output mask w € FY satisfying | > W. Let gy Fy — R"™ be a bit
puncturing of f., defined as follows:

~ _ f(u,v,w) if W, <Wand ¥ >r
glu, v, w) = { 0 otherwise '

Then1—e>1—2 (274 —2717).

Proof. The proof follows the same scheme as for Proposition [@ but with & =
{(u,v) € F2" : ¥ > r}. The sets S(u v9) are larger. Let (u,v) € T (u®,2°). If

> r, we know that (u,v) € S(u’,v°). If? <rando_; =0, then um v = 1.
In the case vy = 1 we have (u,v) € S(u’,v°). However, if uz = 1, there are 2¢
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such terms which are in S(u’,v°). For 0_; = 1, we keep the same 2¢ terms as
in Proposition ] In summary, the partial sums now look like this:

d l
Z J?(u, v, w)2 = c% <Z 9t.9=2 4 Z 9d .92 4 od 2—2l> _

(u,v)eS(ul,v0) =1 i=d+1
B 2—2d—2 _ 2—2[—2 -
203(1—2d+2d1_2_2+2l )
2
=c} (1 - (27— 2”)) .
3
The proof concludes in the same way as Proposition [4] a

Finally, we consider another possibility, which corresponds to ignoring the
last r bits of the input branches and simply computing the modular addition
over a smaller number of bits, that is, taking ¢ = f°. This also corresponds
to setting the last r bits to zero (as would be done for PNBs). Although this
situation is no longer puncturing, we can still compute the correlation of f and
g, and obtain a result which is slightly worse than puncturing.

Proposition 7. Let f : F§ x Fy — [y be the modular addition operation
z = f(z,y) = xBy. Let r <1 < n be two natural numbers, and d =1 — r.
Let g : Fy x Fy — FY be a function obtained by setting the r rightmost bits
of x and y to zero and computing the modular addition. Let w € F§ be an
output mask with W > 1. Then g, approzimates fo and p> = (fu,gw)? >
1— 2—d _ 2—l + 2—2d 4 2—d—l + 2—2l.

Proof. Once again the proof is similar to Proposition f] We note that the spec-
trum of g can be obtained from the spectrum of the modular addition on 2"~",
and that ||g.||2 = 1 because it’s a Boolean function. It thus suffices to compute

ws ) = o F(u,v, w)G(u, v, w). We define the headers u, 1%, ¢o and the
Gw v EFy g We define the head 000 d th
sets 7T (u%,v°) in the same way as in Proposition [4] It is clear that

<fu;7gw> = Z Z f(uvvvw)g(uavvw)'

u0,00 E]F;_L (u,v) €T (ul,00)

We already know the structure of 7 (u°,v%) from the proof of Proposition [4l We
separate the different values of o'

— If @ > r, then g(u,v,w) = f(u, v,w) = i2_l+‘_7)co.

—If ¥ <rand o_; =0, then g(u,v,w) = 0.

— Ifo_; = 1, there are 27 terms for which g(u, v, w) = £27 %, = i?’"f(u, v,w).
For the rest, g(u,v,w) = 0.
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This enables us to compute (fu,, gw):

d
fun w> > 2 9=i.972% _9d 9=l 9=d | _
g 0
i=1

uO,UOEIF;lfl
= Y gu-2t-2h>1-27%-27
uO,UOEIF;lfl
By squaring this bound we conclude the proof. O

C Experimental Verification

C.1 Several Experiments for 6-Round Attack

To verify the correctness of our complexity estimation, we did a partial imple-
mentation of the attack.

Verification of the Puncturing Correlation p?. Let f and g be the accurate
and approximated key recovery maps (for just one ciphertext), respectively. In
the case of Walsh spectrum puncturing, we know that p? = (f, g). In theory, we
should observe p? ~ 271101 " and we calculate (f, g) experimentally. Specifically,
we prepared samples S of 215 inputs, and computed

ﬁ Yozes [(Z,K) x g(Z,Kgr) with the right guess Kr
I%I > zes f(Z,K) x g(Z,Kw) with the wrong guess Ky

We repeated this experiment 1000 times with different keys K.

% o =

=

Comparison with p? on the right and wrong guess
|

— I | .IJ!;,mH.. HH ||H|||.!

3.2-2.8 04 0 04081216 2 24283236 4 44485256 6 64687276 8 84

probability

o =

mmright mmwrong right (theory) wrong (theory)

Fig. 6: Comparison of p? between the expected and experimental correlations for
right and wrong keys.
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We expect that the average correlation is 27119 for the right key and 0 for
the wrong key. The expected variance is ||g||3/2'° ~ 2726-91 and the standard
deviation is o = 271301, Figure EI compares our expected and experimentally
observed correlations. The variance of the right key is slightly higher than the
theoretical estimation, and we discuss this issue later.

Verification of Puncturing Correlation, p*. The differential-linear key re-
covery attack needs to analyze two texts. Assuming both texts are statistically
independent, the puncturing correlation is estimated as p*. Indeed, it is natu-
ral that we assume both keystreams are statistically independent: otherwise, we
could directly observe a non-negligible bias between keystream words. On the
other hand, both parts of the key recovery map are fed the same key, so if there
is not enough mixing, the outputs of both parts may not be independent. We
should thus verify this assumption experimentally. Similarly to the experiment
for p?, we randomly sampled set (Z, Z') € S with |S| = 22° and computed

&Y pnes FZK) x f(2',K) x g(Z,Kp) x g(Z',Kr)  with K
LS nes FZK) x f(Z',K) x g(Z, Kw) x g(Z', Kw) with Ky

We repeated this experiment 1000 times with different keys K
Comparison with p* on the right and wrong guess

7
, .|I||”‘Hl-l.!n | |||II||.. H “ |!H|||.....,,,

-3 -2.6-2.2-1.8-1.4 -1 -0.6-020.2 0.6 1 1.4 1.8 2.2 2.6 % 34384246 5 54586266 7 74788286

probability

1

mmright msmwrong right (theory) wrong (theory)

Fig. 7: Comparison of p* between the expected and experimental correlations for
right and wrong keys.

We expect the average correlation to be 2722:02 for the right key and 0 for
the wrong key. The variance is expected to be ||g||3/22° ~ 274792 and the stan-
dard deviation o = 272351, Figure IZI compares the expected and experimental
correlations. Interestingly, the empirical average correlation, 272192, was slightly
higher than 272292, On the other hand, the large variance observed in p? was
clearly amplified in p*. Again, we discuss this issue later.
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Verification including the Distinguisher Correlation. We finally verify
the right-key and wrong-key distributions for the whole attack, including the
DL distinguisher. However, even if we know the right key and guarantee that
the differential is satisfied in the first round, we need at least ¢=2 x p~* =~ 2386
pairs to observe a non-negligible correlation. This is a challenging sample size
to collect in practice if we wish to run a significant number of trials. Instead,
we use a 5-bit tail instead of a 2-bit tail for f3 to fog. Then, we have p* =
(31/32)"%7%% x 273:54%2 » 97872 Gince ¢2 x p~* & 22532 it is possible to run
the experiment many times. We prepared 2'9/27872 pairs satisfying the first
round differential and encrypted them to obtain each sample S. We computed

ﬁ > (zznes I(Z, Kr) x g(Z', Kr)  with the right guess Kr
ﬁ > z.znes I(Z, Kw) x g(Z', Kw) with the wrong guess Ky

We repeated this procedure 1000 times with different keys.

Comparison with experimental and theoretical correlations
0.09
0.08
0.07

0.06

Ly

0.05

probabilit

mmrigcht mmwrong right(theory) wrong(theory)

Fig. 8: Correlation comparison between the expected and experimental correla-
tions for right and wrong keys.

The expected average is 2783 for the right key and 0 for the wrong key. The
expected variance is 27'9, and the expected standard deviation is o = 2775,
Figure [§| compares the expected and experimental distributions.

We observe a similar behaviour to the case of p? and p*. The right-key vari-
ance is higher than our theoretical estimation, but the distributions otherwise
matched our estimation.

On the Variance of the Right-Key Distribution. Experimentally, we ob-
served a clearly higher variance than expected in the right-key distribution. We
believe this is because of the use of a modular addition instead of XOR to absorb
the secret key into the state. The correlation is key-dependent, but our calcu-
lations only estimate the average correlation over the punctured key bits. Some
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Comparison with p* on the right and wrong guess Comparison with distribution of PNBs on the right and wrong guess

mmright mmwrong —right (theory wrong (theory mpub (right) =pnb (wrong

probability

probability

(a) Experiments for p*. (b) Experiments for PNBs.

Fig.9: The case of the 6-bit guess. Comparison between the right and wrong
guesses using 2'? pairs for 1000 random keys and theoretical estimation.

keys cause higher or lower correlation than average. Because our theoretical es-
timation for the variance assumes that all right keys take the same correlation,
we observed a gap in the variance.

Note that this issue is not unique to puncturing. Rather, the same is true
(and arguably worse) for PNBs. The authors of already mentioned
this phenomenon, and they suggested using the median instead of the average
as an estimation of the correlation, given the skewed nature of the observed
distribution. To discuss this issue, we provide some additional experiments.

First, for the sake of convenience, we changed the punctured f; and f; to

f1 & (—1)70B1®%[15]@ks[15]0210[8]@k10[8] o

gll (Zo [7—3}, 25[14—12], 210[7—5], k5[14], k10[7—5]),
fo v (—1)710[T10714[23]075 (71023 14]020 [T] ks [14]Dko [7]Dk10[7]

gl2< iIO [6'4]7 214[22'18]a Z3 [6'2]7 24[13'11]’ 29 [6'4]7 k4[13]’ k9 [6]? k10[6’ 5])

For f3 to fa0, we use partitioning with 5-bit tails. Then, the puncturing correla-
tion is estimated as p? ~ 27453 and p* ~ 27995, To verify p*, we did the same
experiment using 2'2 pairs. Figure [9a] shows both distributions. For the right
key, the variance is higher than predicted. For comparison, we estimated the
so-called backward correlation €, using the punctured bits as PNBs, and found
that we cannot distinguish the right and wrong keys. Since the observed average
and median of the right-key backward correlation were 2785019 and 2794150,
respectively, 2! pairs are insufficient. This comparison shows the advantage of
puncturing over PNBs.

In the case of puncturing, we believe the reason for the higher observed
variance is that the correlation depends on the specific value of the punctured
key bits. We thus expect that guessing these key bits will result in a lower
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n with distribution of PNBs on the right and wrong guess

mmright s wrong right (theory wrong (theory) mpnb (right) mpnb (wrong)

(a) Experiments for p*. (b) Experiments for PNBs.

Fig. 10: The case of the 13-bit guess. Comparison between the right and wrong
guesses using 2'2 pairs for 1000 random keys and theoretical estimation.

variance. To confirm this intuition, we change the punctured map for f; and fs:
fl ~ (_1)20[8]@55[15]@]{)5[15]@210[8]@]{110[8] %

g1(Z0[7-3], Z5[14-12], 210[7-5], k5[14, 13, 12], k10[7-5]),
fo ~ (_1)21’0[71692;4[23]@23 [7]®Z24[14]@ %0 [7)@ka [14]Bko [7]@k10[T]

gy (2)5[6-4], 2, ,[22-18], 23[6-2], 24 [13-11], 2Z9[6-4], ka[13, 12, 11], ko[6, 5. 4], k10[6, 5, 4]).

These additional guesses improve the puncturing correlation to p? ~ 27283 and
p* =~ 27565 We did the same experiment using 2'2 pairs. Figure shows each
distribution. As expected, we no longer observe a significant gap in the variance
of the right guess.

The average and median of the correlation for PNBs were and
2742056 yegpectively. Using 2'2 pairs is sufficient to distinguish the right and
wrong keys, but as shown in Fig[TOD] it is unreasonable to expect that the dis-
tribution when using PNBs follows the normal distribution.

According to these experiments, with bit puncturing, similarly to PNBs, the
correlation is key-dependent and we observe a higher variance than expectated.
On the other hand, the distribution follows the normal distribution, unlike with
PNBs. Moreover, when we guess many key bits (like the data-complexity opti-
mized 7-round attack or the 7.5-round attack), we expect better behavior from
the variance. In conclusion, we think that the variance gap is not a major concern,
especially in comparison to PNBs, and decide to use the right-key distribution
for simplicity. Although there is a possibility that we overestimate the success
probability, we can confidently predict that it will be larger than 50% which is
the limit for PNBs.

273.9110

C.2 Experiments for 7-Round Attack

As shown in Table [5] we have five component functions containing more than
one modular addition. Unfortunately, two functions, f; and fy4, are of dimension
than we can practically manipulate on current hardware. However, we verify the
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rest experimentally. The puncturing correlation for fy, f3, and f5 is 27679, There
are 19 decomposed functions for which we apply partitioning with a 3-bit tail.
Thus, the total puncturing correlation is 27670 x (7/8)19 ~ 2710:36 To verify

p?, we used 2'° randomly sampled inputs Z, and repeated this experiment 1000
times with different keys.

Comparison with p? on the right and wrong guess

-3.2-2.8-2.4 -2 -1.6-1.2-0.8-04 0 04 08 1.2 1.6 2 24283236 4 44485256 6 64687276 8 84

probability

X0

mmright mmwrong ——right (theory) wrong (theory)

Fig. 11: Comparison between the expected and experimental correlations for the
right and wrong keys.

The observed result is very similar to the 6-round attack experiments. The
right-key distribution follows the normal distribution, but the variance is higher
than estimated, for the already discussed reasons.
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D Detail of the Trail Enumerations for the 7-Round
Attack

Tables [6] [7]} [§] [0} and [I0] summarize trail enumeration for fi, fa, f3, f1, and f5,
respectively.

Table 6: Trail enumeration for f;

Round Active H#coeffs  p?

5 v50[12] 1 1

5.5  wiP[12,11-0], v3P[12,11-9)] 94 27013

6 v§[12,11-9], v$[12,11-9], v$5[20,19-17,12,11-9] 308 27022

6.5  w§P[12,11-0], v§°[20,19-17,12,11-9], v§-5[24,23-21], 36776 27044
v§P[12,11-9], v8:[28,27-25,4,3-1], v$,[12,11-9)]

7 vg[12,11-9], ©3[20,19-17,12,11-9], 2088000 2727
v3[31,30-28, 19,18-16], v7[27,26-24, 4], (738352) (27%79)

v3[24,23-21,12,11-9], v11[20,19-17, 17],
v9:°[28,27-25,4,3-1], v§-5[12,11-9], v$,[12,11-9)]

end  Zp[12,11-9], 23[20,19-17,12,11-9], 2{5[28,27-25,4,3-1],
v3[31,30-28, 19,18-16] 4 {Z4[31,30-26, 19,18-14], k4[31,30, 19,18]},
vT[27,26-24] < {27]27,26-22], k7[27,26,22]},
v3[24,23-21,12,11-9] < {2s[24,23-19,12,11-7], ks[24,23,12,11,10]},
011[20,19-17] < {£11[20,19-15], k11[20,19-17,15]},
v§P[12,11-9] + {Z§[12,11-7], k§[12,11,10]},
v§[12,11-9]) « {z16[12,11-7], k{p[12,11]}

< 255+14 2—7414

Table 7: Trail enumeration for f,

Round Active #coeffs p?
55  vi°[19] 1 1
6 o1 [, 18-14], v$,[19,18-14] 62 970046
6.5  v5°[19,18-14], v [3,2-0,31,30], v [18-14] 62 270.016
7 vg[19,18-14], vi[26], v& [1], v$5[3,2-0,31,30], v [18-14] 166 9-2.07
end  Z0[19,18-14], 2{5[3,2-0,31,30], 1740 2729

o1 [18-14] + {11 [18-13], k{1 [18,17,15,14]}
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Table 8: Trail enumeration for f3

Round Active #coeffs p?
55  uiP[7] 1 1
6 081 [7,6-2], v8,[7,6-2] 94 270043
6.5  v§O[7,6-2], v§5°[23,22-18], v$[7,6-2] 94 270-043
7 vo[7,6-2), vi[14,13-9], vE[7,6-2], v§5°[23,22-18], v$1[7,6-2] 14248  270-16
end  Z[7,0-2], Z12[23,22-18], 1570720 272:57

va[7,6-2] < {Zs[7,6-2], ks[7,6]}
vg[14,13-9] < {24[14,13-9], k4[14,13]}
0§, [7,6-2] < {211[7,6-2), k{1 [7,6]}

Table 9: Trail enumeration for f4

Round Active Hcoeffs p?

6 v§[16] 1 1

6.5  v§°[16,15-4], v§-2[28,27-25], v§P[16,15-13] 86 2-0.13

7 v3[16,15-11], v7[23,22-18, 3,2-0], 1652 27013
v71[28,27-25,16,15-11], v§1?[16,15-13]

end  Z3[16,15-11], < 92/HT 9=3.07

07[23,22-18, 3,2-0] = {77[23,22-18, 3,2-0], k7[23,22, 3,2] },
v11[28,27-25,16,15-11] = {Z11[28,27-23,16,15-11], k11[28,27, 16,15,14]},
V9 [16,15-13] < {211[16,15-11], k11[16,15,14]}

Table 10: Trail enumeration for f5

Round Active #coeffs p?
6.5 03524 1 1
7 v3[24,23-19], v¢[31,30-26], vig[24,23-19] 62 270046
end  22[24,23-19], 2144 27t
ve[31,30-26] + {Z6[31,30-26], ks[31,30]},
v70[24,23-19] = {Z10[24,23-19], k10[24,23]}
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E 7-Round Attack Reducing the Data Complexity

Table 11: Punctured functions for another 7-round attack.

Target Active Hcoeffs  p?

f1

Z0[12,11-9], 2[20,19-17,12,11-9], 715(28,27-25,4,3-1], < 255430 9=3.97
v4[31 30-28,19,18-16] <—{z4[31 30-26,19,18- 11] k4[31,30-28,19,18-16]},
v7[27 26- >1] — {27[27,26-22], k727,26 )1_)2}}
v3[24,23-21,12,11-9] + {Zs[24,23-19,12,11-7], ks[24,23-21,12,11-7]},
v{1[20,15>-17] — {211[20,11)-13},kn[ZU,lfJ-lT)}},
v8P[12,11-9] « {z[12,11-7], kg[12 11-7]3,
v$o[12,11-9] = {Z{6[12,11-7], k{p[12,11,10]}

fo Z0[19,18-14], 215[3,2-0,31,30], 5187 2-211
v [18-14] « {27 [18-13], kY [18-13]}

fs 20[7,6-2], 212[23,22-18], v§[7,6-2] < {Zs[7,6-2], ks[7,6-3]}, < 27549 9=0.92
u4[14 13-9] 4= {Za[14,13-9], ka[14,13-11]},
o1 [7,6-2] = {211[7,6-2), k11 [7,6.5]}

fa 23[16 15-11], < 928+17 9085
1;7[23,32 18, 3,2-0] <= {27[23,22-18, 3,2-0], k7[23,22-20, 3,2-0]},
0]1[28,27-25,16,15-11] = {£11[28,27-23,16,15-11], k1 [ 8,27-25,16,15-12]},
v?i5[16,13-1:s] <+ {211[16,15-11], k11 [16, 13-12]}

fs

22[24 3-19], v&[31,30-26] <—{26[’51 30-26], ke[31,30-28]}, 49888  270-%8
’U10[242> l(](—{zlo[ 4 l()] k10[242;2 }}
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F The 7.5-Round Attack

We extend the 7-round attack to a 7.5-round attack. We use the same 5-round
DL distinguisher with autocorrelation 2732, We decompose the key recovery
map as a sum and construct punctured functions for each of the components.

F.1 Linear Decomposition of the Key-Recovery Map
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Fig. 12: Key recovery map for the 7.5-round attack.

Figure shows the linear propagation (with correlation 1), where the XOR
of the blue bits is equal to v3[0] @ vg[19,7] ® v3,[12] ® v$,[0]. As mentioned in
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Sect [7} we guess the full 32-bit k4 and 20 bits ko[19-0]. Thus, v5[19-0], v][19-0],
and the carry toward v} [20] can be evaluated without the trail enumeration.

We have 24 component functions. These nine components involve more than
one modular subtraction:

f2 — (71)1’11 [19]@1’11[19]@”4[26]@”8[19]

fy = (=1)vT8 (@i (Mol 10)ev][7)

Ja= (1RO = (L gy = (BB g = (1R

fo = (=109 gy = (1),

These 19 components involve a modular subtraction only:

f10 _ (_1)1;2'5[31] fi1 = ( 1)115 [25], fio = (_ >vg-5[19]7 fi3 = (_1)@5[5],

.5 5 7.5 7.5 5 7.5

= (- 1) [19]@v7 *[18] fis = (1) 02 p = (—1)vs Movs™6] - £, = (—1)vi 28]
= (=1)vi 0ol fro = (=118 g0 = (=), for = (1)1
( 1)1} [26 f23 — (_1)1,‘13(-)5[6]’ f24 — (_1)1,?-15[19]’ f25 _ (_1)1);0[18
= (= 1)U1°[12] for = (*UUL[G} Jos = (*1)1);1[31]

F.2 Punctured Functions for Each Decomposition

Tables and [20] summarize trail enumeration for f;

to f9, respectively.

The product of the puncturing correlations from f; to fq is 2 . Four
functions, fig, f21, fos and faog share many active key bits with those for f; to
fo. Thus, we evaluate these functions in Phase 1, where we use 6, 6, 4, and 5-bit
tails for fig, fo1, fi6, and faog, respectively. The fraction of ciphertexts for which
we can evaluate these functions is

2
G (1) « (3L gm0,
64 16 32

We evaluate the rest of the functions in Phase 2, using 4-bit tails, meaning
probability (15/16)'° a~ 27140, In total, the puncturing correlation is

—20.21

p2 — 2—20.21—0418—1.40 ~ 2—21.79.

F.3 Attack Procedure

We first discuss the data complexity. When the autocorrelation is 27392, N’/ =
2825 pairs provide a 7-bit advantage with a success probability of 93.07 %. Then,
we use

N = N/ % 221.79><2 ~ 2126.08

pairs, and the data complexity is 212708,
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Table 12: Trail enumeration for f;

Round Active Hcoeffs  p?
5 030[12] 1 1
55  v3[12,11-0], v3:°[12,11,10] 50 27026
6 v§[12,11,10], v10[12uJJ],v15[20,w.1x,12,11.1u] 1396 27038
6.5  v§°[12,11-0], v§°[20,19,18,12,11,10], v§°[24,23,22], 15360 27098
08B [12,11,10], v$°[12,11 m], ?f[u,u.m],
v§:°[28,27,26, 4,3,2)]
7 vg[12,11,10], v3[12,11,10], 00840 2354
v3[28,27,26,20,19,18,12,11,10,4,3,2],
v[31,30,29, 19,18,17], v¥[27,26,25, 19],
u§[24 23,22,12,11, u] v711[20,19,18, 12], v74[20,19,18]
v5[4,3 .-,12,11.1(] $-5[12,11,10], v$5°[12,11,10]
7.5 wdt[12,11-9], v3°[12,11- <], 2128,27-25], vI5[24,23-21], (3289600) (27*2%)

”m 24,23- )1 7,6,5],08 [27 26,25, 19, 12,11-9],
v3°[31,30,29 28,27723],UT@5[12,H4)],UZ4[20,U),1«\],

uI5[12 11,10, 4,3,2], v§-5[12,1 1,10], v$:°[12,11,10]
v§[24,23,22, 12 11,10]v7]20,19,18],
v3[20 9,18,12,11,10,4,3,2], vi[19,18,17], v§°[11,10,9, 8,7-5],
end  Z[12,11-9], 22[12,11-9], 25[28,27-25], 214[20,19.18], < 2112462 9=6.44
215[12 11 10,4,3,2],
vi°[24,23 )|] <—{Zr[2/l,_) 17], ks[m,zm]},
v35[24,23-21,7,6,5] « {27]24,23-17,7,6-0], k7[24,23,22, x\ 7 6,5,3-0]}
75[27 26,25,12,11-9] + {25[27,26-20,12,11-5], k8[27 w. 5,23-20,12,11-5]},
v3:5[31,30,29,28,27-25] 4+ {Z[31,3( >4],k9[31 261}

505[12 11-9] = {Z10[12,11-5], k10[12,11-8]}

v§5[12,11,10] < {24[12,11-5], ks[12,11-5]},
605[12 11,10] = {Z16[12,11-5], k1o[12,11-8]}
v8[24 23,22,12,11.10] {28[24 23-17,12,11-5], kg[24,23-20,12,11-5]}
v11[20,19 1\] e{zu[ZOI ,] ku[zol«uwn 33,
v3]20,19,18,12,11,10,4,3,2], v4[19,18,17], v3°[11,10,9, 8,7-5],

Phase 1. We first evaluate f; to fo and fig, fo1, f16, and fog. We guess 122 bits
of key in total, and the fraction of available pairs is (22)2 X (%) X (%)2 ~ 27037,
If N is the number of pairs, the time complexity is

IN x 2—0.37 X 2122 ~ 2248.71

Phase 2. We still have 15 functions. Since we use a 4-bit tail for each function,
the size of the distillation table is 15 x 8 + 122 = 120 + 122 = 242. We first
traverse 224771 pairs to construct the distillation table.

Then, we evaluate each function one by one, and at most 4 key bits are
guessed for each step. Specifically, we first evaluate fop, which requires an addi-
tional 2-bit guess. Then, the complexity is 224272 = 2244 Since the first step is
dominant, the complexity of the following steps can be regarded as negligible.
Thus, the time complexity of the second phase is about

2247,71 + 2244 ~ 2247,82
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Table 13: Trail enumeration for fs

Round Active #coeffs p?
55  viP[19) 1 1
6 0§, 1], v8,]19,18-16] 3 g-1.61
6.5  0§°[19,18-16], v85’[3,2-0] 3 2161
7 03[19,18-7, 3,2-0], vi[26], v3 [19], v]5[11,10-8] 33 9-349
7.5 w§B[19,18-14, 3,2-0], vI°[31,30-26, 15,14-12], 14996 27350
vIP[19,18-14, 3,2-0], v]5[11,10-8]
end  Z5°[19,18-14,3,2-0], 215[11,10-8], < 2%5+8 9=5.12

vI3[31,30-26, 15,14-12] + {25[31,30-24, 15,14-8], k5[31,30,29, 15,14,13]},
V1 [19,18-14,3,2-0] < {Z10[19,18-12, 3,2-0], k10[19,18,17,3,2,1]},

Table 14: Trail enumeration for f3

Round Active H#coeffs  p?

55  0iP[7] 1 1

6 v81[7,6-0], v8,[7,6-1] 54 27013

6.5  v§P[7,6-4], v$P[7,6-4], v8y [23,22-20], v§5[7,6-4] 272 27022

7 v0[23,zz-20,7,(;-1},u3[7,(5-1},u4[14,1:a-u],vg[m-i], 6824 27056
v15[31,30-28], v{5[15,14-12], v8;7[6-4]

75 wP[23,22-19,7,6-3], v 5@53,_ 1,07 [23, 22-2 ), 7], 409888 27236
v15[31,30-28], UI5[15,11 12], v$2[6-4], vg[7,6-4],
w3 [7,6-4), vi[14,13-11],

end  25°[23,22-19,7,6-3], Z15[31,30-28], Z15[15,14-12], < gidtle 9—3.48
v2®[3,2-0] < {z5[3,2-0), ks [3,2,1]},
v [23,22-20] < {Z10[23,22-16], k10[23,22.21,18,17]},
v$°[6-4] + {Z11[6-0], k116, 5]},
va[7,6-4] < {Z4[7,6-0], ks[7,6-1]},
v3[7,6-4], vi[14,13-11],

Exhaustive Search and Final Time Complexity. With a 7-bit advantage,
we need to guess 22°6~7 = 2249 keys. Therefore, the final time complexity is

2248.71 + 2247.82 + 2249 ~ 2250.17-
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Table 15: Trail enumeration for f4

Round Active H#coeffs  p?

6 v§[16] 1 1

6.5  0§16,15-4], v3°[28,27-25], v¥°[16,15-13] 86 27013

7 v3[16,15-2], v7[23,22-20, 3,2-0], 5080 27018
v]1[28,27-25,16,15-13], v$;°[16,15-13]

7.5 wP[15,14-12,3,2-0], v3°[23,22-20, 3,2-0], 5080 27018
v]1[28,27-25, 16,15-13], v$;°[16,15-13], v3[16,15-2],

7.5 wlP[15,14-12,3,2-0] = {Z7[15,14-8, 3,2-0], k7 [15,14,13, 3,2-0]}, < 255+18 9—1.76

vg2[23,22-20, 3,2-0] + {2s[23,22-16, 3,2-0], ks[23,22-20, 3,2, 1]},

v]1[28,27-25,16,15-13] + {211[28,27-21,16,15-9], k11[28,27,26,

V§P[16,15-13] « {2{1[16,15-9], k11[16,15-13]},
v3[16,15-2],

16,15-13]},

Table 16: Trail enumeration for fs

Round Active #coeffs  p?

6 v§;[31) 1 1

6.5  v37[31,30-19], v¥:°[31,30-26] 286 270080
7 v3[31,30-26], vi5[7,6-2], v$;°[31,30-19) 286 270.030
7.5 §°[31,30-26], vg-°[31,30-26], vi5[7,6-2], 22624 27016

v{1[31,30-19], vg-[11,10-6]

end  %3[31,30-20], #15[7,6-2],
vg3[31,30-26] +— {Zo[31,30-24], ko[31,30-26]},
v]1[31,30-19] < {2{1[31,30-24], k11[31,30-26]},

vy ?[11,10-6]

< 229+10 2—0.29

Table 17: Trail enumeration for fg

Round Active #coeffs  p?

6 v§[12] 1 1

6.5  dB[12,11-7], v$°[12,11-7) 94 270046

7 Vg [12,11-7], v15[20,19-15], v§-°[12,11-7] 94 9—0.046

75 whP[12,11-7], vE524,23-19], v [12,11-7], 14248 27917
v12[20,19-15], v8-°[12,11-7]

end  Z0[12,11-7], 212[20,19-15], < 281414 9=0.76

veP[24,23-19] « {Z5[24,23-17], ks[24,23-21]},
Vi [12,11-7) <= {Z10[12,11-5], k10[12,11-8]},
v§P[12,11-7) < {2§[12,11-5], ks[12,11-5]}
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Table 18: Trail enumeration for f;

Round Active #coeffs  p?

6.5  v55[24] 1 1

7 v3(24,23-19], v§[31,30-26], v{y[24,23-19] 62 270046

75 weP[24,23-19), vgP[11,10-6], vT3[4,3-0], 2592 90087
vE°[24,23-20], vi1[31,30-26], v{p[24,23-19],

end  72[24,23-19], < 37+20 9—0.95

05'5[11,1 6] « {z[11
[44[]<—{Z7[4a

,10-4], ke[11,10,9]},
)], ke
15[24,23-20] + {2s[24,23-
4,23
31,30-:

1},

ks[24,23-201},
k10[24,23-21,18,17]},
, k11[31,30-26]},

I,
4,
17
010[24 23-19] « {z10[2
v11[31,30-26] < {z11[3

ke
7,
7,
/]

Table 19: Trail enumeration for fg

Round Active #coeffs p?
7 ] [16] 1 1
7.5 o®[16,15-11], v§®[28,27-23], v{1°[16,15-11] 62 27 0-046
end  z[16,15-11], < 91945 9-0.79

v6P[28,27-23] « {26[28,27-21], ke [28,27,26]},
T501a 15 = . e 1
VIP[16,15-11] = {Z11[16,15-9], k11[16,15-13]}

Table 20: Trail enumeration for fq

Round Active #coeffs  p?

7 v3[8] 1 1

75 v35[8,7-3], vI[20,19-15], v§°[8,7-3] 94 270045
end Z2[8,7-3], < 919411 9—0.62

vI8120,19-15] 4 {27[20,19-13], k7[20,19,18,14,13]},
vaP[8,7-3] + {Zs[8,7-1], ks[8,7-1]}
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