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Abstract. Quantum authentication is a procedure that sends a quantum message to a receiver with-
out being imperceptibly changed in the channel. How to formalize a proper authentication model is a
highly non-trivial task. Existing models have various flaws: they either do not capture serious concerns
or are over restricted. Most importantly, none of them have addressed the threat from the verification
queries. We show that there is a quantum authentication scheme that is secure when no verification
query is allowed while it is completely insecure when verification queries are additionally permitted. The
threat of verification queries is not artificial. Our attack only needs to know if a forged authentication
message is valid or not. It captures the concern that the adversary can watch if the receiver accepts
an authentication or not, without even reading the message authenticated. We propose a quantum
authentication model that captures the authentication of multiple messages under the same key as well
as the verification queries. We allow the attacker to have his own state entangled with the authenti-
cation message. Finally, we propose an authentication framework abstracted from the AQA method
in Garg et al. (CRYPTO’17) and prove the security in our model. Our result reduces the security of
an authentication protocol to certain properties of its component primitives. We also prove that an
impersonation attack implies a substitution attack. To our knowledge, this is the first time to confirm
this result.
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1 Introduction

As quantum communication technologies mature, ensuring the integrity and authenticity of trans-
mitted quantum information has become a critical concern. In classical communication, message
authentication codes (MACs) and digital signatures provide robust tools for detecting tampering
and verifying sender identity. Authentication in the classical world has been extensively studied
in the literature [18,19,6,13,37]. However, the quantum authentication is completely different.
The unique properties of quantum information, such as the no-cloning theorem and measurement
disturbance, render classical techniques inadequate for authenticating quantum messages. The au-
thentication of quantum messages requires fundamentally different approaches that preserve the
quantum state while guaranteeing that any tampering behavior can be detected.

We investigate the quantum authentication based on a shared key. The public-key setting is
not interesting to us: it was shown in [8] that a public-key digital signature for a quantum state
is impossible, although we can still use the standard public-key cryptography to indirectly achieve
this (as said in [8]), where we can use the receiver’s public-key to encrypt the authentication key
and use the sender’s digital signature to authenticate this classical ciphertext while the encrypted
session key will be used to authenticate the quantum state. This again reduces the problem to the
shared key based authentication.



Quantum message authentication schemes aim to protect quantum states transmitted over
insecure channels, ensuring that the modification of the state is either harmless or detected. But
before we can define any kind of security, we have to investigate what kind of adversarial power
should be given. In this paper, we consider the setting where the attacker’s state is entangled
with the message to be authenticated. We also consider the authentication of multiple quantum
messages with the same key. In addition, we also allow an adversary to learn whether his forgery of
an authentication message is valid or not. This verification query was first studied by Safavi-Naini
and Wild [37] in the classical setting. But the quantum setting has not been studied before.

1.1 Related Works

Barnum et al. [8] first studied the authentication of quantum message in the non-interactive setting.
They formalized the security model and proposed an authentication scheme using a novel purity
testing code. They also showed that the non-interactive authentication of quantum message implies
the encryption. Their security definition essentially states that if the sender sends message state [1),
then either the receiver rejects or it outputs a state p’ with high fidelity with |¢)(¢)|. Oppenheim and
Horodecki [35] adapted the work of Barnum et al to recycle the key. We notice that the message in
[8, 35] does not have entanglement with the adversary state. Hayden et al. [29] proved the universal
composability [18] of Barnum et al. [8] which essentially implies the total authentication with key
leakage in [26]. But it only guarantees the security for a single execution of the protocol and the
key can be reused only if the receiver accepts the authentication. That is, if the receiver does not
receive or if he rejects it, the key can not be used any more. Portmann [36] further studied the
full security of these protocols with key recycling in the universal composition model of Mauer
and Renner [33]. We stress that Bynum et al. [8] and Garg et al. [26] do not allow to authenticate
multiple messages. The key reuse in [35, 36] allows to further authenticate messages but only under
the assumption that no authentication has ever failed.

Boneh and Zhandry [10] studied the quantum authentication using the classical authentication
code by |m) +— |m,MACg(m)). The security is formalized as after authentication queries of ¢
superposition of messages the attacker can not produce £+ 1 authentication codes for £+ 1 classical
messages. Intuitively, for these £ queried message superpositions, attacker might be able to produce
¢ message-tag pairs by measurement. But he should not be able to produce £ + 1 such pairs. Their
model captures the authentication of multiple messages. But it does not capture the following
concerns. First, the attacker might only have queried one superposition with each message starting
with 0 but finally it produces an authentication of a classical message starting with 1. Note this does
not imply that the attacker can further measure the queried superposition to produce one more
message-tag pair because the latter forgery might be transformed from this signed superposition.
So the plus-one security is not violated. Second, the attacker might be able to alter the coeflicient of
the superposition signed by the oracle, in which case the measurement will change the distribution
of classical forgery.

Fehr and Salvail [24] studied the authentication of classical messages with key reusability. As
first observed by Bennett, Brassard and Breidbart in 1982 [11] (used by celebrated BB84 protocol
[12] and also by Damgard et al. [21,22] and Fehr and Salvail [24]), if the quantum message is not
tampered by attacker, then we can reuse the key since the attacker does not learn anything about
the key. Fehr and Salvail [24] used the idea in [12] to make the key reusable. But, for a failed
execution, it requires an external procedure to share a new key if further authentication is needed.



Quantum message authentication in the sense of Barnum et al. [8] implies the uncloneable
encryption of Gottesman [27]. The consequence of this implication is that after the message has
been successfully authenticated, the attacker can not learn anything about the message.

Aharonov et al. [4] proposed two authentication schemes provably secure in the model of Barnum
et al. [8]. The first scheme directly uses a random Clifford operator to mask the state [¢/) ®[0°) and
the verification is to remove the masking and check if the last ¢ qubits are zeros. The second one
(from Ben-Or et al. [7], with a complete security proof) uses the random signed polynomial code
[5] to encode the message 1) ® |0¢) and then mask it by a random Pauli matrix. The verification
is to undo this procedure and see if the last qubits are again zeros.

Broadbent et al. [16] proposed a new authentication method called trap code. The idea is to
encode the data into a m-qubit system and then introduce another 2 registers of each m-qubit
registers with dummy data under different bases. Then it randomly permutes the result. The
receiver verifies the authentication by undoing the process. If an error occurs on the dummy data,
then the error is caught. Broadbent and Wainewright [17] studied the simulation efficiency in the
security proofs of two authentication schemes: the Clifford scheme and the trap code scheme. They
showed that if the adversary in the authentication protocol runs in time 7', then the ideal adversary
simulating it runs in time O(T'). This time-preserving is desired for composable security.

Garg et al. [26] formalized two models for authentication security. The first one is called basis-
dependent authentication. It reduces the protocol security to an idea adversary that is basis-
respecting. This is an adversary that does not tamper the register of the authenticating message.
They showed that the security under this model implies the security in the Boneh-Zhandry model
[10]. The second model is called total authentication. In this model, it reduces the protocol security
to an ideal adversary that either forwards the authentication message faithfully or a completely
garbage message to the receiver. This strong authentication also implies the encryption of the input
state. They constructed a scheme (called unitary design scheme) with total authentication security.
This scheme is to apply a random unitary from unitary ¢-design [15] to 1)) ®|0) and the verification
is to undo this unitary and check by measurement if the second register contains 0. Their model
allows the attacker to have side information about the source message as also allowed in [23,17].
Barnum et al. [8] does not handle this setting and will be strictly weaker than this model.

Dupuis et al. [23] studied the authentication model that is weaker than [26]. Specifically, Dupuis
et al. considered the reduction in the average over the secret key. Garg et al. [26] presented a protocol
that satisfies the definition of [23] but not the total authentication security in [26]. Haug et al. [28]
proposed the quantum authentication from pseudo random unitary PRU [32] and ¢-design [15]. The
PRU is used to encrypt the state and t-design is used to achieve authentication. Alagic and Majenz
[1] compared the results in [23] and [26] and relaxed the condition of the authentication scheme in
[26] from unitary 8-design to 2-design.

Alagic et al. [3] proposed a blind-unforgeability (BU) for MAC that avoids an attack against
plus-one (PO) security of Bohen-Zhandry [10]. They gave an example that is PO-secure but not
BU-secure. Their BU security implies the basis-dependent security of [26] but obviously not total-
authentication security in [26] as it does not protect the confidentiality of the authenticated message.

We notice that the previous works did not propose a satisfactory model for multiple message
authentication. They lie in the plus-one or key reuse model, which, as emphasized, is not sufficient
for applications. Especially, the key reuse will not work when one failed or intercepted authentication
occurs. Furthermore, we want to emphasize the importance of verification queries. Classically,
this was studied by Safavi-Naini and Wild [37], where they obtained some information theoretical



bounds. For the classical case, this attack is only useful only if the verifcation is not to re-compute
the authentication code; otherwise, the recomputing operation can be done by an authentication
query. Most of the classical authentication systems are deterministic and so this attack does not
cause further impact beyond the authentication query for such schemes. This is probably why the
classical authentication literature does not pay much attention to this issue. However, the quantum
setting is different: there is no way to extract the message from the authentication message without
disturbing the latter, due to the no-cloning theorem. Thus, the verification by re-computing for
a quantum authentication is simply not working. Hence, it is necessary to consider it, no matter
the system is determisitic or not. In this paper, we study a security model that admits both
authentication and verification queries.

1.2 Contribution

In this work, we propose a new authentication model that captures the authentication of multiple
quantum messages under the same secret key. It also admits the verification queries. This verification
query is very immportant. We show that there exists a quantum authentication system that is
secure when the verification queries are disabled but it is completely insecure when this type of
queries are allowed. These capabilities are not captured in the previous model. Our model uses
a classic nonce. Introducing a nonce is not strange and it has been widely used in practice (e.g.,
in blockchain, IPSec and TLS) to prevent a replay attack. The nonce has played a crucial role to
avoid the definitional and analytical complication for quantum authentication. We also capture the
concern that the attacker might know about the authentication message through entanglement.
This conern was addressed by Garg et al. [26]. We prove that a quantum impersonation attack
implies a quantum substitution attack. To our knowledge, this is the first formal proof for this
result that was questioned in [36]. We finally propose an authentication framework by abstracting
the AQA protocol in [26] and show that it is secure under our model if the underlying primitives
satisfy certain properties. This reduces the security of the authentication protocol to the properties
of the primitives. We give several realizations of these component primitives.

This paper is organized as follows. Section 2 introduces the basic notations and results. Section
3 gives some fundamental lemmas. Section 4 formalizes the authentication model and its security
model that captures the authentication queries and verification queries. Section 5 introduces our
authentication framework. Section 6 proves the security of the framework. Section 7 constructs
a quantum authentication system that is secure when no verification queries are allowed while
it is completely insecure when they are additionally permitted. Section 8 proves the reducibility
of some functions including t-wise independent functions, hash functions as random oracle, and
pseudorandom functions. The last section is a conclusion with open questions.

2 Preliminaries

Notations.

— A|B stands for concatenation of A and B.

— For a finite set S, a + S is to sample a uniformly randomly from S.

— In this paper, we use v to denote the security parameter.

— A non-negative function negl(v) is negligible if it vanishes faster than any polynomial fraction.
That is, for any positive polynomial poly(v), there exists N > 0 so that when v > N, it has
negl(v) < 1/poly(v). In this paper, negl(r) will represent a negligible function by default.



— A is indistinguishable from B, if for any quantum polynomial time distinguisher D, we have
Pr(D(A) =1) = Pr(D(B) = 1) + negl(v). We denote it by A ~ B.

— We consider vectors indexed by X'. We use (t), to denote the vector that is ¢ at index z and
L at every other index. For vector y with y, =1, y U (t), is the combined vector y’, where
Y, = yy for u# x and y,, = t. We also use X(y) to denote the set of index x with y, #L .

2.1 Introduction to Quantum Computing

We give a brief introduction to quantum computing through a list of notations and some facts,
with interpretations if necessary; see [34, 39, 40] for details and [40] for a conceptual taste.

— A quantum system is a finite-dimensional complex vector space (called Hilbert space) H with
an inner product (-|).

— The state of a quantum system is a unit vector |¢). Its conjugate transpose is denoted by (v|.

— For a finite set I, {|y)},cy represents an orthonormal basis for H = C¥l. We denote H by C[)]
to emphasize that # is generated by {|y)}yey and call |y),cy the computational basis.

— For two quantum systems H; and Hs, the joint system is a tensor product H; & Hs.

— For |11) € H; and |¢a) € Ha, their product state in H1®@Hs is [11) @ |1h2), simplified as [1)1)[¢)2).

— A quantum register is a system holding the quantum state. It is the quantum analogue of a
classical processor register. We use [1)) 4 to denote register A with state |¢).

— For a composite quantum register Y = MT with two sub registers M of domain M and T of
domain T, we use |m)y with m € M to represent |m)s|0)7.

— If a quantum system A has an orthonormal basis {|11), - - , [1,) }, then a quantum state [¢)) € H
can be represented as 1)) = > 1 Ni|b;) with Y |\[2 = 1.

— For a quantum state [¢), || [¢) || is its Euclidean norm.

— A unitary U on H is an operator from #H to H with UUT = I, where UT is the conjugate
transpose of U.

— Measurement M = {M;}; on a quantum state |¢)) € H is the operator for extracting the
classical information from |[¢), where {M;}; is required to satisfy the completeness condition
> MiTMZ- = I. When M is applied, it will result in a post-measurement state M;|v)/||M;|)|]
with probability ||M;|w)]|%.

— A quantum algorithm A is represented by a sequence of unitaries/measurements. Due to deferred
measurement principle [34, pp. 186], the measurement can be deferred to the end of operations
of A. Hence, whenever applicable, we always assume that A before the final measurement is

represented by a list of unitaries Uy, --- , Up.

— If [1),--- ,|n) is an orthonormal basis of H, then P =}, _, |k)(k| for A C [n] is a projector
from H onto the subspace expaned by {|k)}xrea.

— The norm of linear operator A on H is defined as ||A|| = max, ||A|v)||, where |v) goes over

all the possible unit vectors in . By the singular value decomposition theorem, we can write
A =" Ni|vi)(yil, where {|v;)}; and {|y;)}; are respectively a set of orthonormal vectors in H
and {\;}; is the set of positive singular values of A. Hence, ||A|| = max; ;.

— For orthonormal states [¢;) and 0 < \; < 1,i=1,--- ,nwith Y " ;N =1, p=>" 1 Ni|vs) (Wi
is called a density matrix. If n > 1, p is a mixed state; if n = 1, p is a pure state. We can
interpret p as the result of sampling [¢;) with probability A;.

— If v is a pure state, we will use |y) to denote its vector format without a mention.

— For Hilbert space H, D(H) denotes the collection of density matrix of states in H.



— The trace distance between two mixed states p,o is defined as Dy(p,0) = 3tr(|p — o), where
|A| == VATA I p = 377 pilhs) (¥i] and o = D7 ¢i|1i) (5| for orthonormal basis {|¢;)},
then Dy(p,0) = 3" | |p; — qi|, which coincides with the statistical distance of distributions
P=(p1,-- ,qn) and Q@ = (q1, - , gn). The trace distance between p and o is also conveniently
denoted by |p — o1, where |- |; is the trace norm [34].

— for an operator A on a register Y, we use Ay to explicitly indicate this. But when the context
is clear, we always remove the subscript Y for brevity.

— If an operator A only operates on register Y in a composite system ZY, we always use A to
represent Iz ® Ay for the composite system.

— Register D is a control register in the orthonormal basis {|y)}, for operator B of register
WD, if B can be written as B = 3 By, ® |y)(y|p where By operates on register W. We have
two properties for a control register.

e If A operates on registers X D while B operates on registers YD with D being a control
register in the same basis {|y)}yep for both A and B, then AB = BA.

e If A is a projector on D in basis {|y)}, and B operates on YD with D being a control
register in the same basis, then AB = BA.

— For y € {0,1}", ¢, is reserved in this paper to denote QFT|y), where QFT is the quantum
Frourier transform and {¢,}, is called the Fourier basis.

— For a keyed function f; : M — {0,1}* with k + K, we say f; is a pseudorandom function
if for any quantum polynomial time oracle algorithm D, it holds that

Pr(D’*() = 1) = Pr(DF() = 1) + negl(v), (1)

where P is a uniformly random function from M to {0, 1}*. We also say fj, is ¢-pseudorandom
if the equation holds when D only makes at most g function queries.

2.2 Quantum Random Oracles

In this section, we will introduce the quantum random oracles. We first introduce standard random
oracle. That is the classical random oracle extended to the quantum setting. Then, we introduce
Zhandry’s compressed random oracle [42] (C'StO). The advantage of this oracle is that it allows a
simulator to detect if an input x has been queried to the oracle or not.

Random Oracle and Standard Random Oracle In the random oracle model, a crypto-
graphic hash function H : X — {0,1}" is treated as an external oracle so that whenever one needs
to compute H(z), he queries x to this oracle and receives H(x). We assume X has a finite bit-length.
The oracle uses a random function from X to ) to answer the queries. Let X = {z1,--- ,zn} be
an ordered set with x; < xz9 < --- < zy. Function H can be represented by its truth table
H(xzy),H(z2), -+ ,H(xy). In the quantum random oracle model, H is represented by state |H)
(using its truth table). An algorithm A can query a superposition to random oracle RO. For query
[2)ly), RO maps |2) )| H) to |}y & H(z))|H).

The standard random oracle StO has an initial state in a uniform superposition ﬁ oy | H).
For query |z)|y), StO maps \/ﬁ >oyloy) | H) to \/ﬁ >oplx)ly @ H(x))|H). Notice that RO

can be obtained from StO by starting with a projective measurement on oracle register (resulting
in |H)). Even though RO and StO are different, no adversary can distinguish them [42].



Fact 1 Let A be a quantum algorithm with oracle access to the quantum random oracle. Then,

Pr(ARO() = 1) = Pr(A%0() = 1).

Compressed Random Oracle The compressed random oracle C'StO was introduced in [42].
We follow the description in [20]. It is a useful tool for security analysis in the quantum random
oracle model. Let Y = {0,1}" and Y = Y U {L}. Recall that ¢, = QFT|y) for y € {0,1}". Since
{ly) }yeqo,13» is orthonormal and QFT? = I, we know that {l#y) }yeqo,13n is also orthonormal. Then,

we define an unitary operator F' over C[)] such that
FIL) = l¢o),  Floo) = [L),  Floy) =[dy), VyecV—{0}. (2)

It is Hermitian (i.e., FT = F) because F = |¢o) (L] 4 |L)(¢o| + > 40 |#y) (dy|. Further, notice that

ly) =272 32, (0,130 (—1)V7|¢y). This implies that Fly) = |y) +27"/*(|L) — |¢0))-

We consider the multi-register D = { D, },cx for the random oracle, where D, has a state space
C[V], spanned by the computational basis {|y)},ey U {|L)}. The initial state of D is ®,|L)p,. We
assume that the adversary has a query register X, response register Y and a work register W. To

query the oracle, adversary provides XY registers to oracle who then applies unitary

CStOxyp = Z |z) (x| x ® CStOyp, (3)
T€X

on XY D, where CStOyp, = Fp, - CNOTyp, - Fp, and CNOT|y)y|u)p, = |y + w)y|u)p,. This
oracle has property that if |z) has never been queried, then D, will remain as |L)p,. The X-indexed
vector y means y = {y, }zex, where y, € J. We remind that X(y) denotes the set of index in y
with y, #1 and that (¢), denotes the vector that is ¢ at index = and L for the remaining indexes.
We also remind that Fp,|y)p represents the operator (®/4,Ip , ® Fp,)|y)p. Also, as shown in the
following lemma by Zhandry [42], an (unbounded) attacker can not distanguish StO and CStO.

Lemma 1. [}2] Let A be a quantum algorithm with oracle access to the quantum random oracle.

Then, Pr(AS0() = 1) = Pr(A“S0() = 1).

Zhandry [42] showed how to make the compressed oracle represented efficiently. He applied the
standard classical sparse encoding to quantum states to make the representation and maintance
efficient. For simplicity, we will only express the oracle state in terms of the inefficient variant of
the compressed oracle (i.e., as a possibly entangled superposition of |y) for y € 7‘ with each non-
queried regiester D, being |L)p, ). But we emphasize that using his efficient encoding can make all
the unitaries and measurements in this paper efficiently computed.

3 Useful Lemmas

3.1 Basics

The following lemma states that if a quantum oracle algorithm only makes ¢ queries to a 2¢-wise
independent function, then the algorithm final output has no difference from that with instead mak-
ing queries to a quantum random oracle. Consequently, we can always replace a 2¢-wise independent
function by a random oracle in the security analysis without any penalty.



Lemma 2. [}3] Let Q be an oracle taken from uniformly random 2d-wise independent function.
Then any algorithm A making at most d queries in distinguishing @Q from a uniformly random
function of the same domain and range will have a zero-advantage.

We also need the relation [34, Eq. (9.100)] between trace distance and the Euclidean distance.

Lemma 3. Let |u), |v) be two states for a quantum system. Then, Dy(|u)(ul,|v){(v]) < || |u) —|v) |].

3.2 Reduction from (H(-), H(k,-))-oracle Game to H(k,-)-oracle Game

In this section, we will consider an adversary that has oracle access to random oracle H and tag
oracle H(k,-) (where k is a secret). Our result is that H(-) is redundant and thus can be removed
without affecting the attacker’s output distribution. The main tool to prove this is a generalization
of the O2H lemma in [38] to the vector input setting. The proof is similar to the original one and
we put it in Appendix A.

Lemma 4. Assume that (S1,---,Sk) is an equipartition of {0,1}™ with |S;| = 2" /K for all i. Let
H :{0,1}™ — {0,1}™ be a quantum random oracle and A™ (x,y) be a quantum algorithm with input
(x,y), where x C {0,1}" of size 2" /K and y; € {0,1}"™ and it makes at most q queries to H. Let
B be a quantum algorithm with input x = Sy for some t: take i < {1,--- ,q}, y + ({0,1}™)2"/K
and run A" (x,y) till the i-th query to H in which case B measures the query in the computational
basis and outputs the measurement result. If A makes less than i queries to H, B outputs L . Then,
for x = Sy, with k < [K], y + ({0,1}™)?"/K and a purely random H,

|Pr(A (x, H(x)) = 1) — Pr(Af(x,y) = 1)| < 2¢VV/6. (4)
where § = Pr(z' € x: 2’ = BH (x)).

We keep H : {0,1}"™ — {0,1}™ as a random oracle. Further, define key domain I = {0, 1}" and
message domain M = {0,1}"~”. We consider a random oracle game between an adversary A and
a challenger as follows. A holds registers XY MTZ with query register X, response register Y, tag
query register M, tag register T' and the working register Z. A has access to the random oracle
Op : |z)x|u)y = |z)x|u+ H(z))y and a tag oracle Ogy.) : |m)p|u)r = |m)a|u + H(k,m))r.
Both Op and Op;,.) are maintained by the challenger who holds the secret key k <= K. Initially,
the joint state is |0) xy arz. Then, A consists of a sequence of oracle queries and unitaries, ending
with a final measurement. Between subsequent oracle queries, A will apply a unitary on registers
XY MTZ. The oracle query is either a random oracle query or a tag query. For the former, it sends
registers XY to challenger; for the latter, it sends registers M7T to the challenger. The challenger
then responds accordingly. The final measurement is on XY MT Z with outcome either 0 or 1, which
is denoted by AHTH(*) We also consider adversary A that only has access to tag oracle Ogx, .
and denote its output by AH K,

The game with two oracles is a little annoying, as A could query |k, u) x|0)y to Oy and we must
keep the two oracles consistent. Fortunately, we have the following result that essentially states that
Op does not contribute much to the output of A and so we can remove it safely without affecting
the output distribution.



Proposition 1. Let A be an adversary in the above random oracle game. Assume it makes at most
qu random oracle queries and qr tag queries. Then, there exists an adversary B that only makes
qr tag queries so that

| Pr(AMAED = 1) — Po(BT0) = 1)] < 2q0/VE, (5)
where the probability is over k, H and the final measurement uncertainty for each fixed k, H.
Proof. We first prove that

| Pr(ATHE) — 1) — pr(ATH' k) = 1) < 2¢/VK, (6)

where both H and H' are random oracles from {0,1}" to {0,1}" but they are completely inde-
pendent. Let Sy = {k|u},cqo1)n-~ be a set alphabetically sorted according to u, where v = log K
and k € {0,1}”. Then, A"-H(%) can be simulated by an adversary A’ with oracle access to Op
and input H(Sy) and k; ATH (%) can be simulated by adversary A’ with oracle access to Oy and
input y for y = H'(Sk) and k. The strategy of A’ is as follows. Upon input y’ (either H(Sy) or
H'(Sk)) and k, A’ forwards the random oracle query to his own oracle Oy and asnwers the tag
query u with y, . Finally, A" outputs whatever A does. We note that k is a representation of Sy and
H' is independent of H. Hence, Lemma 4 can be applied to bound the probability gap between the
outputs of A’ for the two cases, which is at most 2¢v/6. It remains to show that § in our setting
is 1/K. By the description of A’, § is actually the probability that a2’ has a prefix k, where 2’/
is generated in the process: i < [¢] and y uniformly random and run A with access to Oy and
Onr(k,) (where H'(S;) := y) and then measure the ith query of A with outcome z’. Here since
y is uniformly random, H’ is properly distributed (as independent of H). It clear that, prior to
the measurement on the ith query, the view of A is independent of k (as y is independent of k).
Since k is uniformly random, it equals the prefix of 2’ with probability exactly 1/K. Therefore,
§=Y1,: x=1/K

To complete the theorem, it suffices to show that there exists B so that Pr(A%H (%) = 1) =
Pr(BH(* ) = 1). Since H and H' are ii.d, it is equivalent to show that Pr(AH (k) = 1) =
Pr(BH(* ) = 1). Since H and H' are independent, B can run A and maintain O by himself with
a purely random H' and forwards the tag queries to his own tag oracle O H(k,)> deisred! |

3.3 Security Separation of Authentication with and without Verification Queries:
the Classical Setting

In this section, we show the impact of verification queries on the security of a classic message
authentication code. The verification query captures a natural attack: an attacker creates an au-
thentication message (from an existing authentication or from scratch) and sends to the verifier
and sees if the receiver accepts. It was first investigated by Safavi-Naini and Wild [37], where they
found an information theoretical lower bound on the adversarial success probability. The verifica-
tion query is a very weak but practical threat. For instance, the result can be indicated by the
receiver’s subsequent behavior. In this section, we construct a MAC scheme that is secure without
verification queries but it is completely insecure when these queries are permitted. Although we
only consider the classical case here, the idea will later be generalized to the quantum setting.

The authentication system (Auth, Ver) with key space K C {0,1}", using a pseudorandom
function F with key space K is desribed as follows. Let k < K.



Authi(m). Upon m, compute tag = Fi(m),z = 0,i = 0,u = 0 and output (m, z|i|u, tag).
Very(m, z|ilu,tag). Upon (m, z|i|u, tag), first verify if tag = Fj(u). If not, reject; otherwise, it
does the following. If z = 0 or (z = 1&k; = u), it accepts and outputs m; otherwise, it rejects.

Proposition 2. The above scheme is existentially unforgeable but it is totally insecure if attacker
is additionally allowed to make n verification queries.

Proof. If no verification queries are allowed, then no verification is executed. So attacker can
only create a forgery of a new message m under the help of some tags Fj(m;) from tag queries
m;, i = 1,---,q (existential unforgeability is well-known; see [31] for formal definition). But the
pseudorandomness of F' guarantees that this can succeed only negligibly. Now we show that is not
secure when n verification queries are allowed. Indeed, an attacker can make a tag query for message

m and receive (m, z|i|u, tag) with z|iju = 0|0]|0. Then, it modifies to (m, 1]i|0,tag) for i =1,--- |n
and sends it for verifications. If it is rejected, then k; = 1; otherwise, k; = 0. After n queries, k is
recovered and attacker can forge a tag for any message. |

4 Authentication Model

In this section, we introduce our authentication model. We allow the adversary to have some side
information about the message, as advocated in [23, 26]. Our model also captures the authentication
of multiple quantum messages. This explicitly indicates the key reuse capability. Key reuse in the
literature (e.g., [36,29]) demands the key after authentication to preserve the most entropy. But this
is possible only if we assume that the authentication message is always delivered faithfully. In other
words, if the attacker retains one authentication message or delivers an invalid one, then the key
can not be reused. In our model, even if an attacker intercepts or tampers multiple authentication
messages, the key still can be reused. We also allow the attacker to request for verification of his
authentication forgeries. This captures the concern that the attacker could learn the key by only
observing if tampered authentications are accepted or not.

4.1 Syntax

Spaces. Let K denote the key domain, M denote the message domain, F = {acc, rej} denote the
set of decision: acceptance (acc) and rejection (rej), Y denote the authentication message domain
and R denote the domain of nonce. For a set G, Hg denotes Hilbert space H[G]. We also use Z
to denote the domain for attacker’s state. Hence, H g, Hy and Hz, Hr respectively denotes the
message space, authentication message space, attacker’s state space and decision space. We remind
the difference between space and domain in this paper: space stands for Hilbert space and domain
stands for a set.

Nonce. In the classic authentication, nonce is an element to avoid the replay attack. In Euthereum,
the nonce of an account is the number of transactions sent from this account. The signature gener-
ation of the transaction will take this nonce as part of its input. After that, it increases by one. In
TLS, the MAC field is generated with the TLS sequence number as part of input to guarantee the
uniqueness of the input in the current session. In both cases, the message is concatenated with a
nonce (or sequence number) before being authenticated. Since the nonce (or sequence number) is
known to the receiver, the replay attack is avoided. In our model, we assume that a unique classical
nonce is known to both sender and receiver before authenticating a message. We do not restrict



how the nonce will be initialized and how it will evolve. But we require that within the lifetime of
the shared secret key between sender and receiver, the nonce at the sender is unique and the nonce
at the receiver is also unique. Especially, if a receiver receives an authentication message with a
previously checked nonce, it will simply reject without verification; if a sender receives an attacker’s
request to generate an authentication message for a previously used nonce, he will simply ignore it.

With this restriction in mind, sender and receiver in a particular session can do the following
to evolve the nonce (but our exposition in this paper does not depend on it).

1. Initially, sender chooses a random number 75 € {0,1}*/3 and receiver chooses a random number
7, € {0,1}*/3, sending his number to each other. The nonce is initially defined as r4|r,|0*/3 and
later for each message it increases by 1. But keep in mind: if attacker intervenes, sender and
receiver could see a different initial nonce. That is, the exchange of 75 and r, is not authenticated.

2. Our uniqueness restriction at sender and receiver seems to require the sequential communication
during the procedure to authenticate multiple messages. But it is not necessary. We can adopt
the TCP-like strategy. The receiver maintains a window size w and a current nonce,. (which is
the lower bound of currently acceptable nonces). Whenever receiving an authentication message
with nonce r, it checks if nonce. < r < nonce. + w holds and r has not been processed so far.
If it does not hold, it rejects; otherwise, it verifies the authentication message and marks nonce
r has been used. If r = nonce., update nonce. = nonce. + 1. If the receiver has a large buffer,
we can also set w = oc.

3. If a quantum message is lost (e.g., by observing that authentication message with nonce, remains
unceived longer than a timout), it advances nonce, = nonce. + 1. Note that we can not expect
the sender to retransmit a lost message because the sender generally does not have a copy for
it, due to the no-cloning theorem.

4. When sender and receiver are out of this moderate synchronization, they re-initialize the nonce
as in item 1.

Remark. It is important that the procedure of nonce evolving is not authenticated. Especially,
sender can have an initial nonce nonce and the receiver can have an initial nonce nonce’. But when
an attacker asks the sender to generate an authentication message, the sender will use nonce; when
he sends this (maybe modified) authentication message to the receiver, the receiver will verify it
using nonce’. So unless the authentication system is insecure and can be successfully verified with
different nonces, this nonce inconsistency attack does not seem to be useful. But certainly, this
behavior is admitted in our security model.

Authentication.  An authentication system is a pair of algorithms (Authg(r,-), Verg(r, -)) with
secret k € K and nonce r, where Authy is the authentication operator from Haq x R to Hy and
Very, is the verification operator from Hy X R to Haq ® Hr. When the context is clear, we also omit
the nonce r. The authentication scheme must be correct: for any k& € IC,r € R and any p € D(H ),
Very, o Authy(r, p) = p ® |acc)(acc|, where Authy and Very use the same nonce r. We assume that
H g resides in register M and Hy resides in register Y. For simplicity, assume M = {0,1}** for
some /1 and Y = {0,1}?2 with f5 > ¢;. Thus, Hr ® |027%1) C Hy. By our notational convention,
[)mr € Haq can be conveniently written as |¢)y without a confusion.

For given nonce r, let Vi be the space of valid authentication message under the secret key k
and IIy, be the projector to Vi. Then, the natural way to define Very, is as follows:

p (Auth/,;1 o Iy, )(p) @ |acc)(acc|p + tr((I — IIy,)p)|0)(0]y & |rej)(rej|r. (7)



When the input p is an entanglement between register Y and attacker’s register Z, this equation
should be adjusted as

p = (Auth ! o Ty, )(p) @ [ace) (acelp + try (I — Ty, )p) ® |0) O]y @ [rej(rejle.  (8)

where (I — IIy,) represents (I — IIy, )y by our notational convention in Section 2.1 and F' is the
classical register for verification decision. In this paper, we define Verg(p) as the mapping in Eq. (8).
We also use Ver, (p) that is the mapping that only contains the accepted output:

p— (Authy ' o ITy, )(p). (9)

4.2 Security

In this section, we define the security for quantum authentication. We will capture the following ad-
versarial behaviors. The adversary might try to learn the secret key through authentication queries
and verification queries. After the learning stage, he can issue a challenge authentication query and
receive the authentication message. The attacker then tries to tamper it to a valid authentication
of another message. Toward this, the attacker could have side information about the challenge
message, through entanglement. The protocol is secure if the attacker can not do better than one
who does not even “read” the authentication register (once the challenge authentication has been
generated), not to say tampering it. We remind that the attacker can still impact the authentication
message through operating on its own register that is entangled with the authenticating message.
But this will not cause an authentication issue and it is unavoidable (no matter what authentica-
tion techniques are used to protect). We also allow the attacker to forge an authentication message
without issuing the challenging authentication query and succeed if this forgery is valid. In this
case, we require the nonce for the forgery is not used before.

Generally, a nonce can not be reused in authentication queries and can not be reused in verifica-
tion queries, either. But it can appear in one authentication query and one verification query. This
requirement is very generic and does not assume how nonce is initialized and how it evolves. In our
model, the authentication oracle will be queried with a message and a nonce while the verification
oracle will be queried with an authentication message and a nonce. Authentication query captures
attacker’s behavior of getting a message authenticated by the sender; verification query captures
the attacker’s behavior of seeing if an authentication message is accepted by the receiver or not.

Formally, the adversary model is formulated as a game between an adversary O and a challenger.
Challenger initially takes k < K and samples system parameters (such as random oracle or public-
keys if any). Let Z be the register for O and Y be the register for the communication between
O and the challenger. Initially, wy, = [0)(0|zy ® |acc)(acc|p with ¢y = 0. The model will iterate
the procedure of stage ¢ + 1 for ¢ = 0,1,--- below, where in each stage only the last query is a
verification query and the other queries are authentication queries. In the model, we assume that
adversary O will reset the F' register to |acc)p state after the previous stage’s verification (e.g.,
by swapping it with another unused qubit |0) in its working register) and keep this state until
the challenger changes it upon the next verification query. Also, wy, includes register F' while the
remaining states in the model such as wgi 41 do not include this register (to emphasize that it
remains in state |acc)r).



Adversary O applies a unitary to wy,, resulting in wy | ® |acc)(ace|r. Then, he sends
Y register with nonce 7,11 to challenger for an authentication query.

— Challenger then computes wy, +1 = Authy(wj ;) (With nonce r¢,;1) and returns the Y’
register to O.

— O applies some unitary to wy, , 2, resulting in wéwlfl, and sends Y register with nonce
r¢;.,—1 for the authentication query.

— Challenger then computes wy,,, 1 = Authy (Wéiﬂ—l) (with nonce r¢,,, 1) and returns
the Y register to O.

— O applies some unitary to wy,,, 1, resulting in wéﬂr
nonce 7y, , for verification.

— Challenger then computes wy,, = Very(wy,, ) (with nonce ry, ) and returns the Y'F°
registers to O.

and sends Y F' registers with

1’

Fig. 1. Stagei+1

The complete adversary model that iterates Stage ¢ + 1 in Fig. 1 is described as follows.

e wy, = |0)(0|zy ® |ace)(acc|p and £y = 0.

. Stage 1
° Stage 2
. Stage ¢, (with exception)

e Let the total number of authentication queries be g5 and total number of authentica-

tion/verification queries be g. Then, ¢s + ¢, = ¢ and ¢, = ¢. So the final state is wj,.
Assume for simplicity that if nonce r; appeared in an authentication query, then that
query is the challenge authentication query (so r4—1 = rg).
/* When attacker plans to take the challenge using nonce rq, he could issue a challenge
authentication query to help or simply generate the forgery without this query. In the
former case, rq = rq_1 (otherwise, it contradicts the fact that rq_1 is the nonce for the
challenge query); in the latter case, v, has never occurred in a query. */

¢ Exception in Stage ¢,: Updating wy—1 to w; will consist of a unitary and also a
projector, instead of a unitary only in a regular stage. Besides, the verification query
at this stage will output Ver, (wj), instead of Very(w;) in a regular stage.

Fig. 2. Adversary Model

When ¢s = 0 and ¢, = 1, the attacker does not make any authentication query (including a
challenge authentication query) but does make one verification query. This is an impersonation
attack. In this case, w] ® |acc)(ace| is sent for verification.

The projector by O applied to wy—1 is a natural treatment to capture the accumulated effect
of some (possibly delayed) measurements by the attacker. In the final challenge verification, we
use Ver, to verify because we only care about the accepted state in this query and the game no
longer continues after this; in the learning stage, we use Very to verify because the game needs to
continue even if the verification result is a reject. We remark that if the rejected part in the challenge
verification is indeed important, then the attacker should choose to stay longer in the learning stage



and then come back to the challenge verification later, where only a success is interested. Our choice
of Ver, is in line with [26] and makes the protocol analysis simpler.

We call an adversary in the above model a full adversary. The class of full adversaries for
an authenticaiton protocol = is denoted by FULL(Z). When = is clear in the context, we de-
note it by FULL only. In addition, we denote the class of adversaries that make at most g
authentication and at most g, verification queries for fixed ¢, q,, by FULL,, 4,- We also define
FULL; = Ug1q,<qFULLy, 4, We also define an ideal adversary with respect to O € FULL as
follows.

Definition 1. A quantum algorithm S is an ideal adversary for an authentication protocol X
with respect to O € FULL, if it first follows O to obtain wy_1 and then updates it to w’q as follows.
If query g—1 is the challenge authentication query, it only operates on Z register of wy—1; otherwise,
it simply traces Y in wqg—1 to a dummy invalid authentication state (say, |[N)(R|). Finally, it sends
Y'F for verification and the challenger returns Ver) (wy) @ |acc){acc|r. Further, S is initialized with
secret key k. The class of ideal adversaries with respect to O is denoted by TDEALp. The union of
IDEALo for all O € FULL is denoted by TDEAL.

It is clear that an ideal adversary can not even see the authentication register Y if a challenge
authentication query is indeed issued and hence can not tamper it. If a challenge authentication
query is not issued, then S should be allowed to work on Y register arbitrarily to create a valid
forgery with nonce r, but he should not be able to succeed (i.e., the forgery should always be
rejected, which is well captured by setting the forgery to an invalid dummy state). This ideal
adversary perfectly captures the meaning of message authentication. We thus define the authen-
tication security as, for any O € FULL, there is an ideal adversary S € TDEALo achieving the
similar performance.

Definition 2. An authentication protocol X = (Auth, Ver) is secure if the following holds.

e Correctness. For any p € D(Ha) and any r € R, Verg(r, Authi(r, p)) = p ® |acc)(acc|.
e Soundness. Let wa be wy involving adversary A in the adversary model. Then, for any O €
FULL, there exists T € TDEALp so that wo and wr are indistinguishable.

Further, given ¢ > 1, X is g-secure if it is correct and sound for any O € FULL,.

Remark. A few subtle issues in the definition deserve a discussion.

First, the ideal adversary is given the secret key k. Recall our protection is only the authen-
tication of the quantum message. We only guarantee that when the receiver accepts, the decoded
message should be exactly the same as whatever sent by the sender. Since the ideal attacker can not
operate passively or actively on register Y after the challenge query (i.e., the final authentication
query in Stage q,) is issued, the message authenticity is certainly preserved even if the attacker
has the key k. The attacker’s operation on Z register does not cause an authentication problem as
the channel (i.e., Y register) is not under any adversarial operation. If a challenging authentication
query is not issued, then the ideal adversary can only be allowed to send an invalid authentication
message for verification and so the secret key k is still useless.

Second, a careful reader might notice that the ideal adversary S is referenced to an adversary
O € FULL. Especially, they reach the same challenge authentication query Wéfl (if any). This is
justified as follows. We are only concerned with the authentication property and want to guarantee
that one that tampers, can not do better than one that does not, when the challenge authentication



query with nonce r4_1 is indeed issued. We want to compare an ideal adversary with a real attacker
when they use the same challenge authentication query. We can not allow S to generate a challenge
authentication query freely: he can simulate the challenger interacting with O and when O outputs
the final tampered authentication message, S verifies it using & (which will undo the authenticated
part of the tampered authentication and trace the invalid part of this tampering to a dummy state).
For the former, he sends it as the challenge authentication query (by measuring the decision bit)
and sends the response for the challenge verification; for the latter case, he can create an invalid
state for verification. It is easy to see that S will achieve the same result as O, no matter whether the
authentication system is flawed or not. Essentially, this is because S can make the authentication
message effectively the same as the tampered one by O in the real attack, by sending the verified
output of O’s final challenge verification query as his own challenge authentication query. In our
definition, this attack is prevented as they will send the same challenge authentication query (if
any).

Third, we require wo and ws to be indistinguishable. Since they are parameterized by k implic-
itly, this essentially aligns the definition with Dupuis et al. [23] that averages distinguisher over k.
This was commented in [26] as a flawed definition. They gave an example that the real attacker
O can copy part of the secret appended to the true authentication message (in register Y') to
register Z while the ideal adversary S can not (as he can not access the authentication register
after the challenge authentication query) is issued. But this attack is useful only if O can use the
leaked information to create some harm (such as forging a new authentication). However, their
example does not leak any secret information that is used to generate the essential part of the
authentication message (that is used in the verification). Specifically, this essential part remains
unchanged in their attack. That is, the verification is not affected by their attack. So the authenti-
cation is in fact preserved. However, their definition regards this as insecure. We believe that this
definition is overrestricted. Further, our indistinguishability averaging over k is line with quantum
pseudorandom states [30] and quantum pseudorandom functions [44], as well as all the classical
indistinguishability-based security notations such as IND-CCA and IND-CPA for encryptions [25]
(although the classical setting is probably a different story).

Fourth, when a challenge authentication query has never been issued, the ideal adversary will
define w; in this setting to be a dummy state and hence the verification result is 0. Then, to be
seure, the attack involving O must have w, ~ 0. As a special case, it requires an impersonation
attacker (i.e., O € FULLy,1) to succeed negligibly only.

4.3 An Impersonation Attack Implies a Substitution Attack.

In the classical setting, an impersonation attack implies a substitution attack: the attacker can
first take a random message m € M and submits for an authentication query; then, it activates
an impersonation attacker to generate an authentication oy and outputs it as his forgery. It is
successful if og is valid and Very(og) # m. This occurs with probability at least Pr(Very(og) #1)/2
(i.e., the half impersonation success probability), as m is random and |[M| > 2 (note: M| =1
does not need an authentication at all). Motivated by the classical idea, we transform a quantum
impersonation attack to a quantum substitution attack.

Theorem 1. Let |[M| > 2. If authentication protocol (Auth, Ver) is insecure against some O €
FULLy 1 for arbitrary given nonce, then it is insecure against some A € FULL1 ) \FULLy 1, w.r.t.
an unbounded distinguisher.



Proof. For m = 0,1, let us specify A,, € FULL1\FULLy, that uses O € FULLy; as a
subroutine. We fix nonce r. A,, sends |m) with r for a challenge authentication query and obtains
|emk)y, where k is the secret. Then, it activates O to generate a |p) 7y, w.r.t. nonce r (assume
it is a pure state and if not, it can be purified with a reference system as part of Z’), which
will result in |¢') zry+ if verified by Ver, on Y’ register. Let [¢Yn)zviy = [@) 27y @ |Cmi)y- Am
applies a swap gate on |{n,)z/yry to obtain [ ) zyry = |@)zry @ |eme)yr. It outputs [¢],) z7yry
as its forgery. The verification using Very will turn it to [¢f,) = [¢')zv ® |cmk)y’. Let ¥y, =
Eo (| |21y @ |emk) (emk|y')- Now recall that right after the challenge authentication query (i.e.,
before activating O above), the joint state becomes |¢k )y ®(0) 7, where Z = Z'Y'. T,,, € TDEAL 4,,
will operate on Z register of this state and presents Y register for verification. Then, the final joint
mixed state will become ¥/ = Eg(|m)(ml|y @wpn, (k) z) for some w. We want to show that [&,,, — ¥/, |1
is non-negligible for at least one m € {0, 1} and arbitrary Z,,. In fact, this equals to

[Eo(1¢' )¢ |21y © |emp) (emilyr — [m)(mly @ wm(k)z )1, (10)

which, by tracing out Y’'Z’ and using Fact 2, is lower bounded by

oy = [m){mltm |1, (11)

where py = trz/(Eo(¢lyy)) and tp, = trz(Eg(wm(k)z)) < 1. Let py = (; g) with A a 2 x 2

matrix and C' a 2 x (n — 2) matrix and B a (n — 2) x (n — 2) matrix, where n = |M|. Let W,,, =
py — |m)(m|ty,. Then, Wy = <A_DIAG(tO’O) C) and Wi = <A_DIAG(O’tO) C>. Let

cr B C* B
s (A—DIAG(t,0) O
Wo = < 0 B
by triangle inequality and also noticing that DIAG(Ia, —I,,_2) is unitary, we have |[Wo|1 < |Woli.
Also, |Wyl|1 = tr(|A — DIAG(to, 0)]) + tr(|B|) = tr(]A — DIAG(tg, 0)|) + tr(B), as B > 0 (by noting
that 0 < (0,)py (0,a)” = aBa” for any a of dimension n — 2). Similarly, we can define W; from
W1 and have [Wy|; = tr(|A — D1AG(0, 1)|) + tr(B).

). Then, Wy = (Wo + DIAG(Ia, —In—2) WoDIAG(Is, —I,—2)). Hence,

Let A = (c“ ‘;) (w.r.t., [0),]1)). Then, Ay := A — DIAG(ty,0) = <Z o g) and Ay =
A —DIAG(0, 1) = (a* C). Eigenvalues of Ay are
c* b— tl
a+b—ty a—1tg—b\2
2\ = — + \/(2) + |e|?. (12)

Thus, [4ol1 = [AL|+|\2| > max(la+b—to|,|a—to—b]) > b (as (|z|+|y|)/2 > |z —y[/2). Similarly,
we have |A;|; > max(|a + b — t1],|b — t1 — a|]) > a. Therefore,

max(\th,\Alh) > (a+b)/2:tr(A)/2. (13)
Hence,
max(|Wol1, [Wi|1) > tr(A)/2 + tr(B) > tr(py)/2. (14)

That is, Eq. (11) (and further |&,, — ¥/ |1) for either m = 0 or m = 1, is lower bounded by tr(py)/2,
which is non-negligible (as tr(py) is the impersonation attack advantage over ideal adversary who



simply outputs an invalid authentication (resulting in zero after verification)). Since trace distance is
the distinguishing advantage for an unbounded distinguisher, we know that there exists an attacker
A € {Ay, A1} that reaches the final state ¥ so that no ideal attacker Z € ZDEAL 4 can reach the
final state ¥/ with ¥ and ¥’ indistinguishable. O

Fact 2 Let A be a Hermitian operator on system XY . Then |trx(A)|1 < |Al;.

Proof. Let A = >, A\i|1;)(¢;| be the spectral decomposition of A with eigenvalues A;’s. Then,

|Al1 = > |Ail. Now trx (A) = >, Nitrx (|90i) (i]) = >, Aipi, where p; = trx(|1;)(;]) is the density
operator of system Y in [¢;) xy. Thus,

[trx (A < INillpih =Y IM] = 4], (15)

where we use the fact |p;|1 = 1 for any density matrix p;. This concludes the claim. |

5 The AQA Framework

In this section, we present an Auth-QFT-Auth (AQA) authentication framework, which is a simple
generalization of the AQA protocol [26] by replacing the original Wegman-Carter hash functions
with general functions and introducing a nonce. We will show that as long as these functions satisfy
certain conditions, the framework will be secure.

Let k = (ki1, k2) + K2 be the secret. Let g(k1,-) : M x {0,1}* — T1 be a keyed function with
secret k1 and f(ko, ) : M x T1 X {0,1} — T2 be a keyed function with secret k9. Let |p)yz be
the authentication input that is an entanglement on register Z and Y with Y = MT17T5, where M
is the message register and 17,7, are the tag registers for g and f respectively. Let the Schmidt
decomposition of |p)yz be

P)Yz = Z\/> Z zm|m)y) @ [¥2) 2, (16)

meM

where {|1).)}. is a set of orthonormal states of size at most |[M| and ), X\, = 1 and Recall that,
as a convention, |m)y represents |m)ns|0)7,1,. Assume that Alice will authenticate |p)yz to Bob
using nonce r € {0,1}”. The protocol proceeds as follows.

1. (inner authentication) Upon input |p)yz, Alice uses k1 to update the state as

Y VA(DY aemlm gk, mir)y) @ [0:) 2, (17)

meM

2. (Fourier transform)  Alice then makes a Fourier transform on Y register and gives

1
\/E( zm(
VMT; Zz: mEM,xZEM xTi

where we overload registers MT1T> as M = |M| and T}, = |Ty| for b = 1,2 with no confusion.
3. (outer authentication)  Alice finally uses ko to update the state as

\/—TlZf B oen() ™o [k slr)) Oz (09

—1)mgtkLmn)@ |0y @ J4h,) 7, (18)

and sends it to Bob. Bob then verifies |0) and outputs Very|o).



6 Security of the AQA Framework

In this section, we show that when g and f satisfy some conditions, the AQA framework will be
secure. This reduces the authentication problem to individual properties of g and f.

6.1 Definitions

A keyed function f(k,-) naturally induces an authentication protocol: given nonce r, Authg|m)y =
|m, f(k,m|r)) and Verg|m,t)y = |m)y|acc)r or |0)y|rej)r, dependent on whether ¢ is valid. In the
following, we introduce the basis-respecting adversary.

Definition 3. A computational basis-respecting adversary is an authentication adversary similar
to a full adversary, except that the adversarial operators applied to wy—1, consists of a unitary of
form V=3 1i)(ily ® Vi, followed by a projector on Z register, where {|i)}; is the computational
basis of Hy and each V; is an arbitrary unitary on register Z. The class of computational basis
respecting adversaries is denoted by COMTP.

Similar to ZDE AL, we can also define COMP for any O € FULL : the adversary’s operators, till
it reaches the state wy_1, collide with that of O and differ only in the unitary and the projector that
are applied to wy—1. We emphasize that COMPo and COMP adversaries are not given the secret
key k, unlike ZDE AL or TDEAL. When we mention COMP or FULL, it is always concerned with
the underlying authentication protocol =. Formally, we write COMP(Z) for COMP and FULL(Z)
for COMP. But when the context is clear, we usually omit =. Further, for the authentication
protocol = induced by keyed function g(k,-), COMP(Z) is denoted COMP(g).

We then introduce the oracle adversary class FULLY. This is similar to FULL adversaries,
except that it can also query the (quantum or classical) oracle G' before reaching wq—;. Similarly,
we can define COMPE. In addition, we can define C(’)Mpg for O € FULLE, similar to COMPo
for O € FULL. Note here we do not allow FULLE, COMPE and C OMPS to query oracle G when
updating w,—1 to w;, because we need this relatively restricted adversary in proving our security
theorem.

We next introduce the notion of reduction to relate FULLY and COMPE. This is to formalize
the intuition: whatever can be achieved by O € FULLE, can also be achieved by some adversary

in COMPG,

Definition 4. Let = = (Auth, Ver) be an authentication scheme and G is an oracle. (Auth, Ver) is
said (FULLE,COMPY)-reducible if for any adversary O € FULLS, there exists A € COMPS

so that wo and wa are indistinguishable, where wg is wy in the security game with adversary E and
distinguisher can make one query to G.

The authentication protocol from a keyed function f naturally induces the reducibility of f.
Definition 5. For a keyed function f(k,-) and an oracle G, f is said (FULLY ,COMPE)-reducible
if the underlying authentication protocol is (FULLE,COMPE)-reducible.

6.2 Security Theorem

In the following, we prove the security theorem for the AQA authentication framework. The idea is
as follow. For any adversary O € FULL, we need to present an ideal adversary Z;geqi € ZDEALO so



that the challenge verification query will generate the similar output. The proof uses the sequence of
game technique. First of all, f(ks,-) is (Mﬁﬁg(kl"), COMPQ(kl"))—reducible and so we only need to
consider a computational-basis-preserving adversary Z. Second, since g(ki, ) is pseudorandom, we
only need to consider the game with g(k1, -) replaced by a complete random function (i.e., random
oracle) g(-). Further, since a random oracle is perfectly inditinguishable from its compressed random
oracle (see [42]), we can replace g(-) by its compressed random oracle counterpart. To be more
intuitive, suppose Z will issue a challenge authentication query wfl_l and this state is a pure state.
Then, by Schmidt decomposition, we can always write it into a format like

1) = DV Ay D emy|m. 0)y [¥y) [¥) p, (20)
zy m

where > |azmy|? = 1 and > oy Azy = 1 and [|[thzy) [| = 1. After the query, it comes

’Wq 1 \/7 Z \/jyzazmy (mt u|u f(k27u|rq)>y|wZY>FDm\T ‘y U ( )m\rq>D' (21)

mtu

Since 7 is computational basis-respecting, after the operations by Z, it will have

w q Tl Z V Azy Z Wamy (— m, t).u|U7 f(ka, U‘Tq)>Y|‘Puzy>FDm\,.q lyu (t)m|rq>D' (22)

mtu

Clearly, the outer authentication tag is valid and hence after the outer layer verification and inverse
Fourier transform, it becomes

(m+a t+b)-u
MT1 Z \/ 2y Z azmy ‘a b>Y|<Puzy>FDm|rq|y U (t)m|rq>D- (23)

mituab

Now we need to perform the inner verification. In this case, if a = m, then b must equal ¢ in order
to be valid. The verification of this part becomes

Z \/EZ Oézmy|m>Y & \/]\1471_,1 Z |(Puzy> & |Y>Da (24)

where we have used the fact that \/ﬁ > F|t) = |L). Notice that Eq. (24) can be obtained from

Eq. (20) by only operating on Z register, which can be done by an ideal adversary.
For the part with a # m, it has that a|r, was not queried and so a|r, ¢ X(y). Hence, the
verification result will be

MTl s Z /Azy Z azmy( 1)(m+a?t+b)'“|CL>Y‘90UZY>FDm\Tq,a|Tq ly U (t)mh"q U (b)a|rq>D'

mtuab:a£m

By careful calculation, we will show that this part has a very small norm. Thus, the total verification
result is almost equal to whatever can be done by an ideal adversary. This completes the proof idea.

Theorem 2. For keyed functions g(ki,-) : M x {0,1} — T; and f(ka,-) : M x Ty x {0,1} — T2
with ki, ke < K, g(ki1,-) is a pseudorandom function with M = O(T; 1/29—log? YY) and f(ks,-) is
(FULLIF) cOMPIFY)) reducible. Then, the AQA framework with f and g is secure.



Proof. The correctness holds obviously. We now focus on the soundness. Let w4 be the finally
verified state w, involving adversary A with implicit parameter set © (including k = (k1, k2) and
sampled parameters specifying g and f). Note here we do not choose to analyze the security directly
on the averaged wy over © and instead analayze it over w, parametered by ©@. For simplicity, we
assume © = {k} only, as the proof does not explicitly use other parameters and will be almost
identical to this simplified case. In the original security game, attacker O makes ¢, authentication
queries and ¢, verification queries for some polynomially bounded g¢s, gy, including a challenge
verification query wy. Denote wj involving adversary A by w;. We will use Vera(-) to represent
the verification of the outer authentication (i.e., the authentication using f(ks,-)) and use Ver;(-)
to represent the verification of the inner authentication (i.e., the authentication using g(k1,-)). In
both cases, the verification is defined via Eq. (8) for the first ¢, — 1 verification queries and via Eq.
(9) for the challenge verification query.

Given O € FULL against the AQA framework, we can formulate it to Oy € FULLIFL)(f).
Specifically, when given access to g(k1,-) oracle, Oy invokes O. Each authentication query from
O can be answered by an oracle query to g(ki,-) oracle, followed by Fourier transform on regis-
ter Y by himself and then an authentication query to f(ks,-)-oracle and the final authentication
query to f(ke,-), if any (due to the challenge authentication query from O), is the challenge au-
thentication query of O;. Further, each verification query from O can be decomposed in a similar
but reverse manner. The final verification query to f(ks,-) by oracle Oy (due to the challenge
verification query from O) will be his challenge verification query. Besides, Oy follows O for the
remaining (intermediate) operators. From our formulation of Oy, we can see that wy = wé)f. By

the (FULLIF) cOMPIF1))reducibility of f, there exists ANS COMP%(fl")(f) so that
Vers (w'of) and Ver, (w'If). (25)

are indistinguishable, where, by this reducibility definition, the distinguisher is also allowed to make
one query to g(ki,-) oracle. This Z; gives an adversary Z € COMPo against AQA protocol: Iy
follows Oy till reaching w,;—1 and so Z follows O will reach the same w;_1, then Z applies basis-
preserving Vz, on YZ and projector II on Z, on w1 to obtain w7 (which equals w’If), where
we especially notice that no query to g(ki,-) by Zy during the transition from wy—1 to w’If (by
definition of COMPY and COMPS). By the definition of Zy, w/ is exactly identical to w’Zf. Thus,
summarizing the results so far, we have

Very(wg)) = Very (wa) ~ Very (w’If) = Vera(w}). (26)

Especially, Vera(wy,) &~ Vera(w?%), which is still indistinguishable if further applying Inverse Fourier
transform and making one oacle query to g(k1, -), as the distinguisher of Eq. (25) is allowed to make
one query to g(k1,-). That is, wo ~ wz. Denote the game with Z and oracle g(k1,-) by Go. We use
A(G) to indicate variable A in game G. So we have

wo<G0) ~ wI(Go). (27)

Then, we modify the protocol so that g(k1,-) is replaced by a completely random function g.
Denote this game by G;. By the pseudorandomness of g(k1, -),

wI(Gl) and wI(Go) (28)



are indistinguishable, given the oracle access to g(-)/g(k1,-) (where g(-) represents the purely ran-
dom function from M to Ty).

Now let us analyze w7(G1). We start with the expression of w7 (G1), a state in Hyrx7,x73-
We first assume it is a pure state in Hax7; x7;, (parameterized by g, k1) and later will generalize
to the mixed state case. Recall that if a state + is a pure state, our notational convention has
a representation |y) for it. So |w/) is a superposition over states with symbols in M x 71 x T,
parameterized by g and k. According to our adversary model, the nonce 74 is either not queried
before or it is equal to the nonce 7,1 in the challenge authentication query. We first consider the
latter case and leave the former case for later. Then, by Schmidt decomposition, we can write the
challenge authentication query and its response as

|w;—1(G1)> :Z \/YZZ azm’m>Y|7;Z)z>Za (29)
g1 (G0) = S VA 3 e (1) )14, (30)

where >, |azm|? = 1,5 A, = 1, {t,}. orthonormal with dimension of z at most M and t =
g(m,ry) with g a purely random function.
Observing that Z is computational-basis-respecting, after applying /1Vz,, we have

r%mm=¢$H;V&;%MAWWWJmeM%m, (31)

where || [1y2)z || <1 (due to the projector II). After Vers, it becomes

1
- _1\y(myt)u
m;@;azm( 1) )y |Yuz) z, (32)
After inverse Fourier Transform, it becomes

EEI\/A*ZEIa&m/ 1)t by, 2, (33)

mab

MTl

with t = g(m, ry). After Very, it becomes
(m+a t+b)-u
wz(G1)) MTzw Sy @)y ) 7, (34)
where t = g(m,ry) and b = g(a,rq). Let us write |wz(G1)) = |wideat) + |Werror), Where
1
|Wideal> = Z V Az Z Olzm’m>Y & W Z |'9Z}uz>Za (35)
|werr0r - Z \/ Z azm m+a’t+b)'u’a>Y‘wuz>Z- (36)

ma: m#a

The following lemma claims that Eg j, (|| |werror) ||?) is small (see the proof in Appendix B).



Lemma 5. Eg, (|| |werror) ||?) is negligible.

So far we have considered the case where 7, has been queried. When it was not queried before,
we let the verified result |wz(G1)) = |Wideal) + |Werror), Where |wigeqr) := 0. We will show that
E, &, (|| lwerror)||?) is still small (which is still done in Lemma 5).

Then, we will construct an ideal adversary Z;geq; so that |wz,, ;) = |widear). Once we have this,
we know that

Eg k(| |wz) (Wz] — [wideat) (Wideat] 1)
SEg,kg (2| |Wideal><werror| |1 + | ‘werror><werror| ’1)

SEg,kg (2\/<wideal’wideal> : <werror‘werror> + <Werror|werror>)
§3Eg,k2 ( V <werror ‘Werror» < 3\/Eg,kzg (<werror ‘Werror»

=3\/Eq b (|| |errar) [12) = negl(v), (1

Ik

where Egs. (39)(40) holds from Cauchy-Schwarz inequality. As |||werror) [|© = | |Werror) (Werror| |1
and Lemma 5 holds for pure state case, by joint convexity of trace distance from [34, Theorem 9.3],
we have Eg 1, (|werror|1) is negligible for mixed state. Thus, when w’(G1) has evolved from a mixed
state, we still have Eg j, (|wz — wideat|1) negligible, where wz (resp. wigeqr) is the mixed state of |wz)
(I“eSp. |wideal>)'

We will present the ideal adversary Zjgeq so that wr,, ., = Wideai- If Zigeas can do this with
access to g(+)/g(ki,-) oracle, then wjgeq with g(k1,-) and w;geq; With purely random g are indistin-
guishable by the pseudorandomness of g(k1,-). That i8S, Wigeai(G1) ~ Wideai(Go). We have already
know previously that wz(G1) = wz(Gyo) (from pseudorandomness of g(k, -)). Since Eg 1, (|wz(G1) —
wideal(G1)[1) is negligibly, it follows wjgeqi(G1) and wz(Gq) are indistinguishable and hence w;geq; (Go)
and wrz(Go) are indistinguishable. This concludes our theorem.

It remains to construct Z;4eq with access to oracle g(k1,:)/g(:) (in Go / G1). The strategy is
modified from [26, Theorem 16]. Essentially, Z;4.q; can be constructed from Z as follows (details
will be given soon). Till query ¢ — 1, Z;4eq; follows Z (or O) as it is not restricted (in comparison
with O or Z). If Z does not make a challenge authentication query, then w;geq; = 0. Otherwise,
after receiving the reply w(,_1)z from the challenge authentication query, assume that Z will apply
unitary VIf on Y Z, followed by a projector II on register Z. Then, Z;j.q performs sz on AZ and
Il on Z to try to force the global state to achieve the desired result, where register A will be a
simulated copy of Y register by Z;geq;- The details of Z;4.4; are as follows.

1. Zigeq; has the secret keys and can simulate the oracles g(-)/g(k1,-) and f(ks,-). He then follows
7 until it receives the reply of the challenge authentication query. Now the global state is w(,_1)z
(i.e., wg—1 in the security game with adversary 7).

2. Zigea: then creates an entangled state |Pp,)aar = ﬁzz |z, f(ko, z|rq)) alx, f(ka, x|rg))ar
(with access to oracle f(kz,-), maintained by himself), where A ® A’ is isomorphic to Y ® Y.

3. Zidea then applies V7, to register AZ and II on Z. Then, Z;q.q makes the projector Pk, ) ( Py |
(i.e., it applies projective measurement (|Pg,) (P, |, I — |Pk,)(Pk,|) and discards the outcome 1).
From Lemma below, the result is wjgeqs @ Pr,. Tracing out Py, gives |widear)-

The mixed state case follows by linearity of Z;geq;. This concludes our theorem. ]

Lemma 6. wr,, ,(G;i) = Wigea(Gi),i =0, 1.



Proof. We consider G only as Gy is similar. For simplicity, we assume that w,_1)7 is a pure state.
From Eq. (30), we have

|wig-1)z(G1)) WZ\FZ Qe (= 1), f (g, ulrg))y[42) 2 (42)

Consider |w(,_1)7(G1)) ® |Dk)aar. After V7, on AZ and II on Z, by Eq. (31), it becomes

MlTl SOV (=)™, fha, ulrg))y [ne) 2 © |3, 8) Al ) v, (43)

where s = f(ka,z|ry) (as T is computational-basis respecting). Projecting register AA" on &, and

using the fact (z,s,z, s|Py,) = \/ﬁ, it becomes
1 .
MT; Z V Az Zazm(_l)(m’t) “u, f k2, ulrg))y [Yez)z @ ¢k2 ) (44)
ZU mx
which is

STV S Qo ()0, f(ka, ulrg))y Z W02) 7 @ PR, (45)
Tracing out AA’ and verifying Y (using Vers, QFTT and Very), it becomes

;\/Yz;azmhnh/@ MlTle:'%Z)Z' (46)

This is exactly |wigeq;). The mixed state case follows by linearity. [

When the pseudorandomness of g(kp,-) holds only for ¢ queries, we immediately have the
following corollary.

Corollary 1. For keyed functions g(ki,-) : M x{0,1}V — T1 and f(ka,-) : M xT1 x{0,1} — T3
with k1, ke + K, let g(ki1,-) be q-pseudorandom and that f(ko,-) be (}"Llﬁﬁ‘g(kl"),COMPg(kl"))-

reducible. Then, the AQA authentication framework is secure against fUﬁL’Z(kl").

7 Security Separation of Authentication with and without Verification
Queries: the Quantum Setting

In Section 3.3, we showed that there exists a classical MAC scheme that is existentially unforgeable
while it is completely insecure when verification queries are additionally allowed. In that scheme,
the attacker can use each verification query to extract one bit of the secret key and eventually crack
the whole key. In this section, we extend this idea to the quantum setting.

7.1 Notations

Define FULL (resp. COMP) to be a subset of FULL (resp. COMP) that does not make a
verification query other than the final challenge verification query. Similarly, FULLIF) (resp.
COMP91)) can be adapted from FULLIFL) (resp. COMPIEL)) . Further, we can extend the
(FULLIF) cOMPIEL) ) reducibility of f daptively: f(k, ) is said (FULLIF ) cOMPIK))-
reducible for k, k < K if the induced authentication protocol of f is (}'Z/IEE'Q(kl"), COMP'g(kl"))—
reducible.



7.2 Variant of AQA and Authentication protocol of f

Variant of AQA.  We now mmodify AQA to AQA’ so that it has the limited security claimed
above. The construction is to basically follow AQA except with the following changes.

— First, assume AQA has a key space K? = {0,1}? and then the modified protocol has a key
space {0,1}2**1. The key is sampled as s = (s, ,s2,41) « {0, 1}2F1. It defines (k1, ko) =
(81 ® S2p41,- .., 52 @ Sop+1) and use (k1, ko) as the secret key in AQA protocol.

— Second, the protocol execution follows AQA with (k1, k2), except we attach |z,i,u)4 = [0,0,0) 4
to the authentication message. That is, the authentication message is now |0)|0, 0, 0) 4, where |o)
is defined at Eq. (19) and we remind that now the register of authentication is now Y’ = Y A..
The verification is the same as AQA, except that it first measures A register in the computational
basis, resulting in the classical value |z,4,u)4, and then checks if (z,4,u) is consistent: either
z=0or (z =1& s; = u) (similar to the verification in Section 3.3), followed by the normal
verification in AQA.

Variant of Induced Authentication of f.  The authentication protocol induced by function
f can be modified similarly: take s + {0,1}?**! and define k = (ki, k2) as above; use ks as the
secret key of f; the authentication message and verification are adapted similarly as in AQA’. Note
that Ky is not explicitly used in the protocol but s is used in the verification. We call it the modified
authentication protocol of f.

7.3 Security Analysis

In this section, we analyze the security of AQA’. We show that it is secure when no verification
queries (other than the challenge one) is issued while it is completely insecure when they are permit-
ted. Our proof needs the following lemma. It basically states that if f is (FL{EE'Q(I“"), COMP'g(kl"))—
reducible, then the modified authentiction protocol of f (especifially, with k = (k1, k2) as specified
there) also has the same property. The idea is that an adversary in FULL" (resp. COMP") can not
make a ‘learning’ verification query and register A returned from the challenger is always dummy
|0) 4, the protocol before the final verificaiton query is essentially the protocol induced by f. In
addition, since the actual key k = (k1,k2) for the protocol reducibility is a one-time pad encryp-
tion, any bit of s remains uniformly random, given k. So attacker can not succeed better than a
random guess of s; which can be done by COMP9%1) attacker. So the reducibility of f guarantees
that a COMP9%,1) adversary can achieve the same performance as a FULLIF) adversary. The
detailed proof is to turn this idea into a formal reduction.

Lemma 7. If f is (fUEE'g(kl"),COMP'g(kl"))—Teducible, then the modified authentication pro-
tocol of f is also (]:leﬁﬁ'g(kl"),COMP'Q(kl"))-reducible with an T € COMPg(kl") for any O €
FULLIF) 5o that T always keeps A register as |0,0,0)4.

Proof. For any adversary O € FULLIF1) against the modified protocol, we can construct an
adversary O’ € FULLIF) against the original protocol (without register A). O’ does this as
follows.

— For any authentication query from O, O simply forwards the register Y to his own challenger
and keeps the register A (reset to |0) 4, for instance, by swapping with an unused qubit (with
state |0)) in his own register Z’). When receiving the reply, it forwards Y A back to O.



— For the final challenge verification query from O, O’ first makes a measurement in the com-
putational basis on register A. If |z,4,u) has z = 1, then with probability 1/2, it traces Y
to an invalid symbol |N)(R|; with probability 1/2, it keeps Y unchanged. Next, it sends Y for
verification and also resets A register to |0,0,0). When receiving the verification result, it for-
wards Y A registers back to O. Given the authentication queries, any s; for any ¢ is independent
of the adversary view. Hence, the view of O is according to the real game distribution and
wo = wor ® [0,0,0)(0,0,0|4

By the reducibility of f in the original protocol, there exists adversary Z' € C(’)Mpg,(kl") for the
original protocol so that the final state wps and wz: are indistinguishable, where the distinguisher is
allowed to make one query to g(k1,-) oracle. Next, we reformulate Z’ against the original protocol

as an adversary Z € COMP_g(kl") against the modified protocol. The operation of 7 is very
simple: it simply follows Z’ except that it has an extra register A that always has |0,0,0)4 and
for each authentication query and the (challenge) verification query, it also forwards register A
to the challenger. Thus, we have that wr = wz ® [0,0,0)(0,0,0]/4. Now since wyr ~ wor with
distinguisher allowed to query g(ki,-) once, we know that wr ~ wor ® |0,0,0)(0,0,0/4 = wo still
with distinguisher allowed to query g(k1,-) once. This concludes the proof. |

Theorem 3. AQA’ scheme is secure without verification queries but insecure when 2v + 1 verifi-
cation queries are additionally allowed.

Proof. We first show that it is insecure when 2v+1 verification queries are additionally allowed, be-
sides the authentication queries. The strategy is similar to the classical case, except that each quan-
tum authentication message is modified only once for the verification query. That is, it issues query
for message m; with nonce r; and upon receiving the authentication message w; ® |0, 0,0)(0,0,0| 4,
it modified to w; ®|1,4,0)(1,4,0]| 4 as the verification query. It is accepted if and only if s; = 0. After
2v + 1 authentication queries and verification queries, s is recovered and the attacker can forge any
authentication message for any quantum state.

Now we prove that AQA’ is secure against attacker without a verification query. Fix the nonce
vector r. Recall that wpg is the final accepted state involving adversary B with implicit parameter
set © (including s = (s1, s2)). For simplicity, we assume © = {s} only as otherwise the proof does
not explicitly use other parameters and will be almost identical to this simple case. In the original
security game, attacker O makes ¢ queries including the challenge verification query. Recall that
the final state before the challenge verification adversary B is w'g.

Given O € FULL against the AQA’ framework, we can formulate it as Oy € FULL L) (i.e.,
FULL (f) with access to oracle g(k1, -)), against the reducibility of f, where each tag query from O
can be answered by a query to g(k1, -) oracle, followed by Fourier transform on register Y by himself
and then a query to f(ke,-)-oracle and the final query to f(ke,-) is the challenge verification query
of Oy. Beside these, O follows O for the remaining (intermediate) operators. From our formulation
of Oy, we can see that wy, = wa. By the (]:Uﬁﬁ'g(kl"),C(’)MP'g(kl"))-reducibility of f and Lemma

7, there exists Ty € COMPgJEkl") for the modified protocol of f, so that
Very(wp ;) and Verp (W ) (47)

are indistinguishable and also Z; always keeps register A as |0,0,0) 4, where the indistinguishability
still holds after QFT and Ver; by accessing to g(k1,-) (as the distinguisher is allowed to make one



query to g(ki,-) oracle). This Zy gives an adversary 7 € COMP" against AQA’ protocol, where it
follows O till it reaches w(,_1)0 and then it follows Zy to apply some unitary Vz, and projector I1

to obtain w%. By the definitions of Z; and COMY), (k1) , Wy = w’zf (hence summarizing the results
so far gives wp ~ wz) and A register is always kept as |0,0,0)4. Especially, the authentication
queries and the (challenge) verification query all have |0, 0,0) 4. Thus, the remaining proof exactly
following Theorem 2 can give an ideal adversary Z;geq; with wz,, , ~ wz and hence wz,, ,, ~ wo.
This completes our proof. O

8 Some Reducible Functions

In this section, we show that if f(k,-) : M — T for kg + K is 2¢g-wise independent function, then
its induced authentication protocol can be reduced to a computational-basis-preserving adversary
that makes at most ¢ oracle queries. The idea is as follows. Since f is 2¢-wise independent, by
Lemma 2, we can replace it with a random oracle without changing its reducibility. Furthermore,
the quantum random oracle and the compressed random oracle C'StO are indistinguishable [42].
We can change to work with C'StO without changing the reducibility. So we only need to prove the
reducibility when the random oracle is C'StO. In this case, for simplicity, assume that the challenge
authentication query is } . ay|m,0)y[i:)z|y)p (where > 4 lay|> = 1) with nonce 7,_1, then by
our model assumption nonce r,_1 was not queried before and hence the reply will be

Wg—1 =

ml/z Zaylm Oy 1) 2FD,y, YU iy 1) (48)

Then, attacker will apply unitary V onYZ and II on Z and we can assume the result is

t t
| q |7-|1/2 Z yﬁm Zy’a b Y|fym Zy>ZFDm\7‘q_1 ‘y U (t)m‘rq—1>D (49)
taby
with 3, 1802 = 1 and |/}'®)7 is a unit vector. Now the challenger will verify |w}). Since

alrg—1 for a # m is not recorded in y U (t),,),,_, While m|ry_y is, the verification result will be

-1

jwq) = |T|1/2 Z ay Bt [m)y [t )2ED e, 1YY O, )DF (50)
1
7 Z ayﬁﬂm a)Y"Y;?thy>ZFDm\Tq_1va|"'q—l Y U )mirg_y U (0)ajry_, ) D- (51)
tyab:a£m

The crucial point is that the part at Eq. (51) is very small. Indeed, {[y U (¢)r,_; U (D)ajr,_,) }1o are
almost orthonormal. To see the idea, we can assumt they are truly orthonomal. Then, the norm of
part of Eq. (51) is at most 1/|7|"/2, as 3", [Bas|? < 1 and Dy |y |2 = 1. Therefore, |w,) is almost
equal to the part at Eq. (50). If we can construct a computational-basis-preserving adversary Z to
generate this part, then we are done. Notice that this part is the verified result of partial sum in Eq.
(49) with a = m,b = t. That is, this part is computational-basis-preserving, compared with wq_1
at Eq. (48) with only changes on Z registers. This can be done by a computional-basis-repserving
adversary. In the following, we will implement this proof idea rigorously.

Theorem 4. If f(k,-) : M — T is a 2q-wise independent function with k < K and |M| =
O(|T|V/227 198’ XY then f(k, ) is (FULLE,COMPL)-reducible with R independent of k.



Proof. For an adversary O € FUEEqR, we need to find 7 € COMP(I;O to satisfy the reducibility
condition: wp =~ wz, where the distinguisher is allowed to make one query to oracle R. Toward this,
we fix nonces r for simplicity. Then, O will issue ¢ authentication and verification queries and the
final query is a challenge verification query. We will not explicitly mention the query to R oracle
as that can be incorporated into operators between authentication and verification queries. Then,
O finally will receive the verified state wp. Denote this game by Gy.

Game G;. We modify Gy so that f(k,-) is replaced by random oracle f(-) (i.e., a purely random
function from M to 7). By Lemma 2, the final states in G; and Gq are perfectly indistinguishable
(note: since k is independent of R, the oracle access to R by distinguisher does not affect the
indistinguishability as he can simulate the oracle by himself; we will ignore R for the similar reason
from now). Further, we can replace | f) with its uniform superposition \;—N > |f) (i-e., the standard
random oracle StO): since register |f) is a control register for all the operators in the game (see
Section 2), measuring |f) at the beginning or the end of the game does not change the final joint
state wp. Here N is the total number of f’s.

Now before proceeding, we characterize 1. We consider two cases: query ¢ — 1 is a challenge
authentication query (so 74 = 74—1), or, it is not challenge authentication query (so r, has never
been queried).

We first consider the case where query ¢ — 1 is a challenge authentication query (so rqy = rq—1).
We first only consider the pure state case (i.e., wy_; is a pure state |w;_;)). The extension to the
mixed state will be considered later. Then, by Schmldt decomposition, we can assume that ]w(’l_1>
(the challenge authentication query) can be written as

Wy1 = Y N Aep Y aemglm, O)y|p) 21 f) (52)
zf m

where the distribution of f is absorbed into A,¢ (i.e., >, Asy = 1) and {|¢).f)}. for each f is a
set of orthonormal states of size at most M and ), . |om f\Q =1 for each z, f. After the query, it
becomes

|Wq71> = Z mzasz|mvt>Y|wzf>Z’f>Da (53)
zf m

where t = f(m,rq). Then, the adversary O applies a unitary V' on registers Y and Z, followed by
a projector II on Z, so that |m,t) @ [1.f) — [Intof). We rewrite |z f) as

|t ) Zﬁmﬂab ® [z, (54)

where {|7; t=f )}a,p is a collection of vectors for register Z with norm at most 1 (due to projector

IT) and )", \Bmtsz 1. So the joint state after applying ITV is

Z VA Y g B la,b) @ =) @ | f) b, (55)

mab

Game Gy. We modify G; to Go so that random oracle StO is replaced by compressed random
oracle C'StO. By [42, Lemma 4], G1 and Gy are perfectly indistinguishable, where the distinguisher
has access to the final state |w,) on all registers except for the random oracle register. Indeed, the



distinguisher is the (attacker, challenger) pair, except the random oracle is separated apart but
remains accessible to the distinguisher. When the random oracle is C'StO, the final state is from
Go; otherwise, it is from Gy. Then, [42, Lemma 4] implies the indistinguishability.

Analysis of Go.  We now analyze Go and construct adversar Z € COMPg to satisfy the
reducibility property. Toward this, we first notice that Eq. (53) in G will be changed in Gg as

|wg-1(G2)) |7—|1/2 Z VAzy Zazmy‘m t) Y‘¢zy>ZFDm\rq‘y U (t )m|rq> (56)

2yt

as m|rq—1 was not queried prior to query g — 1 due to the existence of nonce r,_; in the challenge
query and so rq = ry—1 according to our adversary model. Thus, after the operation by O, we have

|we) |T|1/2 D VA Y ey By a,b) @ V™) @ Fp,, |y U (Bmjr,) D- (57)
zyt

mab

Also, since attacker only made ¢ authentication/verification queries, X(y) has at most ¢ non-L
elements.

We can divide ]w;> into two parts: |w}) = [Wjgeqr) + [Werror), Where

[ideat) = \T|1/2 Z VAzy Zazmyﬁmtzy’m b) ® |’Ymtzy> ® FD,r Yy U (&) miry) D> (58)
zyt
t t
[werror) = ‘7-‘1/2 YoV D camyByy Yab) @ vy ) © Fp,, 1 U Omjry) D- (59)
zyt mab:a#m

After verification, the accepted part in |w/, ;) will be

1/2 Z \/ zy Z O5zm}’/BMtZy|7n> ® |77n;§zy> ® FDm\rq ‘y U (t)m\rq>Da (60)

2yt

‘ zdeal |T|

On the other hand, for each a # m in |w,,,), a|rg & X(y U (), ), @s it can not be recorded in
the previous query due to the uniqueness of r,. Since f(a,r,) is uniformly random, it follows that

after the verification, |w.,,,,) becomes

t t
werror) = 77 S Ve Y ey B0 @ WY © Fbp 19U Bapry U B )

zyt mab:a#m

In the following, we upper bound || |werror) || Which turns out to be small. Toward this, let us
first look at the inner product between

|a>FD{mqu,a‘rq} |YU(t)m\rq U (b)a\rq>D and |a,>FD{m’|rq,a’\rq} \y’ U (bl)a/‘Tq U (t/)m’|rq>Da (61)

with a € X(y) and o’ & X(y’). We have the following cases:

— If (a,b) # (a/,V) or y #y’, the inner product is 0.
— If (a,b) = (¢’, V) and y =y’ but m’ # m, the inner product is 1/|T].
— If (a,b) = (a/,V), y =y and m’ = m but ¢ # ¢, the inner product is 0.



— If (a,b) = (d/,b') and y =y’ and (m,t) = (m/,¢'), the inner product is 1.
Therefore, we can write || |werror) ||2 = (Ag + A1)/|T|?, where

AO —_ Z mazmyaz myﬁmtzyﬁmtz y< mitz’ y|,7mtzy>7 (62)

' zytmab:a£m

1 miz 1§ 5! > mitz
Al - m Z \/mazmyazmyﬁ ' leabt y<’yabt y| ' y>’ (63)

2 zym/mit’ ab:|{a,m’ ,;m}|=3

Consider A; first. We have

1 mtzx m 2
|A1‘§m Z AzyAzy‘azmyazmy| Z’/B ' y v y| (64)

2 zytt'm/m: m’#m
<I|T] Z VAzy Arry|0zmy @iy | (by Cauchy-Schwarz with Y, |8%]?> =1)  (65)

2! zym m:m#m/

_|T|Z Z zy’azmy‘ +/\zy|azm}’|) (66)

yzz!

=[T1- M| Z Aoy = IMP|T], (67)

yzz!

where we note that the dimension of Schmidt decomposition from z or 2’ is at most |M|.
Then, we focus on Ag. Notice that

|A0‘ < Z /)\zy)\z y|azmyaz myﬁmtzyﬁmtz y< mtz’ y‘ mtzy> ” (68)
z'zytmab

< S oy Ay ey Bty B B (69)
z'zytmab

<IT] Z VAzy Aoy [0emy Qemy |, /% as 324, ’/B;b|2 =1 for any u */ (70)
zlzym

<UTIY VA hey, /% as Y, [aemy|? =1 for any zy */ (71)

zlzy

=TI D VA2 SITIMIY D Asy = M- [T]. (72)
Yy z y z

where Eqgs. (70)-(72) all have used Cauchy-Schwarz inequality. Therefore,

2l M
un

I? <

S(IMPITT+ IMIIT) <

(73)

‘ | |wer7“o7“>

ITI

Next, we consider the case where no challenge authentication query is made (at query ¢ — 1).
We assume the query g for challenge verification is [wy) = 37, Qmty|m, 1) |miy)|y), Where [{y)

is a unit vector and >_, |amiy|* < 1. Then, define |wl,,,,) = 0 and |wl,,,,.) = |w)). It suffices to



show that |||w,)||? is small. Note that since m|r, was not queried before, m|r, ¢ X(y) and hence
after the verification, it becomes

1
|wg)

= (7 2 ey ) ey D, [¥ U O, (74)

mty
Consider the inner product of
M Py, 1Y U (Dapry) and )i, 1y U (),
where *|r, was not queried to the random oracle. We have the following observations:

— If m #m/ or y #y’, then the inner product will be 0.
— If m =m/ and y =y’ but ¢ # ¢, then the inner product is still 0.
— If (m,t) = (m/,t') and y = y’, then the inner product is 1.

Thereforea H |Wq> H2 = ﬁ thy ‘ath|2 ’ H |wmty> H2 S 1/|T’7 as thy ’amty‘Q S 1.
Therefore, similar to Eq. (37) (without the expectation), we have

5|M
| lwa) (wql = [wideat) (Wideat| [1 < 3 - v/max(2lM[2/|T],1/|T1) < |T||1/|2'

By convexity of trace distance, we know that generally |w; — wideq|1 has the same upper bound.

Since we are in Go, this precisely has |we(G2) — wideal(G2)[1 < |57|_|7/;A/|2 Now if we can construct

WANS COMPg, with access to the compressed random oracle to achieve state |wigeq) (that is,

w1(G2) = wideai(G2)), then we have |wo(G2) —wz(Ga)|1 < ‘57‘,‘7/\1/‘/‘2, negligible! Especially, wo(Ga) =~
wz(Gz). When the compressed random oracle of Z is replaced by StO or f(k,-), we have wr(Gq)
or wz(Gy). We hence have wz(G2) = wz(G1) = wr(Gy), by the indistinguishability between C'StO
and StO and the 2¢-independence of f(k,-). Since we also have wo(Gz2) = wo(G1) = wo(Go), it
follows that wo(Go) ~ wz(Gyo). This will conclude our theorem.

It remains to construct Z that has the access to C'StO to achieve wjgeq;. This is as follows.

(75)

1. Z first creates auxiliary registers M'T’Zs where M'T’ is isomorphic to MT and Zs is a qubit
register.

2. T follows O, until it reaches the state |wg—1) (here we assume |w,y—1) is a pure state and mixed
state case is obained by linearity). If query ¢ — 1 is not a challenge authentication query, it
creates a dummy invalid authentication message (such as [R)) as |w;) and results in |w,) = 0.
Otherwise, |wg—1) will be the reply of the challenge authentication query and then 7 creates
|wg—1) M1 2D|0) M1 2, -

3. Then, Z coherently copies MT registers into M’'T’. Then apply the final unitary V of the real
attacker on M'T'Z registers, followed by projector IT on Z. Then, it compares MT and M'T’ in
the computational basis. If they are equal, then wrote 0 on Zs; otherwise, it changes to 1. Then,
it applies projector |0)(0|z, on Z3 (i.e., it applies the projector measurement (]0)(0],|1)(1]) and
we are concerned with the outcome is 0).

4. Tt then applies unitary |m) ) |m/) a6 — |m)ar|t)7|0) 2 |0) 77, as m' +m/ =t/ + ¢ = 0.
Since the measurement on Z5 has outcome 0, it always has

[m)a[t)zlm) aer [tz = ) ar[t)7|0) ar [O) - (76)

That is, after the measurement, the state on M'T'Zs is |0)pr772,, which is in tensor product
with Y Z registers and can be ignored. Thus, the state on Y Z is perfectly |wigear)-



The verification that following the action of Z above (starting from w,—1 in the expression at Eq.
(56)) will indeed result in wjgeq;, is routine and straightforward. We omit it here. O

Corollary 2. If f(k,-) : M — T is pseudorandom with k < K and |M| = O(|T|/22718°¥)  then
it is (FULLT, COMPE)-reducible for any oracle R that is independent of k.

Proof. The proof almost follows from Theorem 4. In Theorem 4, we replace 2¢g-wise independent
function with random oracle f without changing the final verified state as the adversary only
makes ¢ queries while the pseudorandomness of f(k,-) in our setting allows us to do this for any
polynomially bounded ¢ with only changing the final verified state by a negligible distinguishing
gap. Once f(k,-) is replaced by purely random f, the remaining proof follows Theorem 4. |

Corollary 3. If H : C® M — T s a random oracle and q = O(|IC|1/22_1°g2”) and M| =
O(|7'|1/22_log2 v, then H(k,-) is (FULLT, COMPE)-reducible for for k < K and any oracle R

independent of k, where q is the number of random oracle queries from adversary.

Proof. This again (as in Corollary 2) follows the proof of Theorem 4. Since H is already a random
oracle, the proof can start from G. Further, by Proposition 1, we can assume that adversary O
does not make any random oracle queries (other than authentication and verifiation queries). The
replacement only induces a negligible distinguishing gap due to ¢ = O(|IC|1/ 29— log?v ). When the
random oracle is not queried, the proof exactly follows Theorem 4 and the final distinguishing gape
between O and T constructed there is negligible, due to [M| = O(|T|/22~ 18" v). [ |

9 Conclusion

This paper studied the quantum message authentication model. We proposed a new model that
captures several concerns. First, the attacker’s state might be entangled with the authentication
state. Second, the same seret key is desired to authenticate multiple messages. Third, it should
address the threat from the verification queries. This is the concern that the attacker could create
a forgery and see if the forgery is accepted or not. We showed that there exists a quantum au-
thentication system that is secure when no verification queries are allowed while it is completely
insecure when some verification queries are additionally admitted. We then proposed a framework
by abstracting the protocol of Garg et al. [26] and showed that the framework is secure under our
model as long as the component primitives satisfy certain properties. This reduces the design of
the authentication protocol to the design of the primitives. There are some questions worth future
study. Fehr and Salvail [24] studied the authentication with key reusability using the observation
by Bennett, Brassard and Breidbart in 1982 [11] and notice that if a quantum message has not
been changed in the transmission, then the attacker did not learn anything from it and so the key
can be reused. It is interesting how we can capture this observation in an authentication model. In
our model, we can not include it because the attacker’s verification query can be the superposition
of valid authentication message and invalid authentication message and also the verification result
is a mixture (instead of simply a valid message or an invalid symbol). It is also interesting to study
the composition security such as quantum universal composition from authenticated channel to
unauthenticated channel, similar to its classical counterpart [14].
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A Proof of Lemma 4

Lemma 4. Assume that (S1,---,Sk) is an equipartition of {0,1}" with |S;| = 2"/K for all i.
Let H : {0,1}" — {0,1}™ be a quantum random oracle and A (x,y) be a quantum algorithm with
input (x,y), where x C {0,1}" of size 2" /K and y; € {0,1}™ and it makes at most q queries to H.
Let B be a quantum algorithm with input x = Sy for some t: takei < {1,--- ,q}, y < ({0,1}™)2"/K
and run AH(X, y) till the i-th query to H in which case B measures the query in the computational
basis and outputs the measurement result. If A makes less than i queries to H, B outputs 1L . Then,

for x = Sy, with k < [K], y < ({0,1}™)2"/K and a purely random H,
| Pr(AY (x, H(x)) = 1) — Pr(A" (x,y) = 1)| < 245, (77)

where § = Pr(z’ € x : 2/ = BY(x)) and probability is over the randomness of xyH and the
uncertainty of B’s final measurement.

Proof. Let the state of A consist of three quantum systems: X,Y, W for query, response and
working registers. Let |W)x, be the initial state prepared by A when it is given input x,y. Let
Op : |z,y,w) — |z,y+ H(z),w) be the quantum random oracle. For simplicity, let U be the unitary
operator between two random oracle queries. Let |W}(y 1) = (UOp)"|Wxy). Then, the state of A
before the final measurement is ¥ ;). Let p1 = Pr(AH (x, H(x)) = 1) and ps = Pr(Af(x,y) = 1).
Then, py is the probability of measurement on |!7£y7 1) with outcome 1 for fixed xy H, followed by

averaging over xy H. Also, py is the probability of the measurement on |£Pi ) with outcome 1 for

H(x),H
fixed xH, followed by averaging over xH. Define Hyy to be a variant of H so that H(x) = y while
Hyy(2') = H(z') for 2/ ¢ x. Then, p; can be also described as the probability of the measurement on

|qu7 ny) with outcome 1 for fixed xy H, followed by averaging over xy H, as Hyy(x) =y and H(x)

X,



is not used in this modification (so averaging with or without H(x) does not change pl) Therefore,

[p1 — p2| is the distinguishing gap between Exyn(|¥)] H)(y)(@gyﬂxy]) and Exy (|7, )Yy 1)

which is bounded by their trace distance, due to [34, Theorem 9.1]. By triangle inequality,

P~ P2 < Byt (Do, ) (WL, | 12, o VT o ). (78)

Let |LP;‘§, o

By triangle inequality again, we have

) := (UOp,, )9~ (UOx)!|Wxy). Notice that [#2

xyH> ’ xy,Hxy >and ’LngzH> | xyH>

qg—1
P = Pl By (Y D18, 1) (058 11,105 i (5 i) ) (79)
=0
q—1
=yt (3 DiUO ., Wy 1) Wy 11011, U, UOw Wy i)Wy 51OnUY)) (80)
=0

(applying unitarty operator (UOp,, )7 "~! does not change the trace distance) (81)

q—1
g1 (X DOt Wy )Wy 1 Oty Oty )y 1 O)) (52)

i=0
(applying U dos not change the trace distance) (83)

Let Oxy(z) be the function such that if x = x; then the output is y;; otherwise, it outputs 0. Also
let -x = {0, 1}n — x. Notice that H = OxH(x) + O(—\x)H(—\x) and ny = Oxy + O(ﬁx)H(—\x)- To
proceed, we need to the following claim.

Claim. [38, Lem. 11] Let two states |1;) = |w) + |[¢]) (i = 0,1) with |¢}) orthogonal to |w). Then,

Dy([vho)(@ol, [1) (w1 ]) < 2[] [vo) [I-

From this claim, we know that

Dy(Ottey Wy 11) ey 11Oty » Ot Wiy 11) Wiy 11Otr) < 2||Oxy Wy i), (84)

where Qyy is the quantum operator |z, u) — |z, u+ Oxy()), followed by a projector » .. |u){u|x.
Hence, Eq. (82) is upper bounded by

Exyn ZQH@xyI -l (85)
( )

q—1

<2, | ¢Bxyrr ( Y [0xy ¥y 1)12) = 2V, (86)

i=0
where the last inequality is due to Cauchy-Schwarz inequality (using the fact: if xyH in E has

the probability Weight axyH, then Zixy I a";H = 1) and the final equality has used the fact that

§ = xyH(l >z H(O)xy] vy, H>H2>, which comes from the fact that the projector ), . [u)(u|x

commutes with unitary |z,u) — |z,u + Oxy(z)) and the norm is not changed if unitary (|z,u) —
|z, u 4+ Oxy(x))) is applied finally. This completes our proof. O



B Proof of Lemma 5

Lemma 5. Eg 1, (|| |werror) ||?) is negligible.

Proof. Recall that we are considering the pure state case for w(’J (i.e., the state before the final
verification) and thus the state after the final verification in Gi is |wz) = |Widear) + |Werror). We
need to show that |||werror)|| is small. We first assume attacker always makes the challenge signing
query and will deal with the other case later. Then, in G1, we know from Eq. (34) that

o) = 577 VA D (=) ) )z (87)

where t = g(m|ry) and b = g(a|rq) with g being a purely random function. Further, |wigeq) and
|werror) have the same expression, except with constraint m = a and m # a respectively.

Game G3. Wemodify G; to G so that g appears in a superposition (instead of first sampling g).
Then, |wz(G1)), |wideat(G1)) and |werror(G1)) will become |wz(G2)), |wideat(G2)) and |werror (G2))
respectively, where

|Werror G2 MT Z \/ Z azmg m+a7t+b).u|a>Y|§0uzg>Z|g>D7 (88)

uma,m#a

where t = g(m|rq) and b = g(a|ry) and the distribution of g is absorbed into A.4. Further, |wigeq (G2)
and |wz(Gs) are modified accordingly. Clearly, Eg k, (|||werror)(G1)|[?) = Eg, (|| |[werror (G2)) ||?) as
|g)p is an orthonormal basis for the random oracle.

Game Gjs. We modify G to Gs so that the random oracle is replaced by compressed random
oracle C'StO. We observe that the inefficient representation of C'StO and StO differs only by an
unitary Fp (by recalling that, given input |z)x|y)y, in CStO, before applying CNOTyp,, it first
applies Fp, to D, register, while StO directly applies CNOTyp,; after the operation in CStO,
Fp, is applied again to get back to their C'StO representation). It is clear that applying a unitary
to D in Eq. (88) will not change its squared norm. Hence, || |werror(G3)) |2 = || |werror (G2)) ||*.

Let the global joint state right before verifying tag on register 77 be denoted by |w/7(G3)). Let
‘w (G?’)) ‘wzdeal(G3)> + |werr0r(G3)>7 where

|Wideat (G3)) Mlev zy Z Wy (— 1)(m+a’t+b).u’aab>M‘90uzy>ZFDm|rqIY>Da

umab:m=a

’ error(G3 MT1 Z \% zy Z azmy( 1)(m+a,t+b)4u’a’ b)M‘@uzy)ZFDmhq IY>D7

umab:m#a

where y,,,, =t and Dy, is represented under a different basis for convenience. The verification
of ]werrar(G3)> will give t0 |werror(Gs)). Since attacker only made ¢ authentication /verification
queries, |X(y)| has at most ¢ elements and it holds similarly for the superposition entry |y’) in
FDmqu|y . For m = a case, m|r, was queried to the random oracle. So if b # ¢, then it will be
verified to be invalid and hence removed. For a # m case, a|r, was not recorded in the database

that contains m|rq. So a|r, ¢ X(y). Thus, the verification will make query a|r, to the random oracle
and insert it into the database. This results in

1 e b)-
‘we7'7'07.(G3)> = W Z AZytaz"Lyt(_l)(’m+a’t+ ) u‘aHsOuzb’t)FDm\Tq,ah‘q ‘y U (t)m|""q U (b)a‘rfl>7
1

zyutmab:m#a



where we separate (t)mm from y for the convenience of the calculation below.
In the following, we upper bound || |werror(G3)) ||?
the inner product of

which will turn out to be small. Consider

1 FD, e a5 iy U Bagry) and @) FD 19U (), U (B )

!|rq

The result has several cases:

— If (a,b) # (d’,b') or y #y’, the inner product is 0.
— If (a,b) = (d/,b') and y =y’ but m’ # m, the inner product is 1/77.
— If (a,b) = (d/,V), y =y’ and m' = m but t # ¢, the inner product is 0.
— If (a,b) = (¢/,V) and y =y’ and (m,t) = (m/,t'), the inner product is 1.
Therefore, we can write || |werror(G3)) || = M2T3 (Ag + A1), where
Ao = Z \/mazmytdz/nuyt’ Z(*1)<m+a7t+b).u+(m,+a7t/+b>‘u/ (Puzytlpurzryr)/Th,
wu! zz'ymm/att’:|{a,m,m’}|=3 b
(89)
A = Z V A2yt Ayt Cmyt Ostmyt Z(il)(m+a,t+b)<(u+u’) (Pusyt|Purzryt)- (90)
uu’zz'ymat:a#Em b
Consider Ay first. Write u = (u1,u2) and v’ = (u}, u}). Consider
Fammrun 2 ST (1) (@b (s ua) (ot bt')-(uf ) (o1)
b
_ (_1)(a+m,t)-(u1,uz)+(a+m’t -(uh,ub) Z u2+u2 (92)
b
So if ug # ub, then fymmiww = 0. Thus, Eq. (89) can be simplified as
AO — Z /AzytAz’yt’azmytdz’m’yt/(71)<m+a’t)‘(u1’u2)+<ml+a't/)'(u/17u2)<¢uzyt|§0u’z’yt’>~ (93)
uul zz'ymm/att’:|{a,m,m’'}|=3
Further, given m # m/, let
f,,/nm/ ! L= Z (—1)(a"’_m:t)'(ul7”2)+(a+m/7t,)'(u,17u2) (94)
u
Y ag{mm)
_ it ) 5 (e, o
ag{m,m’}
If uy = uj, then f! = (M — 2)(—1)(mtm’ t4t)-(u1,u2)
If uy # uf, then
f;nm,uu,l = —(—1)(mt) (uru2)+(m' ) (uf u2) Z (—1)®(watul), (96)

ac{m,m'}



Therefore, we can write Ag = Ay + Ay, where Ay (resp. A;) corresponds to the summation in
Ap with uy = v (resp. uy # u}). Notice that

|Ao| < (M —2) Z \% )‘zyt>‘z’yt’|O‘zmyt6‘z’m’yt’<30uzyt|80uz’yt/>| (97)

uzz'mm/ytt

< MTl(M — 2) Z m|azmyt@z/m’yt’| (98)

zz'mm/’ytt’

< MPTI(M = 2) Y7\ Aeytdaye = MPTI(M Z Z Ayt)? (99)

zz'ytt!
<MPTY(M —2)Y MTUY Aoy < MPTP(M - 2). (100)
y zt

where inequality at Eq. (99) follows from Chauchy-Schwarz inequality on « for label m’, noticing
that >,/ [@amrye|> = 1, and the final inequality uses Zzyt Azyt = 1. The second last inequality
uses the fact that the dimension from label z in Eq. (31) is at most M.

Now let us focus on A;. Applying Eq. (96) to Eq. (93) with restriction to u} # w1, we have

’A1| <2 Z vV /\zyt)\z’yt"azmyt@z’m’yt’<90uzyt|§0u’z’yt’>’ (101)

/ ! ! /. / /
uuf 22" ytt'mm/: uyF#u) , m#Em

§2M2T1 Z V >\zyt)\z’yt’ |azmytdz’m’yt’| (102)

zz'ytt'mm’: m#m/

<2M3T, Z V Azyt Ay /* by Cauchy-Schwarz ineq. and Y, |azmyt|> =1 %/ (103)

zz'ytt!
SOMPTYY " MTy Y Ay < 2MPTY, (104)
y z

where the last inequality follows similarly as Ag. Therefore,
|Ag| < |Ao| + | Ay| < 3MATZ, (105)

Now let us consider A; in Eq. (90). Again, if ug # uj, then the contribution of summation over
b will give 0 (similar to the case in Ap). Thus, A; can be simplified as

Al =1 Z V AzytAz’ytazmyt&z’myt(_1)(m+a).(UI+u&)<90uzyt|§0u’z’yt>' (106)

I .
uuf zz'ymat: m#a

Again, this has two cases u; = v} and uy # u). Write A; = ng+n1, where 1o corresponds to u; = uj
case and 77 corresponds to u; # u) case. Thus,

Ul ST12]M(]M - 1) Z V )‘zyt/\z’yt’azmytc_“z’myt’ (107)

zz'ymt
<TIM(M —1) Z V Azyt Ayt /* Cauchy-Schwarz ineq. & Y, |omyt|> =1 %/ (108)
zz'yt

—12M(M = 1) S (Y Vag)? < MM = 1) S5 Ay (109)

=TZM?*(M —1). (110)



Then, we consider 7. Notice if no restriction of m # a, then n; should be zero. Thus,

|771’ <Ti Z AV, >\zyt)\z’yt’azmyt@z’myt<§0uzyt|4pu’z’yt>| (111)

’
uug 22’ ytm

§T12M2 Z V )\zyt)\z’yt‘azmytaz’myt‘ (112)

zz'ytm

<TEM? - M = T2M3, (113)

Combining the bounds for Ag and A, we have

3TEM* + 2M3T? - 5M>

2
|Hwerror(G3)>|| < M2T13 - T ’

(114)

This bound is for the case where the ¢ — 1 query is a challenge authentication query. We now
consider the case where no challenge authentication query was queried. In this case, after g re-
placed by random function and further replaced by the standard quantum random oracle and finall
the compressed random oracle. It suffices to show that Ey, (|||wz(Gs)||?) is negligible (recall that
|wWideal (G3)) = 0). Further, we assume that after Very and Fourier inverse transform, the state (prior
to Ver;) becomes

Z amty,m7t>‘Y>D7 (115)

mt,y
where 3, ||@tmty||> < 1. Now since m|r, was not queried to the random oracle, it follows that
m|rq & X(y). Thus, after the verification of Very, it will become
1
|WI(G3)> = 172 Z amty|m, t>FDm|rq |y U (t)m|Tq>D7 . (116)
1 mty

This gives Ey, (|| |wz(G3)) [|?) < 1/T4. This completes the proof of the lemma. [



