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Abstract. ChaCha is a well-known ARX-based cipher and has become
one of the most widely used ciphers in the real world. In this paper, a
systematic three-case framework called Mizderive to find linear approx-
imations for ChaCha is proposed. By this new framework, new linear
approximations for 3.5- and 4-round ChaCha are found, which are sig-
nificantly better than the existing linear approximations proposed at EU-
ROCRYPT 2021 and ASTACRYPT 2022. These improvements confirm
the effectiveness of Mizderive. In addition, new 2- and 2.5-round lin-
ear approximations for ChaCha are found by Mizderive. Based on these
new findings, new differential-linear distinguishers for 7- and 7.5-round
ChaCha256 with complexities 2122® and 22479 are proposed, which
improve the best known distinguishers by factors of 245 and 244, re-
spectively. To the best of our knowledge, both cryptanalytic results are
the best.
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1 Introduction

Cryptography plays a crucial role in the modern digital world. One significant
aspect of cryptography is symmetric-key cryptography, where the same key is
used for both encryption and decryption of data. Symmetric-key ciphers offer
efficiency and simplicity, making them suitable for the applications where speed
and low computational overhead are crucial. Among symmetric-key ciphers, the
ARX-based design has gained considerable attention. ARX stands for modular
Addition, word-wise Rotation and bit-wise XOR. ARX-based design has not only
good security properties, but also high efficiency. Up to now, ARX-based design
has been used in stream ciphers (e.g., Salsa [6] and ChaCha [7]), block ciphers
(e.g., Sparx [21]), cryptographic permutations (e.g., Sparkle [3]), Hash functions
(e.g., Blake [2]) and MAC algorithms (e.g., Chaskey [27]).

Salsa [6] is an ARX-based cipher designed by Bernstein in 2005 and its 12-
round version was accepted into the final eSSTREAM software portfolio. ChaCha
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[7], a variant of Salsa designed in 2008, can provide better diffusion and higher
resistance to cryptanalysis without slowing down encryption. ChaCha has been
used by Google as one of the cipher suites for the new Transport Layer Security
(TLS) 1.3 [23] in Chrome and Android. In addition, it is also used as a pseudo-
random number generator in any operating system running Linux kernel 4.8 or
newer and widely used in many protocols like SSH. It has become one of the most
widely used ciphers in the real world. The ChaCha stream cipher consists of two
versions, i.e., a 256-bit key version called ChaCha256 and a 128-bit key version
called ChaChal28. In this paper, we mainly concentrate on the cryptanalysis of
ChaCha256 due to its wide deployment.

1.1 Related Works

Many cryptanalytic attacks on ChaCha256 have been published, since it was
proposed in 2008. These attacks generally fall into two categories: distinguishers
and key recovery attacks. This paper only focuses on distinguishers and does not
discuss key recovery attacks. For the existing key recovery attacks on ChaCha,
we refer to [1,28,24,10,20,11,4, 18,26,19,29,5,17, 30, 15].

At FSE 2017, Choudhuri and Maitra [10] presented the first differential-linear
distinguishers for 4-, 4.5-, 5- and 6-round ChaCha256 by considering the multi-
bit differentials together with linear approximations. At EUROCRYPT 2021,
Coutinho and Souza [14] proposed a new technique to find linear approximation-
s for ARX ciphers, and presented an improved differential-linear distinguisher
for 6-round ChaCha256 with complexity 2°' and two differential-linear distin-
guishers for 7-round ChaCha256 with complexities 2224 and 2218, respectively.
However, Dey et al. revisited their work in [16] and found the distinguisher with
complexity 2218 is invalid, while the distinguisher with complexity 2224 is valid.
At ASTACRYPT 2022, Coutinho et al. [13] proposed a new way to approach
the derivation of linear approximations by viewing the cipher in terms of sim-
pler subrounds and presented an improved differential-linear distinguisher for
7-round ChaCha256 with complexity 22'4. Soon after, at FSE 2023, Bellini et
al. [5] introduced the idea of using a carefully crafted MILP tool to find lin-
ear approximations, and presented an improved differential-linear distinguisher
for 7-round ChaCha256 with complexity 215689 They also proposed the first-

ever differential-linear distinguisher for 7.5-round ChaCha256 with complexity
9251.54.

1.2 Owur Contributions

In this paper, we propose a new framework of deriving linear approximations for
ChaCha and present improved differential-linear distinguishers for 7- and 7.5-
round ChaCha256. We provide a summary of our cryptanalytic results in Table
1, with a comparison of the existing works.

— Technical Contributions. In this paper, a new rule to derive linear approxi-
mations for ChaCha is proposed, and then a systematic three-case framework
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called Mixderive to find linear approximations for ChaCha is provided. In
this new framework, the different rules that expand the same bits or sums
are utilized to derive linear approximations in a mixed mode, rather than u-
tilized individually. This is the most significant difference between Mizderive
and the known approach proposed at ASIACRYPT 2022. By Mizderive, new
linear approximations for 3.5- and 4-round ChaCha are found, which are
significantly better than the existing linear approximations proposed at EU-
ROCRYPT 2021 and ASTACRYPT 2022. These improvements confirm the
effectiveness of Mizderive. In addition, we present new linear approximations
for 2- and 2.5-round ChaCha, which are used in our improved differential-
linear distinguishers for 7- and 7.5-round ChaCha256, respectively.

— Improved Differential-Linear Distinguishers. Based on the new linear ap-
proximations found by Mixzderive, new differential-linear distinguishers for
7- and 7.5-round ChaCha256 with complexities 21586 and 22434 are pro-
posed, which improve the best known distinguishers by factors of 2461 and
2446 respectively. To the best of our knowledge, both cryptanalytic results
are the best.

Table 1. Summary of differential-linear distinguishers for ChaCha256.

Rounds [Time Complexity [Data Complexity Ref.
4 2° 2°
4.5 2'? 2'2
= = 10)
9116 9116
9224 9224 [14]
: 5214 9214 [13]
16689 166.89 [5]
9162.28 916228 This paper
. 9251.54 9251.54 [5]
2247.08 2247.08 This paper

Organization of the Paper. In Sect. 2, a brief description of ChaCha256 is
given, the cryptanalytic methods and techniques used in this paper are intro-
duced, and a review of the approach to derive linear approximations for ChaCha
proposed at ASTACRYPT 2022 is given. Our new framework of deriving linear
approximations for ChaCha is introduced in Sect. 3. In Sect. 4 and 5, improved
linear approximations and new linear approximations for ChaCha obtained by
Mixderive are presented. In Sect. 6, improved differential-linear distinguishers
for 7- and 7.5-round ChaCha256 are given. Sect. 7 concludes this paper.
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2 Preliminaries
In this section, a brief description of ChaCha256, and the basic idea of differential-

linear cryptanalysis are introduced. To improve readability, we provide a list of
the main notations used throughout the paper in Table 2.

Table 2. List of the main notations used throughout the paper.

Notation Description
X The state matrix of ChaCha256 consisting of 16 words
x(© The initial state matrix of ChaCha256
X The state matrix after application of r round functions
Xxs] The state matrix after application of s subround functions
z" The i-th word of the state matrix X
xET; The j-th bit of i-th word of the state matrix X (™
mlm [F0, 715« - -, j¢] The sum xgz)o o) xg!rj)l @ P xi,rj)t
By Addition of  and y modulo 232
ThyY Bitwise XOR of = and y
T Kl Rotation of x by [ bits to the left

2.1 A Brief Description of ChaCha256

In 2008, Bernstein proposed ChaCha as an improvement of Salsa. It consists of
two versions, i.e., a 256-bit key version called ChaCha256 and a 128-bit key ver-
sion called ChaChal28. The description of ChaChal28 is omitted here, since this
paper only concentrates on ChaCha256. For complete description of ChaCha, we
refer to the specification [7]. The ChaCha256 stream cipher operates on 16 32-bit
words, organized as a 4 x 4 matrix X. The initial state matrix of ChaCha256 is
given as follows.

0) 4 4©0) 40

Zo Co C1 C2 C3
0 0 0 0
x©) _ xi)xé)xé)xg) _ | Ko k1 ko ks
xéO) CCS()O) 93(0) l‘gol) k4 k5 kﬁ k7
B id) Nowde

where ¢y = 0261707865, ¢c; = 023320646¢, co = 0279622d32 and c3 = 0266206574
are four constant words, kg, k1, - - , k7 are eight key words, t¢ is a counter word
and vy, vy, vy are three nonces. In the subsequent content, we will refer to the
nonce and counter words together as IV words.

The initial state matrix is updated by the Round function, which consists
of four parallel applications of the function Quarter Round (QR). Taking four
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words z{" Y, x,(f_l), 2y, x((;_l) as input, we can obtain four output words by
the function QR via four intermediate words :

20D =T mal Y 2l = (2 @2l « 16

a’

xg*l) =z | a:gil); .131(;71) = xl()rfl) o20") « 12;

C/
o) =D B i) = (2 @) s,

xg) = xffﬁl) B wfir); gcl(f) = (xl(;*l) <) x&”) <« T.

The state matrix X () is obtained from X ("~1) by applying the function QR.
However, there is a difference between odd and even rounds. For odd rounds,
the function QR is applied to the four columns (zg, 4, s, 212), (21, T5, T9,213)
(2,26, 210, %14) and (x3,27,211,215). For even rounds, the function QR is
applied to the four diagonals (I(), T5,T10, {E15) 5 (Il, Loy T11, Ilg) s ($27 T7,T8, 1713)
and (x3,24,x9,x14). The keystream block Z after R-rounds is obtained as the
word-wise modular addition of the states X(© and X je, Z = X© B
X where X7 is the state matrix after application of R round functions.
It should be noted that the round function of ChaCha is inverse, i.e., X(©) =
Round—f (X®)) where Round =" denotes the inverse round function of ChaCha.

2.2 Differential-Linear Cryptanalysis

Differential-linear attack [22] is a general cryptanalytic method that combines
the ideas of differential attack [8] and linear attack [25]. Let E be a cipher.
Assume that F can be divided into two parts F; and F, such that F =
E5 o E; (see the left side of Fig. 1) and a differential attack and a linear
attack can be applied to the first and second parts, respectively. In partic-

ular, assume that the differential part A, N A, holds with probability
p = Proepp (B1(2) @ By (2@ Aip) = A) = % (1+&4), where g4 is the dif-

ferential correlation. Let us further assume that the linear part I, ﬁ Lot
holds with correlation ey, i.e. e, = Corgzerp [(I'm, ) © (Lout; B2 (2))], By as-
suming that F; (z) and Es (z) are independent random variables, a differential-

linear distinguisher A;, E.or wut With correlation £4¢% can be obtained. Thus,
one can distinguish the cipher F from a random permutation with complexity
O (%Y.

In practice, the assumption that F; (z) and Fs (x) are independent random
variables may result in overestimates or underestimates for the correlation. To
address this issue, a common solution is adding a middle part E,, and divid-
ing the cipher E into three parts E1, E,, and Es such that £ = Ey 0 E,, o F1,
see the right side of Fig. 1. Assume that the middle part A,, By I, holds
with correlation r = Corges [(Im, Em (2)) ® (I, Eny (2 ® Apy))], where S is
the set of samples over which the correlation r is computed. This part is gen-
erally evaluated experimentally. Now, the differential-linear distinguisher holds
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Fig. 1. A classical differential-linear distinguisher (on the left) and a differential-linear
distinguisher with experimental evaluation of the correlation r (on the right).

with correlation e4re2. Thus, one can distinguish the cipher E from a random
permutation with complexity O (5;27"_2524 .

At FSE 2014, Blondeau et al. [9] presented the following theorem to utilize
the idea of differential-linear hull to improve the correlation of differential-linear

distinguishers, when some intermediate linear masks are found.

Theorem 1 (Theorem 2 in [9]). Assume the cipher E can be divided into
two parts E1 and Fo such that E = FEs o Ey, where Fy and Es are independent.
For any Am, Lowr € F3', we have

COI‘E (Am7 Fout) = Z COI‘E‘I (Ama Fm) CorE2 (Fm7 Fout)z
I,

where Iy, is an intermediate linear mask, Corg, (Am, I'n) and Corg, (I, Lout)
denote the correlations of the differential-linear distinguisher A, L, I, and

the linear approzimation Iy, —= I pys.

2.3 The Technique of Right Pair

At CRYPTO 2020, Beierle et al. [4] introduce the concept of right pair to amplify
the correlation of the differential-linear distinguisher. Formally, the initial states
x,x ® Ay € FF which satisfy this desired differential A, after E; are called
right pairs. The set of right pairs can be defined as The set of right pairs can
be defined as X = {zx € F}' | E1(X) ® F1(X @ A;,) = A, }. In particular, let
us assume that the probability to achieve a right pair when the initial states
are randomly chosen is p, i.e., p = Procry (E1 (X) © By (X © Ain) = Apn). The
attacker needs to repeat the entire process p~! times on average to achieve
the desired correlation. Therefore, the data and time complexities would be
multiplied by p~! to obtain the final complexities. This technique is applicable
for both distinguisher and key recovery attack.
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2.4 A Review of the Approach to Derive Linear Approximations
for ChaCha Proposed at ASTACRYPT 2022

Let O (z,y) = @y @ (xBHy) be the carry function of the sum xHy, and
O; (z,y) be the i-th bit of O (z,y), where O (x,y) = 0 holds. At ASTACRYPT
2022, Coutinho et al. [13] presented an approach to derive linear approximations
for ChaCha using the following two simple linear approximations :

Pr(@:e.s) =ir) = 5 (143 ) >0 (1)
Pr©4(0.0) ® Ocs(e.0) = 0) = 5 (14 3) i 0 ©)

In their approach, they introduced a concept called Subround Function (short-
cut SRF'), denoted by

(x,[f],xz[)s],x[c‘ﬂ,xf]) = SRF (:v([f_l],:vi[)s_l],x[cs_l]@f—l],7"177“2)
where
zlsl =gl HHIZ[)S_H, :cgs] = (1:([;_1] ® xlﬂ) << 7]
x[cs] :x[cs_l] Bz}, xl[f] = (xl[f*l] @xl[f]) K 7.
After that, the QR function can be rewritten in terms of the SRF as follows.
QR (20D, 20~V =1 yr=D

b y Le y Ly =
SRF (SRF (xgH), P G R G N 12) 8, 7)

By the concept of SRF, X(*) = X[25] holds. Based on this new concept and
the two linear approximations above, Coutinho et al. [13] proposed an approach
to derive linear approximations for ChaCha at ASTACRYPT 2022. The proposed
approach consists of the following five lemmas, which are also used in our new
framework.

Lemma 1 (Egs. 22 and 24 of [13] respectively). For one active input bit
in subround s — 1 and multiple output bits in subround s, the following linear
approximations hold with probability 1 for the SRF with rotation distances rq
and ro when i >0

[s=1] _ [

s]

@o:[

Ty e e
s—1 S S
Typ =TeiOTgiq,,

Lemma 2 (Lemma 4 of [13]). Consider the SRF with rotation distances 11
and ro. Then we have that
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1[180 U= ILS]O D zy) D m[cS]o

b ZT2
£ = abho o)

Lemma 3 (Lemma 5 of [13]). For one active input bit in subround s — 1 and
multiple output bits in subround s, the following linear approximations hold with
probability % (1 + %) for the SRF with rotation distances r1 and ro when i > 0

re ) =a@n,, Ol ey, S,
x[csl 1 _ [ ] @x[ s | @ z([;)]i_l

Lemma 4 (Lemma 6 of [13]). For two active input bits in subround s —1 and
multiple output bits in subround s, the following linear approximations hold with
probability % (1 + %) for the SRF with rotation distances r1 and o

Hoa e @ny,, Orl @ng  ®n,,, i,
) g 1o

mcil]EBx[S 1{—95[5]6995

19 x[d]z 1
Lemma 5 (Lemma 7 of [13]). For two active input bits in subround s —1 and
multiple output bits in subround s, the following linear approrimations hold with
probability % (1 + %) for the SRF with rotation distances r1 and ry

oelil =l o all,, o at]

zﬁfi Voot = ol o]

[S 1]

Compared with the previous works, the proposed approach is simpler to
understand and to use. They also claimed that the proposed approach is possible
to derive most of the linear approximations (if not all) of previous works. They
demonstrated the effectiveness of their approach by giving an improved linear
approximation for 4-round ChaCha with correlation 27°3, while the previous
linear approximation for 4-round ChaCha presented at EUROCRYPT 2021 [14]
holds with correlation 275°. In Sect. 3, we will introduce a new framework of
deriving linear approximations for ChaCha. To confirm the effectiveness of our
new framework, we will further improve the correlation from 273 to —27°0,

3 A New Framework of Deriving Linear Approximations
for ChaCha

At ASTACRYPT 2022, Coutinho et al. [13] presented two different lemmas (i.e.,
Lemma 4 and Lemma 5), to expand the sums x([l i U EBJ:[S 11 and x[s 1 EBJ:LSz 1{,
respectively. This brings up a question, i.e., which is the better ch01ce Generally,
Lemma 5 seems a better rule than Lemma 4, since it contains fewer active
bits than Lemma 4, which usually results into a higher correlation. However,
this is not absolute. Since the adjacent bits are always expanded together and

should be counted as one, it is possible to cancel some active bits (see [12] for a
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complete example). Therefore, they concluded that the best rule will be the one
that results in other bits being canceled. When deriving linear approximations
for ChaCha, both Lemma 4 and Lemma 5 should be considered. The key is
how to use these two lemmas. Coutinho et al. did not give an approach to tackle
this problem in [13]. In this section, we aim at addressing this open problem. To
do so, a new rule to expand the bits x[ Y and x[s U (¢ > 0) will be introduced,
and then a new framework of der1v1ng linear approxunatlons for ChaCha will
[g 1 51 4 given by the

be proposed. The new rule to expand the bits z, and z;

following lemma.

Lemma 6. For one active input bit in subround s—1 and multiple output bits in
subround s, the following linear approximations hold with probability % (1 — %)
for the SRF with rotation distances r1 and ro when i >0

l[75]1+r2 @ x[S] @ xt[f]z 1

2 @2l @ ol |

[s=1] _ ol

a,i
[s—1] _
c,i

Proof. By the round function of ChaCha, we have N L @ x [9 1 @
y a,i az
1 —1 1
O; (:ELS ],x,[f ]> and xE]i-s-rz = x[[fl ] b xEl, and then
[S 1 EB$ @xb Jibro @x[cs,]i@xt[f]i—l
=w§?”@ “ Yod o6 (™) ool 0l 02l @l 0ol
@Qi—l( ¢[: 1]»93;[38 1])
[fz 1]1 @xbsz 11 O, ( [s— 1]’36[;71]) SO, (ﬂc([f_l],xl[f*l])

=1 [s—1]

a,i—1"Tpi—1

Considering o, (ac[af“*”,ml[j*”) .
then we have

DO;—1 (ILS*I]@LS*I])( ([11 e 1[7 Y

):

PI‘( - 1]@wa5]L®xbl+T2@$CS]L®xal 1= )

=Pr (al 6,1 (w2l ™) =0

Pr (@i—l (LE([IS 1]

o[-

@ bl 1@33[5 —1 " Ty

) =0)+

Pr( asﬂ 1]1 xbsl 1{ ®1=0|0;_1 ( ¢[f H,x,[]s_l]) = 1) -Pr (91-_1 (a;’([f_l],xl[f_l]) = 1)
:i Pr (91'—1 (:E([ls_ll,xl[f_ll) = O) + Z Pr (@i—l (JJLS 1],.%%9_1]) = 1)

1

[S 1 _ [s]

b Jitra

@zl @2l

)

Therefore, the linear approximation x, xLS]Z D x

holds with probability 2 5 (1 — 7)
By the round function of ChaCha, we have x,
and then

[s ] (5]

o Vel oo, (oYl
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[s

el e @xml
1®m[51®m @8 (w[.sl )@m @wsu@xdll@@ ( 51] [é])

c,i—1
[S 1]

cz 1@xz[i]z 1®9 ( - 1] d)®@i_1( [CS 1] [S])

[a

Considering ©; ( s f]) :z:[s 2. jl N 1( P g [S]) ( [CSZ Mol dl 1)
then we have

e (ol @2l ol @l =0)
:Pr( bl gl | @alt ol = olers (xlcs 1 &s]) _ 0) .

Pr (@;-71 (m[i ! [dS]) = 0) T

Pr (el ol @1 =00 (aF7al) =1) P (00 () 1)
(o () =) e () )

1 1
2 (1 - 5)
=1 _ ls]

Therefore, the linear approximation z.; ~ = x.; @ a:[s] D x[c]z ; holds with

probability % (1 — %) O

It is important to note that Lemma 3 and Lemma 6 expand the same bits,

ie., x[s U and x[s 1 , Lemma 4 and Lemma 5 expand the same sums, i.e.,

[é Ug x[é _1] and x[é Ug x[é 1] . Different choices naturally result in different
hnear approxnnatlons Now we provide a systematic three-case framework called
Mixderive to find linear approximations for ChaCha. In this new framework,
these four lemmas are utilized to derive linear approximations in a mixed mode,
rather than utilized individually. This is the most significant difference between
Mizxderive and the approach proposed at ASTACRYPT 2022.

Without loss of generality, given some active input bits in subround s — 1,
then the multiple output bits in subround s can be derived by the following three
cases.

Case 1: Expanding the bits xé‘; 1 ;vE; U gle=l

1 and Lemma 2 directly

i 1Tao  and x([:‘fgl] by Lemma

— If the bit xl[fl_ or a:([f " is active in subround s— 1, then it should be directly
expanded to multlple output bits in subround s by Lemma 1. Similarly, if
the bit x[s Y or x[jg ! is active in subround s — 1, then it should be directly
expanded to multiple output bits in subround s by Lemma 2.

1) [s—1]

CZ

Case 2: Expanding the bit x|
Lemma 6 respectively

or (i >0) by Lemma 3 and
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— If the bit z[s U or x[s (i > 0) is active in subround s — 1, then two dif-
ferent expansmns in Subround s are obtained by Lemma 3 and Lemma 6,
respectively.

2 or sl 0t

Case 3 : Expanding the sum x[s 1 Sz,
by Lemma 4 and Lemma 5 respectwely

(i>0)

— If the sum x[b 1 @x([l or z[§ 1 @:1:[;:_1% (i > 0) is active in subround s—1,

then two dlfferent expansions in subround s are obtained by Lemma 4 and
Lemma 5, respectively.

Using the three cases above, all possible options to expand :c[b 1], x[:i_l],
[S Ue xgsz_l]l and x[s U x[csz 1{ (i > 0) can be exhausted. Thus, the derived

results by Mizderive undoubtedly will cover the derived results by the approach
proposed at ASIACRYPT 2022. In the following section, the improved linear
approximations for ChaCha will confirm that our new framework is better than
the known one.

4 Improved Linear Approximations for ChaCha

In this section, we will provide improved linear approximations for 3.5- and
4-round ChaCha obtained by the new framework Mizderive to confirm its effec-
tiveness.

4.1 Improved Linear Approximation for 3.5-Round ChaCha

At EUROCRYPT 2021, Coutinho and Souza [14] presented a linear approxi-
mation for 3.5-round ChaCha with correlation 2747. Now, we will provide an
improved linear approximation for 3.5-round ChaCha obtained by Mizderive.
The new linear approximation will be given by Lemma 8. Before introducing
it, a linear approximation for 2.5-round ChaCha is given by the following lemma,
as it will be used in the proof of Lemma 8.

Lemma 7. The following linear approximation for 2.5-round ChaCha holds with

probability % (1 — 2%) :

250 =i 0] @ 2$[0,6,7,23] @ 20,8, 16,19, 24] @ {7 [7,15] @ 2{V [13]®

2907,14,19] & 207,12 @ 2{7[0, 7,8, 18,19] & 2{%[0, 6, 25, 26]
2\900,31) @ 2(90,6,7, 15,18, 19, 24,27 & (9 [0, 8, 26]

Proof. By Lemma 1 and Lemma 2, we have

3.5 4 4 45 45 45
aiy) = ahy ®algy = This ©aby G wigy ©aiyy
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with probability 1
Next, we expand xg)lf) with Lemma 6 and other three active bits with

Lemma 1 and Lemma 2 to obtain

4.5)
4

535319)@95(45)@$50 )@xg 0

=2 0] @ 287 26 @ 2{7 [6,7,19) @ 232 [0] @ 213 [7] @ 2} [0, 8]

with probability % (1 — %)
After then, we expand a:és) [6,7] with Lemma 5 and xé‘?{g with Lemma 6

to get

2 0] @ 2 [26] @ 2 [6,7,19) @ 27 [0] @ 23 [7] @ 23 [0,8)
=250, 7 @ 25 [0, 8] @ 20 [6] @ 2 >[12] 200 0] @ 2 [7,18,19) @
ng] % 10,26] 25" [23] @ x(f;“ [7,16,19,24] & z{2°) [0]

with probability % ( — 212)
Then, we expand xg 5) [18,19] with Lemma 4, xé 7 ), xé585), x&% 52)6 with Lem-
(5.5)

ma 6 and Tg 7 with Lemma 3 to obtain
28900,7 @ 207 0,8 @ 2 [6] @ 27 [12) @ 207 [0] @ 27 [7,18,19] @
(5 10,26) @ 25 23] @ 25 7,16, 19, 24] @ 237 [0]
=z <6> 0] & 2{¥ [0,6,7, 23] @xg@ [0,8,16,19,24] & 2 [7,15] @ 2% [13] & 2V [7, 14, 19] &
( O7 12102 0,7,8,18,19 @ 29 [0,6,25,26] @ 23 [0,31) &
249 10,6,7,15,18,19,24,27] & 29 [0, 8, 26]

with probability % (1 — 2%)
By the Piling-up Lemma, we can combine these linear relations to get Lem-

ma 7 with probability % (1 — 2%) O

Computational Result 1. The linear approzimation of Lemma 7 holds com-
putationally with €remma7r = —27 084, This correlation was verified using 236
random samples.

Lemma 8. The following linear approzimation for 3.5-round ChaCha holds with
probabzlzty 5 ( 211) :
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(3 5) :xé”

0,6,7,12] @ 2\7[8, 15,16, 19, 31]®

" 0,2,3,5,6,8,11,14,15,16,18,19,22, 24, 25, 26, 27, 31]6

[

2]

2{7[10, 15,19, 25,26] @ 2\ [2,7,19,26] & 2"[0, 5,6, 7]

2{7[1,2,9,10,19,22,30,31] @ 247 [3, 11, 19, 22, 23, 26,27, 31]®

2V[11,15,19,27) @ 2{7[7,8,13,18,19,25, 30, 31)®
[2,3,7,12,15,24, 25,27 @ 2$7[0,4,7,8,12, 14, 19, 20, 28] &
[0,11,12,20] @ z{7[0,12,13, 16, 19,23, 24, 27]®
1,2,6,8,10,11,13, 14, 16, 19, 23, 24, 25, 26, 30, 31]®
8,

8,13,14, 16, 18, 23]

)
Tiq

7
x§5)

Proof. We start from the linear approximation of Lemma 7 and expand the
linear approximation one more round. Since we are transitioning from round 6
to 7, we have (a,b,c,d) € {(0,4,8,12),(1,5,9,13),(2,6,10,14),(3,7,11,15)}.
Therefore, we can divide the right-hand side of Lemma 7 into 4 distinct groups

Group I: 1’(6)[ 0], 1(6) [7,15], z (6) [7,12]

Group II: x(G)[l 3],2490,7, 8 18,19, {9 [0, 31]

Group I1I: 2$%[0,6,7, 23], x§0>[0 6, 25,26, 2{9[0,6,7,15,18, 19, 24,27

Group IV: x(6>[ 0,8,16,19,24], (6) [7,14,19], 219 [0, 8, 26]

For Group I, we first expand mé 32 with Lemma 6 and x Wlth Lemma 3
to get

20710) @ 29[7,15) @ {9 [7,12]
(6 D0 @ 25V [12,19,27 @ 25V (0, 11,12, 15] @ (5 [6, 7, 12]
with probability % (1 — 2%)
13]

Next, we expand 3:8 5)[11 12] with Lemma 4 and a:8 15 with Lemma 3 to
obtain

20900) @ 212,19, 27] @ 280,11, 12,15) @ 2576, 7,12)
=2"10,6,7,12) @ 2{7[2,7,19,26] & {7 [11, 15,19, 27] & 2'D[0, 11, 12, 20]
with probability 2 (1 + o).
By the Piling-up Lemma, we can combine these linear relations to obtain
2070] @ 2917, 15) @ 27 [7, 12]

(3)
=2710,6,7,12] @ 2{7[2,7,19,26] @ 2{”[11,15,19,27] & 2'D[0, 11, 12, 20]
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with probability 2 3 (1 — —)
For Group II, we first expand x[lz] [7,8],x [ 2 [18,19] with Lemma 5 to get

2913 @ 2{9(0,7,8,18,19] & 2'9 [0, 31]
=2$900,31) @ (" [25] @ 2{"[0,8,13,19] @ (%[0, 8, 15, 16, 19]

with probability % (1 + 22)

Next, we expand xé685), xéﬁlz) with Lemma 6 and 3356351), xéﬁlz) with Lemma

3 to obtain
29900,31) @ 2% [25) @ (%[0, 8,13,19] @ 2!%7[0,8, 15, 16, 19]
:xg )[8,15,16,19,31) & 27 )[0, 5,6,7 @ x{[7,8,13,18,19, 25, 30, 31]®
2{0[0,12,13,16, 19, 23,24, 27]
with probability & (1 + o).
By the Piling-up Lemma, we can combine these linear relations to obtain
23] @ 2900,7,8,18,19] @ 2190, 31]
=2{"[8,15,16,19,31] @ z.[0,5,6,7] ® 2{"[7,8,13,18,19,25,30,31]®  (4)
2{0[0,12,13, 16,19, 23,24, 27]

with probability 2 (1 + o).

For Group III, we first expand x2 [6 7, x%%) [25,26] with Lemma 4 and

:ch%B, xgo)G with Lemma 3 to get

2970,6,7,23] @ 290, 6,25,26] @ (9 [0,6,7,15, 18, 19, 24, 27]
(6 P[15,18,19, 23,24, 27 @ 207[2, 3,12, 18, 19] @ 2(5°)[7, 22, 23, 25, 26
(65)[0 2,3,5,6,8,11,16, 22,23, 25, 26, 31]

with probability (1 + ).
(6.5)

Next, we expand xgﬁ 5118,19], 2723, 24], 2{5 [25,26] with Lemma 4,

a:g% %) [22,23] with Lemma 5, xé?l? w1th Lemma 6 and x§627), a:g% 57) with Lem-

ma 3 to obtain

209[15,18,19, 23,24, 27) @ 2 >7[2, 3,12, 18,19 & 287 (7,22, 23, 25, 26]®
2$%00,2,3,5,6,8,11,16,22, 23,25, 26, 31]
=2710,2,3,5,6,8, 11,14, 15,16, 18, 19, 22, 24, 25, 26, 27, 31]&
2{7[1,2,9,10,19,22,30,31] @ 27 [2,3,7,12, 15,24, 25, 27]®
2\7[1,2,6,8,10,11, 13,14, 16, 19, 23, 24, 25, 26, 30, 31]
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with probability % (1 — 2%)
By the Piling-up Lemma, we can combine these linear relations to obtain
910,6,7,23] @ 2$9[0, 6,25, 26] ® 2{%[0,6, 7,15, 18,19, 24, 27]
)[O 2,3,5,6,8,11,14,15,16, 18,19,22, 24, 25,26, 27, 31]®
)[1 2,9,10,19,22,30,31] ® x%) [2,3,7,12,15,24,25,27]|®
1,

wgzg 1,2,6,8,10,11,13,14, 16, 19, 23, 24, 25, 26, 30, 31]

(6
=,

with probability % (1 — 2%)
For Group IV, we first expand :vgjiﬁ, 37:(36297 x:())6%4 with Lemma 6 and CC(G) with
Lemma 3 to get

2[0,8,16,19,24] @ 2'°[7,14,19] @ 2(9 [0, 8, 26]
=20 [15,16,18,19,23, 24, 26] & %) [4, 12, 20, 26, 28]

ng; 910,8,14,16,24] & {49[10, 16, 24]

with probability % (1 - 2%)
(6.5) . (6.5) (6.5)
Next, we expand x5~ [15,16] with Lemma 4, x5~ [18,19],x [23, 24]

with Lemma 5, Cbgj;é), g(; %)7 51 1)6 with Lemma 6 and x&? E:’l)4, x&? 2)4 with Lem-

ma 3 to obtain

20P(15,16, 18,19, 23, 24, 26] @ 2157 [4, 12,20, 26, 28]
(6 2[0,8,14,16,24] @ {510, 16, 24]

—xg”[lo 15,19,25,26] @ {7 [3, 11,19, 22, 23,26, 27, 31]&

2$010,4,7,8,12,14,19,20,28] & 2.7 [8, 13,14, 16, 18, 23]

with probability % (1 - 2%)

By the Piling-up Lemma, we can combine these linear relations to obtain
2970,8,16,19,24] & 2.9 (7,14, 19] & (9 [0, 8, 26]
:xg )[10,15,19,25,26] & 2{7)[3, 11,19, 22, 23,26, 27, 31]& (6)
2010,4,7,8,12, 14,19, 20, 28] @ z{7[8, 13,14, 16, 18, 23]

with probability % (1 + 2%)
Finally, using the Piling-up Lemma we obtain Lemma 8 by combining

the result from Lemma 7 and Egs. (3)-(6), which leads to a correlation of
_9—(8+4+6+11+12) _ _9—41 0

Computational Result 2. The linear approximation of Eq. (3) and Eq. (5)
holds computationally with e, = 271429, This correlation was verified using 23°
random samples.
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Computational Result 3. The linear approzimation of Eq. (4) holds com-
putationally with e, = 27°17. This correlation was verified using 23¢ random
samples.

Computational Result 4. The linear approximation of Eq. (6) holds compu-
tationally with cr, = 27077 This correlation was verified using 23¢ random
samples.

Using the Piling-up Lemma and Computational Results 1-4, the linear

approximation of Lemma 8 holds computationally with correlation €rcpmma s =
_9—(6.84414.204+5.174+10.77) _ _9—36.98

4.2 TImproved Linear Approximation for 4-Round ChaCha

At EUROCRYPT 2021, Coutinho and Souza [14] presented a linear approxi-
mation for 4-round ChaCha with correlation 27°°. Soon after, Coutinho et al.
[13] gave an improved linear approximation for 4-round ChaCha with correlation
2793 at ASTACRYPT 2022. Now, we will provide a new linear approximation for
4-round ChaCha obtained by Mizderive. It will be given by Lemma 10. Before
introducing this lemma, a linear approximation for 3-round ChaCha is given by
the following lemma, as it will be used in the proof of Lemma 10.

Lemma 9. The following linear approzimation for 3-round ChaCha holds with
probability % (1 - 2%) :

2 @2l =287 [0,16) @ 4% [0,6,7,12,23] @ 2 [0,7,8,16, 18,19, 24] &
29 7,13,19 @ 2V [7) @ 2% [7,14,19] @ 219 6,7, 14,15, 26] @
29 10,7,8,19,31) & 2 [0,6,12,26] & 29 [0] @ 2V [7] @
249 10,12,20,31] @ 29 [0, 15, 24,26, 27) @ 2\ [8, 25, 26] & 29 [24]

Proof. By Lemma 1 and Lemma 2, we directly have

3 3 3.5
vy ® Ty = Ty

4 4 4
= afo el © T
4.5 4.5 4.5 45 4.5 4.5 4.5
= x:(s,o ‘o 17;,12) @ 55(11,0) D 134(1,19) D 932(%,7 ' l’é,o ‘o $§3,o)
with probability 1.
Next, we expand a?gf'?‘r’)
1 and Lemma 2 to get

with Lemma 6 and other six active bits with Lemma
4.5 4.5 4.5 4.5 45 4.5 4.5
x:(s,o e xfl,lQ) D x;,m) D fé,? ' xé,o ' xgm) @ xgs,o)
=2 (0] @ 27 [0] @ 2P [26] @ 2 [7,19) @ 27 6,7, 19] @
5 5 5 5 5
2P @2 12] @ ) [7] @213 [0,8] @ 23 [0]
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with probability % (1 — %)
After then, we expand xés) [6,7] with Lemma 5, xﬁ)’lg with Lemma 6 and

xé‘i’ig with Lemma 3 to obtain

0] @2 [0] @ 2P [26] @ 247 [7,19] @ 27 [6,7,19) @
0] @ [12] o iy [1 @23 0.8 @213 [0]
—af” >[o1 710,71 @287 (0,8 @ 25 [0] @
20 16, 12] @z 121 @ 2 [19,31] @
g )[2 6l @257 [0,11,12] @ 2'57 [12,23] ®
% 17,16,18,19,24] & {7 [0] @ 237 [16]

23
Ty
2P
Ty
(

with probability % (1 — 2%)

Finally, we expand xﬁj) [11,12] with Lemma 5, xf'?s) with Lemma 6 and

$g52%), :Eé585) with Lemma 3 to get

z&2 [0 @ 2572 0,7 @ 28 [0,8] @ 28 0] @ 25 [6,12] © 20 [12] @
("'5) [19,31) ® 2% [26] @ (5 [0,11,12) @ 257 [12, 23] &
x§25) [7,16,18,19, 24] & 27 5) 0] & 22 [16]

—x(()6) 0,16] & 2.9 [0,6,7,12,23] & 237 [0,7,8, 16, 18,19, 24] & 2% [7, 13,19 &
2O M@l [7,14,19) @ 249 6,7, 14,15,26] @ (% [0,7,8,19,31] ®
9170,6,12,26) @ 2 [0] @ 29 [7] & 219 [0, 12,20, 31] &

ng; (0,15, 24,26, 27] & 2% [8, 25, 26] & 2{¥ [24]

with probability 1 5 (1 - —)

By the Piling-up Lemma we can combine these linear relations to obtain
Lemma 9 with probability 2 5 (1 — —) O

Computational Result 5. The linear approximation of Lemma 9 holds com-
putationally with €remmao = —2~17. This correlation was verified using 236
random samples.
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Lemma 10. The following linear approzimation for 4-round ChaCha holds with

probability % (1 — 2%) :

LY §7[0,4,8,11,12,18,20,28,30] ® 2\ [0, 5,7, 8,10, 15, 16, 24, 25, 26, 27, 31]

) [9,10,16,19,23,26] @ 2" [7,8,23,24] & 2\ [0,2, 3,23, 26,27] &

) [2,9,10,14,21,22) & z{” [3,7,11,19,23, 25,27, 30, 31] &

27 [1,2,13,25,26,31) @ z{”) [8,13, 15, 19,20, 25,27, 28,30, 31] &

ng [2,3,6,7,14, 15,22,23,26,27) & 2\7) [0, 4,8, 12,14, 18, 20, 23, 28] &
)[6,14,15,18,19, 24,27 @ 2{7) [4,7, 13, 15,23, 24,26, 27,30, 31] &

)[1,2,5,6,7,8,13,14, 16, 18, 20, 22, 23, 24, 25, 26] &

)10,13,14, 15, 16,17, 18,23, 24] & 2{7) [14, 16, 25, 26]

Proof. We start from the linear approximation of Lemma 9 and expand the
linear approximation one more round. Since we are transitioning from round 6
to 7, we have (a,b,c,d) € {(0,4,8,12),(1,5,9,13),(2,6,10,14),(3,7,11,15)}.
Therefore, we can divide the right-hand side of Lemma 9 into 4 distinct groups

Group I: 2\ [0,16], 2 [7,13,19], (") [0,7,8,19,31] , {9 [0, 12, 20, 31]

Group II: z{¥ [076,7,12,23]7 g)m 10,6,12,26], 2 [0, 15,24, 26,27]
Group I1T: 2 [0, 7,8, 16,18, 19, 24], xg )17,14,19], 288 [0], 2{9) 8, 25, 26]
Group IV: 2% [6,7,14, 15, 26] , xﬁ) 7], 29 [24]

For Group I, we first expand xé ) [7,8] with Lemma 5, xéﬁgl,xgjiﬁ with

Lemma 6 and xggg with Lemma 3 to obtain

29 70,16) @ 2(% [7,13,19] @ 20 0,7, 8,19, 31]
436 %) [12,16,20,31] @ {5 [12, 19,25, 27,28, 31| &
2% [7,8,13,15,16,30,31) @ 2157 [0, 4,8, 15, 16, 18, 19, 28, 31]
with probability % (1 + 2%)

After then, we expand xé 5) [15,16],,x (6 5) [30, 31] with Lemma 4, xéﬁ'S) [7,8]

with Lemma 5, xé6l‘z), 861?, (()62%), 1:663?) with Lemma 6 and :z:g?ig) with Lem-

ma 3 to get

2009 (12,16, 20, 31) @ 25" [12,19, 25, 27,28, 31] &
(6'5> 7,8,13,15,16,30,31] @ 2! [0,4,8, 15,16, 18, 19, 28, 31]
_mgﬂ [0,4,8,11,12,18,20,28,30] & z{” 0,2, 3, 23,26, 27] &
2" [8,13,15,19, 20,25, 27, 28,30, 31] ® \7) [4,7,13, 15, 23,24, 26,27, 30, 31]
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with probability % (1 + 2%)
By the Piling-up Lemma, we can combine these linear relations to obtain

0,16) ® 2V [7,13,19) @ (¥ [0,7,8,19,31) @ 25 [0, 12,20, 31]
0,4,8,11,12, 18,20, 28,30] & 2\ [0, 2,3, 23, 26, 27] &

&0,
—xo [
[8 13,15,19, 20, 25,27,28,30,31] @
a:12 [4,7,13,15,23,24, 26,27, 30, 31]

with probability % (1 + 2%)
For Group II, we first expand xgﬁ) [6,7] with Lemma 5, sr:fiQ with Lemma

6 and :rf%?), xé6257 xg?z, xéﬁgﬁ with Lemma 3 to obtain

29100,6,7,12,23) & 2 [7) @ 2{V [0, 6,12, 26] & !9 [0, 15, 24, 26, 27]
— <6'5> [7,11,12,15, 23,24, 26,27) @ %% [2, 3,12, 24] &
<6 % [6,22,23,26] @ (5™ [0,5,6,8, 10,12, 16, 25, 26, 31]

with probability 1 5 (1 — —)

After then, we expand z (6:5) [22,23] with Lemma 4, x§6 5) (11,12],z (6 %) [23,24],

x§6'5) [26,27] with Lemma 5, xgﬁ ) with Lemma 6 and Ty, 6‘)), xé 26), 33&61? with

Lemma 3 to get

209 [7,11,12,15, 23,24, 26,27 @ 2{% [2, 3,12, 24] @
2% [6,22,23,26] @ (5 [0, 5,6,8, 10,12, 16, 25, 26, 31]
=2{"0,5,7,8,10, 15,16, 24, 25,26, 27, 31] &
2{7[2,9,10,14,21,22) @ z{”) [2,3,6,7,14,15,22, 23,26, 27 &
xg;} 1,2,5,6,7,8,13,14,16, 18, 20, 22, 23, 24, 25, 26]

with probability % (1 — 2%)
By the Piling-up Lemma, we can combine these linear relations to obtain
©)10,6,7,12,23 & 2 [7) & 2 [0, 6, 12, 26] & 2% [0, 15, 24, 26, 27]
—xl )10,5,7,8,10,15, 16, 24, 25, 26, 27, 31] &
(7[2,9,10,14,21,22] @ 2" [2,3,6,7, 14, 15,22, 23,26, 27] &
2D [1,2,5,6,7,8,13,14,16, 18, 20, 22, 23, 24, 25, 26]

with probability % (1 + 2%)
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For Group III, we expand xéﬁ) [7,8] ,xém [18,19] with Lemma 5 and x(ﬁ(j, xé6%4
with Lemma 6 to get
29 [0,7,8,16,18,19,24] @ 2 [7,14,19) @ 2% [0] @ 29 [8, 25, 26]
=207 (0,15, 16,19, 23,24, 25, 26] © 2> [4,12,19, 20, 26, 28] ©
289 17.8,14,16,24] ® 25 [0,9, 10, 24]
with probability % (1 + 2%)

After then, we expand xé -5) [23, 24] with Lemma 4, xgo' ) [7,8] ,xéGb) [15,16],

(6 5) [25,26] with Lemma 5 and 19),x§% 51)4, g% 51)6,325% 52)4 with Lemma 3 to

obtaln

290,15, 16,19, 23,24, 25, 26] @ 2> [4,12, 19, 20, 26, 28] &
2469 17,8,14,16,24] © 25 0,9, 10, 24]
2$7[9,10,16,19,23,26] @ 2{” [3,7,11,19,23, 25,27, 30,31] &
x§? [0,4,8,12,14,18,20,23,28] & z{7 [0, 13,14, 15,16, 17, 18, 23, 24]
with probability & (1 + o).
By the Piling-up Lemma, we can combine these linear relations to obtain
259 100,7,8,16,18,19,24] @ 2V [7,14,19] @ 29 [0] @ 2{9 [8, 25, 26]
=27 [9,10,16,19,23,26] @ x\” [3,7,11, 19,23, 25,27, 30, 31] & (9)
27 [0,4,8,12,14,18,20,23,28] & 2\7) [0, 13,14, 15, 16,17, 18, 23, 24]

with probability 1 (14 55).

For Group IV, we first expand xn 7 with Lemma 6 to get

29 (6,7,14,15,26] @ 29 [7] @ 29 [24]
=230 24 @ 2% [6, 18,19, 26,27) @ 257 [14, 15, 26] @ 257 [7, 8]
with probability % (1 — %)

After then, we expand xﬁb) (14,15] with Lemma 4, :Eé?éi) with Lemma 6

and x§6152)6 with Lemma 3 to obtain

200 24] @ 249 6,18, 19,26, 27] @ 257 [14,15,26] @ 257 [7, 8]
—z§7) [7,8,23,24] @ 247 [1,2,13,25,26,31] ® 27 [6, 14, 15, 18,19, 24, 27] &
23D [14,16, 25, 26]

with probability % (1 — QL)
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By the Piling-up Lemma, we can combine these linear relations to obtain

29 (6,7,14,15,26) © 29 [7] @ 29 [24]
=" [7,8,23,24) @ {7 [1,2,13,25,26,31] & (10)
27 [6,14,15,18,19,24,27] @ 2.7 [14, 16, 25, 26]

with probability 2 (1 + o).
Finally, using the Piling-up Lemma we obtain Lemma 10 by combining

the result from Lemma 9 and Egs. (7)-(10), which leads to a correlation of
_9—(8+12+14+12+4) _ _ 950 0

Computational Result 6. The linear approzimation of Eq. (7) and Eq. (10)
holds computationally with er,, = 27577, This correlation was verified using 2%
random samples.

Computational Result 7. The linear approzimation of Eq. (8) holds compu-
tationally with e, = 271247, This correlation was verified using 22¢ random
samples.

Computational Result 8. The linear approzimation of Eq. (9) holds compu-
tationally with e, = 271959, This correlation was verified using 235 random
samples.

Using the Piling-up Lemma and Computational Results 5-8, the linear

approximation of Lemma 10 holds computationally with correlation €p,emma 10 =
_9—(T17+15.77+12.47+10.59) _ _9—46

4.3 Comparisons with the Known Linear Approximations for
ChaCha

We summarize the improved linear approximations for ChaCha in Table 3, to-
gether with the known linear approximations for ChaCha. The computational
results of each linear approximation are also listed in Table 3. For 3.5-round
ChaCha, we have obtained an improved linear approximation with correlation
2741 while the known linear approximation has a correlation of 2747 presented
at EUROCRYPT 2021 [14]. For 4-round ChaCha, we have obtained an improved
linear approximation with correlation 27°0, which is better than the known
linear approximations presented at EUROCRYPT 2021 [14] and ASIACRYP-
T 2022 [13], respectively. These improvements confirm the effectiveness of our
new framework Mixzderive.

5 New Linear Approximations for 2- and 2.5-Round
ChaCha

In this section, we will provide new linear approximations for 2- and 2.5-round
ChaCha obtained by our new framework Mizderive. These two new linear ap-
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Table 3. Linear approximations for 3.5- and 4-round ChaCha.

Rounds | Input |Theoretical correlation [Computational result Ref.
947 9—42.3 14
3.5 Ié;OO) a1 36.98 . -
—27 -2 This paper
2—55 2—50442 [14]
4 xé‘%@ 515()) 9—53 9—47.99 [13]
—27%0 —746 This paper

proximations will be used to construct differential-linear distinguishers for 7- and
7.5-round ChaCha, respectively.

5.1 New Linear Approximation for 2-Round ChaCha

The new linear approximation for 2-round ChaCha that will be used to construct
differential-linear distinguisher for 7-round ChaCha is given by the following
lemma.

Lemma 11. The following linear approzimation for 2-round ChaCha holds with
probability % (1 + 2%) :

6 = FS”
where I'®) = xé‘r’) [0] @ xé5) [7,19] ® :1:(5) [12] @ xgi) [0] and

ry’ —ajo )12,3,7,11,19,22,23] & 2\7 [16] @ 27 [0, 8, 11, 12, 24] &
(710,3,4,6,7,12,16,20,27,28,30,31] & 2" [14,18,19,31] &
el [7,13,19,25,30,31) @ 247 [2,3,6,7,22,23,26,27] @
(1,12 24]@3:(” [18,23,24,26] @ =7 [20,27, 28] @
2\716,7,10,11,19,20,30,31] & 2\7 0,8, 24] &
[0,

7
Ig4)

0,5,6,11,12,16,19,20,25,26] & =\7 [0,3,4,6,7,11, 12,14, 16, 18, 19, 30, 31]
Proof. We first expend xé5) [7,19], sc(li)o with Lemma 1, :17( ) with Lemma 2

and x(150)712 with Lemma 3 to obtain

29 0] & 28 [7 19] & 2% [12] & 23 [0]
=25 0] @ 2§ [0] @ 2V [19,31] @ 2 [12) @ 2§ [0] @
28591 ]@xﬁ 5 (7,19] @x§4 5 16] @ 22 [11,12]

with probability % (1 + %)
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After then, we expend zg‘z 51)2, xﬁ 57), 93551 ‘?)9 with Lemma 3 to get

2820 @ 252 (0] @ 20V 19,31 @ 27V [12] @ 20 (0] @
259 [12] @xﬁ (7,19 @ 25 [16] @ 2427 [11, 12]
=29 111,12 @ 29 (0] @ 29 [0,16] @ 27 [7] @ 2P [6, 26] @
297,19 @20 12 @ 20 0] @ 2 [12] @ m(ﬁ) [7,31] @
x§62> 6,7,18,19] @ 219 [0] ® 2'%) [24) @ 2D [11, 12, 19, 20]
with probability  (1+ ).
By the Piling-up Lemma, we can combine these linear relations to obtain
ré® =0 11,12 @29 0] @ 2 [0, 16] @ 219 [7] @ 2 [6,26] ©
29719 @aP 12] @ 2l 0] @ 29 12] @ 29 [7,31] @ (11)
a:@ [6,7,18,19] & 2\%) [0] @ 29 [24] @ 2D [11, 12, 19, 20]
with probability & (1 + o).
Now, we start from the linear approximation of Eq. (11) and expand the
linear approximation one more round. Since we are transitioning from round 6

to 7, we have (a,b,c,d) € {(0,4,8,12),(1,5,9,13),(2,6,10,14),(3,7,11,15)}.
Therefore, we can divide the right-hand side of Eq. (11) into 4 distinct groups :

Group I: (¥ [11,12], 29 [7], (% [12], 2'9) [6,7, 18, 19]

Group II: x(6) [0], :c(163) [0]

Group III: x(G) 0], 2% [6,26], 2% [12] 249 [24]

Group IV: z{¥ [0, 16] © 7,19, 29 [7,31], 249 [11, 12,19, 20]

For Group I, we first expand ms 12 with Lemma 3 and a:o [11 12] with
Lemma 5 to get

291,121 @ 29 7] @ 2 [12) @ 25 [6, 7,18, 19]
_xg 2 16,7,12,18,19] ® /%) [19,24] @ 20 [7] @ (57 [2, 3,11, 12, 22, 23]

with probability (1 + 5 ).

Next, we expand ac(()Gl‘Z),wéG?S) with Lemma 3 and J:((JG'5) [6,7] ,x86'5) [18,19]

with Lemma 5 to get

209 16,7,12,18,19] @ 2% [19,24] @ 287 [7] @ 2457 [2,3,11, 12, 22, 23]
—xg” 2,3,7,11,19,22,23] & 2\ [14,18,19,31) @ z{”) [11,12,24] &
20 [6,7,10,11,19,20, 30, 31]

with probability % (1 + 2%)
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By the Piling-up Lemma, we can combine these linear relations to obtain

29 11,12] @ 230 [7) @ 2 [12) @ 245 [6, 7, 18, 19]
—x(()7) [2,3,7,11,19,22,23] @ z{” [14,18,19, 31] & (12)
2(7 (11,12, 24) @ 247 [6, 7,10, 11,19, 20, 30, 31]
with probability (1 + ).

For Group II, we ﬁrst expand :513 o with Lemma 1 and xg(f()) with Lemma
2 to get

2 (0] @ 23 [0] = 27 (0] @ 2 [0] @ 2157 [0, 16]

with probability 1

Next, we expand 9:5%‘5) [0,16] with Lemma 1 and x(1605), xé605) with Lemma

2 to obtain
20 @ 20 (0] © 2157 10,16] = 217 [16] @ 2 [7] @ {7 [0,8,24]
with probability 1
By the Piling-up Lemma, we can combine these linear relations to obtain

e (0] @ 2 [0] = 217 [16] @ 2 [7] @ {7 [0, 8, 24] (13)

with probability 1

For Group III, we first expand ;Ug?()) with Lemma 2 and xg%))m with Lemma

3 to get

29 0] @ 2 [6,26] @ 215 [12] @ 2 [24]
=282 10,24] @ 28 6,12, 18] @ 247 [0, 6,12, 26] @ (S 8,11, 12]

with probability % (1 + )

Next, we expand x§605), x§% %) with Lemma 2 and ch%i), x% 56), x§%51>2, w%%‘é%

with Lemma 3 to obtain

289 00,24] @ 28 6,12, 18] @ 287 [0, 6,12, 26] @ (5 8,11, 12
2 6 10 ) )

=27 [0,8,11,12,24] @ 2" [7,13,19,25,30,31] @ 2\7) [18, 23,24, 26] &
2{70,5,6,11,12, 16, 19, 20, 25, 26]
with probability % (1 + 2%)
By the Piling-up Lemma, we can combine these linear relations to obtain
20 0] @ 2P [6,26) ® 248 [12] @ 2% [24]
=27 [0,8,11,12,24] @ 2" [7, 13,19, 25,30, 31] © (14)
2\() [18,23,24,26] @ 217 0,5, 6,11,12, 16,19, 20, 25, 26]
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with probability % (1 + 2%)
For Group IV, we first expand xé% with Lemma 2 and 95:(),267951?,7,535?),31
with Lemma 3 to get

2$10,16) @ 2 [7,19) @ 27 [7,31] @ 23 [11,12,19, 20]
=% [0, 11,12, 16,19, 20] & 2% [12,19, 27,28, 31] &
2990 10,15,16,19,31] & (% [3,4,6,7, 27,28, 30, 31]

with probability 2 (1 + o).

Next, we expand xé?i%), mﬁ'i)g, xﬁ'g)l with Lemma 3, J;ﬁﬁ) [15,16] with Lem-

ma 4 and xéﬁ"%) [11,12] ,mg6‘5) [19,20] with Lemma 5 to obtain
287 0,11,12,16,19,20] @ 2% [12,19,27,28,31] @

2% [0,15,16,19,31] @ {5 [3,4,6, 7,27, 28, 30, 31]

=2{"[0,3,4,6,7,12,16,20,27,28,30,31] @ 2\ [2, 3,6, 7,22, 23, 26,27 &
2D [20,27,28) @ 24D [0,3,4,6,7, 11,12, 14,16, 18, 19, 30, 31]

with probability 2 (1 + o).
By the Piling-up Lemma, we can combine these linear relations to obtain

20 10,16] @ 2% [7,19] @ {9 [7,31) @ 2{9 [11, 12, 19, 20]
—{7[0,3,4,6,7,12,16,20,27,28,30,31] @ 27 [2,3,6,7,22,23,26,27] & (15)
2D 20,27, 28] @ 247 [0,3,4,6,7, 11,12, 14, 16, 18, 19, 30, 31]

with probability % (1 + 2%)
Finally, using the Piling-up Lemma we obtain Lemma 11 by combining Eqgs.
(11)-(15), which leads to a correlation of 2~ (4+6+0+5+9) — 9—24, O

Computational Result 9. The linear approximation of Eq. (11) holds com-
putationally with e, = 2738, This correlation was verified using 23¢ random
samples.

Computational Result 10. The linear approzimation of Egs. (12) and (14)
holds computationally with 1., = 2744, This correlation was verified using 23°
random samples.

Computational Result 11. The linear approzimation of Eq. (15) holds com-
putationally with e, = 2779, This correlation was verified using 23¢ random
samples.

Using the Piling-up Lemma, the linear approximation of Lemma 11 holds
computationally with correlation zemmq 11 = 27 (3-08T9-4447.95) — 9-20.97



26 Z. Liet al.

5.2 New Linear Approximation for 2.5-Round ChaCha

The new linear approximation for 2.5-round ChaCha that will be used to con-
struct differential-linear distinguisher for 7.5-round ChaCha is given by Lemma
13. To complete the proof of Lemma 13, a linear approximation for 2-round
ChaCha presented in [5] is used. It is given by the following lemma.

Lemma 12 (Linear Trail 4 in [5]). The following linear approzimation for
2-round ChaCha holds with probability % (1 + 2%)

ré® =r"
where
{7 =27 (2,3,7,19,22,23] @ 2\7 [16] @ 2{” 0,8, 12,23, 24] &
2{7[0,3,4,6,7,11,12,16,20,28,31] & z\” [14,19,31] &
(7) 7@ a(" [7,13,19,25,31) @ 2{7) [2,3,6,7,22,23,26,27] &
(7) [12,24] & 2\7) [18, 24, 25, 26] & 27 [20, 27, 28] &
ng [6,7,10,11,19,20,30,31] @ 27 [0,8,24] @ 2\ [0,5,6,11,12, 16, 20, 26] &
2$0[0,4,7,11,12,14,16,18, 19, 31]

As shown in [5], the linear approximation of Lemma 12 holds computation-
ally with €remma 12 = 272111, Based on Lemma 12, the new linear approxima-
tion for 2.5-round ChaCha is given by the following lemma.

Lemma 13. The following linear approximation for 2.5-round ChaCha holds
with probability % (1 + 2%) :

76 = p5)
where

™8 =z 0,3,4,11,12,14,16,18,23,31] & z{"> [6, 7,10, 11, 16, 19, 20, 30, 31] &
75) 12 @ 2{" [4,5,6,7,26,28,31] @ 2" [0,7,8, 10,12, 16, 19, 23, 24, 26, 27, 28] &

3,15,18,30,31) @ 2\ [5,11,19, 25,27, 28, 31] @

2,3,4,6,7,12,14,15,18,20,23,24] @ (" [0, 2,3, 6,8, 11,22, 23,26, 27 @

[0,
[
75)[
2,
79 10,4,7,11,12,14, 15, 16,20, 27, 28, 30] & 2\() [3,6, 19,23, 24, 26] &
[
[
[

5)

279 [7,13,15,16, 19,20, 25,27, 28,31] & 2\7° [3,4, 14, 15,19, 20, 22, 23, 26, 28] B
217 [8,11,12,16,23] @ 277 [0,4, 10, 16, 21,22, 27, 28] &
(75) 0,2,3,15,16,17, 18, 20, 24, 26, 27, 28, 30]

Proof. We start from the linear approximation of Lemma 12 and expand the
linear approximation 0.5 more round. Since we are transitioning from round 7



Title Suppressed Due to Excessive Length 27

to 7.5, we have (a,b,¢,d) € {(0,5,10,15),(1,6,11,12),(2,7,8,13),(3,4,9,14)}.
Therefore, we can divide the linear mask I 1(7) into 4 distinct groups :

Group I: z{”) [2,3,7,19,22, 23], 2{" [7] , 2{7) [18,24, 25, 26] , {7 [0, 4,7, 11,12, 14, 16, 18, 19, 31]
Group IL: {7 [16], 2" [7, 13,19, 25, 31] , 247 [20, 27, 28] , 27 [6, 7, 10,11, 19, 20, 30, 31]
Group ITL: 2§ [0, 8,12, 23,24] , 27 [2, 3, 6,7, 22,23, 26, 27] , 2" [12 24] 20 0,8,24]
Group IV: 2" [0,3,4,6,7,11,12, 16,20, 28,31] , 2" [14, 19, 31} 27 [0,5,6,11,12, 16, 20, 26]
For Group I, we expand x(() ;, x(()?g, x%)ls, x%)% with Lemma 3, xm 2,3] ,xéﬂ [22,23]

with Lemma 5 and x%) [24,25] with Lemma 4 to get

257 [2,3,7,19,22,23) @ o7 [7) @ o) [18, 24,25, 26] &
xgp 0,4,7,11,12,14, 16,18, 19, 31]

=257 0,3,4,11,12,14,16,18,23,31] @ 2\ [3,15,18,30,31]@  (16)
a:ﬂf) [3,6,19, 23,24, 26] ®

219 10,2,3,15,16,17, 18, 20, 24, 26,27, 28, 30|

with probability % (1 + 2%)
For Group II, we expand xQG,xQQO with Lemma 3 and xﬁ) [27,28] with
Lemma 4 to obtain
20 [16) @ 27 [7,13,19,25,31) @ 2{7 [20,27, 28] @
2{0[6,7,10,11,19,20, 30, 31]
=" [6,7,10,11,16,19,20,30,31] @ =5 [5,11,19,25,27,28,31] &  (17)
277 [7,13,15,16, 19, 20, 25, 27, 28, 31] &
(7 %) [3,4,14,15,19,20, 22, 23, 26, 28]

with probability 1 (14 ).
For Group III, we expand :Eg%, xng, :céqz, xé7%4 with Lemma 3 and mg) [23,24]
with Lemma 5 to get
27 [0,8,12,23,24] @ 27 [2,3,6,7, 22,23, 26,27] ®
xg ) 112,24) @ 27 [0, 8, 24]
=29 12) @ 247 [2,3,4,6,7, 12,14, 15, 18,20, 23, 24] &
29 100,2,3,6,8,11,22,23,26,27) @ {5 [8,11,12, 16, 23]

(18)

with probability % (1 + 2%)
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For Group IV, we expand 1:;(37{6, xé@o, égg, xé@l with Lemma 3 and x:(;) [3,4],

xéﬂ [6,7] ,x:(;) [11,12] with Lemma 5 to obtain

2{7[0,3,4,6,7,11,12,16,20,28,31] @ 2\ [14, 19, 31] @
xﬁ) [0,5,6,11,12, 16, 20, 26]
2% [4,5,6,7,26,28,31] @
<“ [0,7,8,10,12,16, 19,23, 24, 26, 27, 28] &
<7 5)0,4,7,11,12,14, 15, 16, 20, 27, 28, 30] &
[

ngf) 0,4,10, 16,21, 22,27, 28]

with probability (1 + ).
Finally, using the Piling-up Lemma we obtain Lemma 13 by combining

the result from Lemma 12 and Egs. (16)-(19), which leads to a correlation of
9—(24+7+3+5+7) _ 9—46 0

Computational Result 12. The linear approzimation of Egs. (16)-(18) hold-
s computationally with e, = 271425, This correlation was verified using 236

random samples.

Computational Result 13. The linear approzimation of Eq. (19) holds com-
putationally with er,,, = 2758, This correlation was verified using 236 random
samples.

Using the Piling-up Lemma, the linear approximation of Lemma 13 holds
computationally with correlation €7emmq 13 = 2~ (21 11+14.2546.81) — 9—42.17

6 Improved Differential-Linear Distinguishers for
ChaCha256

In this section, we propose improved differential-linear distinguishers for 7- and
7.5-round ChaCha256, based on our new linear approximations for 2- and 2.5-
round ChaCha proposed above.

6.1 Improved Differential-Linear Distinguisher for 7-Round
ChaCha256

At FSE 2023, Bellini et al. [5] presented a 4-round differential-linear distinguisher
AWM — 16 with correlation 273415, which is obtained by combining a 2-round

differential-linear distinguisher A — Fé?’) with correlation 273915 and a 2-

3)

round linear approximation I (3) _, 1) with correlation 272 where

AW = 2[5 25] @ 2V [12, 28] @ 2V [21,25) @ =) [13, 21]
¥ =29100,3,4 @ 2% [0,4,20) @ (¥ [19,20] & '3 [4]
ré =290 o2 7,19 @28 (121 @ 23 [0]
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At FSE 2024, Xu et al. [30] found that the intermediate linear mask Fé?’) at

round 3 can be replaced by other 15 intermediate linear masks 1_,1(3)’ e 7F1(§).
More details about these intermediate linear masks are given in Appendix. By
considering differential-linear hull, an improved 4-round differential-linear dis-
tinguisher A — I'®) with correlation 27322 was proposed in [30].

The differential-linear distinguisher for 7-round ChaCha256 is composed of
three parts. The first part is a 1-round differential trail Agg) — AW where

AR = (A1 AfYs)- As shown in [5], this differential trail holds with prob-

ability p = 277. The second part is the 4-round differential-linear distinguisher
AN — T6) proposed in [30] that holds with correlation 4 = 27322, The

last part is the 2-round linear approximation I"®) — I} 87) given in Sect. 5, which
holds with correlation €.emma 11 = 272%77. Thus, the following differential-linear

distinguisher for 7-round ChaCha256 holds with a computational complexity of
—2 -2 _—4 ~ 9162.28
p €4 €Lemma 11 ~ .

AE?} - AQ) 5 6 FS”

6.2 Improved Differential-Linear Distinguisher for 7.5-Round
ChaCha256

The differential-linear distinguisher for 7.5-round ChaCha256 is also composed
of three parts. The first and second parts are the same as in the distinguisher for
7-round ChaCha256 above. The last part is the 2.5-round linear approximation
r® — 5 given in Sect. 5, which holds with correlation € z.emme 13 = 274217,
Thus, the following differential-linear distinguisher for 7.5-round ChaCha256

holds with a computational complexity of p=2-¢;2-e,2 . & 224708,

A 5 AW - 16) 5 p(75)

7 Conclusions

In this paper, a new framework of deriving linear approximations for ChaCha
called Mixderive is proposed. By Mixzderive, we derive some new linear approxi-
mations for ChaCha with higher correlations, and succeed in finding new 2- and
2.5-round linear approximations for ChaCha. Based on these new findings, new
differential-linear distinguishers for 7- and 7.5-round ChaCha256 with complexi-
ties 2162:28 and 2247-08 are proposed, which improve the best known distinguishers
by factors of 2829 and 2814, respectively. As far as we know, both cryptanalytic
results are the best. The proposed framework Mizderive may be applied to other
ARX-based ciphers, such as Salsa and Sparx. This is left for future research.
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