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Abstract. Designated verifier signature allows a signer to designate a
verifier who can verify the signature. Strong designated verifier signa-
ture (SDVS) enhances privacy by ensuring that the signature itself does
not leak information about the signer’s identity to anyone other than
the designated verifier. Non-delegatability is a property, as it prevents
the signer’s ability to generate valid signatures from being delegated to
others. This property is crucial for SDVS applications such as e-voting.
To date, post-quantum SDV'S schemes with non-delegatability have been
proposed. These schemes are lattice-based or hash-based schemes. While
isogeny-based SDVS schemes have been proposed, none of the existing
works provide a proof of non-delegatability.

In this paper, we present the first isogeny-based SDVS scheme with a
formal proof of non-delegatability. Our construction uses the quadratic
twists of elliptic curves. The security of our scheme is proven under the
commutative supersingular isogeny gap Diffie-Hellman assumption and
the group action inversion problem assumption in the random oracle
model.

Keywords: Strong designated verifier signature - Non-delegatability -
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1 Introduction

1.1 Background

Designated Verifier Signatures. Designated verifier signature (DVS) intro-
duced by Jakobsson, Sako, and Impagliazzo [I8] allows a signer to designate a
verifier who can verify the signature. The designated verifier uses its own se-
cret key to verify a signature. Typically, a DVS scheme satisfies unforgeability
and non-transferability. Unforgeability guarantees that if a user has neither the
signer’s nor the designated verifier’s secret key, it is computationally infeasible to

* A part of this work was supported by JSPS KAKENHI JP24H00071, JST CREST
JPMJCR2113, and JST K Program JPMJKP24U2. This paper is the full version of
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generate a valid signature for the designated verifier. Non-transferability allows
the designated verifier to generate simulated signatures that are indistinguish-
able from those generated by the signer. Thanks to these properties, DVS has
found applications in a variety of privacy-preserving contexts, including deniable
authentication [39], e-voting [I8], and undeniable signature [10].

Strong Designated Verifier Signatures. Non-transferability guarantees that
one cannot distinguish whether a signature was generated by the signer or by the
designated verifier. However, this property alone does not prevent a third party
from identifying the two potential signers. That is, signatures generated by dif-
ferent signers may still be distinguishable to anyone other than the designated
verifier. Saeednia, Kremer, and Markowitch [28] introduced strong designated
verifier signatures (SDVS). Laguillaumie and Vergnaud [23] formalized the secu-
rity notion called privacy of signer’s identity for SDVS to enhance the signer’s
privacy. Privacy of signer’s identity ensures that a signature does not reveal the
identity of the signer to anyone other than the designated verifier.

Non-Delegatability. Lipmaa, Wang, and Bao [24] pointed out a weakness in
the informal definition of DVS [I8]. A weakness of DVS is that a signer can
delegate the ability to generate valid signatures for a specific designated verifier
to a third party, without disclosing their secret key. This weakness is undesirable
in certain applications of SDVS. For example, we consider the application of
SDVS for an e-voting system. A voter is a signer who sends a signed ballot, and an
election authority is a verifier that verifies the ballot. If SDVS has this weakness,
the signer could delegate their voting capability to a third party, making it
impossible to guarantee that a ballot was generated by the real voter. To address
such an issue, Lipmaa et al. [24] introduced non-delegatability for DVS. Non-
delegatability requires that a valid signature be the proofs of knowledge of either
the signer’s secret key or the designated verifier’s secret key. After the proposal
by Lipmaa et al., non-delegatability has become a standard security notion for
SDVS.

1.2 Motivation

Post-Quantum SDVS with Non-Delegatability. Upon until now, there
have been a sequence of works for constructing SDVS under various assumptions,
including pairing-free group [2838IT6I35/40], pairing-based [I7UTIB6I37], isogeny
[33127], lattice-based [7U26/41], code-based [30/2], hash-based [34] and generic
construction [I1UT4]. Despite this extensive line of above works on SDVS, there
exist only a few post-quantum constructions of SDVS with non-delegatability.
To the best of our knowledge, only lattice-based SDVS schemes and [26/41] and
a hash-based SDVS scheme [34] were proposed.

Current Open Question. In light of previous works [T1I33IT427], the follow-
ing question remains open in isogeny-based cryptography:

Is it possible to construct an isogeny-based SDVS with non-delegatability?
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1.3 Owur Contributions.

Contributions. In this paper, we give an affirmative answer to the question.
More precisely, we propose an SDVS with non-delegatability from the commu-
tative supersingular isogeny Diffie-Hellman (CSIDH) class group action. The se-
curity of our scheme is proven under the group action inversion problem (GAIP)
assumption and the commutative supersingular isogeny gap Diffie-Hellman (CSI-
GDH) assumption in the random oracle model (ROM) [5].

Comparison in Previous Works. We provide comparisons among our scheme,
generic SDVS constructions [ITI14], and isogeny-based SDV'S constructions [3327]
in Fig.

Scheme Assumption Unf NT PSI ND
[11] Ring Signature + IND-CPA PKE VERVERNVEI &
[LT] Deniable Authenticated Key Exchange v v v* 7’
[14] IND-CCA KEM + PRF v v v X
[33] (insecure’) SS-CDH -+ SS-DDH + ROM -
27 MT-GAIP + ROM v v 7
SDVSours GAIP + CSI-GDH + ROM v v v v

Fig. 1. Comparisons among our scheme, the generic construction, and isogeny-based
SDVS schemes in previous works. In the column “Assumption”, “IND-CCA KEM" rep-
resents an IND-CCA secure key encapsulation mechanism. “PRF” represents a pseu-
dorandom function. “SS-DDH (resp. SS-CDH)” represents the supersingular decisional
(resp. computational) Diffie-Hellman assumption. “MT-GAIP" represents the multi-
target group action inversion problem assumption. In the column “Unf”; v’ represents
that the corresponding scheme satisfies unforgeability. In the column “NT”, v represents
that the corresponding scheme satisfies non-transferability. In the column “PSI”, v" rep-
resents that the corresponding scheme satisfies the privacy of signer’s identity. In the
column “ND”| v represents that the corresponding scheme satisfies non-delegatability.
f : [II] proved privacy of signer’s identity in a weak security model. b : [11127] did
not prove non-delegatability for the constructions.  : The scheme [33] is insecure. The
SS-CDH and SS-DDH assumptions are broken by the attack of Castryck and Decru [§].

There are three generic constructions of SDVS. Two of them were proposed
by Feng, Xu, and Chen [II]: one based on a ring signature scheme combined
with indistinguishability under chosen-plaintext attacks (IND-CPA) public-key
encryption (PKE), and the other based on a deniable authenticated key exchange
protocol. However, the privacy of signer’s identity of these constructions was
proven in a weak security model, where the adversary is not allowed to access
the signing oracle or the verification oracle after receiving the challenge signature.
Moreover, [I1] did not provide a security analysis for non-delegatability.

The generic construction of SDVS proposed by Gong, Au, Xue [I4], which
is based on the indistinguishability under chosen ciphertext attacks (IND-CCA)
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secure key encapsulation mechanism (KEM) enables the derivation of several
isogeny-based SDVS schemesﬂ However, their generic construction does not sat-
isty non—delegatabilityﬁ

There are two isogeny-based SDVS constructions. An isogeny-based SDVS
scheme by Sun, Tian, and Wang [33] is insecure. This scheme relies on the super-
singular Diffie-Hellman assumption, which was broken by an attack of Castryck
and Decru [§].

Renan [27] proposed an isogeny-based SDVS based on a commutative group
action and provided a security analysis with respect to unforgeability, non-
transferability, and privacy of the signer’s identity. However, no security analysis
was given for non-delegatability.

Thus, to the best of our knowledge, the existing generic constructions [IT[14]
and isogeny-based constructions [33127] either do not satisfy non-delegatability
or lack a formal security proof for non-delegatability. Our scheme is the first
isogeny-based SDVS scheme with a formal proof of non-delegatability.

1.4 How to Obtain Our Scheme.

DH Key Exchange 4+ OR Proof Approach. Huang, Yang, Wong, and
Susilo [I6] proposed an SDVS scheme with non-delegatability, constructed from
the combination of the Diffie-Hellman key exchange and a X-protocol for the
OR relations.

We outline the idea of their gap Diffie-Hellman (GDH) based SDVS con-
struction [I6]. Let G be a cyclic group of prime order p and g be a genera-
tor of G. Let (pk, = ¢g®¢,sks = z5) be a public/secret key of the signer and
(pk, = ¢*v,sk, = x,) be a public/secret key of the verifier. In their scheme, a
signature o is an OR proof derived via the Fiat-Shamir transformation [12] from
the X-protocol for the OR relation, which proves knowledge of either sk or sk,.
To ensure that only the designated verifier can verify the signature, K = pkj° is
included in the hash input when transforming the X-protocol to a non-interactive
proof. As a result, the only designated verifier can compute K = pk%* and thus
verify the signature. In contrast, any other party (excluding the signer and the
designated verifier) cannot compute K = ¢*¥ from under the hardness of the
CDH problem (more precisely, the hardness of the GDH problem). Therefore
any other party cannot verify the signature.

Problem in Abstracting SDVS Scheme [16] from Group Actions. One
might expect that their scheme could be directly abstracted using group ac-
tions. The GDH assumption can be replace the CSI-GDH assumption, which

3 By applying the Fujisaki-Okamoto transformation [I3JT5] to a public key encryption
scheme such as [25]3], an IND-CCA secure KEM can be obtained. The resulting
KEM can be used in the generic construction.

* In scheme [I4], the signer and the designated verifier share a pseudorandom function
(PRF) key K via KEM, and a signature o on a message m is computed as o =
PRFk(m). Any party to which K is delegated can generate signatures on behalf of
the signer, which shows that the scheme does not satisfy non-delegatability.
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is the analog of the GDH assumption in the commutative supersingular isogeny
setting. However, the direct abstraction of their scheme is not possible due to the
following reason. Their scheme needs the computation g - pk® where z, ¢ € Z,,.
Let us denote a group action as * : G x X — X. By using the group action,
g* can be represented as z * ¢ and pk® as ¢ * pk. However, since both z * g and
c* pk belong to X, there is no way to define an operation between z * g and pk°©.
Consequently, we cannot directly abstract their SDVS scheme by group actions.

Our Solution. To obtain an isogeny-based SDVS, we employ the quadratic
twist of an elliptic curve, which provides a richer structure than an abstract
group action. Recently, Katsumata, Lai, LeGrow, and Qin [I9J20] proposed the
quadratic twist-based X-protocol of the OR relation. By using their X-protocol,
we address the above problem. We follow the blueprint of the SDVS construc-
tion [I6], adapting it to the commutative supersingular isogeny Diffie-Hellman
(CSIDH) [9] based key exchange protocol and X-protocol by Katsumata et al.
[19/20]. Consequently, we obtain our SDVS scheme SDVSgys.

Our Paper and Concurrent Work. As concurrent work, Khuc et al. [22]
proposed isogeny-based SDVS constructions with non-delegatability. The one
construction is obtained by modifying the isogeny-based signature scheme CSI-
FiSh [6] and security is proven under the GAIP assumption in the ROM. More-
over, they gave the optimized variant of the construction by using the MT-GAIP
assumption in the ROM.

1.5 Organization

In Section 2] we introduce notation and briefly review the background of elliptic
curves and the forking lemma. In Section [3] we review the definition of SDVS
and its security notions. In Section [l we propose our SDVS scheme with non-
delegatability and prove the security. In Appendix [A] we review the X-protocol
by Katsumata et al. [T9)20], which is the basis protocol for our construction.

2 Preliminaries

In this section, we introduce notation, briefly review the background of elliptic
curves, and recall the forking lemma.

2.1 Notation

Let 1* be the security parameter. A function f()) is negligible in X if f()) tends
to 0 faster than 1= for every constant ¢ > 0. We write f(A) = negl()) to denote
that f(A) is a negligible function. We write f(A\) = poly(\) to denote that f(\)

is a polynomial function in .

For a finite set S, s &S denotes that an element s is sampled uniformly
at random from S, and #S denotes the number of elements in S. We denote
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the set of all finite binary strings by {0,1}*. For a vector v, v[i] denotes the
i-th element of v. For an algorithm A, we write y + A(z) to indicate that A
outputs y on input x. When explicitly showing that A uses randomness r, we
write y <— A(z;r). We abbreviate probabilistic polynomial time as PPT.

In this paper, we use standard code-based security games. A game Gamea
is a probabilistic experiment in which an adversary A interacts with an implicit
challenger C that answers oracle queries issued by A. We denote the output b €
{0,1} of the game Game between a challenger and an adversary A as Gamepa = b.
We say that A wins the game if Gamep = 1.

2.2 Elliptic Curves and Hard Homogeneous Spaces

We briefly review the ideal class group action on supersingular elliptic curves,
hard homogeneous space, quadratic twist, and computational assumptions.

Prime and Finite Field. Let p = 4/, ---¢, — 1 be a cryptographically large
prime satisfying p = 3 (mod 8), where ¢1,..., ¢, are distinct small odd primes.
Let IF,, denote the finite field with p elements. All computations in our construc-
tion are carried out over F,,. In this work, we consider the parameter setting the
same as CSIDH [9]. For instance, the CSIDH-512 parameter set chooses n = 74,
61 = 3, 673 = 373, and 674 = 587.

Supersingular Montgomery Curves. Let p be a prime that satisfies p = 3
(mod 8) and p > 5. We define the set of supersingular elliptic curves of Mont-
gomery type as

Ell, ={Es:y? =2+ A2® + x| A€ F,, A# +2, #E4(F,) =p+1}.

Here, #E4(F,) = p+ 1 means that the equation of F4 has exactly p distinct

1 . 2 . . . . . . . .
solutions (z,y) € 5, together with one distinguished point at infinity. A simple
and concrete example of such a curve is Ey : 4% = 2% + 2.

Group Action. Rather than relying on advanced algebraic geometry, we em-
phasize a key fact: all curves in Ell, form a single orbit under the action of
the ideal class group Cl, := CI(Z[M), associated with the quadratic imag-
inary field Q(y/—p). It is known that the group Cl, is finite, abelian, and has
cardinality asymptotically #Cl, ~ /p.

Cl, x Ell, — Ell,,  ([a], E4) —> [a] % Ea,
where E4 € Ell, and [a] € Cl,. This action is free and transitive:

— Free: The action is called free if the condition [a] * E = F for some E € Ell,
implies that [a] is the identity element [(1)] € Cl,. In other words, no non-
trivial element of Cl, fixes a point of Ell,.

— Transitive: The action is called transitive if for any two elements E, E' €
Ell,, there exists a [a] € Cl, such that [a] *x E = E’. This means that the
entire set Ell, forms a single orbit under the group action.
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Hard Homogeneous Space. The pair (Cl,, Ell,) is an example of a hard
homogeneous space (HHS) [9]. While computing [a]* E4 for a given ideal class is
efficient, inverting the action, i.e., recovering [a] from (E 4, [a]*E4), is conjectured
to be hard, forming the basis of security. This inversion problem is called the
group action inversion problem (GAIP).

Quadratic Twist. In the CSIDH setting, each supersingular Montgomery curve
admits a unique quadratic twist. For a prime p = 3 (mod 4), the quadratic twist
of a curve E4 is denoted by (E4)~! and is explicitly given by

(BA) ' =FE_4:y?=2% - Ax® + z.

This twist plays a key role in enabling certain optimizations and symmetry
arguments. The special curve Ej is self-dual under this operation.

The following lemma formalizes the natural compatibility of this twist oper-
ation with the class group action.

Lemma 1. Let [a] € Cl, be an ideal class and E4 € Ell,, a supersingular Mont-
gomery curve. Then:

(la] ¥ Ba) " = [o] '+ By' = [a] 7" % E_a.

This lemma states that twisting commutes with the class group action: applying
an ideal class and then twisting is equivalent to twisting first and applying the
inverse class.

Now, we introduce computational assumptions for the ideal class group action
on supersingular elliptic curves.

Definition 1 (CSI-GDH Assumption [19)20]). The commutative supersin-
gular isogeny gap Diffie-Hellman (CSI-GDH) assumption holds on (Cly, Ell,), if
for any PPT adversary A,

], o] & 1,

B AOCSI—DDH(_ .

AdvS PR = Pr | E' =[]« E -
B, [+ B, [o] « B)

is negl(\) where OSPPH s the oracle that takes a tuple ([a]* E, [b]* E, E') and
returns 1 if E' = [ab] x E and 0 otherwise.
Definition 2 (Group Action Inversion Problem Assumption [21]). The

group action inversion problem (GAIP) assumption holds on (Clp, Ell,), if for
any PPT adversary A,

AdVSAP(N) == Pr[E’ = [f']  E : [x] & Cly, E' + [x] * Eo, [{'] + A(Eo, E')]

is negl(\).
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2.3 Forking Lemma

We review the forking lemma [4], which is used in the security analysis of our
SDVS scheme.

Lemma 2 (Forking Lemma [4]). Fiz an integer q and a set H of size #H >
2. Let W be a randomized algorithm that takes as input a string x and elements
hi,...,hq € H. It outputs an integer j € {0,...,q} and a side output out. Let
Gl be a randomized algorithm called the input generator that takes a security

parameter 1% and outputs a string x. The forking algorithm ForkV associated
with W is defined in Fig. [3

ForkW(z) :
Pick random coin p for W at random
hiy... hq & H, (j,out) + W(z,h1,...,hg;p)
If 5 =0, return (0,1, 1)
Tty hg & H, (G,0ut) < W(x, by, ... hj—1,hj, ... hq: p)
If j = j A h; # h;, return (1, out, out)
Otherwise, return (0, L, 1)

Fig. 2. The forking algorithm Fork" associated to W.

Let acc(\) := Pr[j > 1: 2 ¢ GI(1)), hy, ..., hy & H, (j,out) « W(z, hy, ...,
he)] and frk(\) = Pr[b = 1 : = & GI(1*), (b,out,out) « Fork™(z)]. Then

frk()) > acc(\) - (% - #%1) holds.

3 Strong Designated Verifier Signatures

In this section, we review the definition of a strong designated verifier signature
(SDVS) scheme and its security notions.

3.1 Syntax
We recall the definition of a SDVS scheme.

Definition 3. A strong designated verifier signature scheme SDVS 1is a tuple of
PPT algorithms (KGen, Sign, Ver).

— KGen(1*) : The key generation algorithm takes as input a security parame-
ter 17, It outputs a public key pk and a secret key sk.

— Sign(sks, pky, pk,, m) : The signing algorithm takes as input a secret key of
a signer skg, a public key of the signer pk,, a public key of a verifier pk,,
and a message m. It outputs a signature o.

— Ver(sky, pky, pk,,m,0) : The verification algorithm takes as input a secret
key of a verifier sk, a public key of the verifier pk,, a public key of a signer
pk,, a message m, and a signature o. It outputs a bit b € {0,1}.
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Correctness. We require SDVS = (KGen, Sign, Ver) to satisfy the following
correctness. For any A € N, (pk,,sks) < KGen(1%), (pk,,sk,) + KGen(1*), for
any m € {0,1}*, and o « Sign(sks, pk,, pk,, m), Ver(sk,, pk,, pk,,m,0) = 1
holds.

3.2 Security

In this section, we review security notions for a SDVS scheme. First, we intro-
duce the definition of forgeability. Our definition is obtained by modifying the
unforgeability definition in [36] to capture strong unforgeability.

Definition 4 (Strong Unforgeability). Strong unforgeability of SDVS is de-
fined by the following strong unforgeability game Gamegg\F/s)A(lA) between a chal-
lenger C and an adversary A.

— C initializes a list L>€" < {}, runs (pk,,sks) < KGen(1"), (pk,,sk,) <
KGen(1*), and gives (pk,, pk,) to A.
— A is allowed to accesses oracles O%€"(-) and OVe¥(. .) polynomially many
times:
e O58"(.) : For a query on m, it runs o < Sign(sks, pk,, pk,,m), updates
LSE" « [SE" U {(m,0)} and returns o to A.
o OVeify(. .Y . For a query on (m, o), it computes b < Ver(sk,, pk,, pk,,m, o)
and returns b to A.
— Finally, A outputs a forgery (m*,c*).
— A wins the game if the following condition holds:

(m*,0*) ¢ L3 A Ver(sk,, pk,, pk,,m*,0*) = 1

The advantage of A is defined as AdvéB\F,S’A(/\) = Pr[Gamegg\F,S’A(l)‘) = 1]. We
say SDVS satisfies strongly unforgeability if for any PPT adversary A, Advgg\F,&A()\)

= negl(\).

Second, we review the definition of non-transferability. This security notion
is formalized by [3132]. We refer to the non-transferability definition in [29].

Definition 5 (Non-Transferability [29]). We say SDVS satisfies perfect non-
transferability if there exists a PPT simulation algorithm Sim such that for any
two pairs of keys (pk,,sks) < KGen(1*) and (pk,,sks) < KGen(1*), and for any
message m € {0,1}*, the following two random variables are the same distribu-
tion:

{Sign(sks, pk,, pk,,m)} and {Sim(sk,, pk,, pk,,m)}.

Third, we review the definition of privacy of signer’s identity. We refer to the
definition of privacy of the signer’s identity in [23].

Definition 6 (Privacy of Signer’s Identity [23]). Privacy of signer’s iden-

tity (PSI) of SDVS is defined by the following privacy of signer’s identity game
Gameggl\,&A(lA) between a challenger C and an adversary A.
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C runs (pk,,,sks,) < KGen(1%), (pk,,,sks,) < KGen(1%), (pk,,sk,) <
KGen(1*), and gives (pk,,, pk,, ,pk,) to A.
A is allowed to access oracles OS&"(-,-) and OV (. .. .) polynomially many
times:
e OS€"(..) : For a query on (d,m), it runs o + Sign(sk,,, pk,,, pk,, m)
and returns o to A.
o OVeify(. . ). For a query on (d,m, o), it computes 3 < Ver(sk,, pk,,, Pk,
m, o) and returns B to A.
— A sends a challenge m* to C.

R

C samples a bit b & {0,1}, and runs o* < Sign(sks,, pk
gives * to A.

A is allowed to access oracles O5€"(-) and OV (... ) polynomially many
times where OVe" s the restricted oracle OVe™ that queries (d,m*,o*)
not allowed for d € {0,1}.

Finally, A outputs a guess b*.

— A wins the game if b* = b holds.

pk,, m*) and

Sp?

The advantage of A is defined as Advggl\,&A()\) = Pr[GameEBIVS’A(lA) =1]—1].
We say SDVS satisfies privacy of signer’s identity if for any PPT adversary A,
Advspys a(A) = negl().

Finally, we review the definition of non-delegatability. This security is for-
malized by [24]. We refer to the equivalent non-delegatability definition in [I6].

Definition 7 (Non-Delegatability [16]). Let k € [0, 1] be the knowledge error
and F a forger algorithm. Let F,, be F with m as its input, and oracle calls to F,,
be counted as one step. We say SDVS satisfies non-delegatability with knowledge
error K if there exists a positive polynomial poly(A) and a probabilistic oracle
machine Ext such that for every PPT algorithm F, Ext satisfies the following
condition:

Let € be the probability that F on the input m € {0,1}* produces a valid
signature on m. For any two pairs of keys (pk,,sks) < KGen(1*) and
(pk,,sks) < KGen(1*), and for any message m € {0,1}*, if ¢ > k,
Ext' ™ (m) produces either sks or sk, in expected polynomial time with
probability at least (e — k)/poly(N).

4 OQOur SDVS Scheme

In this section, we give our SDVS construction and prove security.

4.1 Our Construction

In this section, we describe our SDVS construction. Let (p, N, g, Ey) be the
public parameter specified as the underlying prime p, the order N of the ideal
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class group Cl, = Zy, a generator g, and the Montgomery type elliptic curves
Ey : y? = 2® + Az? 4+ x. For a vector r € Zy, ¢ € {£1} and an elliptical curve
E € Ell,, [g"] * E stands for a vector ([g"!] * E, ..., [g"M] x E) and [g"] * E©
stands for a vector ([g*[U] « Bl . [g"N] x E<N). We use ® to denote the
component-wise multiplication of vectors in R. Let H : {0,1}* — {0,1}* be a
hash function. Now, we give our SDVS scheme SDVSgq,,s as follows.

— KGen(1?*) :Sample x & Zn, set (pk,sk) < ([g”] * Eo, x), and return (pk, sk).

— Sign(sks = x4, pk,, pk,,m): Sample ry,z, & Zy, ¢ & {£1}*. set Ry «
[g%]%Fo, R, + [g%]*pkS", K «+ [g%]*pk,, c + H(m, K,Rs,R,) € {£1}},
Cs < COCy, Zs ¢ I's — X - Cg, and return o := (cg, 25, Cy, Zy)

— Ver(sk, = ., Pk, pk,, m,0 = (Cs, 25, €y, 2y)): Set Rg < [g%] + ki, Ry,
[g%] * pkyv, K < [g™] * pk,. If ¢; ® ¢, = H(m, K,R;,R,), return 1. Oth-
erwise, return 0.

Correctness: Let (pk, = [g%¢] * Eo,sks = x,) < KGen(1%), (pk, = [g%°] *
Ey,sk, = 2,) + KGen(1}), and 0 = (cs, zs, Cy, Z,,) < Sign(sks = x4, pks, pk,, m).
Then ¢ = H(m, K = [g”*] * pk,, Rs = [g"*] * Eo, R, = [g%*] * pk;") holds. Since
K = [g% ] pk, = [g"] * pky, Rs = [07] ¥ Ep = [g* "] = [g*] * pki*, and
c=c;Oc, hold, ¢s ® ¢, = ¢ = H(m, [g*] x pk,, [g%] * pk$*, [g%°] * pk;*) holds.
Thus, we see that SDVSq,s satisfies correctness.

4.2 Non-Transferability Analysis
In this section, we prove non-transferability for our SDVS.
Theorem 1. SDVSqs satisfies perfectly non-transferability.

Proof. We give the simulation algorithm Sim as follows.

— Sim(sk, = =, pk,, pk,,m): Sample r,, z; & 7y, cs & {£1}*, set R, +
[g7°]* Eo, Ry « [g%]*pkS, K < [g%]*pk,, c + H(m, K,R,R,) € {£1}},
Cy & COCy, Zy ¢ Ty — Ty + Cy, and return o = (Cg, Zs, Cy, 2y )-

Now, we discuss the distributions {Sign(sks, pk,, pk,, m)} and {Sim(sk,, pk,,
pk,, m)}. Our signing algorithm is based on the X-protocol for the OR relation
[19/20]. Their X-protocol proves the knowledge of a secret key either sk or sk,,.
The signing algorithm Sign is obtained by transforming this X-protocol with run-
ning sk, into a non-interactive form. The simulation algorithm Sim is obtained by
transforming this Y'-protocol with running sk, into a non-interactive form. Since
Y-protocol for the OR relation [T9)20] satisfies perfect witness indistinguishabil-
ity (WI), we see that {Sign(sks,pk,,pk,,m)} and {Sim(sk,, pk,, pk,,m)} are
identical.

(Theorem [I) O
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4.3 Strong Unforgeability Analysis
In this section, we prove strong unforgeability for our SDVS.

Theorem 2. If the GAIP assumption holds on (Clp, Ell,), SDVSous satisfies
strong unforgeability in the ROM.

Proof. We prove that if a PPT adversary A to break strong unforgeability, A can
be used to break the GAIP assumption by giving a reduction R. Our reduction
R rewinds the running of A by using the forking algorithm Fork in Lemma [2] We
construct R into two steps. First, we construct an algorithm W for the forking
algorithm Fork. Then we construct the reduction R that runs Fork".

Construction of WA. W(z = (Ey, E'),c1, ..., CQsp+Quat+@n) Simulates the
view of A without the signer’s secret key sk or the verifier’s secret key sk,
where Qsign, Qver and Qg the total number of queries from A to OSign - OVer,
and OF | respectively.

— First procedure of W: Given an input z = (Fy, E') € Ellf,, Cl,.--,
CQsgnt Quat@u € ({F1}}) s TQuert @iy W initializes a hash table T «— {}, a

signature list L5 and a counter ctr < 0. W samples o & {0,1}. If & = 0,
W sets pk, + E', (pk,,sk,) + KGen(1?). If a = 1, W sets pk, « F’,
(pky,sks) < KGen(1*). (If o = 0, W simulates the game without sky. If
a = 0, W simulates the game without sk,.) W gives an input (pk,,pk,)
to A.

— Simulation of OF: For a query (m, K,Rg,R,), if Tm, K,Rs,R,] = ¢
for some ¢, W returns c. Otherwise, W sets ctr < ctr + 1, defines T[m, K,
R, R, := cetry and returns cegp.

— Simulation of O5&": For a query m, if « = 0, W sets o « Sim(sk,, pk,, pk,,m)
where Sim is the algorithm in the proof of Theorem [1] If « = 1, W sets
o < Sign(sks, pk,, pk,,m). W updates L>&" « L5&" U {(m, o)} and re-
turns o.

— Simulation of OV¢': For a query (m, o), if « = 0, W returns b = Ver(sk,, pk,,
pk,,m,o). If a = 1, W returns b = Ver(sks, pk,, pk,, m, o) where Ver is
the modified algorithm of Ver by changing the calculation of K from K <
[g7] * pk, to K < [g"] + pk,.

— Final procedure of W: W receives the forgery (m*,o* = (cf, 2%, ¢}, z))).
Then W computes R? < [g%] % pk®, R « [g%] % pkS. If o = 0, W
sets K* < [g*¢] * pk,. If a = 1, W sets K* < [g"*] * pk,. If there is no
entry ((m*, K*, R, R}),c) for any c, then W aborts. If (m*,0*) € L5&", W
returns (0, 1). If @« = 0AVer(sk,, pk,, pk,,m*,0*) # 1, W returns (j, out) +
(0, L). If & =1 A Ver(skg, pky, pk,, m*,0%) # 1, W returns (j,out) « (0, L1).
Otherwise, W returns (j,out) < (ctr*, (m*,c*, «)) where ctr* is the value
of ctr at the moment when T[m*, K* R* RZ] = c., is defined and « is the
bit sampled in the first procedure of W.
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Construction of R. The reduction algorithm R(Ey, E) runs Fork"” and extracts
the GAIP solution. We give xR as follows.

— Given a GAIP instance (Ey, E') < Ell, as input, R runs (d,out,out) <«
Fork" (z = (Eo, E')). If d = 0, R aborts.

- /R\Barses (m*70 (c z‘??C'U’z/U) *) (*Ollt7 (7:71/*70- (c ZS’C/U7ZU) ~*) —
out.

—Ifa=0Ac! # ¢!, R finds an index ¢* such that c%[i*] # c[¢*]. Then R
ZE[i*)—zf[i*)
outputs a solution |gesFI-8TT | If @ =0 A ¢t =¢%, R aborts.
—Ifa=1Ac) # ¢}, R finds an index ¢* such that c}[i*] # c;[i*]. Then R
Zli* ]ﬂ;[m

outputs a solution [g SACREIC } If a =1Ac} =<, R aborts.

Analysis of W. First, we confirm that perfectly simulates W the view of A.
In the case of a = 0, the difference from the original strong unforgeability
game is the simulation of O>&". Since Sim(sk,, pk,, pk,, m) perfectly simulates
Sign(sks, pky, pk,,m), W perfectly simulates the view of A. In the case of a = 1,
the difference from the original strong unforgeability game is the simulation of
OVer. The verification procedure differs in the method of computing K. Since
[g7*] * pk, = [g”=] * pk, holds, we see that W perfectly simulates the view of A.

Next, we consider the probability that W outputs (j, out) such that j > 1. Let
Advgg\F,soWS’ A be the advantage of the strong unforgeability game for our scheme
SDVSours. Since without the hash query on (m*, K*, RX R}), the probability
that the success probability of Ver(sk,, pk,, pk,,m*,c*) # 1 is m. Thus,
we have acc(\) = Advapys,, A — -

Analysis of R. First, we confirm that d = 1Aa = 0Acl # ¢f or d =
1ANa =1Ac) # ¢}, R extracts a solution for the GAIP instance. Before
considering each case, we note the 1mp0rtant fact that ifd=1m" = 771*,
[0+ pkS* = RY = R; = [g%] +pk?", and [0] * pki* = R = R} = [g%] # ki
hold. This fact comes from the fact that the forking algorithm Fork fixes the
random coin p for W and runs W same input z, cy,...,cj_1, and p. This implies
that during the first and second executions of W, the behavior of A remains the
same up to the point where the hash query is defined using c;.

In the case of d =1 A a = 0Ack # ¢k, there is ¢* such that cX[i*] # ¢[i*].
Since [g% |#pkS: = [g%]+pkS: holds, we have [g% [ 1]spkS ") = [g2:[*]]sepk: (7],
Let ' = [g*] * Ey. Then pk, = E' = [g*] * Ey holds. From these facts, we have
[ 67]] 4 B = [P 9% Y] 4 By, Thus, F = [g””} + Fo holds.
The case of d = 1 Aa = 1Ac} # ¢} can be analyzed in the same way as discussed
above.

Next, we analyze the probability that R outputs a GAIP solution. If d = 0, R
failed to extract a solution. We consider the condition where d = 1 holds. In the
case of ¢ =c¢I, if a =0, R fails to extract a solution and oz = 1, R can extract



14 Hiroki Minamide, Keisuke Tanaka, and Masayuki Tezuka

a solution. From this fact, with probability one-half, R can extract a solution.
The case of ¢} = ¢} can be analyzed in the same way as discussed above.
By the forking lemma (Lemma , we have

1 1 acc(\) 1
AP () = 5 - frk(\) = 5 - acc()) < ) QA)
! ! Q+1
0 (Advggf/so”rs,A - 2/\> . (Advggf,SOm,A - 2)\)
where Q = QSign + QVer + QH-

Y

(Theorem [2) O

4.4 Privacy of Signer’s Identity Analysis
In this section, we prove privacy of signer’s identity for our SDVS.

Theorem 3. If SDVSoys satisfies strong unforgeability in the ROM and the
CSI-GDH assumption holds on (Cly, Ell,), SDVSous satisfies privacy of signer’s
identity in the ROM.

Proof. Let A be a PPT adversary for GameSPB'VSOM. We introduce the sequence
of games Gameg a, ..., Gameg A as follows.

— Gameg a : The original privacy of signer’s identity security game Ga meggl\,s e A

in the ROM with some modification. We introduce a signing list L>&". For a
query on input (d,m) to the signing oracle OSiEn (OSE" outputs a signature
and records a tuple (d,m, o) to L5€". We also introduce the hash table T.
These modifications do not change the view of an adversary A.

— Game; o : This game is identical to Gamep s except that we modify the

generation of the signature o¢* for the challenge and the verification oracle
OVer. For a challenge query on m*, sample b & {0,1} and query (b, m*) the
signing oracle O58" obtain a signature ¢* and return o*.
For a query on (0,m, o), search a tuple (0, m, o) from L5€". If there is tuple
in L38" return 1 and 0 otherwise. For a query on (1,m,o), return b =
\7e;r(sks1 ,Pkg, , Pk, m, o) where Ver is the modified algorithm obtained from
Ver(sk,, pk,, , pk,, m, o) by modifying the computation of K from K = [g**]x
pk,, to K = [g"1] * pk,,.

— Gameg ao : This game is identical to Game; o except that we modify the
signing oracle O5&". For a query on (0,m,o), samples cs, c, & {£1}2,
Zg, Zoy & Z?V, set K < [g"] * pk,,, Rs < [g%] * pk{®, Ry = [g7°] * pky",
C < ¢ O ¢y. If there is T[m, K, R, R,] # L, then abort. Otherwise, update
T[m, K,Rs,R,] = ¢ and return o <+ (cs, Cy, Zs, Zy)-

— Gameg a : This game is identical to Gameg s except that we modify the hash

oracle O and the signing oracle ©5€". We modify the O as follows. For
a query on (m, K,Rs,Ry), check K = [g”] * pk, by using the CSI-DDH
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oracle. If K = [g”*] * pk,  holds, then abort. Otherwise, behave the same as
an ordinary random oracle and output a hash value.
We modify the O5€" as follows. For a query on (0,m, o), samples cg, ¢, &
{(£1), z,,2, & ZY, set K « Lo, Ry  [g%] # pk&, R, « [g%] % pk<,
C « s O¢,. If there is T[m, Lo, Rs, R,] # L, then abort. Otherwise, update
T[m, Lo, Rs,Ry] = ¢ and return o < (cs, €y, Zs, Zy)-

— Gameya : This game is identical to Games a except that we modify the
verification oracle OVe'. For a query on (1,m,c), search a tuple (1,m,o)
from L5&". If there is tuple in L5€" return 1 and 0 otherwise.

— Games ao : This game is identical to Gameya except that we modify the
signing oracle O5€". For a query on (1,m,o), samples cs, c, & {£1}H,

Coy

Zs, Zy & Ly, set K < [g°] * pk,,, Ry  [g%] * pk*, Ry < [g%v] * pk{®,
C < ¢s; ®c,. If there is T[m, K, R, R,] # L, then abort. Otherwise, update
T[m, K,Rs,R,] = ¢ and return o < (cs, Cy, Zs, Zy )-

— Gameg a : This game is identical to Games a except that we modify the hash
oracle O and the signing oracle ©5€". We modify the OF as follows. For
a query on (m, K,Rs,Ry), check K = [g”] * pk, by using the CSI-DDH
oracle. If K = [g”*] * pk,, holds, then abort. Also, check K = [g**] * pk, by
using the CSI-DDH oracle. If K = [g**] + pk,  holds, then abort. Otherwise,
behave the same as an ordinary random oracle and output a hash value.

We modify the OS€" as follows. For a query on (1,m, ), samples c;,c, &
{£1}, 24,2, & Zy, set K < 11, Ry + [g%] * pk%, R, « [g?] * pk{",
C + C5O¢,. If there is T[m, L1, R, R,] # L, then abort. Otherwise, update
T[m, L1,Rs,Ry] = ¢ and return o < (c, ¢y, 25, 2.

For a sequence of games Gameg a, ..., Gameg a, the following lemmas hold.
Lemma 3. If the SDVSq,s satisfies strong unforgeability,
| Pr[Gameg o = 1] — Pr[Game; o = 1| = negl(A).

Proof. Let BADy be the event that A queries (0,m,0) to OV such that
(0,m, o) ¢ L3 and Ver(sk,, pkso, pky, m, o) = 1. If BADy does not occur, the
views of A are identical in Gamey o and Game; o. The probability that BADy
occurs is bounded by the following reduction R to strong unforgeability security
of SDVSqys- The reduction R is given as follows.

— First procedure of R: Given an input (pk,,pk,) from the challenger C
of the strong unforgeability game, R sets pk, = pk,, runs (pk, sk, ) <
KGen(1*) and gives (pkq,; Pk, , Pk, ) to A. Then R simulates the view of A
without skg, and sk, until BADy( occurs.

— Simulation of Of: For a query on (m, K, Rs, R,), R queries (m, K, Rs, Ry)
to O in the strong unforgeability game and obtains a hash value c. Then
R returns c.

— Simulation of O%¢": For a query on (d,m), if d = 0, R queries m to O>&"
in the strong unforgeability game and obtains a signature o. If d = 1, runs
o « Sign(sks,, pk,, ,pk,, m). R records (d,m, o) to L5€" and returns o.
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— Simulation of OVe': For a query on (d,m,o), if d = 1, R returns b =
\7e;r(sks1 ,Pkg, , Pk, m, o) where Ver is the algorithm in Game;. In the case of
d = 0, if there is an entry (0,m,0) in L>&", return 1. Otherwise, R queries
(m,o) to O3 in the strong unforgeability game and obtains a bit 3. If
B =0, return 0 to A. If 3 =1 (i.e., BADy( occurs), W abort the simulation
for A and returns a forgery (m, o) to C.

If BADy occurs, R outputs a valid forgery for the strong unforgeability
game. Thus, we obtain the following bound:

| Pr[Gameg o = 1] — Pr[Game; o = 1] < Advgg\F,SOm’R = negl(A).

(Lemma3) O
Lemma 4.
| Pr[Gamey o = 1] — Pr[Gameg o = 1| = negl(A).

Proof. Let Qsign, Qver and Qg be the total number of queries from A to OSien,
OVer OH | respectively. Let BADgg be the event that the signing oracle aborts
when (0,m) is queried by A. If BADg, does not occur, the views of A are
identical in Game; o and Gamey a.

We bound the probability that BAD g occurs. For each signing query (0, m),
the probability that O58" aborts is at most W By taking the union
bound, we have '

QSign + QVer + QH +1
N

| Pr[Game; o = 1] — Pr[Gameg po = 1| < (Qsign + 1) -
negl()).

(Lemmald) O
Lemma 5. If the CSI-GDH assumption holds,
| Pr[Gameg o = 1] — Pr[Games o = 1| = negl(A).

Proof. Let BAD g be the event that the random oracle aborts. If BAD g does
not occur, the views of A are identical in Games o and Games a. The probability
that BADf( occurs is bounded by the following reduction R to the CSI-GDH
problem. The reduction R is given as follows.

— First procedure of R: Given a CSI-GDH problem instance (Ey, [t]* Eo, [h]*
Ey), R sets pk,, = [t] * Eo, pk, = [h] * Eo, runs (pk,,,sk,,) < KGen(1*) and
gives (pkg,,pk, ,pky,) to A. Then R simulates the view of A without sk,
and sk, until BAD g occurs.

— Simulation of Of: For a query on (m, K,Rs,R,), R queries (Ey,[xr] *
Eo, [v] * Eo, K) to the OS"PPH gracle of the CSI-GDH problem and obtains
the result 8. If 8 = 0, R simulates OF in the same way as O5€" in Gameg a.
If 5 =1 (i.e., BADgq occurs), W abort the simulation for A and returns a
solution K for the CSI-GDH problem.
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— Simulation of O8": For a query on (d,m), R simulates OS&" in the same
way as OS€" in Games a.

— Simulation of OVe': For a query on (d, m, o), R simulates O5" in the same
way as OS€" in Games a.
If BADpq occurs, R outputs a valid solution for the CSI-GDH problem.
Thus, we obtain the following bound:

| Pr[Gameg o = 1] — Pr[Gamez a = 1| < Advg® P*()\) = negl()).
(Lemmafp) O
Lemma 6. If the SDVSoy,s satisfies strong unforgeability,
| Pr[Games o = 1] — Pr[Gamey o = 1| = negl(A).

The proof of Lemma [f]is obtained in a similar way to Lemma [3]

Proof. Let BADy, be the event that A queries (1,m,0) to OV®" such that
(1,m,0) ¢ L>&" and Ver(sk,, pks, pk,, m,c) = 1. If the event BADy; does not
occur, the views of A are identical in Gameg o and Gamey o. The probability that
BADy; occurs is bounded by the following reduction R to strong unforgeability
security of SDVSg,s. The reduction R is given as follows.

— First procedure of R: Given an input (pk,,pk,) from the challenger C
of the strong unforgeability game, R sets pk, = pkg, runs (pk,,,sks,) <
KGen(1*) and gives (pk, ,pk,,,pk, ) to A. Then R simulates the view of A
in Gamey p without skg, and sk, until BADy; occurs.

— Simulation of O: For a query on (m, K, R, R,), R simulates O in the
same way as OS€" in Gameya except that the check K = [g%] % pk,, is
changed to K = [g¥0] * pk,,.

— Simulation of O5€": For a query on (d,m), if d = 0, R simulates OS&" in
the same way as 0" in Gamey a. If d = 1, R queries m to OS8" in the strong
unforgeability game and obtains a signature o. Then R records (d, m, o) to
LS8 and returns o.

— Simulation of OV*': For a query on (d, m, o), if d = 0, R simulates O>#" in
the same way as 058" in Gamegya. If d = 1, if there is an entry (1,m, o) in
L5&" return 1. Otherwise, R queries (m, o) to OS8" in the strong unforge-
ability game and obtains a bit 8. If 8 = 0, return 0 to A. If 8 = 1 (i.e.,
BADy; occurs), abort the simulation for A and returns a forgery (m,o) to

C.

If BADy; occurs, R outputs a valid forgery for the strong unforgeability
game. Thus, we obtain the bound:

| Pr[Games o = 1] — Pr[Gamega = 1] < Advgg\F,SOWR = negl(A).
(Lemmalf) O
Lemma 7.

| Pr[Gamey o = 1] — Pr[Games o = 1| = negl(A).
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The proof of Lemma[7] can be obtained in a way similar to that of Lemma [4]

Proof. Let Qsign, Qver and Qg be the total number of queries from A to OSien,
OVer. O respectively. Let BADg; be the event that the signing oracle aborts
when (1,m) is queried by A. If BADg; does not occur, the views of A are
identical in Gamey o and Games a.
We bound the probability that BADg; occurs. For each signing query (1, m),
the probability that O58" aborts is at most W By taking the union
P

bound, we have

QSign + QVer + QH +1
N

\Pr[Game47A = 1] — Pr[Game5,A = 1| < (QSign + 1) .
negl(}).

(Lemmal7) O
Lemma 8. If the CSI-GDH assumption holds,
| Pr[Games o = 1] — Pr[Gameg o = 1| = negl(A).

The proof of Lemma [§ can be obtained in a way similar to that of Lemma [5]

Proof. Let BADy, be the event that the random oracle aborts when a tuple
(m, K,Rs,R,) is queried such that K = [g*] * pk, . If BADp; does not oc-
cur, the views of A are identical in Games o and Gameg a. The probability that
BADy; occurs is bounded by the following reduction R to the CSI-GDH prob-
lem. The reduction R is given as follows.

— First procedure of R: Given a CSI-GDH problem instance (Ey, [t]* Fo, [9]*
Ey), R sets pk,, = [t] * Eo, pk, = [h] * Eo, runs (pk,,,sks,) < KGen(1*) and
gives (pkg,,pk,,,pk, ) to A. Then R simulates the view of A without sk,
and sk, until BAD g occurs.

— Simulation of O¥: For a query on (m, K, R, R,), R queries (Eo, pk,,, [n]*

Ey, K) to the O%PPH oracle of the CSI-GDH problem and obtains the
result 5. If B =1, R aborts.
R queries (Ey, [z] * Fo, [9] * Eg, K) to the CSI-DDH oracle of the CSI-GDH
problem and obtains the result 8. If 3’ = 0, R aborts. If 8’ = 0, R simulates
O in the same way as O%8" in Gamega. If 3 = 1 (i.e., BAD gy occurs),
W abort the simulation for A and returns a solution K for the CSI-GDH
problem.

— Simulation of O>&": For a query on (d,m), R simulates O>&" in the same
way as O5&" in Gameg .

— Simulation of OVe': For a query on (d, m, o), R simulates O58" in the same
way as O€" in Gameg .

If BADpy; occurs, R outputs a valid solution for the CSI-GDH problem.
Thus, we obtain the following bound:

| Pr[Games o = 1] — Pr[Gameg a = 1| < Advg® P*()\) = negl()).

(Lemma O
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Lemma 9.

1
Pr[Gamegp = 1] = 3

Proof. Let m* be a challenge and 0* = (c, ¢}, 2}, z;) < Sign(sks,, pk,, , Pk,, m*)
be its signature. Let R* < [g% |+pk®, R « [g%]*pkS, ¢* « c* ¢k, If Gameg
does not abort at the end of the game, this implies that A does not query nei-
ther (m*, [g] * pk,, = [6%0] « pk, B2, RS) nor (m*, [g] * pk,, = [g%1] *
pk,, R:, R?) to Of. We see that A knows c*. However, A does not have any in-
formation to distinguish whether H(m*,[g"*] * pk, = [g"*] xpk,, R}, R}) = c*
or H(m*, [g""] * pk,, = [g"1] *pk,, R}, R}) = c* at all. From this fact, we have

1
Pr{Gamesp = 1] = 3

(Lemma[9) O
From Lemma [3] to Lemma [0} we have
1
AESbs A() = [PrlGameZZhs a(1%) = 1] - 5
° 1
= Z (Pr[Game; o = 1] — Pr[Game;11 4 = 1]) — 2|
i=0
° 1
< |[Pr[Game; o = 1] — Pr[Game; 11 Ao = 1]| + |Pr[Gamesa = 1] — 3
i=0
= negl(A).

(Theorem O

4.5 Non-Delegatability Analysis

In this section, we prove non-delegatability for our SDVS.

Theorem 4. If there is an algorithm F,, that generates valid signatures on a
message m in polynomial time and the probability ¢ with at most Qy queries
to the random oracle, then SDVSqys satisfies non-delegatability with knowledge
error 27> in the ROM.

Proof. We assume that ¢ > x = 27" where 27 is the probability that the
adversary guesses the value of H(m,[g® %] x Ey, Es, E,) without querying
(m, [g*s %] * Ey, Es, Ey) to the random oracle. Let F,,« be a forger with in-
put message m* and Qg be the total number of hash queries from F,,- to O.
To describe Ext, we introduce the following algorithm W.
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Construction of WF»*. W(m* cy,...,cq,) runs F,,« and simulates hash
queries from F,, .

— First procedure of W: W takes (m*, c1,...,cq,) as an input and initializes
a hash table T < {} and a counter ctr <— 0. Then W runs F,.

— Simulation of Of: For a query (m, K,Rq,R,), if Tim, K,Rs,R,] = ¢
for some ¢, W returns c. Otherwise, W sets ctr < ctr + 1, defines T[m, K,
Rs,R,] = cutr, and returns cepe.

— Final procedure of W: W receives a signature (m*,o* = (c¥,z%,ck, z}))
from F,,-. Then W computes R < [g%°] % pk, R < [g%] * pk®. If there
is no entry ((m*, K*,R%, R}),c) for any c, then W aborts. Otherwise, W
returns (j,out) < (ctr*,(m*,0*)) where ctr* is the values of ctr at the
moment when T[m*, K*, R¥ RY] = c., is defined.

Construction of Ext™* (m*). The extraction algorithm Ext™™* (m*) runs Fork"
and extracts the skg or sk,,.

— Given an input m*, Ext runs (d, out, out) + Fork™ (m*). If d = 0, Ext aborts.
Ext parses (m*,0* = (c,z}, ¢}, 2y)) < out, (m*, 0" = (C;,25,¢C;,2,))
out.

If ¢* #¢*, Ext finds an index ¢* such that c*[i*] # ¢*[¢*]. Then Ext outputs
k. — Zali]=zl[i"]

S = et e

— If B =1Ac} #c, Ext finds an index ¢* such that c}[i*] # ¢}[i*]. Then Ext

A

cplix]—eyli]”

outputs sk, =

___ Here, we briefly analyze Ext. If Fork™ (m*) outputs (d,out = (c*,z*,c*,z*),
out = (c¢k,zf, ¢k, z’)) with d = 1, we have ¢* = ¢! ©® ¢} # ¢ ©c; = c¢c*. This
implies that ¢} # ¢ or ¢} # ¢} holds. If ¢} # ¢}, there exists ¢* such that
ci[i] # ¢[i]. By the same argument as in the proof of Theorem [2] we have
[ 1] 5 pk ) = [@% )] pk 7). Lt pk, = [g7¢] * Ep. Then [g= 7 T+o-<2 7]«
Eo = [g#:l"1+2:[]] « Ey holds. Thus, z, = % holds. In the case of
¢l # ¢! can be analyzed in the same way as discussed above.

Let egy be the probability that Ext™m* (m*) produces either sk or sk,. By

the forking lemma (Lemma [2)), we have

acc <aCC — 1)
QSign 22
> L. efi : efiQSig"Jrl .
QSign 22 22

(Theorem O
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Appendix
A Based Y-protocol for OR Relation

A.1 X -protocol

A Y-protocol for an NP relation R C {0,1}* x {0,1}* is a special type of public-
coin three-move interactive protocol between a prover and a verifier.

Definition 8. A X-protocol II for a NP relation R is a three-move public-coin
interactive protocol with between PPT algorithms P = (P1,P2) and V. The X is
executed by the following procedure:

— The prover takes a statement x and witness w as an input, runs (st,com)
Pi(z,w) and obtains a state st and a commitment com. The prover sends
com to the verifier.

— The verifier samples ch & COH where CH is a challenge space of X-protocol.
The verifier sends ch to the prover.

— The prover runs resp < Pa(st,ch). The prover sends the response resp to
the verifier.

— The verifier runs b < V(x, com, ch, resp).

A.2 X-Protocol for OR Relation by Katsumata et al. [19,20]
We consider the following NP relation R.
R = {((an E(l)’ Ei)’ (67 x5))|E(/§ = [gzg] * Eo, (67 x) € {07 1} X ZN}

Katsumata et al. [19120] gave the X-protocol for this relation R. We describe
their X-protocol IT = (P = (Py,P3),V) with the challenge space CH = {0,1}*
as follows:

— Pi(z = (Eo, By, E}),w = (6,z5)) : Sample 15,215 < Z, c1_s < {£1}*,
set Ry < [g7] * Eo, Ri_s < [g%-°] = pki'’, and return (com,st) <
((Ro,R1),(d,25,¢1-5,15,21—5))

— Pa(st = (8, z5,¢c1-6,T5,21-5),ch = ¢) : Set c5 < €O €y, Zs ¢ T's — Ty - Cs,
and return resp = (co, €1, 29, Z1)-

— V(z = (Ey, E}, E}),com = (Rg,Rq),ch = c,resp = (co,c1,%0,21)) : If
c =cy®ci ARy = [g%] x B} ARy = [g%] * E1°", return 1. Otherwise,
return 0.

Their protocol satisfies perfect honest verifier zero-knowldege (HVZK). Since
perfect HVZK implies that perfect witness indistinguishability (WI). Our pro-
posed SDVS scheme SDVSgq,s is obtained by transforming this protocol to the
non-interactive one via the Fiat-Shamir transformation. Thanks to the perfect
WI property, our scheme SDVS satisfies perfect non-transferability.
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